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'LVFODLPHU

7KH YLHZV H[SUHVVHG LQ WKH SUHVHQW VWXG\ DUH WKH DXWKRU¶V DQG GR QRW

QHFHVVDULO\ FRUUHVSRQG WR WKH YLHZV RI WKH (XURSHDQ &RPPLVVLRQ�

/HJDO�1RWLFH

1HLWKHU WKH &RPPLVVLRQ RI WKH (XURSHDQ &RPPXQLW\ QRU DQ\ SHUVRQ DFWLQJ

RQ LWV EHKDOI LV UHVSRQVLEOH IRU WKH XVH ZKLFK PLJKW EH PDGH RI WKH IROORZLQJ

LQIRUPDWLRQ�
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([HFXWLYH�6XPPDU\

7KLV VWXG\ LV EDVHG RQ D FRQWUDFW EHWZHHQ WKH (XURSHDQ &RPPLVVLRQ

�'* ;,,,� DQG WKH 8QLYHUVLW\ RI :�U]EXUJ� ,WV DLP LV WR SURYLGH WKH

(XURSHDQ &RPPLVVLRQ ZLWK XS�WR�GDWH LQIRUPDWLRQ RQ WKH OHJDO LVVXHV RI

FRPSXWHU�UHODWHG FULPH� HVSHFLDOO\ ZLWK UHVSHFW WR VXEVWDQWLYH FULPLQDO ODZ�

SURFHGXUDO FULPLQDO ODZ DV ZHOO DV WKH VXJJHVWLRQ RI DOWHUQDWLYH VROXWLRQV�

7KH FRQWUDFW DOVR LQFOXGHV WKH HVWDEOLVKPHQW RI D GDWDEDVH ZLWK WKH UHOHYDQW

QDWLRQDO FRPSXWHU FULPH VWDWXWHV RI VXEVWDQWLYH FULPLQDO ODZ� 7KH IROORZLQJ

H[HFXWLYH VXPPDU\ IRFXVHV RQ VRPH RI WKH PDLQ ILQGLQJV RI WKH VWXG\�

�� 9XOQHUDELOLW\�RI�WKH�,QIRUPDWLRQ�6RFLHW\

7KH YXOQHUDELOLW\ RI WRGD\
V LQIRUPDWLRQ VRFLHW\ LQ YLHZ RI FRPSXWHU FULPH LV

VWLOO QRW VXIILFLHQWO\ UHDOLVHG� %XVLQHVVHV� DGPLQLVWUDWLRQV DQG VRFLHW\ GHSHQG

WR D KLJK GHJUHH RQ WKH HIILFLHQF\ DQG VHFXULW\ RI PRGHUQ LQIRUPDWLRQ

WHFKQRORJ\� ,Q WKH EXVLQHVV FRPPXQLW\� IRU H[DPSOH� PRVW RI WKH PRQHWDU\

WUDQVDFWLRQV DUH DGPLQLVWHUHG E\ FRPSXWHUV LQ IRUP RI GHSRVLW PRQH\�

(OHFWURQLF FRPPHUFH GHSHQGV RQ VDIH V\VWHPV IRU PRQH\ WUDQVDFWLRQV LQ

FRPSXWHU QHWZRUNV� $ FRPSDQ\
V HQWLUH SURGXFWLRQ IUHTXHQWO\ GHSHQGV RQ

WKH IXQFWLRQLQJ RI LWV GDWD�SURFHVVLQJ V\VWHP� 0DQ\ EXVLQHVVHV VWRUH WKHLU

PRVW YDOXDEOH FRPSDQ\ VHFUHWV HOHFWURQLFDOO\� 0DULQH� DLU� DQG VSDFH FRQWURO

V\VWHPV� DV ZHOO DV PHGLFDO VXSHUYLVLRQ UHO\ WR D JUHDW H[WHQW RQ PRGHUQ

FRPSXWHU V\VWHPV� &RPSXWHUV DQG WKH ,QWHUQHW DOVR SOD\ DQ LQFUHDVLQJ UROH

LQ WKH HGXFDWLRQ DQG OHLVXUH RI PLQRUV� ,QWHUQDWLRQDO FRPSXWHU QHWZRUNV DUH

WKH QHUYHV RI WKH HFRQRP\� WKH SXEOLF VHFWRU DQG VRFLHW\� 7KH VHFXULW\ RI

WKHVH FRPSXWHU DQG FRPPXQLFDWLRQ V\VWHPV DQG WKHLU SURWHFWLRQ DJDLQVW

FRPSXWHU FULPH LV WKHUHIRUH RI HVVHQWLDO LPSRUWDQFH�

,Q WKH FRXUVH RI WKLV GHYHORSPHQW FRPSXWHU FULPH KDV GHYHORSHG LQWR D

PDMRU WKUHDW RI WRGD\
V LQIRUPDWLRQ VRFLHW\� 7KH VSUHDGLQJ RI FRPSXWHU

WHFKQRORJ\ LQWR DOPRVW DOO DUHDV RI OLIH DV ZHOO DV WKH LQWHUFRQQHFWLRQ RI

FRPSXWHUV E\ LQWHUQDWLRQDO FRPSXWHU QHWZRUNV KDV PDGH FRPSXWHU FULPH

PRUH GLYHUVH� PRUH GDQJHURXV� DQG LQWHUQDWLRQDOO\ SUHVHQW� $Q DQDO\VLV RI

UHOHYDQW �FULPLQRJHQLF� IDFWRUV VKRZV WKDW PRGHUQ FRPSXWHU DQG

FRPPXQLFDWLRQ QHWZRUNV KDYH VSHFLILF FKDUDFWHULVWLFV ZKLFK DUH KLJKO\

XVHIXO IRU SHUSHWUDWRUV EXW ZKLFK LPSO\ GLIILFXOWLHV IRU SRWHQWLDO YLFWLPV DQG

IRU ODZ HQIRUFHPHQW �VXFK DV FRPSOH[ VHFXULW\ TXHVWLRQV� PXOWLSOH KDUGZDUH

DQG VRIWZDUH V\VWHPV� LQH[SHULHQFH RI PDQ\ XVHUV� DQRQ\PLW\� HQFU\SWLRQ
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DQG LQWHUQDWLRQDO PRELOLW\�� *URXSV DFWLYH LQ RUJDQLVHG FULPH� SURIHVVLRQDO

EXVLQHVV HVSLRQDJH DQG VHFUHW VHUYLFHV DURXQG WKH ZRUOG DUH DOUHDG\

H[SORLWLQJ WKHVH QHZ IHDWXUHV RI FRPSXWHU FULPH� +RZHYHU� PDQ\

JRYHUQPHQWV� EXVLQHVVHV DQG SULYDWH XVHUV DUH QRW DZDUH RI WKH DWWDFNV

WKDW KDSSHQ RU FRXOG KDSSHQ WR WKHP LQ WKH '3�DUHD� 7KXV� JRYHUQPHQWDO

DJHQFLHV� WKH LQGXVWU\ DQG SULYDWH XVHUV VKRXOG EH PDGH DZDUH WKDW

SURWHFWLRQ DJDLQVW FRPSXWHU DWWDFNV LV RI JUHDW VLJQLILFDQFH� 7KH\ VKRXOG EH

LQIRUPHG DERXW WKH PDLQ WKUHDWV RI FRPSXWHU FULPH DQG WKH UHVSRQVHV

WKHUHWR�

7KH SUHVHQW VWXG\ ILUVW V\VWHPDWLVHV WKH QHFHVVDU\ EDVLF LQIRUPDWLRQ RQ

WKH YXOQHUDELOLW\ RI WKH LQIRUPDWLRQ VRFLHW\ E\ FRPSXWHU FULPH� $V D

SUHUHTXLVLWH IRU LGHQWLI\LQJ WKH UHOHYDQW SUREOHPV DQG IRU ILQGLQJ VROXWLRQV�

WKH UHSRUW JLYHV DQ HPSLULFDO DQDO\VLV RI WKH UHOHYDQW SUREOHPV� 8VLQJ DFWXDO

FDVH�VWXGLHV� LW GHVFULEHV HVSHFLDOO\ LQIULQJHPHQWV RI SULYDF\� HFRQRPLF

FULPHV� YLRODWLRQV RI LQWHOOHFWXDO SURSHUW\ DQG GLVVHPLQDWLRQ RI LOOHJDO

FRQWHQWV� 7KH DQDO\VLV VKRZV WKDW DW SUHVHQW� WKH IRFXV RI FRPSXWHU FULPH

OLHV LQ WKH ILHOG RI HFRQRPLF FULPHV� VXFK DV FRPSXWHU IUDXG� KDFNLQJ�

FRPSXWHU HVSLRQDJH DQG WKHIW RI LQWHOOHFWXDO SURSHUW\� +RZHYHU� WKH XVH RI

PRGHUQ FRPSXWHU DQG FRPPXQLFDWLRQ WHFKQRORJ\ LQ WUDGLWLRQDO ILHOGV RI

RUJDQLVHG FULPH �VXFK DV GUXJ DQG ZHDSRQV GHDOLQJ� LV JDLQLQJ LPSRUWDQFH�

,OOHJDO DQG KDUPIXO FRQWHQWV LQ FRPSXWHU QHWZRUNV DUH LQFUHDVLQJO\ ZRUU\LQJ

WKH SXEOLF� WRR� WKXV FUHDWLQJ D VHULRXV WKUHDW IRU WKH DFFHSWDQFH RI WKH QHZ

PHGLD�

�� 3UHVHQW�/HJDO�6LWXDWLRQ

$FFRUGLQJ WR WKH FRQWUDFW EHWZHHQ WKH (XURSHDQ &RPPLVVLRQ DQG WKH

8QLYHUVLW\ RI :�U]EXUJ� WKH PDLQ DLP RI WKH VWXG\ LV WR DQDO\VH WKH OHJDO

LVVXHV RI FRPSXWHU FULPH� 7KLV DQDO\VLV VKRZV�

2Q WKH QDWLRQDO OHYHO� FRPSUHKHQVLYH DQG LQWHUQDWLRQDO DQVZHUV WR WKH

QHZ FKDOOHQJHV RI FRPSXWHU FULPH DUH VWLOO PLVVLQJ� ,Q PRVW FRXQWULHV�

UHDFWLRQV WR FRPSXWHU FULPH IRFXV WRR PXFK RQ QDWLRQDO �HVSHFLDOO\ FULPLQDO�

ODZ� QHJOHFWLQJ DOWHUQDWLYH SURWHFWLYH PHDVXUHV� +RZHYHU� HYHQ LQ WKH OHJDO

ILHOG� WKHUH DUH FRQVLGHUDEOH GHILFLWV� 'HVSLWH VXFFHVVIXO HIIRUWV RI

LQWHUQDWLRQDO DQG VXSUDQDWLRQDO RUJDQLVDWLRQV� WKH YDULRXV QDWLRQDO ODZV

VKRZ UHPDUNDEOH GLIIHUHQFHV� XQFHUWDLQWLHV RU ORRSKROHV HVSHFLDOO\ ZLWK

UHVSHFW WR WKH FULPLQDO ODZ SURYLVLRQ RQ LQIULQJHPHQWV RI SULYDF\� KDFNLQJ�

WUDGH VHFUHW SURWHFWLRQ DQG LOOHJDO FRQWHQWV� &RQVLGHUDEOH GLIIHUHQFHV DQG

XQFHUWDLQWLHV DOVR H[LVW ZLWK UHVSHFW WR WKH UHVSRQVLELOLW\ RI ,QWHUQHW

SURYLGHUV� FRHUFLYH SRZHUV RI SURVHFXWLQJ DJHQFLHV �HVSHFLDOO\ ZLWK UHVSHFW

WR HQFU\SWHG GDWD DQG LQYHVWLJDWLRQV LQ LQWHUQDWLRQDO FRPSXWHU QHWZRUNV� DV

ZHOO DV WKH UDQJH RI MXULVGLFWLRQ LQ FULPLQDO PDWWHUV�
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2Q WKH LQWHUQDWLRQDO DQG VXSUDQDWLRQDO OHYHOV� YDULRXV RUJDQLVDWLRQV

KDYH FR�RUGLQDWHG RU KDUPRQLVHG DFWLYLWLHV DJDLQVW FRPSXWHU FULPH� %HVLGHV

WKH (XURSHDQ 8QLRQ �ZLWK D QXPEHU RI DFWLYLWLHV ERWK XQGHU WKH ILUVW DQG WKH

WKLUG SLOODU�� WKHVH DUH HVSHFLDOO\ WKH &RXQFLO RI (XURSH� WKH 3�� WKH 2(&'�

,QWHUSRO DQG WKH 8QLWHG 1DWLRQV� 7KHVH LQWHUQDWLRQDO DQG VXSUDQDWLRQDO

HIIRUWV KDYH LQFUHDVHG FRQVLGHUDEO\ LQ UHFHQW \HDUV� :KHUHDV LQ WKH ����V

DQG ����V� WKHUH ZDV D ODFN RI LQWHUQDWLRQDO DFWLYLWLHV� WRGD\ WKHUH LV D ODFN

RI FR�RUGLQDWLRQ DPRQJ WKH YDULRXV RUJDQLVDWLRQV� ZKLFK ULVN VWDUWLQJ

UHGXQGDQW SURJUDPV� 0RUHRYHU� PDQ\ RI WKH SUHVHQW LQWHUQDWLRQDO DQG

VXSUDQDWLRQDO DQVZHUV DUH WRR YDJXH DQG FRQFHQWUDWH WRR PXFK RQ OHJDO

LVVXHV�

�� 1HFHVVDU\�)XWXUH�6ROXWLRQV

$V D SUHUHTXLVLWH IRU ILQGLQJ IXWXUH VWUDWHJLHV WR ILJKW FRPSXWHU FULPH� WKH

UHSRUW DQDO\VHV WKH EDVLF FKDQJHV RI WKH LQWHUQDWLRQDO ULVN DQG LQIRUPDWLRQ

VRFLHW\ DV WKH GULYLQJ IRUFHV EHKLQG FRPSXWHU FULPH� %DVHG RQ WKLV DQDO\VLV�

WKH VWXG\ VWUHVVHV WKUHH PDLQ UHTXLUHPHQWV IRU IXWXUH VWUDWHJLHV� )XWXUH

VROXWLRQV PXVW EH LQWHUQDWLRQDO� FRPSUHKHQVLYH DQG ± HVSHFLDOO\ LQ WKH OHJDO

DUHD ± GHYRWHG WR WKH VSHFLILFV RI LQIRUPDWLRQ�

− )XWXUH PHDVXUHV DJDLQVW FRPSXWHU FULPH PXVW EH LQWHUQDWLRQDO VLQFH

GLIIHUHQW QDWLRQDO VWUDWHJLHV ZLWK WKH DLP RI SUHYHQWLQJ FRPSXWHU FULPH

ZRXOG FUHDWH �GDWD KDYHQV� RU �FRPSXWHU FULPH KDYHQV� ZKLFK� LQ WXUQ�

ZRXOG OHDG WR PDUNHW UHVWULFWLRQV DQG QDWLRQDO EDUULHUV WR WKH IUHH IORZ RI

LQIRUPDWLRQ DQG (XURSH�ZLGH VHUYLFHV� $ERYH DOO� QDWLRQDO VROXWLRQV DQG

UHVWULFWLRQV IRU WKH IUHH IORZ RI LQIRUPDWLRQ ZRXOG EH GRRPHG WR IDLOXUH

VLQFH WKH DPRXQW RI GDWD WUDQVIHUUHG LQ LQWHUQDWLRQDO FRPSXWHU QHWZRUNV

PDNHV WKH FRQWURO RI WKHLU FRQWHQW QHLWKHU SRVVLEOH QRU VRFLDOO\ GHVLUDEOH�

− )XWXUH PHDVXUHV DJDLQVW FRPSXWHU FULPH VKRXOG DLP DW FRPSUHKHQVLYH

VROXWLRQV LQFOXGLQJ QRQ�OHJDO PHDVXUHV� 7KLV LV HVSHFLDOO\ LPSRUWDQW VLQFH

WKH QHZ WKUHDWV RI WRGD\
V ULVN VRFLHW\ UHTXLUH EURDGHU FRQFHSWV RI

SUHYHQWLRQ WKDW JR EH\RQG SXUHO\ FULPLQDO LQWHUGLFWLRQV� 1RQ�OHJDO

UHPHGLHV ± VXFK DV WHFKQRORJ\� HGXFDWLRQ DQG LQGXVWU\ VHOI UHJXODWLRQ ±

FDQ RIWHQ EH PXFK PRUH HIIHFWLYH WKDQ WLJKWHQLQJ FULPLQDO ODZ SURYLVLRQV

ZKLFK ± HVSHFLDOO\ LQ WKH ILHOG RI SURFHGXUDO ODZ ± FDQ DOVR LQIULQJH FLYLO

OLEHUWLHV�

− $OO VROXWLRQV PXVW EH VSHFLILF VROXWLRQV FRQVLGHULQJ WKH GLIIHUHQFHV

EHWZHHQ WDQJLEOH DQG LQWDQJLEOH SURSHUW\� 7KLV LV HVSHFLDOO\ LPSRUWDQW IRU

OHJDO UHPHGLHV� ,QIRUPDWLRQ LV D QHZ DQG GLVWLQFW YDOXH ZKLFK FDQQRW EH

SURWHFWHG LQ DQDORJ\ WR FRUSRUHDO REMHFWV� ,Q WKH OHJDO ILHOG� WKLV UHTXLUHV

D QHZ GRFWULQH RI LQIRUPDWLRQ ODZ GHDOLQJ HVSHFLDOO\ ZLWK WKH SURWHFWLRQ RI

WKH DXWKRU DQG KROGHU RI LQIRUPDWLRQ� WKH SURWHFWLRQ RI WKH SHUVRQ
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FRQFHUQHG E\ LQIRUPDWLRQ� WKH SURWHFWLRQ RI VRFLHW\ DJDLQVW LOOHJDO DQG

KDUPIXO LQIRUPDWLRQ DV ZHOO DV DFFHVV�WR�LQIRUPDWLRQ ULJKWV�

%DVHG RQ WKH FKDQJHV RI WKH LQWHUQDWLRQDO ULVN DQG LQIRUPDWLRQ VRFLHW\ DQG

WKHVH WKUHH UHTXLUHPHQWV� WKH UHSRUW VXJJHVWV D FRPSUHKHQVLYH VHW RI

PHDVXUHV WR ILJKW FRPSXWHU FULPH HVSHFLDOO\ E\ IRXU PDLQ UHPHGLHV�

WHFKQRORJ\� HGXFDWLRQ� LQGXVWU\ DQG WKH ODZ� 7KHVH IRXU UHPHGLHV DUH ILUVW

LOOXVWUDWHG LQ JHQHUDO� 7KH\ DUH WKHQ VSHFLILHG ZLWK UHVSHFW WR FRQFUHWH

UHFRPPHQGDWLRQV IRU WKH (XURSHDQ 8QLRQ�

�� 6SHFLILF�5HFRPPHQGDWLRQV�IRU�WKH�(XURSHDQ�8QLRQ

7KH (XURSHDQ &RPPXQLW\ KDV DOUHDG\ HQDFWHG GLUHFWLYHV ZLWK SUHFLVH

UHTXLUHPHQWV IRU WKH KDUPRQLVDWLRQ RI WKH �QRQ�FULPLQDO� SURYLVLRQV RI GDWD

SURWHFWLRQ ODZ DQG LQWHOOHFWXDO SURSHUW\ SURWHFWLRQ� 'HILFLWV RI FOHDUO\ GHILQHG

(XURSHDQ VROXWLRQV H[LVW HVSHFLDOO\ ZLWK UHVSHFW WR QRQ�OHJDO PHDVXUHV DV

ZHOO DV ZLWK UHVSHFW WR HFRQRPLF FULPLQDO ODZ� LOOHJDO DQG KDUPIXO FRQWHQWV�

FULPLQDO SURFHGXUDO ODZ� VHFXULW\ ODZ DV ZHOO DV WKH VDQFWLRQV LQ WKH ILHOG RI

GDWD SURWHFWLRQ ODZ� 7KLV FRXOG EH FKDQJHG E\ WKH IROORZLQJ DFWLRQV�

,Q WKH QRQ�OHJDO VHFWRU� SULRULW\ DFWLRQV RI WKH (XURSHDQ 8QLRQ FRXOG

HVSHFLDOO\ VXSSRUW

− LPSURYHG LQWHOOLJHQFH HVSHFLDOO\ ZLWK UHVSHFW WR DQ DQDO\VLV RI WKH OLQNV RI

KLJK WHFK FULPH DQG RUJDQLVHG FULPH

− KLJKHU DZDUHQHVV DQG HGXFDWLRQ �VLQFH PRVW FDVHV RI FRPSXWHU FULPH DUH

FDXVHG E\ D ODFN RI DZDUHQHVV RI XVHUV�

− VRSKLVWLFDWHG WHFKQRORJLFDO PHDVXUHV DQG QHZ UHVHDUFK SURMHFWV LQ

FRPSXWHU VHFXULW\ �HVSHFLDOO\ ZLWK UHVSHFW WR HOHFWURQLF FRPPHUFH DQG

VDIH PRQH\ WUDQVDFWLRQV�

− D QHWZRUN RI FRQWDFW SRLQWV IRU LOOHJDO FRQWHQWV �WR VXSSRUW DQ DGHTXDWH

OHJDO IUDPHZRUN�

− LQWHUQDWLRQDO LQGXVWU\ FRGHV RI FRQGXFW �HVSHFLDOO\ ZLWK UHVSHFW WR LOOHJDO

FRQWHQWV� LOOHJDO DFWLYLWLHV DQG SURWRFROV IRU LQWHUQDWLRQDO SROLFH FR�

RSHUDWLRQ�

− GHYHORSPHQW RI WUDFH�EDFN SURFHGXUHV �HVSHFLDOO\ E\ EULQJLQJ WRJHWKHU

ODZ\HUV� SURVHFXWRUV DQG LQGXVWU\ WR GHYHORS� LPSOHPHQW DQG XVH

DGGLWLRQV WR WKH 7&3�,3 SURWRFROV VXSSRUWLQJ VXFK SURFHGXUHV�� DV ZHOO DV

FRQWLQXHG FR�RUGLQDWLRQ RI WKH YDULRXV LQWHUQDWLRQDO DFWLYLWLHV LQ

ZLUHWDSSLQJ LVVXHV�
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/HJDO PHDVXUHV XQGHU WKH ILUVW SLOODU FDQ EH EDVHG RQ $UWLFOH ���D RI WKH

7UHDW\ RQ WKH (XURSHDQ 8QLRQ� 7KH\ FRXOG SULPDULO\ IRFXV RQ

− WKH HODERUDWLRQ RI D GLUHFWLYH RQ WKH JHQHUDO �FLYLO DQG FULPLQDO�

UHVSRQVLELOLW\ RI DFFHVV DQG ,QWHUQHW VHUYLFH SURYLGHUV �ZKLFK VKRXOG EH

HODERUDWHG EHIRUH PRUH QDWLRQDO ODZV ZLOO HQDFW VXFK UHJXODWLRQV�

− WKH FRQVLGHUDWLRQ RI D GLUHFWLYH ZKLFK FRXOG GHILQH OHJDO� LOOHJDO DQG

KDUPIXO FRQWHQWV LQ FRPSXWHU QHWZRUNV� ZKLFK FRXOG QRW RQO\ UHTXLUH

0HPEHU 6WDWHV WR FUHDWH HIIHFWLYH VDQFWLRQV DJDLQVW WKHVH LOOHJDO DQG

KDUPIXO FRQWHQWV EXW DOVR SURKLELW 0HPEHU 6WDWHV WR UHVWULFW LQWHUQDWLRQDO

GDWD IORZ ZLWK UHVSHFW WR LOOHJDO DQG KDUPIXO FRQWHQWV QRW OLVWHG LQ WKH

GLUHFWLYH

− WKH LQFOXVLRQ RI D OLVW RI LOOHJDO DFWV WR EH SURKLELWHG DQG FRYHUHG E\

DGHTXDWH VDQFWLRQV RI QDWLRQDO ODZ LQ D IXWXUH GLUHFWLYH �H�J� RQ HOHFWURQLF

FRPPHUFH� LQ RUGHU WR JXDUDQWHH VHFXULW\ DQG FRQVXPHU SURWHFWLRQ LQ

(XURSHDQ FRPSXWHU QHWZRUNV

− LPSURYHG LQIRUPDWLRQ RQ WKH OHJDO VLWXDWLRQ LQ WKH 0HPEHU 6WDWHV �H�J��

E\ DPHQGLQJ DQG XSGDWLQJ WKH FRUSXV LXULV GDWDEDVH RQ FRPSXWHU FULPH

VWDWXWHV��

/HJDO PHDVXUHV XQGHU WKH WKLUG SLOODU FRXOG FRQFHQWUDWH RQ MRLQW DFWLRQV �RU�

XQGHU WKH $PVWHUGDP 7UHDW\� IUDPHZRUN GHFLVLRQV�� LQ FR�RSHUDWLRQ ZLWK

WKH &RXQFLO RI (XURSH DQG WKH 3� JURXS� +RZHYHU� WKH (8 VKRXOG FRQVWDQWO\

ORRN IRU D FORVHU FR�RSHUDWLRQ ZLWKLQ WKH (XURSHDQ 8QLRQ WKDQ LV SRVVLEOH

ZLWKLQ WKH IUDPHZRUN RI WKH RWKHU LQWHUQDWLRQDO RUJDQLVDWLRQV� 7KH MRLQW

DFWLRQV RU IUDPHZRUN GHFLVLRQV FRXOG EH DGRSWHG ZLWK UHVSHFW WR

− GHILQLQJ PLQLPXP UXOHV IRU ILJKWLQJ LQWHUQDWLRQDO FRPSXWHU FULPH E\

FULPLQDO ODZ

− UHFRPPHQGLQJ DGHTXDWH FRHUFLYH SRZHUV ZLWK UHVSHFW WR WKH

LQYHVWLJDWLRQ RI FRPSXWHU FULPH LQ LQWHUQDWLRQDO FRPSXWHU QHWZRUNV

�EDODQFLQJ WKH UHTXLUHPHQWV IRU HIIHFWLYH SURVHFXWLRQ DQG IRU KXPDQ

ULJKWV RI VXVSHFWV DQG ZLWQHVVHV�

− IRVWHULQJ WUDQVERUGHU LQYHVWLJDWLRQV LQ LQWHUQDWLRQDO FRPSXWHU QHWZRUNV

�HVSHFLDOO\ WUDQVERUGHU �RQOLQH� LQYHVWLJDWLRQV DQG IUHH]LQJ RSHUDWLRQV�

− GHILQLQJ WKH UDQJH RI QDWLRQDO MXULVGLFWLRQV LQ LQWHUQDWLRQDO FRPSXWHU

QHWZRUNV �HVSHFLDOO\ VROYLQJ FRQIOLFWV RI MXULVGLFWLRQ DULVLQJ LQ LQWHUQDWLRQDO

FRPSXWHU QHWZRUNV� H�J�� ZLWK UHVSHFW WR LOOHJDO FRQWHQWV ZKLFK FRXOG IDOO

XQGHU D PXOWLWXGH RI MXULVGLFWLRQV�

− FUHDWLQJ D VHW RI FRPPRQ UXOHV IRU D KDUPRQLVHG UHFRUG�NHHSLQJ LQ SROLFH

DQG MXGLFLDO VWDWLVWLFV DV ZHOO DV IRU VWDWLVWLFDO DQDO\VLV LQ VSHFLILF ILHOGV RI

�HVSHFLDOO\ FRPSXWHU� FULPH�
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,Q RUGHU WR DYRLG UHGXQGDQW ZRUN E\ YDULRXV LQWHUQDWLRQDO DQG VXSUDQDWLRQDO

RUJDQLVDWLRQV� WKH (XURSHDQ &RPPLVVLRQ FRXOG VWDUW LWV ZRUN E\

± RUJDQLVLQJ D MRLQW FRQIHUHQFH RU D ZRUNVKRS RI WKH PDMRU SOD\HUV LQ WKH

ILJKW DJDLQVW FRPSXWHU FULPH �(XURSHDQ 8QLRQ� &RXQFLO RI (XURSH� 3��

2(&'� ,QWHUSRO DQG 8QLWHG 1DWLRQV� ZLWK WKH DLP RI EULQJLQJ WRJHWKHU DQG

FR�RUGLQDWLQJ WKH ZRUN RI WKHVH RUJDQLVDWLRQV� $ GHFLVLRQ VKRXOG EH WDNHQ

LQ KRZ IDU WKH (8 VKRXOG GHYHORS WKH SURSRVDOV PHQWLRQHG DERYH RQ LWV

RZQ RU ZKHWKHU LW VKRXOG UHIHU WR SURSRVDOV RI RWKHU LQWHUQDWLRQDO ERGLHV

�WKH DQDO\VLV RI WKLV UHSRUW EHLQJ WKH VWDWLQJ SRLQW IRU WKLV FR�RUGLQDWLRQ

HIIRUW��

�� &RUSXV�,XULV�'DWDEDVH�RQ�&RPSXWHU�&ULPH�6WDWXWHV

,Q RUGHU WR LPSURYH WKH LQIRUPDWLRQ RQ WKH YDULRXV QDWLRQDO ODZV� WKH

SUHVHQW VWXG\ SURYLGHV D OHJDO GDWDEDVH ZLWK QDWLRQDO FRPSXWHU FULPH

VWDWXWHV ZKLFK ZHUH FROOHFWHG IRU WKLV VWXG\� 7KH GDWD EDVH FDQ EH VHDUFKHG

V\VWHPDWLFDOO\ RU YLD IXOO WH[W UHWULHYDO� 7KH UHSRUW UHFRPPHQGV H[WHQGLQJ

DQG XSGDWLQJ WKLV GDWDEDVH DQG PDNLQJ LW DYDLODEOH LQ WKH :RUOG :LGH :HE�

7KLV FRXOG EH WKH VWDUWLQJ SRLQW IRU DQ LQLWLDWLYH WR SURYLGH PRUH

LQIRUPDWLRQ RQ WKH OHJDO DQVZHUV WR FRPSXWHU FULPH� 6XFK DQ LQLWLDWLYH

VKRXOG QRW EH OLPLWHG WR LQGXVWULDOLVHG QDWLRQV� EXW VKRXOG DOVR LQFOXGH

GHYHORSLQJ FRXQWULHV VLQFH FRPSXWHU FULPH KDYHQV LQ GHYHORSLQJ FRXQWULHV

FRXOG EH DV GHWULPHQWDO DV FRPSXWHU FULPH KDYHQV LQ WKH 0HPEHU 6WDWHV RI

WKH (XURSHDQ 8QLRQ� WKH 3� RU WKH 2(&'�
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2YHUYLHZ

9ROXPH���

*HQHUDO�5HSRUW�E\�3URI��'U��8OULFK�6LHEHU

([HFXWLYH 6XPPDU\����������������������������������������������������������������

7DEOH RI &RQWHQWV �������������������������������������������������������������������

3UHIDFH ������������������������������������������������������������������������������ ��

,� ,QWURGXFWLRQ WR WKH 7RSLF����������������������������������������������� ��

,,� 7KH 3UREOHP� &XUUHQW )RUPV RI &RPSXWHU &ULPH �������������� ��

,,,� 1DWLRQDO /DZ���������������������������������������������������������������� ��

,9� ,QWHUQDWLRQDO DQG 6XSUDQDWLRQDO $FWLYLWLHV���������������������� ���

9� )LQGLQJ &RPSUHKHQVLYH 6ROXWLRQV ��������������������������������� ���

9,� &RPSHWHQFHV DQG 3ULRULW\ $FWLRQV RI WKH

(XURSHDQ 8QLRQ ZLWK 5HVSHFW WR /HJDO 0HDVXUHV ������������ ���

9,,� 7KH &20&5,0( &RUSXV ,XULV 'DWDEDVH�������������������������� ���

9ROXPH���

$QQH[HV��6SHFLDO�/DZ�DQG�&RXQWU\�5HSRUWV
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�

7DEOH�RI�&RQWHQWV

9ROXPH���

*HQHUDO�5HSRUW�E\�3URI��'U��8OULFK�6LHEHU

([HFXWLYH 6XPPDU\���������������������������������������������������������������������� �

�� 9XOQHUDELOLW\ RI WKH ,QIRUPDWLRQ 6RFLHW\���������������������������� �

�� 3UHVHQW /HJDO 6LWXDWLRQ��������������������������������������������������� �

�� 1HFHVVDU\ )XWXUH 6ROXWLRQV��������������������������������������������� �

�� 6SHFLILF 5HFRPPHQGDWLRQV IRU WKH (XURSHDQ 8QLRQ ������������ �

�� &RUSXV ,XULV 'DWDEDVH RQ &RPSXWHU &ULPH 6WDWXWHV����������� �

2YHUYLHZ�������������������������������������������������������������������������������������� �

7DEOH RI &RQWHQWV ������������������������������������������������������������������������� �

3UHIDFH ����������������������������������������������������������������������������������������� ��

,� ,QWURGXFWLRQ WR WKH 7RSLF ������������������������������������������������������ ��

$� 7KH &RQFHSW RI &RPSXWHU &ULPH ������������������������������������������� ��

�� +LVWRULFDO 'HYHORSPHQW DQG 'HILQLWLRQ ������������������������������ ��

�� 6WDWLVWLFDO DQG 4XDOLWDWLYH 'HYHORSPHQW���������������������������� ��

D� 4XDQWLWDWLYH $VSHFWV� &RPSXWHU &ULPH 6WDWLVWLFV���������� ��

E� 4XDOLWDWLYH $VSHFWV� 7KH 9XOQHUDELOLW\ RI WKH

,QIRUPDWLRQ 6RFLHW\�������������������������������������������������� ��

�� 7KH 1HHG IRU 6SHFLILHG 5LVN $QDO\VHV ������������������������������� ��

%� 7KH &RQFHSW RI &RPSXWHU�5HODWHG &ULPLQDO /DZ���������������������� ��

�� 'ULYLQJ )RUFHV ��������������������������������������������������������������� ��

�� 7KH 0DLQ :DYHV RI &RPSXWHU &ULPH /HJLVODWLRQ����������������� ��

D� 3URWHFWLRQ RI 3ULYDF\������������������������������������������������� ��

E� (FRQRPLF &ULPLQDO /DZ ��������������������������������������������� ��

F� 3URWHFWLRQ RI ,QWHOOHFWXDO 3URSHUW\ ������������������������������ ��

G� ,OOHJDO DQG +DUPIXO &RQWHQWV ������������������������������������� ��

H� &ULPLQDO 3URFHGXUDO /DZ�������������������������������������������� ��

I� 6HFXULW\ /DZ������������������������������������������������������������ ��

�� 7KH 1HHG IRU DQ ,Q�GHSWK &RPSDUDWLYH $QDO\VLV ���������������� ��
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&� 7KH ,QWHUQDWLRQDO 'LPHQVLRQ������������������������������������������������� ��

�� 'ULYLQJ )RUFHV ��������������������������������������������������������������� ��

�� 0DLQ $FWRUV������������������������������������������������������������������� ��

�� 7KH 1HHG IRU D &RPSUHKHQVLYH ,QYHQWRU\ RI ,QWHUQDWLRQDO

$FWLYLWLHV ���������������������������������������������������������������������� ��

'� )LQGLQJ 6ROXWLRQV ���������������������������������������������������������������� ��

(� &RQFOXVLRQV IRU WKLV 5HSRUW��������������������������������������������������� ��

,,� 7KH 3UREOHP� &XUUHQW )RUPV RI &RPSXWHU &ULPH������������������� ��

$� ,QIULQJHPHQWV RI 3ULYDF\ ������������������������������������������������������ ��

%� (FRQRPLF 2IIHQFHV�������������������������������������������������������������� ��

�� &RPSXWHU +DFNLQJ ��������������������������������������������������������� ��

�� &RPSXWHU (VSLRQDJH ������������������������������������������������������ ��

�� 6RIWZDUH 3LUDF\ DQG RWKHU )RUPV RI 3URGXFW 3LUDF\������������� ��

�� &RPSXWHU 6DERWDJH DQG &RPSXWHU ([WRUWLRQ��������������������� ��

�� &RPSXWHU )UDXG ������������������������������������������������������������ ��

&� ,OOHJDO DQG +DUPIXO &RQWHQWV ������������������������������������������������ ��

'� 2WKHU 2IIHQFHV ������������������������������������������������������������������� ��

�� $WWDFNV RQ /LIH �������������������������������������������������������������� ��

�� 2UJDQLVHG &ULPH������������������������������������������������������������ ��

�� (OHFWURQLF :DUIDUH ��������������������������������������������������������� ��

(� &RQFOXVLRQV������������������������������������������������������������������������ ��

,,,� 1DWLRQDO /DZ ������������������������������������������������������������������������� ��

$� 3URWHFWLRQ RI 3ULYDF\������������������������������������������������������������ ��

�� 'HYHORSPHQW DQG 0HFKDQLVP RI 3ULYDF\ 3URWHFWLRQ ������������ ��

�� 'LIIHULQJ &RQFHSWV RI 'DWD 3URWHFWLRQ /DZV ����������������������� ��

�� 'LIIHULQJ $FWV &RYHUHG E\ &ULPLQDO /DZ ���������������������������� ��

D� ,QIULQJHPHQWV RI 6XEVWDQWLYH 3ULYDF\ 5LJKWV ���������������� ��

E� ,QIULQJHPHQWV $JDLQVW )RUPDO 5HTXLUHPHQWV���������������� ��

F� ,QIULQJHPHQWV RI $FFHVV 5LJKWV ���������������������������������� ��

G� 1HJOHFW RI 6HFXULW\ 0HDVXUHV������������������������������������� ��

�� &RPSDUDWLYH $QDO\VLV����������������������������������������������������� ��

%� (FRQRPLF &ULPLQDO /DZ �������������������������������������������������������� ��

�� +DFNLQJ DQG�RU ,OOHJDO 8VH DV �%DVLF 2IIHQFHV� ������������������ ��

�� &RPSXWHU (VSLRQDJH ������������������������������������������������������ ��

�� &RPSXWHU 6DERWDJH ������������������������������������������������������� ��

�� &RPSXWHU )RUJHU\ ��������������������������������������������������������� ��

�� &RPSXWHU )UDXG ������������������������������������������������������������ ��

�� &RPSDUDWLYH $QDO\VLV����������������������������������������������������� ��
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&� 3URWHFWLRQ RI ,QWHOOHFWXDO 3URSHUW\ ����������������������������������������� ��

�� &RPSXWHU 3URJUDPV������������������������������������������������������� ��

�� 6HPLFRQGXFWRU 3URGXFWV ������������������������������������������������� ��

�� 'DWDEDVHV �������������������������������������������������������������������� ��

�� &ULPLQDO /DZ ����������������������������������������������������������������� ��

�� &RPSDUDWLYH $QDO\VLV����������������������������������������������������� ��

'� ,OOHJDO DQG +DUPIXO &RQWHQWV ������������������������������������������������ ��

�� &ULPLQDO /LDELOLW\ RI WKH &RQWHQW 3URYLGHU �8VLQJ WKH

([DPSOH RI &KLOG 3RUQRJUDSK\����������������������������������������� ��

D� 'LIIHULQJ &RQFHSWV DJDLQVW 3RUQRJUDSK\ ���������������������� ��

E� 3URYLVLRQV RQ &KLOG 3RUQRJUDSK\��������������������������������� ��

F� *HQHUDO 3URYLVLRQV DJDLQVW 3RUQRJUDSK\ ���������������������� ��

G� 2WKHU &RPPXQLFDWLRQ 2IIHQFHV���������������������������������� ��

�� 5HVSRQVLELOLW\ RI $FFHVV DQG 6HUYLFH 3URYLGHUV������������������� ��

�� &RPSDUDWLYH $QDO\VLV����������������������������������������������������� ��

(� &ULPLQDO 3URFHGXUDO /DZ������������������������������������������������������� ��

�� 5HOHYDQFH DQG +LVWRULFDO 'HYHORSPHQW ����������������������������� ��

�� 7KH &RHUFLYH 3RZHUV RI 3URVHFXWLQJ $XWKRULWLHV ����������������� ���

D� 5HOHYDQW 3UREOHPV���������������������������������������������������� ���

E� 3ROLFH 6XUYHLOODQFH LQ &RPSXWHU 1HWZRUNV ��(OHFWURQLF

3ROLFH 3DWUROV����������������������������������������������������������� ���

F� 6HDUFK DQG 6HL]XUH LQ $XWRPDWHG ,QIRUPDWLRQ�6\VWHPV ���

G� :LUH 7DSSLQJ DQG �(DYHVGURSSLQJ� ����������������������������� ���

H� 'XWLHV RI $FWLYH &R�RSHUDWLRQ RI :LWQHVVHV������������������ ���

I� 6SHFLDO 'XWLHV RI $FWLYH &R�RSHUDWLRQ ZLWK 5HVSHFW WR

:LUHWDSSLQJ������������������������������������������������������������� ���

�� 6SHFLILF 3UREOHPV ZLWK 3HUVRQDO 'DWD ������������������������������� ���

D� &RQVWLWXWLRQDO 5HTXLUHPHQWV �������������������������������������� ���

E� /HJDO 5HJXODWLRQV ����������������������������������������������������� ���

�� $GPLVVLELOLW\ RI &RPSXWHU�*HQHUDWHG (YLGHQFH ������������������ ���

D� &RQWLQHQWDO /DZ &RXQWULHV ����������������������������������������� ���

E� &RPPRQ /DZ &RXQWULHV �������������������������������������������� ���

�� �([WUDWHUULWRULDO� $SSOLFDWLRQ RI 1DWLRQDO &RPSXWHU &ULPH

6WDWXWHV ����������������������������������������������������������������������� ���

�� &RQVHTXHQFHV IRU ,QWHUQDWLRQDO &R�RSHUDWLRQ �������������������� ���

�� &RPSDUDWLYH $QDO\VLV����������������������������������������������������� ���

)� 5HJXODWLRQV RQ 3URWHFWLRQ 0HDVXUHV �������������������������������������� ���

�� 2EOLJDWLRQV IRU 6HFXULW\ 0HDVXUHV ������������������������������������ ���

D� 3URWHFWLRQ RI 3HUVRQDO 'DWD ��������������������������������������� ���

E� 3URWHFWLRQ RI 3XEOLF ,QWHUHVWV ������������������������������������� ���
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�� 3URKLELWLRQV RI 6HFXULW\ 0HDVXUHV ������������������������������������ ���

D� 3URWHFWLRQ RI 3ULYDF\������������������������������������������������� ���

E� 3URKLELWLRQV RI &U\SWRJUDSK\�������������������������������������� ���

F� ([SRUW &RQWUROV RQ &U\SWRJUDSK\ ������������������������������� ���

�� 'LJLWDO 6LJQDWXUHV ���������������������������������������������������������� ���

�� &RPSDUDWLYH $QDO\VLV����������������������������������������������������� ���

*� &RQFOXVLRQV������������������������������������������������������������������������ ���

,9� ,QWHUQDWLRQDO DQG 6XSUDQDWLRQDO $FWLYLWLHV���������������������������� ���

$� 3URWHFWLRQ RI 3ULYDF\������������������������������������������������������������ ���

�� +DUPRQLVDWLRQ RI 8QGHUO\LQJ $GPLQLVWUDWLYH DQG &LYLO /DZ��� ���

D� 2UJDQLVDWLRQ IRU (FRQRPLF &R�RSHUDWLRQ DQG

'HYHORSPHQW ����������������������������������������������������������� ���

E� &RXQFLO RI (XURSH ����������������������������������������������������� ���

F� (XURSHDQ 8QLRQ ������������������������������������������������������� ���

G� 8QLWHG 1DWLRQV ��������������������������������������������������������� ���

H� *� &RXQWULHV ����������������������������������������������������������� ���

I� :RUOG 7UDGH 2UJDQLVDWLRQ������������������������������������������ ���

�� +DUPRQLVDWLRQ RI &ULPLQDO /DZ ���������������������������������������� ���

D� &RXQFLO RI (XURSH ����������������������������������������������������� ���

E� 8QLWHG 1DWLRQV ��������������������������������������������������������� ���

F� $VVRFLDWLRQ ,QWHUQDWLRQDO GH 'URLW 3pQDO ���������������������� ���

G� (XURSHDQ 8QLRQ ������������������������������������������������������� ���

%� (FRQRPLF &ULPLQDO /DZ �������������������������������������������������������� ���

�� 2UJDQLVDWLRQ IRU (FRQRPLF &R�RSHUDWLRQ DQG 'HYHORSPHQW�� ���

D� $G KRF &RPPLWWHH RQ &RPSXWHU &ULPH ����������������������� ���

E� *XLGHOLQHV IRU WKH 6HFXULW\ RI ,QIRUPDWLRQ 6\VWHPV ������ ���

�� &RXQFLO RI (XURSH ���������������������������������������������������������� ���

D� 7KH )LUVW &RPSXWHU &ULPH &RPPLWWHH DQG

5HFRPPHQGDWLRQ 1R� 5 ������������������������������������������ ���

E� 7KH 7ZR )ROORZ�8S &RPPLWWHHV ��������������������������������� ���

�� (XURSHDQ &RPPXQLW\����������������������������������������������������� ���

D� /HJDO $GYLVRU\ %RDUG ������������������������������������������������ ���

E� &RXQFLO 'HFLVLRQV LQ WKH )LHOG RI ,QIRUPDWLRQ 6HFXULW\���� ���

�� 8QLWHG 1DWLRQV �������������������������������������������������������������� ���

�� $VVRFLDWLRQ ,QWHUQDWLRQDO GH 'URLW 3pQDO���������������������������� ���

&� 3URWHFWLRQ RI ,QWHOOHFWXDO 3URSHUW\ ����������������������������������������� ���

�� 3URWHFWLRQ RI &RPSXWHU 3URJUDPV ������������������������������������ ���

D� :RUOG ,QWHOOHFWXDO 3URSHUW\ 2UJDQLVDWLRQ ��������������������� ���

E� (XURSHDQ &RPPXQLW\ ����������������������������������������������� ���

�� 3URWHFWLRQ RI 7RSRJUDSKLHV ��������������������������������������������� ���
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�� 3URWHFWLRQ RI 'DWDEDVHV�������������������������������������������������� ���

D� (XURSHDQ &RPPXQLW\ ����������������������������������������������� ���

E� :,32���������������������������������������������������������������������� ���

�� *HQHUDO &RS\ULJKW 3URWHFWLRQ������������������������������������������� ���

D� (XURSHDQ &RPPXQLW\ ����������������������������������������������� ���

E� :RUOG ,QWHOOHFWXDO 3URSHUW\ 2UJDQLVDWLRQ ��������������������� ���

�� *HQHUDO 3URGXFW 3LUDF\ ��������������������������������������������������� ���

D� &RXQFLO RI (XURSH ����������������������������������������������������� ���

E� (XURSHDQ 8QLRQ ������������������������������������������������������� ���

F� :RUOG 7UDGH 2UJDQLVDWLRQ������������������������������������������ ���

'� ,OOHJDO DQG +DUPIXO &RQWHQWV ������������������������������������������������ ���

�� (XURSHDQ 8QLRQ������������������������������������������������������������� ���

D� -RLQW $FWLRQ RI WKH &RXQFLO &RQFHUQLQJ 5DFLVP DQG

;HQRSKRELD ������������������������������������������������������������� ���

E� $FWLYLWLHV RI WKH &RXQFLO ZLWK 5HVSHFW WR WKH ,QWHUQHW ���� ���

F� $FWLYLWLHV RI WKH (XURSHDQ &RPPLVVLRQ������������������������ ���

G� (XURSHDQ 3DUOLDPHQW ������������������������������������������������ ���

H� 2WKHU $FWLYLWLHV �������������������������������������������������������� ���

�� 3� &RXQWULHV ����������������������������������������������������������������� ���

D� 3� ([SHUW *URXS RQ �0LVXVH RI ,QWHUQDWLRQDO 'DWD

1HWZRUNV� ��������������������������������������������������������������� ���

E� 3� 6XEJURXS RQ +LJK 7HFK &ULPH ������������������������������� ���

�� 2UJDQLVDWLRQ IRU (FRQRPLF &R�RSHUDWLRQ DQG 'HYHORSPHQW�� ���

�� 8QLWHG 1DWLRQV �������������������������������������������������������������� ���

(� &ULPLQDO 3URFHGXUDO /DZ������������������������������������������������������� ���

�� &RXQFLO RI (XURSH ���������������������������������������������������������� ���

D� 7KH (XURSHDQ &RQYHQWLRQ IRU WKH 3URWHFWLRQ RI +XPDQ

5LJKWV DQG )XQGDPHQWDO )UHHGRPV����������������������������� ���

E� 7KH )LUVW &RPSXWHU &ULPH &RPPLWWHH DQG

5HFRPPHQGDWLRQ 1R� 5 ���� 6����������������������������������� ���

F� 7KH 6HFRQG &RPSXWHU &ULPH &RPPLWWHH DQG

5HFRPPHQGDWLRQ 1R� 5 ���� �� ��������������������������������� ���

G� 7KH 7KLUG &RPSXWHU &ULPH &RPPLWWHH RQ &ULPH LQ

&\EHUVSDFH ������������������������������������������������������������� ���

�� (XURSHDQ 8QLRQ������������������������������������������������������������� ���

D� &RXQFLO 5HVROXWLRQ RQ ,QWHUFHSWLRQ RI

7HOHFRPPXQLFDWLRQV ������������������������������������������������� ���

E� *URXS .� RQ 3ROLFH &R�RSHUDWLRQ�������������������������������� ���

F� :RUNLQJ 3DUW\ RQ 0XWXDO $VVLVWDQFH ��������������������������� ���

G� ,QWHUQDWLRQDO /DZ (QIRUFHPHQW 7HOHFRPPXQLFDWLRQV

6HPLQDU������������������������������������������������������������������ ���

H� $FWLRQ 3ODQ WR &RPEDW 2UJDQLVHG &ULPH ���������������������� ���
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�� 3� 6XEJURXS RQ +LJK�7HFK &ULPH ������������������������������������ ���

�� ,QWHUSRO������������������������������������������������������������������������ ���

�� ,QWHUQDWLRQDO 2UJDQLVDWLRQ RQ &RPSXWHU (YLGHQFH�������������� ���

�� 1$72� $OOLHG &RPPDQG (XURSH &RXQWHULQWHOOLJHQFH $FWLYLW\ ���

)� 5HJXODWLRQV RQ 3URWHFWLRQ 0HDVXUHV �������������������������������������� ���

�� 2EOLJDWLRQV IRU 6HFXULW\ 0HDVXUHV ������������������������������������ ���

�� 3URKLELWLRQV RI 6HFXULW\ 0HDVXUHV ������������������������������������ ���

D� 3ULYDF\ 3URWHFWLRQ ���������������������������������������������������� ���

E� 3URKLELWLRQV RI &U\SWRJUDSK\�������������������������������������� ���

F� ([SRUW &RQWUROV RQ &U\SWRJUDSK\ ������������������������������� ���

�� 8VDJH RI 'LJLWDO 6LJQDWXUHV ��������������������������������������������� ���

*� &RQFOXVLRQV������������������������������������������������������������������������ ���

9� )LQGLQJ &RPSUHKHQVLYH 6ROXWLRQV ����������������������������������������� ���

$� 7KH %DVLV RI )XWXUH 6ROXWLRQV� $QDO\VLQJ WKH 8QGHUO\LQJ 6KLIWV

RI 3DUDGLJPV ���������������������������������������������������������������������� ���

�� ,QIRUPDWLRQ 6RFLHW\ DQG ,QIRUPDWLRQ /DZ ������������������������� ���

D� 6RFLDO &KDQJHV �������������������������������������������������������� ���

E� &RQVHTXHQFHV LQ WKH /HJDO 6\VWHP����������������������������� ���

�� 5LVN 6RFLHW\ DQG &KDQJHG 5LVN &RQWURO����������������������������� ���

D� *HQHUDO 6RFLDO &KDQJHV��������������������������������������������� ���

E� *HQHUDO &RQVHTXHQFHV LQ WKH /HJDO 6\VWHP ����������������� ���

F� ,QIRUPDWLRQ 7HFKQRORJ\ DV 3DUW RI WKH 5LVN 6RFLHW\������� ���

�� *OREDO 6RFLHW\ DQG ,QWHUQDWLRQDO /HJDO +DUPRQLVDWLRQ �������� ���

D� 6RFLDO &KDQJHV �������������������������������������������������������� ���

E� &RQVHTXHQFHV LQ WKH /HJDO 6\VWHP����������������������������� ���

%� 5HPHGLHV WR )LJKW &RPSXWHU &ULPH ± $ *HQHUDO $SSURDFK�������� ���

�� 7HFKQRORJLFDO DQG 2UJDQLVDWLRQDO 0HDVXUHV����������������������� ���

�� $ZDUHQHVV DQG (GXFDWLRQ ����������������������������������������������� ���

�� ,QIRUPDWLRQ DQG &RPPXQLFDWLRQ ,QGXVWU\ ������������������������� ���

�� /HJDO 0HDVXUHV ������������������������������������������������������������� ���

&� 3ULRULW\ $FWLRQV IRU WKH (XURSHDQ 8QLRQ ± )RFXVLQJ RQ 1RQ�

/HJDO 0HDVXUHV������������������������������������������������������������������� ���

�� 6WXG\LQJ WKH /LQNV RI +LJK 7HFK &ULPH DQG 2UJDQLVHG &ULPH���

�� $ZDUHQHVV DQG (GXFDWLRQ ����������������������������������������������� ���

�� 'HYHORSPHQW RI 7HFKQRORJ\ DQG (PHUJHQF\ 5HVSRQVH

7HDPV�������������������������������������������������������������������������� ���

�� &UHDWLQJ D 1HWZRUN RI &RQWDFW 3RLQWV IRU ,OOHJDO &RQWHQWV���� ���

�� 6XSSRUWLQJ ,QWHUQDWLRQDO ,QGXVWU\ &RGHV RI &RQGXFW ���������� ���

�� 'HYHORSPHQW RI 7UDFH %DFN 3URFHGXUHV ���������������������������� ���

�� /HJDO 0HDVXUHV ������������������������������������������������������������� ���
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9,� &RPSHWHQFHV DQG 3ULRULW\ $FWLRQV RI WKH (XURSHDQ 8QLRQ

ZLWK 5HVSHFW WR /HJDO 0HDVXUHV �������������������������������������������� ���

$� $FWLRQV &RYHUHG E\ WKH )LUVW 3LOODU ����������������������������������������� ���

�� 7KH 'LVWULEXWLRQ RI 3RZHUV ���������������������������������������������� ���

D� *HQHUDO 3ULQFLSOHV����������������������������������������������������� ���

E� (& DQG &ULPLQDO /DZ� 'LVWLQJXLVKLQJ 3URKLELWLRQ DQG

6DQFWLRQ ����������������������������������������������������������������� ���

�� +DUPRQLVLQJ 1RQ�&ULPLQDO 3URKLELWLRQV DQG 'XWLHV ������������� ���

D� *HQHUDO 5HTXLUHPHQWV RI $UWLFOH ���D RI WKH 7UHDW\ ������ ���

E� $UWLFOH ���D ZLWK 5HVSHFW WR (FRQRPLF &ULPH��������������� ���

F� $UWLFOH ���D ZLWK 5HVSHFW WR ,OOHJDO DQG +DUPIXO

&RQWHQWV ����������������������������������������������������������������� ���

G� $UWLFOH ���D ZLWK 5HVSHFW WR WKH 5HVSRQVLELOLW\ RI 2QOLQH

$FFHVV DQG 6HUYLFH 3URYLGHUV������������������������������������� ���

H� $UWLFOH ���D ��� ZLWK 5HVSHFW WR +LJKHU 1DWLRQDO /HYHOV

RI 3URWHFWLRQ������������������������������������������������������������ ���

�� &RPSHWHQFHV IRU 6DQFWLRQV" ������������������������������������������� ���

D� 6XSUDQDWLRQDO &ULPLQDO 6DQFWLRQV LQ 5HJXODWLRQV����������� ���

E� 6XSUDQDWLRQDO &ULPLQDO $GPLQLVWUDWLYH /DZ LQ

5HJXODWLRQV ������������������������������������������������������������� ���

F� &ULPLQDO 6DQFWLRQV RI 1DWLRQDO /DZ 5HTXLUHG E\

'LUHFWLYHV���������������������������������������������������������������� ���

�� &RQFOXVLRQV ������������������������������������������������������������������ ���

%� $FWLRQV &RYHUHG E\ WKH 7KLUG 3LOODU ���������������������������������������� ���

�� $FWLRQV XQGHU WKH 0DDVWULFKW 7UHDW\��������������������������������� ���

�� $FWLRQV XQGHU WKH $PVWHUGDP 7UHDW\ ������������������������������� ���

�� &RQVHTXHQFHV IRU &RXQFLO $FWLRQV LQ WKH )LHOG RI &RPSXWHU

&ULPH��������������������������������������������������������������������������� ���

&� &RQFOXVLRQV DQG 5HFRPPHQGDWLRQV ��������������������������������������� ���

9,,� 7KH &20&5,0( &RUSXV ,XULV 'DWDEDVH���������������������������������� ���

$� 2YHUYLHZ ��������������������������������������������������������������������������� ���

%� 7KH 8VHU ,QWHUIDFH �������������������������������������������������������������� ���

&� 3HUIRUPLQJ 6HDUFKHV ����������������������������������������������������������� ���

�� 6\VWHPDWLF 6HDUFK��������������������������������������������������������� ���

��  )XOO�WH[W 6HDUFK������������������������������������������������������������� ���
'� :RUNLQJ ZLWK WKH 6HDUFK 5HVXOWV������������������������������������������� ���

�� 0RYLQJ WKURXJK WKH 5HFRUGV ������������������������������������������� ���

�� 8VLQJ %RRNPDUNV����������������������������������������������������������� ���

�� 3ULQWLQJ ������������������������������������������������������������������������ ���

�� )LOH 6DYLQJ�������������������������������������������������������������������� ���

��  0LVFHOODQHRXV���������������������������������������������������������������� ���
(�  ,QVWDOODWLRQ DQG 7HFKQLFDO 1RWHV ��������������������������������������������� ���
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3UHIDFH

7KLV VWXG\ RULJLQDWHV IURP WKH SXEOLF WHQGHU RI WKH (XURSHDQ &RPPLVVLRQ RQ

FRPSXWHU�UHODWHG FULPH ZKLFK ZDV SXEOLVKHG LQ WKH 2IILFLDO -RXUQDO & ������

RI �� $XJXVW ����� 7KH WHQGHU ZDV DZDUGHG WR WKH 8QLYHUVLW\ RI :�U]EXUJ

ZKLFK UHFHLYHG WKH UHVSHFWLYH FRQWUDFW RQ WKH �� 2FWREHU �����

$FFRUGLQJ WR WKH FRQWUDFW EHWZHHQ WKH (XURSHDQ &RPPLVVLRQ DQG WKH

8QLYHUVLW\ RI :�U]EXUJ� WKH DLP RI WKH VWXG\ ZDV �WR SURYLGH WKH (XURSHDQ

&RPPLVVLRQ ZLWK XS�WR�GDWH LQIRUPDWLRQ RQ WKH OHJDO LVVXHV FRQFHUQLQJ

FRPSXWHU�UHODWHG FULPH� HVWDEOLVKLQJ WKH QHFHVVDU\ OLQNV ZLWK WKH

GHYHORSPHQW RI WKH LQIRUPDWLRQ VRFLHW\�� 7DVNV WR EH XQGHUWDNHQ LQ WKLV

VWXG\ LQFOXGHG DQ LQ�GHSWK DQDO\VLV RI WKH VXEVWDQWLYH ODZ DVSHFWV

GHVFULELQJ WKH VLWXDWLRQ LQ WKH (XURSHDQ 8QLRQ� WKH 8QLWHG 6WDWHV RI $PHULFD

DQG -DSDQ� D GHVFULSWLRQ RI SURFHGXUDO ODZ DVSHFWV� VXJJHVWLQJ DOWHUQDWLYH

OHJDO VROXWLRQV� DV ZHOO DV VXSSO\ RI D GDWDEDVH ZLWK UHWULHYDO VRIWZDUH

FRQWDLQLQJ D V\VWHPDWLF FROOHFWLRQ RI QDWLRQDO FRPSXWHU FULPH VWDWXWHV LQ WKH

ILHOG RI VXEVWDQWLYH ODZ�

7KH VWXG\ LV EDVHG RQ IRUPHU UHSRUWV ZKLFK WKH DXWKRU KDV ZULWWHQ IRU

WKH 2(&'� WKH &RXQFLO RI (XURSH� WKH 81 DQG WKH $,'3� ,Q RUGHU WR JDWKHU

DGGLWLRQDO PDWHULDO� WKH 8QLYHUVLW\ RI :�U]EXUJ FR�RSHUDWHG ZLWK YDULRXV

LQVWLWXWLRQV DQG UHVHDUFK IDFLOLWLHV� %DVHG RQ D GHWDLOHG TXHVWLRQQDLUH� LW ZDV

WULHG WR REWDLQ FRXQWU\ UHSRUWV IURP DOO OHJDO RUGHUV WR EH FRYHUHG LQ WKH

UHSRUW� &RPSUHKHQVLYH FRXQWU\ UHSRUWV ZHUH SURGXFHG E\ 'U� *DEULHOH

6FKP|O]HU IRU $XVWULD� 3URI� -RV 'XPRUWLHU DQG 0U� 3DWULFN 9DQ (HFNH IRU

%HOJLXP� 0U� 'RQDOG .� 3LUDJRII� %�$�� //�0�� IRU &DQDGD� 0U� $QWWL

3LKODMDPlNL� //�/LF�� IRU )LQODQG� 'U� 0DQIUHG 0|KUHQVFKODJHU� 0�&�/�� IRU

*HUPDQ\� 'U� ,ULQL 9DVVLODNL IRU *UHHFH� 3URI� $WVXVKL <DPDJXFKL IRU -DSDQ�

0U� 0DUF -DHJHU IRU /X[HPERXUJ� -�3�*�0� 9HUEHHN DQG 3URI� 'U� +HQULN

:�.� .DVSHUVHQ IRU WKH 1HWKHUODQGV� 3URI� 'U� -RVp GH )DULD &RVWD DQG 0UV�

+HOHQD 0RQL] IRU 3RUWXJDO� 'U� 0DUtD /X] *XWLpUUH] )UDQFpV IRU 6SDLQ� 3URI�

'U� 1LOV -DUHERUJ IRU 6ZHGHQ� 3URI� 'U� 0DUWLQ :DVLN IRU WKH 8QLWHG .LQJGRP

DQG 3URI� (GZDUG 0� :LVH IRU WKH 8QLWHG 6WDWHV RI $PHULFD� )XUWKHUPRUH�

WKH UHVHDUFK RQ WKH SURFHGXUDO ODZ DVSHFWV ZDV VXSSRUWHG E\ D UHSRUW RI

3URIHVVRU +HQULN .DVSHUVHQ RI WKH 9ULMH 8QLYHUVLWHLW $PVWHUGDP� ZKR KDG

EHHQ WKH FKDLUPDQ RI WKH &RXQFLO RI (XURSH
V H[SHUW FRPPLWWHH RQ

SURFHGXUDO ODZ DVSHFWV RI FRPSXWHU�UHODWHG FULPH�
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$GGLWLRQDO VSHFLILF FRXQWU\ UHSRUWV ZKLFK LQFOXGH WKH QHZ LVVXHV RQ

SRUQRJUDSK\ DQG KDWH VSHHFK RQ WKH ,QWHUQHW KDYH EHHQ SUHSDUHG XQGHU

WKH VXSHUYLVLRQ RI 3URI� 'U� $OELQ (VHU DQG 'U� .DULQ &RUQLOV E\ FROODERUDWRUV

RI WKH 0D[ 3ODQFN ,QVWLWXWH IRU )RUHLJQ DQG ,QWHUQDWLRQDO &ULPLQDO /DZ LQ

)UHLEXUJ� HVSHFLDOO\ E\ 0U� +ROJHU %DUWK IRU )UDQFH DQG /X[HPERXUJ� 0UV�

)UDXNH (LFNKRII�3ULW]O IRU %HOJLXP DQG WKH 1HWKHUODQGV� 0UV� 6XVDQQH +HLQ

IRU ,WDO\� 0UV� +RIPDQQ IRU 6SDLQ� 0U� )UHG 0�QFK IRU 6ZLW]HUODQG DQG RWKHU

FROODERUDWRUV IRU 6ZHGHQ� 'HQPDUN� )LQODQG� ,UHODQG DQG WKH 8QLWHG

.LQJGRP� )XUWKHU VSHFLILF PDWHULDO DQG KHOS ZDV SURYLGHG E\ $WWRUQH\V DW

/DZ $QGUp 5� %HUWUDQG HW $VVRFLpV �3DULV�)UDQFH�� $WWRUQH\ DW /DZ 'U�

&ULVWLQD %XVFK �%DUFHORQD�6SDLQ�� 0U� 3K� '� 'HUNVHQ RI WKH 6FLHQWLILF

6HUYLFH RI WKH *HUPDQ %XQGHVWDJ �%RQQ�*HUPDQ\�� 0U� 3KLOOLSSH *pUDUG

�1DPXU�%HOJLXP�� 0UV� (DQQD +LFNOH\ �'XEOLQ�,UHODQG�� 0U� 3DEOR 0DWKRQQHW

�3DULV�)UDQFH�� 0UV� %HWW\�(OOHQ 6KDYH IURP WKH 86 'HSDUWPHQW RI -XVWLFH

�:DVKLQJWRQ '�&��86$�� 0U� 0DWWL 7HQKXQHQ �9DQWDD�)LQODQG�� $WWRUQH\V DW

/DZ 'U� 8UVXOD :LGPHU 	 3DUWQHU �%HUQ�6ZLW]HUODQG�� )XUWKHU VXSSRUW KDV

EHHQ SURYLGHG E\ 0U� (NNHKDUW .DSSOHU� FRPSXWHU H[SHUW RI WKH *HUPDQ

%XQGHVNULPLQDODPW �:LHVEDGHQ�*HUPDQ\� DQG &KDLUPDQ RI WKH ,QWHUSRO

:RUNLQJ *URXS RQ ,QIRUPDWLRQ 7HFKQRORJ\ DQG &ULPH�

9DOXDEOH KHOS DQG LQIRUPDWLRQ KDV DOVR EHHQ JLYHQ E\ 0U� *HRUJH

3DSDSDYORX DQG 'U� *�QWKHU :LOOPV RI WKH (XURSHDQ &RPPLVVLRQ ZKR KDYH

EHHQ UHVSRQVLEOH IRU WKH H[HFXWLRQ RI WKH FRQWUDFW RQ WKH SUHVHQW VWXG\ RQ

EHKDOI RI WKH (XURSHDQ &RPPLVVLRQ�

$GGLWLRQDO UHVHDUFK RQ DYDLODEOH OLWHUDWXUH RQ SDSHU� GDWDEDVHV DQG RQ

WKH ,QWHUQHW ZDV GRQH E\ PHPEHUV RI P\ VWDII DW WKH 8QLYHUVLW\ RI

:�U]EXUJ� HVSHFLDOO\ E\ 0U� 6WHSKDQ %OHLVWHLQHU� //�0�� 0U� -DQ +HQGULN

'RSKHLGH� 0U� %HUQKDUG *�QWKHU� 0U� 6WHIDQ )HOL[EHUJHU� 0U� -|UJ .QXSIHU�

DQG 0U� +DQV .XGOLFK DOO RI ZKRP DOVR DVVLVWHG LQ WKH FRPSLODWLRQ RI WKH

PDWHULDO� 7KH UHOHYDQW ODZ WH[WV ZHUH FROOHFWHG LQ D GDWDEDVH ZKLFK ZDV

SURJUDPPHG E\ P\ FROODERUDWRU 0U� 'DQLHO 6WULFKDU] DQG RUJDQLVHG DQG

HQWHUHG E\ 0U� $QGUHDV +RUQXQJ� 0V� $QJHOLND /DLWHQEHUJHU� 0V� $QMD

6FKOH\HU� 0V� $QQHWWH 9RON DQG 0V� 6XVDQQH :DO]� 7KH W\SLQJ� SURRI�

UHDGLQJ DQG WKH OD\RXW RI WKH UHSRUW DQG RI WKH DQQH[HG FRXQWU\ UHSRUWV ZDV

GRQH E\ 0V� 0DUJLW +RKPDQQ� 0U� *XQGROI 6FKZHSSH� 0U� 7RELDV 6HGOPHLHU

DQG 0V� 1LFROH 6HO]DP�

, ZRXOG OLNH WR WKDQN DOO RI WKHVH SHUVRQV IRU WKHLU PRVW YDOXDEOH VXSSRUW�

:�U]EXUJ� �VW -DQXDU\ ����

8OULFK 6LHEHU
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,� ,QWURGXFWLRQ�WR�WKH�7RSLF

$� 7KH�&RQFHSW�RI�&RPSXWHU�&ULPH

�� +LVWRULFDO�'HYHORSPHQW�DQG�'HILQLWLRQ

7KH KLVWRU\ RI �FRPSXWHU FULPH� GDWHV EDFN WR WKH ����V ZKHQ ILUVW DUWLFOHV

RQ FDVHV RI VR�FDOOHG �FRPSXWHU FULPH� RU �FRPSXWHU�UHODWHG FULPH�
�

ZHUH

SXEOLVKHG LQ WKH SXEOLF SUHVV DQG LQ VFLHQWLILF OLWHUDWXUH� 7KHVH FDVHV

SULPDULO\ LQFOXGHG FRPSXWHU PDQLSXODWLRQ� FRPSXWHU VDERWDJH� FRPSXWHU

HVSLRQDJH DQG WKH LOOHJDO XVH RI FRPSXWHU V\VWHPV� +RZHYHU� GXH WR WKH

IDFW WKDW PRVW UHSRUWV ZHUH EDVHG RQ QHZVSDSHU FOLSSLQJV�
�

LW ZDV

FRQWURYHUVLDOO\ GLVFXVVHG ZKHWKHU RU QRW WKLV QHZ SKHQRPHQRQ RI FRPSXWHU

FULPH KDG DQ\ SODXVLEOH UHDVRQV�
�

,W ZDV QRW EHIRUH WKH PLG�����V WKDW WKH ILUVW HPSLULFDO FRPSXWHU FULPH

VWXGLHV DSSO\LQJ VFLHQWLILF FULPLQRORJLFDO UHVHDUFK PHWKRGV ZHUH FRQGXFWHG�
�

7KHVH VWXGLHV EURXJKW WR OLJKW D OLPLWHG QXPEHU RI YHULILHG FRPSXWHU FULPH

FDVHV� EXW DW WKH VDPH WLPH VXJJHVWHG D KLJK HVWLPDWHG QXPEHU RI

XQGHWHFWHG RU XQUHSRUWHG FDVHV RI FRPSXWHU FULPHV� 7KH\ DOVR LQYHVWLJDWHG

VRPH VSHFWDFXODU FRPSXWHU FULPH FDVHV VXFK DV WKH $PHULFDQ (TXLW\

� %RWK WHUPV DUH XVHG V\QRQ\PRXVO\ KHUH�

� 6HH� H�J�� IRU WKH )HGHUDO 5HSXEOLF RI *HUPDQ\� YRQ ]XU 0�KOHQ� &RPSXWHU�.ULPLQDOLWlW ± *HIDKUHQ

XQG $EZHKU� ����� IRU WKH 8QLWHG 6WDWHV RI $PHULFD� 3DUNHU�1\FXP�2�UD� &RPSXWHU $EXVH� �����

� 6HH IRU WKH )HGHUDO 5HSXEOLF RI *HUPDQ\� %HW]O� &RPSXWHUNULPLQDOLWlW ± 'LFKWXQJ XQG :DKUKHLW�

������ 'DWHQYHUDUEHLWXQJ LQ 6WHXHU� :LUWVFKDIW XQG 5HFKW� S� ���� IRU WKH 8QLWHG 6WDWHV RI

$PHULFD FRPSDUH WKH ODWHU SXEOLVKHG DQDO\VLV RI 7DEHU� $ VXUYH\ RI FRPSXWHU FULPH VWXGLHV�

������ &RPSXWHU DQG /DZ -RXUQDO� SS� ��� HW VHT�

� 6HH� H�J�� IRU WKH )HGHUDO 5HSXEOLF RI *HUPDQ\� 6LHEHU� &RPSXWHUNULPLQDOLWlW XQG 6WUDIUHFKW�

�VW HG� ����� �QG HG� ����� IRU 6ZHGHQ� 6RODU]� &RPSXWHU 7HFKQRORJ\ DQG &RPSXWHU &ULPH�

5HSRUW 1R� � RI WKH 5HVHDUFK DQG 'HYHORSPHQW 'LYLVLRQ� 1DWLRQDO &RXQFLO RI &ULPH 3UHYHQWLRQ�

����� )RU WKH (XURSHDQ &RPPXQLWLHV� VHH (XURSHDQ &RPPXQLWLHV
 ,QIRUPDWLRQ 7HFKQRORJ\ 7DVN

)RUFH� 7KH 9XOQHUDELOLW\ RI WKH ,QIRUPDWLRQ�&RQVFLRXV 6RFLHW\� �����
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)XQGLQJ FDVH�
�

WKH *HUPDQ +HUVWDWW FDVH�
�

RU WKH 6ZHGLVK 9ROYR

PDQLSXODWLRQV�
�

7KH SXEOLF DQG VFLHQWLILF YLHZ RI FRPSXWHU FULPH UDGLFDOO\ FKDQJHG LQ WKH

����V� ZKHQ WKH SUHVV SXEOLVKHG DVWRQLVKLQJ FDVHV DERXW KDFNLQJ� YLUXVHV

DQG ZRUPV�
�

)XUWKHUPRUH� D EURDG ZDYH RI SURJUDP SLUDF\� FDVK GLVSHQVHU

PDQLSXODWLRQ DQG WHOHFRPPXQLFDWLRQ DEXVHV UHYHDOHG WR D EURDG SXEOLF WKH

YXOQHUDELOLW\ RI DQ LQIRUPDWLRQ VRFLHW\ DQG VXFK DOVR WKH QHHG IRU D QHZ

VWUDWHJ\ RI '3�VHFXULW\ DQG FULPH FRQWURO� ,W DOVR DSSHDUHG WKDW FRPSXWHU

FULPH ZDV QR ORQJHU OLPLWHG WR HFRQRPLF FULPH� EXW LQFOXGHG DWWDFNV DJDLQVW

DOO NLQGV RI LQWHUHVWV� VXFK DV WKH PDQLSXODWLRQ RI D KRVSLWDO FRPSXWHU RU

FRPSXWHU�UHODWHG LQIULQJHPHQWV RI SULYDF\� ZKLFK ZHUH RULJLQDOO\ GLVFXVVHG

VHSDUDWHO\ IURP �FRPSXWHU FULPH�� 7KXV� LW EHFDPH FOHDU WKDW WKH QRWLRQ RI

FRPSXWHU FULPH KDG WR EH HVWDEOLVKHG DV D EURDG FRQFHSW� ZKLFK� ODWHU LQ

WKH ����V� FRXOG LQWHJUDWH WKH GLVWULEXWLRQ RI LOOHJDO FRQWHQWV RQ WKH ,QWHUQHW

DV ZHOO DV LQFOXGH WKH XVH RI FRPSXWHUV DQG FRPPXQLFDWLRQ V\VWHPV E\

JURXSV RI RUJDQLVHG FULPH�

$V D FRQVHTXHQFH� DOUHDG\ LQ ���� D JURXS RI H[SHUWV RI WKH 2(&'

GHILQHG WKH WHUP �FRPSXWHU FULPH� �RU �FRPSXWHU�UHODWHG FULPH�� DV DQ\

LOOHJDO� XQHWKLFDO� RU XQDXWKRULVHG EHKDYLRXU LQYROYLQJ DXWRPDWLF GDWD�

SURFHVVLQJ DQG�RU WUDQVPLVVLRQ RI GDWD�
�

/DWHU VWXGLHV ZHQW HYHQ IXUWKHU LQ

� 7KH (TXLW\ )XQGLQJ )UDXG LQYROYHG PDQLSXODWLRQV RI ������ LQVXUDQFH FODLPV ZLWK D VDOHV YDOXH RI

DW OHDVW 86� �� PLOOLRQ� ,Q ����� LW UHVXOWHG LQ FRPSHQVDWLRQ FODLPV RI 86� � WR � ELOOLRQ� 6HH

6REEHO�'DOORV� 7KH ,PSRVVLEOH 'UHDP� ����� /RHIIOHU� 5HSRUW RI WKH 7UXVW\ RI (TXLW\ )XQGLQJ

&RUSRUDWLRQ RI $PHULFD� �����

� 7KH +HUVWDWW FDVH FRQFHUQHG VSHFXODWLYH IRUHLJQ H[FKDQJH WUDQVDFWLRQV WRWDOOLQJ VHYHUDO ELOOLRQ

GROODUV ZKLFK ZHUH QRW UHFRUGHG LQ WKH +HUVWDWW EDQN
V DFFRXQW ILOHV� 7KH EDQNUXSWF\ RI WKH EDQN LQ

���� FDXVHG ORVVHV WR WKH EDQN
V FXVWRPHUV RI DERXW '0 ��� ELOOLRQ� 6HH 6LHEHU�

&RPSXWHUNULPLQDOLWlW XQG 6WUDIUHFKW� �QG HG� ����� SS� �� HW VHT�

� 6HH 6RODU]� &RPSXWHU 7HFKQRORJ\ DQG WKH 7UDQVIRUPDWLRQ RI &ULPLQDOLW\� LQ� 6WU|PKROP�+HPVWU|P

�HGV��� 6ZHGLVK 1DWLRQDO 5HSRUWV WR WKH ;,,,WK ,QWHUQDWLRQDO &RQJUHVV RI &RPSDUDWLYH /DZ� �����

SS� ��� HW VHT� �DW SS� ��� HW VHT���

� 7KH GDQJHU RI �KDFNLQJ� EHFDPH HVSHFLDOO\ HYLGHQW LQ ���� ZKHQ FULPLQDO SURFHHGLQJV LQ WKH

)HGHUDO 5HSXEOLF RI *HUPDQ\ LGHQWLILHG *HUPDQ KDFNHUV ZKR ZHUH XVLQJ LQWHUQDWLRQDO GDWD

QHWZRUNV WR JDLQ DFFHVV WR LQIRUPDWLRQ LQVLGH $PHULFDQ� %ULWLVK� DQG RWKHU IRUHLJQ FRPSXWHU

V\VWHPV LQ RUGHU WR VHOO WKHLU ILQGLQJV WR WKH IRUPHU 6RYLHW VHFUHW VHUYLFH .*%� )RU WKH GHWDLOV RI

WKH FDVH� VHH $PPDQQ�/HKQKDUG�0HL�QHU�6WDKO� +DFNHU I�U 0RVNDX� ����� +DIQHU�0DUNRII�

&\EHUSXQN� ����� SS� ��� HW VHT�� 6WROO� 7KH &XFNRR
V (JJ� ����� $URXQG WKH VDPH WLPH� WKH SHULO

RI YLUXVHV DQG ZRUPV EHFDPH HVSHFLDOO\ REYLRXV ZKHQ WKH �,QWHUQHW�ZRUP� FUHDWHG E\ DQ

$PHULFDQ VWXGHQW DIIHFWHG DQG FORVHG GRZQ DERXW ����� FRPSXWHU V\VWHPV ZLWKLQ WKH �,QWHUQHW��

QHWZRUN LQ RQO\ D FRXSOH RI GD\V� )RU GHWDLOV VHH +DIQHU�0DUNRII� &\EHUSXQN� ����� SS� ���

HW VHT�� :HLKUDXFK� 'HU 0RUULV�:XUP LP ,QWHUQHW� ������ 'DWHQVFKXW]�%HUDWHU� LVVXH ��� SS� �

HW VHT�

� 6HH 6LHEHU� 7KH ,QWHUQDWLRQDO +DQGERRN RQ &RPSXWHU &ULPH� ����� SS� � HW VHT�
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GHYHORSLQJ EURDGHU FRQFHSWV RQ �GDWD DQG�RU LQIRUPDWLRQ FULPH��
��

7KH

EUHDGWK RI WKHVH GHILQLWLRQV SURYHG WR EH DGYDQWDJHRXV DV LW DOORZHG WKH XVH

RI WKH VDPH ZRUNLQJ K\SRWKHVLV IRU DOO NLQGV RI FULPLQRORJLFDO� FULPLQDOLVWLF�

HFRQRPLF� SUHYHQWLYH DQG OHJDO VWXGLHV� 1HYHUWKHOHVV� WKLV JHQHUDO GHILQLWLRQ

GLG QRW SUHYHQW HDFK RI WKHVH VWXGLHV IURP RQO\ GHDOLQJ ZLWK WKH SKHQRPHQD

RI FRPSXWHU FULPH ZKLFK FDXVH FRPSXWHU�VSHFLILF SUREOHPV LQ WKHLU RZQ

GLVFLSOLQH�
��

7KH SUHVHQW VWXG\ IROORZV WKLV GHILQLWLRQ DQG PHWKRGRORJ\� ,W LV

EDVHG RQ WKH EURDG FRQFHSW RI FRPSXWHU FULPH� DV GHILQHG E\ WKH 2(&'�

+RZHYHU� WKH OHJDO SDUW RI WKH VWXG\ ZLOO IRFXV RQ FRPSXWHU�UHODWHG FULPLQDO

ODZ FUHDWLQJ FRPSXWHU�VSHFLILF OHJDO SUREOHPV�

�� 6WDWLVWLFDO�DQG�4XDOLWDWLYH�'HYHORSPHQW

D� 4XDQWLWDWLYH $VSHFWV� &RPSXWHU &ULPH 6WDWLVWLFV

,Q RUGHU WR HYDOXDWH WKH UHOHYDQFH RI FRPSXWHU FULPH� FULPLQRORJLFDO

UHVHDUFKHV RIWHQ UHIHUUHG WR VWDWLVWLFV FRQFHUQLQJ FRPSXWHU FULPH FDVHV�

6XFK JHQHUDO VWDWLVWLFV RQ �FRPSXWHU FULPH� ZHUH LQ SDUWLFXODU GHYHORSHG LQ

WKH ����V DQG ����V� ZKHQ WKH SKHQRPHQD RI FRPSXWHU FULPH UHYHDOHG D

KRPRJHQHRXV SDWWHUQ ZKLFK FRQVLVWHG SUHGRPLQDQWO\ RI IUDXG� VDERWDJH

DQG HVSLRQDJH FDVHV� 7KHVH VWDWLVWLFV ZHUH HODERUDWHG E\ FULPLQRORJLVWV� DV

ZHOO DV E\ SROLFH DXWKRULWLHV� DQG UHVXOWHG LQ RQO\ VPDOO QXPEHUV RI YHULILHG

FDVHV RI FRPSXWHU FULPH�
��

+RZHYHU� DIWHU WKH GUDPDWLF ULVH LQ SURJUDP SLUDF\� FDVK GLVSHQVHU

PDQLSXODWLRQV DQG KDFNLQJ FDVHV VLQFH WKH PLG�����V� VXFK JHQHUDO

�� 6HH� H�J�� IRU WKH UHVSHFWLYH SUREOHPV RI GHILQLWLRQ %ORRP�%HFNHU� 6SHFWDFXODU &RPSXWHU &ULPHV�

����� SS� �� HW VHT�� .DVSHUVHQ� 6WUDIEDDUVWHOOLQJ YDQ FRPSXWHU PLV�EUXLN� ����� S� ���� )RU WKH

JHQHUDO FRQFHSW RI ��FULPLQDO� LQIRUPDWLRQ ODZ� VHH 6LHEHU� 7KH ,QWHUQDWLRQDO (PHUJHQFH RI

&ULPLQDO ,QIRUPDWLRQ /DZ� ����� SS� �� HW VHT�� 6LHEHU� ,QIRUPDWLRQVUHFKW XQG 5HFKW GHU

,QIRUPDWLRQVWHFKQLN� ������ 1HXH -XULVWLVFKH :RFKHQVFKULIW� SS� ���� HW VHT�

�� ,W LV FOHDU WKDW PRUH VSHFLILF GHILQLWLRQV DQG D PRUH GHWDLOHG FODVVLILFDWLRQ RI WKH YDULRXV

SKHQRPHQD RI FRPSXWHU FULPH DUH GHSHQGHQW RQ WKH UHVSHFWLYH UHVHDUFK DLP� &RQVHTXHQWO\�

WHFKQLFDOO\ RULHQWHG FODVVLILFDWLRQV �H�J� GLVWLQJXLVKLQJ EHWZHHQ WKH FRPSXWHU DV D WRRO RU DQ REMHFW

RI FULPH� DV ZHOO DV VRFLRORJLFDO GLIIHUHQWLDWLRQV �H�J� GLVWLQJXLVKLQJ EHWZHHQ LQVLGHU DQG RXWVLGHU

RIIHQFHV� KDYH RQO\ D OLPLWHG YDOXH IRU OHJDO DQDO\VLV� 8QWLO QRZ� FRPELQHG OHJDO DQG FULPLQRORJLFDO

GLVWLQFWLRQV EDVHG RQ WKH DWWDFNHG LQWHUHVWV SURYHG WR EH PRVW YDOXDEOH IRU OHJDO UHVHDUFK VLQFH

WKH FULPLQDO FRGHV RI PRVW FRXQWULHV DUH VWUXFWXUHG LQ WKH VDPH ZD\� ,Q FRQVLGHUDWLRQ RI WKLV IDFW�

WKH PDMRULW\ RI WUDGLWLRQDO FULPLQRORJLFDO DQG OHJDO FRPSXWHU FULPH VWXGLHV GLVWLQJXLVK EHWZHHQ

FRPSXWHU�UHODWHG HFRQRPLF FULPHV� FRPSXWHU�UHODWHG LQIULQJHPHQWV RI SULYDF\� DQG DWWDFNV RQ

RWKHU OHJDOO\ SURWHFWHG LQWHUHVWV�

�� )RU DQ RYHUYLHZ RQ WKHVH VWDWLVWLFV VHH 6LHEHU� 7KH ,QWHUQDWLRQDO +DQGERRN RQ &RPSXWHU &ULPH�

����� SS� �� HW VHT�
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VWDWLVWLFV KDYH ORVW WKHLU IRUPHU UHOHYDQFH DQG ZHUH QRW FRQWLQXHG LQ PDQ\

FRXQWULHV� 7RGD\� RQO\ VWDWLVWLFV WKDW GLIIHUHQWLDWH DUH VLJQLILFDQW� GXH WR WKH

YDULHW\ RI FRPSXWHU FULPH FDVHV DQG WKH KLJK QXPEHU RI VSHFLILF

SKHQRPHQD� ,Q VRPH FRXQWULHV� WKHVH GLIIHUHQWLDWHG FULPH ILJXUHV FDQ EH

REWDLQHG IURP RIILFLDO FULPH VWDWLVWLFV�

− (�J� LQ *HUPDQ\� WKH SROLFH UHJLVWHUHG ������ FDVHV RI �FRPSXWHU FULPH�

LQ ����� ������ FDVHV RI FDVK�GLVSHQVHU PDQLSXODWLRQV� ����� FDVHV RI

FRPSXWHU IUDXG� ��� FDVHV RI IRUJHU\ RI FRPSXWHU GDWD� ��� FDVHV RI

DOWHUDWLRQ RI GDWD DQG FRPSXWHU VDERWDJH DQG ��� FDVHV RI LOOHJDO

REWDLQPHQW RI FRPSXWHU GDWD �HVSHFLDOO\ �KDFNLQJ FDVHV���
��

− ,Q WKH 1HWKHUODQGV� VWDWLVWLFV ZHUH RQO\ NHSW XQWLO �����
��

)URP ���� XQWLO

����� DERXW ����� FDVHV EHFDPH NQRZQ� 1HDUO\ RQH WKLUG EHORQJHG WR

WKH WHFKQLFDO VXSSRUW RI FULPLQDO LQYHVWLJDWLRQV� 0RUH WKDQ ��� ZHUH

FDVHV RI KDFNLQJ� &RPSXWHU SLUDF\ UHDFKHG ��� DQG FRPSXWHU YLUXVHV

DSSUR[LPDWHO\ ���� 'XULQJ WKH UHSRUWHG WLPH� WKH QXPEHU RI FDVHV ZDV

FRQVWDQWO\ LQFUHDVLQJ�

− ,Q -DSDQ� RQO\ D IHZ FDVHV RI FRPSXWHU FULPH DUH NQRZQ WR WKH SROLFH�

%HWZHHQ ���� DQG ���� WKHUH ZHUH �� FDVHV RI GHVWUXFWLRQ RI KDUGZDUH�

�� FDVHV RI IDOVLILFDWLRQ RU HUDVXUH RI GDWD� � FDVHV RI LOOHJDO XVH RI

KDUGZDUH� �� FDVHV RI WKHIW RI GDWD DQG SURJUDPV DQG ��� FDVHV RI

IDOVLILFDWLRQ RU HUDVXUH RI GDWD� ,Q ����� SROLFH OHDUQHG D WRWDO RI ��� QHZ

FRPSXWHU FULPHV� FDUG FULPHV �ZKLFK DUH QRW LQFOXGHG LQ WKH VWDWLVWLFV RQ

FRPSXWHU FULPH LQ -DSDQ� WRWDOOHG ������
��

,W LV FOHDU WKDW WKHVH QXPEHUV RI YHULILDEOH FDVHV GR QRW SHUPLW WR GUDZ DQ\

FRQFOXVLRQV FRQFHUQLQJ WKH QXPEHU RI DFWXDO FDVHV� VLQFH WKH QXPEHU RI

XQGLVFRYHUHG RIIHQFHV LQ FRPSXWHU FULPH LV HVWLPDWHG WR EH FRQVLGHUDEO\

KLJKHU� 7KLV DVVXPSWLRQ LV ILUVW DQG IRUHPRVW EDVHG RQ WKH ORZ SURSRUWLRQ RI

FRPSXWHU RIIHQFHV ZKLFK EHFDPH NQRZQ DV D UHVXOW RI WKH VSHFLILF

GLIILFXOWLHV RI GHWHFWLRQ DQG SURRI LQ WKH '3�VHFWRU� 0RUHRYHU� PDQ\ RI WKH

UHYHDOHG RIIHQFHV DUH VXEMHFW WR WKH LQWHUQDO GLVFLSOLQDU\ SURFHGXUHV RI WKH

FRQFHUQHG FRPSDQLHV� 7KLV LV EDVHG RQ WKH IDFW WKDW PRVW FRPSDQLHV DUH

DIUDLG WR FDXVH DQ\ GDPDJH WR WKH FRPSDQLHV
 UHSXWDWLRQ DQG WR ORVH WKH

LQYHVWRUV
� VKDUHKROGHUV
� DQG FXVWRPHUV
 FRQILGHQFH� RU WKDW WKH\ SUHIHU WR

IDFLOLWDWH WKH FRPSHQVDWLRQ IRU WKH GDPDJH DQG WKHUHIRUH GR QRW UHSRUW WKH

RIIHQFHV WR WKH SXEOLF� )XUWKHUPRUH� FDVHV UHSRUWHG WR WKH ODZ HQIRUFHPHQW

�� 3ROL]HLOLFKH .ULPLQDOVWDWLVWLN ����� SS� ��� HW VHT�

�� &�5�,� ± &HQWUDOH 5HFKHUFKH ,QIRUPDWLHGLHQVW� $QQXDO 5HSRUW ���������� (UDKDWLH 3LORWSURMHFW

&RPSXWHUFULPLQDOLWHLW� 7KH +DJXH �����

�� 6HH 1DWLRQDO 3ROLFH $JHQF\� :KLWH 3DSHU RQ 3ROLFH ���� �([FHUSW�� ����� SS� �� HW VHT�
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DJHQFLHV DUH QRW DOZD\V V\VWHPDWLFDOO\ SURVHFXWHG� VLQFH DQ HIIHFWLYH

WUHDWPHQW RI WKHVH FDVHV UHTXLUHV VSHFLDO NQRZOHGJH DV ZHOO DV KLJK

H[SHQGLWXUH LQ WHUPV RI WLPH DQG ���PRQH\� ,Q DGGLWLRQ� LQ PDQ\ DUHDV LW LV

D PDWWHU RI FKDQFH ZKHWKHU UHSRUWHG FDVHV RI FRPSXWHU FULPH DUH

GLVFRYHUHG DPRQJ FDVHV RI HVSLRQDJH� FRS\ULJKW LQIULQJHPHQWV DQG RWKHU

JHQHUDO FULPLQDO SURYLVLRQV� EHFDXVH WKH FULPLQRORJLFDO WHUP �FRPSXWHU

FULPH� RQO\ SDUWO\ DSSHDUV LQ RIILFLDO OHJDO VWDWLVWLFV�

$V D FRQVHTXHQFH� WKH DEVROXWH QXPEHUV LQGLFDWHG LQ GLIIHUHQWLDWHG DQG

VSHFLDOLVHG VWDWLVWLFV DUH RQO\ RI OLPLWHG YDOXH� +RZHYHU� LI WKHVH VWDWLVWLFV

DUH FRQGXFWHG LQ D VLPLODU PDQQHU RYHU WKH \HDUV� WKH\ FDQ VKRZ WUHQGV LQ

WKH GHYHORSPHQW RI VSHFLILF FRPSXWHU FULPHV� 8VLQJ WKH GLIIHUHQWLDWHG

*HUPDQ SROLFH VWDWLVWLFV LQ WKH ILHOGV RI FRPSXWHU FULPH� WKLV GHYHORSPHQW LV

FKDUDFWHULVHG E\ D VLJQLILFDQW ULVH RI FDVHV RI LOOHJDO REWDLQPHQW RI FRPSXWHU

GDWD� 7KH IROORZLQJ WDEOH EDVHG RQ WKH *HUPDQ SROLFH VWDWLVWLFV HYLGHQWO\

VKRZV D VKDUS ULVH RI FRPSXWHU FULPH LQ UHFHQW \HDUV DQG LV LPSRUWDQW

HYLGHQFH IRU WKH VHULRXVQHVV RI WKH UHVSHFWLYH SUREOHPV�

*HUPDQ 3ROLFH &ULPH 6WDWLVWLFV� 1XPEHU RI &RPSXWHU &ULPHV 5HSRUWHG WR

WKH *HUPDQ 3ROLFH

�

��

���

���

���

���

���

���

���

���

���� ���� ���� ���� ���� ���� ���� ���� ���� ����

2WKHU )RUPV RI &RPSXWHU )UDXG

0LVXVH RI $70�&DUGV �[ ����

&RPSXWHU (VSLRQDJH

&RPSXWHU 0DQLSXODWLRQV�6DERWDJH

9LRODWLRQ RI 'DWD 3URWHFWLRQ /DZV

7RWDO 1XPEHU RI &RPSXWHU &ULPHV �[ ����
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E� 4XDOLWDWLYH $VSHFWV� 7KH 9XOQHUDELOLW\ RI WKH ,QIRUPDWLRQ 6RFLHW\

,Q UHFHQW \HDUV� WKH ODFN RI H[DFW ILJXUHV RQ FRPSXWHU FULPH KDV EHFRPH

OHVV LPSRUWDQW LQ HYDOXDWLQJ WKH VRFLDO UHOHYDQFH RI FRPSXWHU FULPH� ,Q DQ

HUD ZKHUH VRFLHW\ LV EHFRPLQJ PRUH DQG PRUH GHSHQGHQW RQ LQIRUPDWLRQ

WHFKQRORJ\� WKH LPSRUWDQFH RI FRPSXWHU FULPH IRU WKH VRFLHW\ LV EDVHG QRW

RQ TXDQWLWDWLYH� EXW UDWKHU RQ TXDOLWDWLYH DVSHFWV� 7KH DQDO\VLV RI WKHVH

TXDOLWDWLYH DVSHFWV VKRZV WKH UHDO WKUHDWV DQG GDQJHUV RI FRPSXWHU FULPH�

,Q WKH EXVLQHVV FRPPXQLW\� WKH PDMRULW\ RI PRQHWDU\ WUDQVDFWLRQV LV

DGPLQLVWHUHG E\ FRPSXWHUV LQ WKH IRUP RI GHSRVLW PRQH\� ,Q WKH IXWXUH�

HOHFWURQLF FRPPHUFH ZLOO GHSHQG RQ VDIH PRQH\ WUDQVDFWLRQV� %DODQFH

VKHHWV DUH SUHSDUHG ZLWK FRPSXWHU VXSSRUW� $ FRPSDQ\
V HQWLUH SURGXFWLRQ

LV IUHTXHQWO\ GHSHQGHQW RQ WKH VPRRWK IXQFWLRQLQJ RI LWV GDWD SURFHVVLQJ

V\VWHP� )XUWKHUPRUH� PDQ\ FRPSDQLHV VWRUH WKHLU PRVW LPSRUWDQW EXVLQHVV

VHFUHWV HOHFWURQLFDOO\� 0RGHUQ DGPLQLVWUDWLRQ UHOLHV RQ FRPSXWHU WHFKQRORJ\

DQG GDWDEDVHV LQ D VLPLODU ZD\� 0DULQH� DLU DQG VSDFH FRQWURO V\VWHPV�

PHGLFDO VXSHUYLVLRQ DV ZHOO DV GHIHQFH V\VWHPV DOVR GHSHQG WR D JUHDW

H[WHQW RQ FRPSXWHU WHFKQRORJ\� ,QWHUQDWLRQDO FRPSXWHU QHWZRUNV DUH

EHFRPLQJ WKH QHUYHV RI WKH HFRQRP\� WKH SXEOLF VHFWRU DQG VRFLHW\�

&RQVHTXHQWO\� WKHUH FDQ EH QR GRXEW WKDW WKH VHFXULW\ RI LQIRUPDWLRQ

WHFKQRORJ\ DQG WKH SUHYHQWLRQ RI FRPSXWHU FULPH LV RI GHFLVLYH VLJQLILFDQFH

IRU WRGD\
V LQIRUPDWLRQ VRFLHW\�

�� 7KH�1HHG�IRU�6SHFLILHG�5LVN�$QDO\VHV

2QH RI WKH PDLQ GDQJHUV RI FRPSXWHU FULPH LV FDXVHG E\ WKH IDFW WKDW PDQ\

SULYDWH XVHUV GR QRW NQRZ WKH WKUHDWV WKDW WKH\ DUH DFWXDOO\ RU SRWHQWLDOO\

H[SRVHG WR� 6LPLODUO\� PDQ\ JRYHUQPHQWDO DJHQFLHV� ODZ PDNHUV DQG

SROLWLFLDQV DUH QRW DZDUH RI WKH ULVNV DQG YXOQHUDELOLWLHV RI WKH FRPSXWHULVHG

LQIRUPDWLRQ VRFLHW\� :KDW LV QHFHVVDU\� WKHUHIRUH� LV D GLIIHUHQWLDWHG ULVN

DQDO\VLV RI FRPSXWHU FULPH FDVHV�

$FFRUGLQJ WR WKH XQGHUO\LQJ FRQWUDFW� WKH SUHVHQW VWXG\ GRHV QRW DLP DW

DQ HPSLULFDO UHVHDUFK RI FRPSXWHU FULPH EXW SULPDULO\ DW DQ DQDO\VLV RI

FRPSXWHU�UHODWHG ODZ� +RZHYHU� ZLWK UHVSHFW WR WKH DERYH�PHQWLRQHG

GHYHORSPHQWV� WKH VWXG\ ZLOO VWDUW ZLWK D VKRUW RYHUYLHZ RQ WKH UHOHYDQW

ULVNV DQG YXOQHUDELOLWLHV �LQIUD FKDSWHU ,,�� 7KLV EDVLF DQDO\VLV RI WKH GLIIHUHQW

IRUPV RI FRPSXWHU FULPH LQ WKH LQIRUPDWLRQ VRFLHW\ ZLOO WKHQ VHUYH DV D

YDOXDEOH EDVLV IRU WKH DQDO\VLV RU FRPSXWHU�UHODWHG ODZ SUREOHPV DQG IRU WKH

GHYHORSPHQW RI D JHQHUDO VWUDWHJ\ RI SURWHFWLRQ DJDLQVW FRPSXWHU FULPH�
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%� 7KH�&RQFHSW�RI�&RPSXWHU�5HODWHG�&ULPLQDO
/DZ

�� 'ULYLQJ�)RUFHV

7KH FRQFHSW RI FRPSXWHU�UHODWHG FULPLQDO ODZ KDV XQGHUJRQH VLPLODU

FKDQJHV DV WKH FRQFHSW RI FRPSXWHU�UHODWHG FULPH� 0DQ\ RI WKH DERYH�

PHQWLRQHG QHZ IRUPV RI FULPH OHG WR QHZ FRPSXWHU�VSHFLILF OHJDO TXHVWLRQV

DQG ODZ UHIRUP� WKXV EURDGHQLQJ WKH FRQFHSW RI FRPSXWHU�VSHFLILF FULPLQDO

ODZ DQG OHJLVODWLRQ� (VSHFLDOO\ VLQFH WKH ����V� WKHUH KDV EHHQ D JURZLQJ

QXPEHU RI ODZ UHIRUP SURMHFWV LQ PDQ\ FRXQWULHV�

7KH UHDVRQ IRU WKLV DGDSWDWLRQ RI WKH ODZ WR QHZ IRUPV RI FULPH ZDV QRW

RQO\ EDVHG RQ WHFKQLFDO FKDQJHV� EXW PDLQO\ RQ IXQGDPHQWDO FKDQJHV RI

SDUDGLJPV� 8QWLO WKH PLGGOH RI WKH ��WK FHQWXU\� WKH FULPLQDO FRGHV RI DOO

FRXQWULHV KDYH SUHGRPLQDQWO\ SURWHFWHG WDQJLEOH REMHFWV�
��

+RZHYHU�

WRZDUGV WKH HQG RI WKH ��WK FHQWXU\� WKH HPHUJLQJ LQIRUPDWLRQ VRFLHW\ KDV

OHG WR DQ LQFUHDVHG LPSRUWDQFH RI LQFRUSRUHDO YDOXHV DQG LQIRUPDWLRQ� 7KHVH

QHZ YDOXHV FRXOG QRW EH SURWHFWHG LQ DQDORJ\ WR FRUSRUHDO REMHFWV� EXW

UHTXLUHG QHZ OHJDO SURYLVLRQV� 7KXV� WKH ILHOG RI FRPSXWHU�UHODWHG FULPLQDO

ODZ VRRQ EHFDPH D FRPSOH[ ILHOG RI PDQ\ GLIIHUHQW QHZ OHJDO TXHVWLRQV�

�� 7KH�0DLQ�:DYHV�RI�&RPSXWHU�&ULPH�/HJLVODWLRQ

'HVSLWH WKH PXOWLWXGH RI QHZ FRPSXWHU�VSHFLILF OHJDO TXHVWLRQV� WKH

HPHUJHQFH RI FRPSXWHU�UHODWHG FULPLQDO ODZ �RU FULPLQDO LQIRUPDWLRQ ODZ�

FDQ EH V\VWHPDWLVHG DQG WUDFHG EDFN WR VL[ PDLQ ZDYHV RI FRPSXWHU FULPH

OHJLVODWLRQV� ZKLFK WRGD\ VWLOO FKDUDFWHULVH WKH VL[ PDLQ ILHOGV RI FULPLQDO

LQIRUPDWLRQ ODZ DQG WKHUHIRUH ZLOO EH WKH EDVLV RI WKH OHJDO DQDO\VLV RI WKH

SUHVHQW VWXG\�

D� 3URWHFWLRQ RI 3ULYDF\

7KH ILUVW ZDYH RI ODZ UHIRUP LQ PRVW ZHVWHUQ OHJDO V\VWHPV HPHUJHG LQ WKH

ILHOG RI SULYDF\ SURWHFWLRQ LQ WKH ����V DQG ����V� 7KLV OHJLVODWLRQ ZDV D

UHDFWLRQ WR QHZ FKDOOHQJHV RI SULYDF\ FDXVHG E\ H[SDQGHG SRVVLELOLWLHV IRU

�� 7KH SURWHFWLRQ RI LQIRUPDWLRQ DQG RWKHU LQWDQJLEOHV H[LVWHG� EXW GLG QRW SOD\ D GRPLQDQW UROH XQWLO

WKH PLGGOH RI WKH ��WK FHQWXU\� 6HH� H�J�� WKH FULPLQDO ODZ SURYLVLRQV RQ VWDWH� WUDGH DQG

SURIHVVLRQDO VHFUHWV� RQ SDWHQW DQG FRS\ULJKW SURWHFWLRQ DQG RQ IRUJHU\�
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FROOHFWLQJ� VWRULQJ DQG WUDQVPLWWLQJ GDWD E\ QHZ WHFKQRORJLHV� �'DWD

SURWHFWLRQ ODZV� ZHUH HQDFWHG DQG KDYH EHHQ FRQVWDQWO\ UHYLVHG DQG

XSGDWHG� SURWHFWLQJ WKH FLWL]HQV
 ULJKW RI SULYDF\ ZLWK DGPLQLVWUDWLYH� FLYLO�

DQG SHQDO UHJXODWLRQV LQ ���� LQ 6ZHGHQ� ���� LQ WKH 8QLWHG 6WDWHV RI

$PHULFD� ���� LQ WKH )HGHUDO 5HSXEOLF RI *HUPDQ\� ���� LQ $XVWULD�

'HQPDUN� )UDQFH DQG 1RUZD\� ���� DQG ���� LQ /X[HPERXUJ� ���� LQ

,FHODQG DQG ,VUDHO� ���� LQ $XVWUDOLD DQG &DQDGD� ���� LQ WKH 8QLWHG

.LQJGRP� ���� LQ )LQODQG� ���� LQ ,UHODQG� -DSDQ DQG WKH 1HWKHUODQGV�

���� LQ 3RUWXJDO� ���� LQ %HOJLXP� 6SDLQ DQG 6ZLW]HUODQG� ���� LQ 6SDLQ�

DQG ���� LQ ,WDO\ DQG *UHHFH�
��

$GGLWLRQDO GDWD SURWHFWLRQ ODZV FDQ EH IRXQG

�� 6HH� IRU $XVWUDOLD� WKH )UHHGRP RI ,QIRUPDWLRQ $FW RI � 0DUFK ����� DV DPHQGHG DQG WKH 3ULYDF\

$FW ����� IRU $XVWULD� WKH )HGHUDO 'DWD 3URWHFWLRQ $FW RI �� 2FWREHU ����� DPHQGHG E\ ODZV

1RV� ��� RI ����� ��� RI ���� DQG ��� RI ����� IRU &DQDGD� WKH $FFHVV WR ,QIRUPDWLRQ $FW DQG

WKH 3ULYDF\ $FW RI �� -XQH ����� IRU %HOJLXP� WKH ODZ IRU WKH 3URWHFWLRQ RI WKH 3ULYDWH /LIH ZLWK

5HVSHFW WR WKH 7UHDWPHQW RI 3HUVRQDO 'DWD RI � 'HFHPEHU ����� IRU 'HQPDUN� WKH 3ULYDWH

5HJLVWHUV $FW RI � -XQH ���� �$FW 1R� ����� DPHQGHG RQ � $SULO ���� DQG WKH 3XEOLF $XWKRULWLHV


5HJLVWHUV $FW RI � -XQH ���� �$FW 1R� ����� DPHQGHG RQ � $SULO ����� IRU )LQODQG� WKH 3HUVRQDO

'DWD )LOH $FW 1R� ��� RI �� $SULO ����� 3HUVRQDO 5HJLVWHUV $FW RI � )HEUXDU\ ���� DQG FKDSWHU ��

RI WKH 3HQDO &RGH �DV DPHQGHG ������ IRU )UDQFH� WKH $FW RQ 'DWD 3URFHVVLQJ� 'DWD )LOHV DQG

,QGLYLGXDO /LEHUWLHV �$FW 1R� ������ RI � -DQXDU\ ����� DPHQGHG RQ �� 0DUFK ����� IRU *HUPDQ\�

WKH 'DWD 3URWHFWLRQ $FW RI �� 'HFHPEHU ���� �VXFFHHGLQJ WKH 'DWD 3URWHFWLRQ $FW RI

�� -DQXDU\ ������ IRU *UHHFH� 'DWD 3URWHFWLRQ $FW �ODZ ����������� SDVVHG LQ $SULO ���� E\ WKH

*UHHN 3DUOLDPHQW� IRU ,FHODQG� WKH $FW &RQFHUQLQJ WKH 6\VWHPDWLF 5HFRUGLQJ RI 3HUVRQDO 'DWD �$FW

1R� �������� RI �� 0D\ ����� IRU ,VUDHO� WKH 3URWHFWLRQ RI 3ULYDF\ /DZ �$FW 1R� ���������� RI

�� )HEUXDU\ ����� DPHQGHG LQ ����� IRU ,UHODQG� WKH 'DWD 3URWHFWLRQ $FW �$FW 1R� �������� RI

� -XO\ ����� IRU ,WDO\� /DZ 1R� ��� RI �� 'HFHPEHU ����� SXEOLVKHG LQ WKH *D]HWWD 8IILFLDOH

� -DQXDU\ ����� IRU -DSDQ� WKH 3HUVRQDO ,QIRUPDWLRQ 3URWHFWLRQ $FW 1R� �� RI �� 'HFHPEHU �����

IRU /X[HPERXUJ� 7KH $FW 2UJDQLVLQJ WKH ,GHQWLILFDWLRQ RQ 3K\VLFDO DQG /HJDO 3HUVRQV E\ 1XPEHU RI

�� 0DUFK ����� WKH $FW 5HJXODWLQJ WKH 8VH RI 1RPLQDO 'DWD LQ (OHFWURQLF 'DWD 3URFHVVLQJ RI

�� 0DUFK ���� DQG WKH $FW FRQFHUQLQJ WKH 3URWHFWLRQ RI 3ULYDF\ RI �� $XJXVW ����� IRU WKH

1HWKHUODQGV� WKH /DZ RQ WKH 3URWHFWLRQ RI 3ULYDF\ LQ &RQQHFWLRQ ZLWK 3HUVRQDO 5HJLVWUDWLRQ RI

�� 'HFHPEHU ����� IRU 1HZ =HDODQG� WKH 3ULYDF\ $FW ����� DPHQGHG E\ WKH 3ULYDF\ $PHQGPHQW

$FW ���� DQG WKH 3ULYDF\ $PHQGPHQW $FW ����� IRU 1RUZD\� WKH /DZ RQ 3HUVRQDO 'DWD 5HJLVWHUV

RI � -XQH ���� �$FW 1R� ��� DPHQGHG E\ /DZ 1R� �� RI �� -XQH ����� /DZ 1R� �� RI �� -XO\ ����

DQG /DZ 1R� �� RI �� -XQH ����� IRU 3RUWXJDO� /DZ ����� RI �� $SULO ���� RQ WKH 3URWHFWLRQ RI

3HUVRQDO 'DWD ZLWK 5HVSHFW WR ,QIRUPDWLFV� DPHQGHG E\ /DZ ����� RI �� $XJXVW ����� IRU 6SDLQ�

$UW� �� SDUD� � RI WKH &RQVWLWXWLRQ DQG /DZ ������ IRU WKH 5HJXODWLRQ RI WKH $XWRPDWHG 3URFHVVLQJ

RI 3HUVRQDO 'DWD �/257$'� RI �� 2FWREHU ����� DQG $UWLFOH ��� &ULPLQDO &RGH �/DZ 1R� �������

RI �� 1RYHPEHU ������ IRU 6ZHGHQ� FKDSWHU � $UWLFOH � SDUD� � ,QVWUXPHQW RI *RYHUQPHQW �L�H��

&RQVWLWXWLRQ� DV DPHQGHG ����� WKH 'DWD 3URWHFWLRQ $FW RI �� 0D\ ���� �/DZ 1R� ����� DPHQGHG

����� ����� ����� ���� DQG ������ IRU 6ZLW]HUODQG� )HGHUDO 'DWD 3URWHFWLRQ $FW RI �� -XQH �����

IRU WKH 8QLWHG .LQJGRP� WKH 'DWD 3URWHFWLRQ $FW RI �� -XO\ ����� IRU WKH 8QLWHG 6WDWHV RI $PHULFD�

WKH 3ULYDF\ $FW ���� �� 8�6�&� � ���D� DQG WKH (OHFWURQLF &RPPXQLFDWLRQV 3ULYDF\ $FW ����

�FRGLILHG DW �� 8�6�&� �� ����� ����� ���������� ���������� ����� ����������� )RU GHWDLOHG

LQIRUPDWLRQ RQ WKHVH UHIRUP ODZV FI� WKH UHIHUHQFHV LQ 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH�

����� LQ SDUWLFXODU RQ %HOJLXP 6SUHXWHOV �S� ���� RQ &DQDGD 3LUDJRII �S� ���� IQ� ����� RQ )LQODQG

3LKODMDPlNL �SS� ���� ���� ����� RQ )UDQFH )UDQFLOORQ �SS� ��� HW VHT��� RQ 8. :DVLN �S� ����� RQ

+XQJDU\ .HUWpV]�3XV]WDL �SS� ��� HW VHT��� RQ ,VUDHO /HGHUPDQ�6KDSLUD �S� ���� IQ� ��� RQ -DSDQ
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LQ PDQ\ IHGHUDOLVWLF MXULVGLFWLRQV �H�J� &DQDGD� WKH )HGHUDO 5HSXEOLF RI

*HUPDQ\� 6ZLW]HUODQG� RU WKH 8QLWHG 6WDWHV RI $PHULFD� DV ZHOO DV LQ PDQ\

�VHFWRULDO� ODZV UHJXODWLQJ SULYDF\ SURWHFWLRQ LQ VSHFLILF DUHDV ZKLFK WRGD\

EHFRPH LQFUHDVLQJO\ LPSRUWDQW �H�J�� LQ WKH DUHD RI WHOHFRPPXQLFDWLRQ�

SROLFH GDWD RU RQOLQH VHUYLFHV�� ,Q %UD]LO� WKH 1HWKHUODQGV� 3RUWXJDO DQG

6SDLQ� SULYDF\ SURWHFWLRQ HYHQ EURXJKW DERXW FRQVWLWXWLRQDO DPHQGPHQWV�
��

E� (FRQRPLF &ULPLQDO /DZ

7KH VHFRQG PDLQ ZDYH RI UHIRUP ODZV LQYROYHG WKH UHSUHVVLRQ RI FRPSXWHU�

UHODWHG HFRQRPLF FULPHV DW WKH EHJLQQLQJ RI WKH ����V� 7KLV OHJLVODWLRQ

EHFDPH QHFHVVDU\ DV WKH UHOHYDQW WUDGLWLRQDO FULPLQDO SURYLVLRQV H[FOXVLYHO\

SURWHFWHG SK\VLFDO� WDQJLEOH DQG YLVLEOH REMHFWV DJDLQVW WUDGLWLRQDO FULPHV�

+RZHYHU� QHZ IRUPV RI FRPSXWHU�UHODWHG HFRQRPLF FULPH QRW RQO\ YLRODWH

WUDGLWLRQDO REMHFWV LQ WKH IRUP RI QHZ PHGLD �VXFK DV GHSRVLW PRQH\ VWRUHG

LQ FRPSXWHU UHFRUGV�� EXW DOVR LQYROYH LQWDQJLEOH REMHFWV �VXFK DV FRPSXWHU

SURJUDPV RU XVH RI '3�IDFLOLWLHV� RU QHZ PHWKRGV RI FRPPLVVLRQ �H�J�

PDQLSXODWLQJ D FRPSXWHU LQVWHDG RI FKHDWLQJ D SHUVRQ�� ,QVWHDG RI

VWUHWFKLQJ WKH ZRUGLQJ RI DOUHDG\ H[LVWLQJ SURYLVLRQV �ZKLFK ZRXOG FRQWUDGLFW

WKH SULQFLSOHV RI OHJDOLW\ DQG WKH SURKLELWLRQ RI DQDORJ\ LQ PDODP SDUWHP LQ

FULPLQDO ODZ�� PDQ\ FRXQWULHV HQDFWHG QHZ ODZV ILJKWLQJ FRPSXWHU�UHODWHG

HFRQRPLF FULPH �LQFOXGLQJ LOOHJDO DFFHVV WR FRPSXWHU V\VWHPV�� /DZV DJDLQVW

FRPSXWHU�UHODWHG HFRQRPLF FULPH ZHUH HQDFWHG VLQFH ���� LQ WKH 8QLWHG

6WDWHV RI $PHULFD �LQ VWDWH OHJLVODWLRQ� DQG LQ ,WDO\� VLQFH ���� LQ $XVWUDOLD

�VWDWH ODZ�� ���� LQ WKH 8QLWHG .LQJGRP� ���� LQ WKH 8QLWHG 6WDWHV RI

$PHULFD �IHGHUDO OHYHO�� ���� LQ &DQDGD DQG 'HQPDUN� ���� LQ WKH )HGHUDO

5HSXEOLF RI *HUPDQ\ DQG LQ 6ZHGHQ� ���� LQ $XVWULD� -DSDQ DQG 1RUZD\�

���� LQ )UDQFH DQG *UHHFH� ���� LQ )LQODQG DQG WKH 8QLWHG .LQJGRP� ����

LQ WKH 1HWKHUODQGV� ���� LQ /X[HPERXUJ� ���� LQ 6ZLW]HUODQG� ���� LQ 6SDLQ

<DPDJXFKL �S� ����� RQ /X[HPERXUJ -DHJHU �S� ���� IQ� ���� RQ WKH 1HWKHUODQGV .DVSHUVHQ

�S� ���� IQ� ���� RQ 3RUWXJDO GH )DULD &RVWD �S� ���� IQ� ���� IRU WKH UHJXODWLRQV LQ GHWDLO SS� ���

HW VHT��� RQ 6SDLQ *XWLpUUH] )UDQFpV �SS� ��� HW VHT�� ����� RQ 6ZHGHQ -DUHERUJ �S� ����� RQ

6ZLW]HUODQG 5RWK �S� ���� IQ� ��� IRU WKH UHJXODWLRQV LQ GHWDLO SS� ��� HW VHT��� RQ WKH 86$ :LVH

�SS� ���� IQ� ��� ��� HW VHT��� )RU D FRPSDUDWLYH RYHUYLHZ VHH 1XJWHU� 7UDQVERUGHU )ORZ RI

3HUVRQDO 'DWD ZLWKLQ WKH (&� �����

�� 6HH� H�J�� IRU 3RUWXJDO� $UWLFOH �� RI WKH &RQVWLWXWLRQ� IRU 6SDLQ� $UWLFOH ���� RI WKH &RQVWLWXWLRQ�

IRU WKH 1HWKHUODQGV� $UWLFOH �� RI WKH &RQVWLWXWLRQ� IRU %UD]LO� $UWLFOH � ��� ; RI WKH &RQVWLWXWLRQ�

)RU DQ RYHUYLHZ RQ WKH YDULRXV SULYDF\ DFWV DQG ELOOV VHH )ODKHUW\� 3URWHFWLQJ 3ULYDF\ LQ

6XUYHLOODQFH 6RFLHWLHV� ����� GH +RXZHU�YDQ %UDEDQW� 7KH 7UDQVERUGHU )ORZ RI 3HUVRQDO 'DWD�

���� �HGLWHG E\ WKH ,QWHUQDWLRQDO &ULPLQDO /DZ &HQWHU %UX[HOOHV�� SS� �� HW VHT�� 1XJWHU�

7UDQVERUGHU )ORZ RI 3HUVRQDO 'DWD ZLWKLQ WKH (&� ����� 6LHEHU� 7KH ,QWHUQDWLRQDO +DQGERRN RQ

&RPSXWHU &ULPH� ����� SS� �� HW VHT�
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DQG DJDLQ LQ )LQODQG� DQG ���� LQ 0DOD\VLD�
��

,Q FRXQWULHV VXFK DV 'HQPDUN�

WKH )HGHUDO 5HSXEOLF RI *HUPDQ\ RU )LQODQG� WKH UHVSHFWLYH ODZV DOVR

LQFOXGHG QHZ SURYLVLRQV IRU WUDGH VHFUHW SURWHFWLRQ�
��

:KLOH VRPH FRXQWULHV

RSHUDWH XQGHU WKH OHJDO SURYLVLRQV HQDFWHG VLQFH WKH HDUO\ ����V� RWKHU

FRXQWULHV VXFK DV� H�J�� &DQDGD DUH FXUUHQWO\ DPHQGLQJ WKHVH SURYLVLRQV

DJDLQ WR UHIOHFW QHZ FKDOOHQJHV WR FRPSXWHU�UHODWHG FULPLQDO ODZ SRVHG E\

WKH IDVW GHYHORSLQJ FRPSXWHU WHFKQRORJ\�
��

F� 3URWHFWLRQ RI ,QWHOOHFWXDO 3URSHUW\

,Q WKH FRXUVH RI WKH ����V D WKLUG VHULHV RI ODZ DPHQGPHQWV LPSURYHG WKH

SURWHFWLRQ RI LQWHOOHFWXDO SURSHUW\ LQ WKH ILHOG RI FRPSXWHU WHFKQRORJ\�

�� 6HH� IRU $XVWULD� WKH &ULPLQDO &RGH $PHQGPHQW $FW RI ���� �%XQGHVJHVHW]EODWW ���������� IRU

$XVWUDOLD� 6HFWLRQ ���H RI WKH 4XHHQVODQG &ULPLQDO &RGH DV DPHQGHG LQ ����� 6HFWLRQV ���� ���

RI WKH 1RUWKHUQ 7HUULWRU\ &ULPLQDO &RGH DV DPHQGHG LQ ����� 6HFWLRQ ��� RI WKH 1HZ 6RXWK :DOHV

&ULPHV $FW ���� LQ LWV DSSOLFDWLRQ WR WKH $XVWUDOLDQ &DSLWDO 7HUULWRU\� DV DPHQGHG LQ ����� WKH

&ULPHV �&RPSXWHUV� $FW 1R� �� RI ���� RI 9LFWRULD� DV ZHOO DV DGGLWLRQDO OHJLVODWLRQ SDVVHG LQ WKH

$XVWUDOLDQ &DSLWDO 7HUULWRU\� WKH &RPPRQZHDOWK� 1HZ 6RXWK :DOHV� WKH 1RUWKHUQ 7HUULWRU\� 6RXWK

$XVWUDOLD DQG 9LFWRULD� IRU &DQDGD� 7KH &ULPLQDO /DZ $PHQGPHQW $FW ���� �6�&� ����� F� ���� IRU

'HQPDUN� WKH 3HQDO &RGH $PHQGPHQW $FW RI � -XQH ���� RQ 'DWD &ULPLQDOLW\� IRU *HUPDQ\� WKH

6HFRQG /DZ IRU WKH 6XSSUHVVLRQ RI (FRQRPLF &ULPH RI �� 0D\ ���� �%XQGHVJHVHW]EODWW ,� �����

S� ����� IRU )LQODQG� WKH /DZV $PHQGLQJ WKH &ULPLQDO &RGH 1R� �������� RI �� $XJXVW ���� �ILUVW

SKDVH RI WKH WRWDO UHIRUP RI WKH &ULPLQDO &RGH�� DQG 1R� �������� RI �� $SULO ���� �VHFRQG SKDVH

RI WKH WRWDO UHIRUP RI WKH &ULPLQDO &RGH�� IRU )UDQFH� WKH /DZ RQ ,QIULQJHPHQWV LQ WKH )LHOG RI

,QIRUPDWLFV RI � -DQXDU\ ����� IRU *UHHFH� /DZ 1R� ������� RI �� $XJXVW ����� IRU ,WDO\ WKH

$PHQGPHQW RI ���� WR 6HFWLRQ ��� 3HQDO &RGH �FRQFHUQLQJ DWWDFNV WR SXEOLF XWLOLW\ SODQWV DQG

UHVHDUFK RU GDWD SURFHVVLQJ IDFLOLWLHV�� IRU /X[HPERXUJ� /DZ RI �� -XO\ ���� $LPLQJ WR 5HLQIRUFH

WKH )LJKW $JDLQVW (FRQRPLF &ULPH DQG &RPSXWHU )UDXG� IRU 0DOD\VLD� &RPSXWHU &ULPH /DZ

RI ����� IRU WKH 1HWKHUODQGV� 'XWFK &RPSXWHU &ULPH $FW RI �� 'HFHPEHU ����� DV DPHQGHG LQ

���� DQG ����� IRU -DSDQ� WKH 3HQDO &RGH $PHQGPHQW $FW RI ����� IRU 1RUZD\� WKH &ULPLQDO

&RGH $PHQGPHQW $FW RI �� -XQH ����� IRU 6SDLQ� &ULPLQDO &RGH ���� �/DZ 1R� ������� RI

�� 1RYHPEHU ������ HVSHFLDOO\ $UWLFOHV ������ ���� ������ ��� HW VHT�� IRU 6ZHGHQ� 6HFWLRQ ��

'DWD 3URWHFWLRQ $FW RI � $SULO ����� DQG WKH &ULPLQDO &RGH $PHQGPHQW $FW RI -XO\ ���� �/DZ

1R� ����� IRU 6ZLW]HUODQG� ���� 5HYLVLRQ RI 3URSHUW\ &ULPH 3URYLVLRQV� IRU WKH 8QLWHG .LQJGRP�

WKH )RUJHU\ DQG &RXQWHUIHLWLQJ $FW RI ����� DQG WKH &RPSXWHU 0LVXVH $FW ���� RI �� -XQH �����

GUDIW IRU D QHZ 6HFWLRQ ��D 7KHIW $FW ����� IRU WKH 8QLWHG 6WDWHV RI $PHULFD� WKH &UHGLW &DUG

)UDXG $FW RI ���� �3XEO� /� ������� DQG WKH &RXQWHUIHLW $FFHVV 'HYLFH DQG &RPSXWHU )UDXG DQG

$EXVH $FW RI ���� DQG WKH &RPSXWHU )UDXG DQG $EXVH $FW RI ���� �ERWK FRGLILHG DV DPHQGHG DW

�� 8�6�&� �� ���������� DV ZHOO DV 6WDWH OHJLVODWLRQ LQ HYHU\ VWDWH EXW 9HUPRQW� )RU D

FRPSDUDWLYH DQDO\VLV RI WKH YDULRXV ODZV VHH 6LHEHU� 7KH ,QWHUQDWLRQDO +DQGERRN RQ &RPSXWHU

&ULPH� ����� SS� �� HW VHT�

�� 6HH DOVR WKH UHIHUHQFHV LQIUD FKDSWHU ,,,�%���

�� 6HH� H�J�� IRU &DQDGD� 7KH &ULPLQDO /DZ ,PSURYHPHQW $FW� ���� �%LOO &���� WKH SURSRVHG &ULPLQDO

/DZ ,PSURYHPHQW $FW� ����� �QG 6HVVLRQ� ��WK 3DUOLDPHQW� �� (OL]DEHWK ,,� ����� ZKLFK ZLOO LQWHU

DOLD SURKLELW WKH XQDXWKRULVHG XVH DQG WUDIILFNLQJ RI FRPSXWHU SDVVZRUGV DQG WKH SRVVHVVLRQ RI

GHYLFHV XVHIXO IRU FRPPLWWLQJ FRPSXWHU RIIHQFHV �QHZ 6HFWLRQV ����� ��� �G� DQG �������
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+DYLQJ H[FOXGHG FRPSXWHU SURJUDPV IURP SDWHQW SURWHFWLRQ LQ WKH ����V�
��

UHIRUP ODZV ZKLFK H[SOLFLWO\ SURYLGHG FRS\ULJKW SURWHFWLRQ IRU FRPSXWHU

SURJUDPV ZHUH HQDFWHG LQ ���� LQ WKH 3KLOLSSLQHV� ���� LQ WKH 8QLWHG 6WDWHV

RI $PHULFD� ���� LQ +XQJDU\� ���� LQ $XVWUDOLD� ,QGLD DQG 0H[LFR� ���� LQ

&KLOH� WKH )HGHUDO 5HSXEOLF RI *HUPDQ\� )UDQFH� -DSDQ� DQG WKH 8QLWHG

.LQJGRP� ���� LQ %UD]LO� &DQDGD DQG 6SDLQ� ���� LQ &DQDGD� 'HQPDUN DQG

,VUDHO� ���� LQ 6ZHGHQ� ���� LQ 1RUZD\� ���� LQ )LQODQG� ���� LQ $XVWULD�

DQG ���� LQ /X[HPERXUJ�
��

7KH GHYHORSPHQW FRQFHUQLQJ WKH OHJDO SURWHFWLRQ

RI WRSRJUDSKLHV ZDV GLIIHUHQW� $ ���� (& 'LUHFWLYH RQ WKH OHJDO SURWHFWLRQ RI

WRSRJUDSKLHV RI VHPLFRQGXFWRU SURGXFWV
��

IRUFHG WKH 0HPEHU 6WDWHV RI WKH

�� ,Q (XURSH� UXOHV DQG PHWKRGV IRU SHUIRUPLQJ PHQWDO DFWV DUH QRW UHJDUGHG DV SDWHQWDEOH

LQYHQWLRQV� 'XH WR WKLV SULQFLSOH� $UWLFOH �� ��� DQG ��� RI WKH (XURSHDQ 3DWHQW &RQYHQWLRQ �(3&�

0XQLFK� ����� H[FOXGHV SDWHQWDELOLW\ RI FRPSXWHU SURJUDPV DV VXFK� ,Q PRVW (XURSHDQ FRXQWULHV

WKLV OLPLWDWLRQ RI SDWHQWDELOLW\ FDQ EH IRXQG LQ WKH QDWLRQDO SDWHQW OHJLVODWLRQV� 6HH� IRU H[DPSOH�

IRU $XVWULD� 6HFWLRQ � ��� 1R� � 3DWHQW /DZ� DPHQGHG � -XQH ���� �%XQGHVJHVHW]EODWW ����������

IRU )UDQFH� 6HFWLRQV � DQG �� 3DWHQW /DZ 1R� ���� RI � -DQXDU\ ����� PRGLILHG E\ /DZ

1R� ������ RI �� -XO\ ���� DQG /DZ 1R� ������ RI �� -XQH ����� IRU *HUPDQ\� 6HFWLRQ � ���

1R� � DQG ��� 3DWHQW /DZ RI � -XQH ����� DPHQGHG RQ �� 'HFHPEHU ����� IRU ,WDO\� 6HFWLRQ ��

3DWHQW /DZ 1R� ���� RI �� -DQXDU\ ����� PRGLILHG E\ /DZ 1R� ��� RI �� -XQH ����� IRU WKH

8QLWHG .LQJGRP� 6HFWLRQ , ��� �F� RI WKH 3DWHQWV $FW �����

�� 6HH� IRU $XVWUDOLD� WKH &RS\ULJKW $PHQGPHQW $FW ���� RQ ,QIRUPDWLFV� IRU $XVWULD� &RS\ULJKW

$PHQGPHQW $FW ���� �%XQGHVJHVHW]EODWW �������� DV DPHQGHG LQ %XQGHVJHVHW]EODWW ���������

IRU %UD]LO� /DZ 1R� ����� RI �� 'HFHPEHU ����� IRU &DQDGD WKH &RS\ULJKW $PHQGPHQW $FW �����

IRU &KLOH� WKH /DZ RQ ,QWHOOHFWXDO 3URSHUW\ RI � 2FWREHU ����� IRU 'HQPDUN� /DZ 1R� ��� RI

�� -DQXDU\ ����� IRU *HUPDQ\� WKH &RS\ULJKW $PHQGPHQW $FW RI �� -XQH ����

�%XQGHVJHVHW]EODWW ,� ����� S� ����� DQG IXUWKHU DPHQGPHQWV LQ 6HFRQG $FW WR $PHQG WKH

&RS\ULJKW $FW RI � -XQH ���� �%XQGHVJHVHW]EODWW ,� ����� S� ����� IRU )LQODQG� WKH &RS\ULJKW

$PHQGPHQW $FWV 1R� ������� RI �� -DQXDU\ ����� 1R� �������� RI � 0D\ ���� DQG

1R� �������� RI �� 0DUFK ����� IRU )UDQFH� /DZ 1R� ������ RI � -XO\ ���� �ORL UHODWLYH DX[ GURLWV

G
DXWHXU HW DX[ GURLWV GHV DUWLVWHV�LQWHUSUqWHV� HWF��� IRU +XQJDU\� 'HFUHH 1R� �� RI WKH 0LQLVWHU RI

&XOWXUH RI �� -XO\ ����� IRU ,QGLD� WKH &RS\ULJKW $PHQGPHQW $FW 1R� ;,; RI ����� IRU ,VUDHO� 7KH

&RS\ULJKW 2UGLQDQFH ���� DV DPHQGHG LQ ����� IRU -DSDQ� WKH &RS\ULJKW $PHQGPHQW $FW RI

� -XQH ����� IRU /X[HPERXUJ� WKH $FW RI �� $SULO ���� DPHQGLQJ WKH &RS\ULJKW $FW RI

�� 0DUFK ����� IRU 0H[LFR� WKH &RS\ULJKW $PHQGPHQW $FW 1R� ��� RI � 2FWREHU ����� IRU

1RUZD\� WKH &RS\ULJKW $PHQGPHQW $FW RI �� -XQH ����� IRU WKH 3KLOLSSLQHV� WKH 3UHVLGHQWLDO

'HFUHH 1R� �� RI �� 1RYHPEHU ����� IRU 6SDLQ� /DZ 1R� ������� RQ ,QWHOOHFWXDO 3URSHUW\ RI

�� 1RYHPEHU ����� ODWHVW YHUVLRQ SDVVHG E\ 5�'� ������ RQ �� $SULO ����� IRU 6ZHGHQ� WKH

&RS\ULJKW $PHQGPHQW $FW RI ���� �HIIHFWLYH � -XO\ ������ IRU WKH 8QLWHG .LQJGRP� WKH &RS\ULJKW

�&RPSXWHU 6RIWZDUH� $PHQGPHQW $FW ����� IRU WKH 8QLWHG 6WDWHV RI $PHULFD� WKH &RPSXWHU

6RIWZDUH &RS\ULJKW $FW ���� DPHQGLQJ WKH &RS\ULJKW $FW ���� ��� 8�6�&� �� ���� ����� )RU D

FRPSDUDWLYH RYHUYLHZ VHH 6LHEHU� /HJDO 3URWHFWLRQ RI &RPSXWHU 'DWD� 3URJUDPV DQG

6HPLFRQGXFWRU 3URGXFWV ± $ &RPSDUDWLYH $QDO\VLV ZLWK 6XJJHVWLRQV IRU /HJDO 3ROLF\� LQ�

,QWHUQDWLRQDO &KDPEHU RI &RPPHUFH �HG��� ,QWHUQDWLRQDO &RQWUDFWV IRU 6DOH RI ,QIRUPDWLRQ

6HUYLFHV� ����� SS� � HW VHT�� 9DQGHQEHUJKH� %HVFKHUPLQJ YDQ FRPSXWHUVRIWZDUH� HQ

UHFKWVYHUJHOLMNHQG RQGHU]RRN� �����

�� &RXQFLO 'LUHFWLYH ������((& RI �� 'HFHPEHU ���� RQ WKH OHJDO SURWHFWLRQ RI WRSRJUDSKLHV RI

VHPLFRQGXFWRU SURGXFWV� 2- / ����� RI �����������
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(XURSHDQ &RPPXQLW\ WR UDSLGO\ SDVV FRUUHVSRQGLQJ ODZV� $PHULFDQ

�SUHVVXUH� WKDW ZDV H[HUWHG E\ D VWURQJ UHTXLUHPHQW RI PXWXDOLW\ LQ WKH

$PHULFDQ 6HPLFRQGXFWRU &KLS $FW ZDV HIIHFWLYH LQ RWKHU FRXQWULHV� WRR�

6SHFLDO ODZV ZHUH HQDFWHG LQ ���� LQ WKH 8QLWHG 6WDWHV RI $PHULFD� ���� LQ

-DSDQ� ���� LQ 6ZHGHQ� ���� LQ 'HQPDUN� WKH )HGHUDO 5HSXEOLF RI

*HUPDQ\� )UDQFH� ,WDO\� WKH 1HWKHUODQGV DQG WKH 8QLWHG .LQJGRP� ���� LQ

6SDLQ DQG $XVWULD� ���� LQ &DQDGD� DQG ���� LQ )LQODQG�
��

:LWK UHVSHFW WR

GDWDEDVHV� VSHFLDO SURWHFWLRQ VXL JHQHULV ZDV FUHDWHG DQG LPSOHPHQWHG� IRU

H[DPSOH� LQ *HUPDQ\ LQ �����
��

*HQHUDO LPSURYHPHQWV RI FULPLQDO FRS\ULJKW

ODZ ZHUH SDVVHG LQ ���� LQ ,WDO\� ���� LQ 6ZHGHQ� WKH 8QLWHG .LQJGRP

�ZLWK DGGLWLRQDO DPHQGPHQWV LQ ���� DQG ����� DQG WKH 8QLWHG 6WDWHV RI

$PHULFD� ���� LQ )LQODQG� ���� LQ 'HQPDUN� WKH )HGHUDO 5HSXEOLF RI

*HUPDQ\� )UDQFH DQG WKH 5HSXEOLF RI &KLQD� ���� LQ &DQDGD DQG 6SDLQ�

���� LQ WKH 8QLWHG .LQJGRP� ���� LQ $XVWULD� DQG ���� LQ WKH 1HWKHUODQGV�
��

�� 6HH� H�J�� IRU $XVWULD� WKH 6HPLFRQGXFWRU 3URWHFWLRQ $FW �%XQGHVJHVHW]EODWW ���������� IRU

&DQDGD� WKH ,QWHJUDWHG &LUFXLW 7RSRJUDSK\ $FW �6�&� ����� F� ���� IRU 'HQPDUN� WKH $FW RQ WKH

3URWHFWLRQ RI 6HPLFRQGXFWRU 3URGXFWV� /DZ 1R� ��� RI � 'HFHPEHU ����� IRU *HUPDQ\� WKH $FW RQ

WKH 3URWHFWLRQ RI 7RSRJUDSKLHV RI 0LFUR�(OHFWURQLF 6HPLFRQGXFWRU 3URGXFWV RI �� 2FWREHU ����

�%XQGHVJHVHW]EODWW ,� ����� S� ����� DV DPHQGHG ������ IRU )LQODQG� WKH $FW RQ WKH 3URWHFWLRQ RI

6HPLFRQGXFWRU 7RSRJUDSKLHV 1R� ������� RI �� -DQXDU\ ����� IRU )UDQFH� WKH $FW RQ WKH

3URWHFWLRQ RI WKH 7RSRJUDSKLHV RI 6HPLFRQGXFWRU 3URGXFWV� /DZ 1R� ������ RI � 1RYHPEHU �����

IRU ,WDO\� WKH 3URYLVLRQV 3URWHFWLQJ 6HPLFRQGXFWRU 3URGXFW 'HVLJQ RI ����� IRU -DSDQ� WKH $FW

&RQFHUQLQJ WKH &LUFXLW /D\RXW RI D 6HPLFRQGXFWRU ,QWHJUDWHG &LUFXLW RI �� 0D\ ����� IRU WKH

1HWKHUODQGV� WKH $FW RI �� 2FWREHU ���� RQ WKH 3URWHFWLRQ RI 2ULJLQDO 7RSRJUDSKLHV RI

6HPLFRQGXFWRU 3URGXFWV� IRU 6SDLQ /DZ RQ WKH /HJDO 3URWHFWLRQ RI WKH 7RSRJUDSKLHV RI

6HPLFRQGXFWRU 3URGXFWV RI � 0D\ ����� IRU 6ZHGHQ� WKH $FW RQ WKH 3URWHFWLRQ RI WKH /D\RXW�

'HVLJQ RI WKH &LUFXLWU\ LQ 6HPLFRQGXFWRU 3URGXFWV� /DZ 1R� ���� RI �� 'HFHPEHU ����� IRU WKH

8QLWHG .LQJGRP� WKH 6HPLFRQGXFWRU 3URGXFW ± 3URWHFWLRQ RI 7RSRJUDSK\ ± 5HJXODWLRQV ����� IRU

WKH 8QLWHG 6WDWHV RI $PHULFD� WKH 6HPLFRQGXFWRU &KLS 3URWHFWLRQ $FW RI � 1RYHPEHU �����

�� 6HH� H�J�� IRU *HUPDQ\� $UWLFOH � ,QIRUPDWLRQ DQG &RPPXQLFDWLRQ 6HUYLFHV $FW RI �� -XO\ ����

�%XQGHVJHVHW]EODWW ,� ����� S� ������

�� 6HH� H�J�� IRU $XVWULD� &RS\ULJKW $PHQGPHQW $FW ���� �%XQGHVJHVHW]EODWW �������� DV DPHQGHG

LQ %XQGHVJHVHW]EODWW ��������� IRU &DQDGD� 6HFWLRQ �� &RS\ULJKW $FW� IRU *HUPDQ\� WKH &RS\ULJKW

$PHQGPHQW $FW RI �� -XQH ���� �%XQGHVJHVHW]EODWW ,� ����� S� ����� DQG IXUWKHU DPHQGPHQWV LQ

6HFRQG $FW WR $PHQG WKH &RS\ULJKW $FW RI � -XQH ���� �%XQGHVJHVHW]EODWW ,� ����� S� ����� IRU

)UDQFH� /DZ 1R� ������ RI � -XO\ ����� IRU )LQODQG� WKH &RS\ULJKW $PHQGPHQW $FWV 1R� �������

RI �� -DQXDU\ ����� 1R� �������� RI � 0D\ ���� DQG 1R� �������� RI �� 0DUFK ���� WKH $FW

$PHQGLQJ WKH $FW 5HODWLQJ WR &RS\ULJKW LQ /LWHUDU\ DQG $UWLVWLF :RUNV �/DZ 1R� ���� RI

� -XQH ����� IRU ,WDO\� /DZ 1R� ��� RI �� -XO\ ���� &RQFHUQLQJ 8UJHQW 0HDVXUHV $JDLQVW WKH

8QODZIXO &RS\LQJ� 5HSURGXFWLRQ� HWF�� IRU WKH 1HWKHUODQGV� &RS\ULJKW $FW RI � -XO\ ����� IRU WKH

5HSXEOLF RI &KLQD �7DLZDQ�� WKH &RS\ULJKW /DZ RI ����� IRU 6SDLQ� QRZ QHZO\ LQFRUSRUDWHG LQ

$UWLFOHV ��� HW VHT� &ULPLQDO &RGH ����� IRU 6ZHGHQ� /DZ 1R� ��� RI �� 0D\ ����� IRU WKH 8QLWHG

.LQJGRP� WKH &RS\ULJKW $FW ���� �$PHQGPHQW� $FW ���� RI �� -XQH ����� WKH &RS\ULJKW

$PHQGPHQW $FW ����� DQG WKH &RS\ULJKW� 'HVLJQV DQG 3DWHQWV $FW ���� �ZKLFK E\ 6HFWLRQ ���

H[WHQGV OLDELOLW\ WR D SHUVRQ ZKR �NQRZV RU KDG UHDVRQ WR EHOLHYH WKDW WKH DUWLFOH LQ TXHVWLRQ LV DQ

LQIULQJLQJ FRS\ RI D FRS\ULJKW ZRUN��� IRU WKH 8QLWHG 6WDWHV RI $PHULFD� WKH 3LUDF\ DQG
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G� ,OOHJDO DQG +DUPIXO &RQWHQWV

$ IRXUWK ZDYH RI UHIRUP OHJLVODWLRQ ZLWK UHVSHFW WR LOOHJDO DQG KDUPIXO

FRQWHQWV VWDUWHG LQ D IHZ FRXQWULHV LQ WKH ����V� EXW LV H[SDQGLQJ UDSLGO\

VLQFH WKH WULXPSKDQW ULVH RI WKH ,QWHUQHW EHJDQ LQ WKH PLG�����V� /HJDO

DPHQGPHQWV DGDSWLQJ WUDGLWLRQDO SURYLVLRQV RQ WKH GLVVHPLQDWLRQ RI

SRUQRJUDSK\� KDWH VSHHFK RU GHIDPDWLRQ WR FRPSXWHU�VWRUHG GDWD ZHUH

SDVVHG LQ WKH 8QLWHG .LQJGRP LQ ���� DQG LQ *HUPDQ\ LQ �����
��

6SHFLDO

SURYLVLRQV FODULI\LQJ WKH UHVSRQVLELOLW\ RI VHUYLFH DQG DFFHVV SURYLGHUV RQ WKH

,QWHUQHW ZHUH HQDFWHG LQ WKH 8QLWHG 6WDWHV RI $PHULFD LQ ���� DQG LQ

*HUPDQ\ LQ �����
��

H� &ULPLQDO 3URFHGXUDO /DZ

)RU WKH ����V� ZH FDQ DOVR SHUFHLYH WKH EHJLQQLQJ RI D ILIWK ZDYH RI UHIRUPV

LQ WKH ILHOG RI SURFHGXUDO ODZ� 1HZ ODZV GHDOLQJ ZLWK FRPSXWHU�VSHFLILF

SUREOHPV RI FULPLQDO SURFHGXUDO ODZ ZHUH DOUHDG\ HQDFWHG LQ $XVWUDOLD LQ

����� LQ WKH 8QLWHG .LQJGRP LQ ����� LQ 'HQPDUN LQ ����� LQ WKH 8QLWHG

6WDWHV RI $PHULFD LQ ����� LQ &DQDGD LQ ���� DQG DJDLQ LQ ���� DQG ������

LQ *HUPDQ\ LQ ���� DQG DJDLQ LQ ����� LQ WKH 1HWKHUODQGV LQ ���� DQG LQ

$XVWULD LQ �����
��

I� 6HFXULW\ /DZ

$ ODVW JURXS RI LVVXHV ± GLVFXVVHG LQ SDUWLFXODU LQ WKH ����V ± FRQFHUQV WKH

FUHDWLRQ RI UHTXLUHPHQWV IRU DQG SURKLELWLRQV RI VHFXULW\ PHDVXUHV� 7KLV ILHOG

&RXQWHUIHLWLQJ $PHQGPHQW $FW RI �� 0D\ ���� ��� 8�6�&� � ���� DQG WKH &RS\ULJKW $FW DV

DPHQGHG ���� ��� 8�6�&� �� ���������

�� 6HH� H�J�� IRU *HUPDQ\� $UWLFOHV �� �� � DQG � ,QIRUPDWLRQ DQG &RPPXQLFDWLRQ 6HUYLFHV $FW

�%XQGHVJHVHW]EODWW ,� ����� S� ������ DQG IRU WKH 8QLWHG .LQJGRP� &ULPLQDO -XVWLFH DQG 3XEOLF

2UGHU $FW RI ���� DPHQGLQJ WKH 2EVFHQH 3XEOLFDWLRQV $FW�

�� 6HH� H�J�� IRU *HUPDQ\� 6HFWLRQ � RI WKH 7HOHVHUYLFHV $FW �%XQGHVJHVHW]EODWW ,� ����� S� ����� DV

ZHOO DV 6HFWLRQ � RI WKH 6WDWH 7UHDW\ RI WKH *HUPDQ /lQGHU RQ 0HGLD 6HUYLFHV RI �� -XO\ ���� �FI�

%D\HULVFKHV *HVHW]� XQG 9HURUGQXQJVEODWW ����� S� ����� IRU WKH 8QLWHG 6WDWHV RI $PHULFD�

6HFWLRQV ��� HW VHT� 7HOHFRPPXQLFDWLRQV $FW RI ���� �WKH SURYLVLRQV DUH DOVR NQRZQ DV

�&RPPXQLFDWLRQV 'HFHQF\ $FW���

�� 6HH IRU $XVWULD� 6WUDISUR]H�lQGHUXQJVJHVHW] ����� %XQGHVJHVHW]EODWW ��������� IRU &DQDGD�

6HFWLRQ �� &RPSHWLWLRQ $FW� 6XEVHFWLRQV ��� ��� DQG ��� ��� RI WKH 6HFWLRQ ��� �������

(QYLURQPHQWDO 3URWHFWLRQ $FW� 6HFWLRQ �� ��� 0XWXDO $VVLVWDQFH $FW� 6HFWLRQ ��� ������ &ULPLQDO

&RGH� LQWURGXFHG E\ WKH &ULPLQDO /DZ ,PSURYHPHQW $FW ����� IRU 'HQPDUN� FKDSWHU ���

6HFWLRQ ��� RI WKH $GPLQLVWUDWLRQ RI -XVWLFH $FW� DPHQGHG E\ $FW 1R� ��� RI � -XQH ����� IRU

*HUPDQ\� $UWLFOH � ���V� RI WKH 3RVWVWUXNWXUJHVHW] RI �� -XQH ����� 6HFWLRQV �� DQG ��

7HOHNRPPXQLNDWLRQVJHVHW] RI � $XJXVW ����� %XQGHVJHVHW]EODWW ,� ����� SS� ���� HW VHT�� IRU WKH

1HWKHUODQGV� HVSHFLDOO\ $UWLFOHV ���I�Q &ULPLQDO 3URFHGXUDO &RGH� IRU WKH 8QLWHG .LQJGRP� WKH

3ROLFH DQG &ULPLQDO (YLGHQFH $FW �����
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RI ODZ LQFOXGHV PLQLPXP REOLJDWLRQV IRU VHFXULW\ PHDVXUHV LQ WKH LQWHUHVW RI

SULYDF\ ULJKWV RU LQ WKH JHQHUDO SXEOLF LQWHUHVW� ,W DOVR FRYHUV SURKLELWLRQV RI

VSHFLILF VHFXULW\ PHDVXUHV LQ WKH LQWHUHVW RI SULYDF\ ULJKWV RU RI HIIHFWLYH

SURVHFXWLRQ RI FULPHV �VXFK DV OLPLWDWLRQV RI FU\SWRJUDSK\��
��

�� 7KH�1HHG�IRU�DQ�,Q�GHSWK�&RPSDUDWLYH�$QDO\VLV

'XH WR WKH PXOWLWXGH RI QHZ OHJDO SUREOHPV LQ WKH ILHOG RI FRPSXWHU FULPH�

DQ DQDO\VLV RI DOO QHZ SUREOHPV LQ WKH DERYH�PHQWLRQHG VL[ GLIIHUHQW DUHDV

RI ODZ LV DOUHDG\ GLIILFXOW RQ WKH QDWLRQDO OHYHO� ,Q PRVW QDWLRQDO V\VWHPV�

WKHUH DUH QR FRPSUHKHQVLYH RYHUYLHZV RQ WKH UHOHYDQW TXHVWLRQV� 2Q WKH

LQWHUQDWLRQDO OHYHO� D FRPSDUDWLYH DQDO\VLV LV HYHQ PRUH GLIILFXOW DQG

UHVSHFWLYH VWXGLHV DUH PLVVHG HYHQ PRUH VLQFH D FRPSDUDWLYH DQDO\VLV LV D

SUHUHTXLVLWH IRU LQWHUQDWLRQDO DQG VXSUDQDWLRQDO VROXWLRQV� ,Q RUGHU WR

RYHUFRPH WKLV GHILFLW� WKH OHJDO FKDSWHU RI WKLV VWXG\ �LQIUD FKDSWHU ,,,� ZLOO

HODERUDWH WKH QHFHVVDU\ FRPSDUDWLYH DQDO\VLV FRYHULQJ WKH DERYH�

PHQWLRQHG PDLQ DUHDV RI FRPSXWHU FULPH�
��

&� 7KH�,QWHUQDWLRQDO�'LPHQVLRQ

�� 'ULYLQJ�)RUFHV

&RPSXWHU GDWD� ZKLFK LV WKH PDLQ REMHFW RI FRPSXWHU FULPH� LV FKDUDFWHULVHG

E\ DQ H[WUHPH PRELOLW\ ZKLFK H[FHHGV E\ IDU WKH PRELOLW\ RI SHUVRQV� JRRGV

RU RWKHU VHUYLFHV� ,QWHUQDWLRQDO FRPSXWHU QHWZRUNV FDQ WUDQVIHU KXJH

DPRXQWV RI GDWD DURXQG WKH JOREH LQ D PDWWHU RI VHFRQGV DQG WKXV HQDEOLQJ

WKH FRPPLWPHQW RI XVLQJ D FRPSXWHU EDVHG LQ RQH FRXQWU\ ZLWK WKH UHVXOWV

VXUIDFLQJ LQ DQRWKHU�

�� 7KHVH SURYLVLRQV DUH QRW LQFOXGHG LQ WKH WHUPV RI UHIHUHQFH RI WKLV UHSRUW DQG WKHUHIRUH ZLOO RQO\ EH

GHDOW ZLWK EULHIO\�

�� 7KH OHJDO DQDO\VLV ZLOO QRW GHDO ZLWK WKH VXEVWDQWLYH ODZ SUREOHPV RI DOO SRVVLEOH FRPSXWHU�UHODWHG

FULPH VXFK DV� H�J�� PXUGHU RU GUXJ GHDOLQJ DVVLVWHG E\ FRPSXWHUV� VLQFH WKH UHVSHFWLYH FULPLQDO

ODZV GR QRW GHSHQG RQ WKH FULPH EHLQJ FRPPLWWHG ZLWK WKH KHOS RI D FRPSXWHU� 'XH WR WKLV

FRQFHQWUDWLRQ RQ FRPSXWHU�VSHFLILF OHJDO SUREOHPV� WKH OHJDO SDUW RI WKLV VWXG\ RQ FRPSXWHU�

UHODWHG FULPLQDO ODZ ZLOO EH QDUURZHU WKDQ WKH HPSLULFDO DQDO\VLV RQ FRPSXWHU�UHODWHG FULPH LQ

FKDSWHU ,,�
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7KLV PRELOLW\ RI FRPSXWHU GDWD LQ LQWHUQDWLRQDO FRPSXWHU QHWZRUNV

PDNHV LQWHUQDWLRQDO VROXWLRQV IRU ILJKWLQJ FRPSXWHU FULPH LQGLVSHQVDEOH�

'LIIHUHQW QDWLRQDO VWUDWHJLHV ZLWK WKH DLP RI SUHYHQWLQJ FRPSXWHU FULPH

ZRXOG FUHDWH �GDWD KDYHQV� RU �FRPSXWHU FULPH KDYHQV� ZKLFK� LQ WXUQ�

ZRXOG OHDG WR PDUNHW UHVWULFWLRQV DQG QDWLRQDO EDUULHUV WR WKH IUHH IORZ RI

LQIRUPDWLRQ DQG (XURSH�ZLGH VHUYLFHV� $ERYH DOO� QDWLRQDO VROXWLRQV DQG

UHVWULFWLRQV IRU WKH IUHH IORZ RI LQIRUPDWLRQ ZRXOG EH GRRPHG WR IDLOXUH VLQFH

WKH DPRXQW RI GDWD WUDQVIHUUHG LQ LQWHUQDWLRQDO FRPSXWHU QHWZRUNV PDNHV

FRQWUROV RI WKHLU FRQWHQW QHLWKHU SRVVLEOH QRU VRFLDOO\ GHVLUDEOH� 7KXV�

LQWHUQDWLRQDO DQG VXSUDQDWLRQDO DVSHFWV FRQFHUQLQJ FRPSXWHU FULPH JDLQ

PXFK PRUH LPSRUWDQFH WKDQ LQ RWKHU FRPSDUDEOH ILHOGV RI FULPH�

�� 0DLQ�$FWRUV

,QWHUQDWLRQDO DQG VXSUDQDWLRQDO RUJDQLVDWLRQV KDYH UHDOLVHG WKHVH JOREDO

DVSHFWV RI FRPSXWHU FULPH DW DQ HDUO\ VWDJH DQG KDYH FRQWULEXWHG WR WKH

LQWHUQDWLRQDO FR�RSHUDWLRQ DQG KDUPRQLVDWLRQ LQ WKLV DUHD RI ODZ WR D KLJK

GHJUHH� 7KH PDLQ DFWRUV LQ WKLV ILHOG KDYH EHHQ WKH 2(&'� WKH &RXQFLO RI

(XURSH� WKH (XURSHDQ 8QLRQ DQG ± UHFHQWO\ ± WKH 3� DQG ,QWHUSRO� ,Q

DGGLWLRQ� WKH 81� :,32 DQG *$76 KDYH DOVR SOD\HG DQ LPSRUWDQW UROH�

7KHVH LQWHUQDWLRQDO DQG VXSUDQDWLRQDO RUJDQLVDWLRQV KDYH VLJQLILFDQWO\

FRQWULEXWHG WR WKH KDUPRQLVDWLRQ RI FULPLQDO ODZ DV ZHOO DV RI XQGHUO\LQJ FLYLO

DQG DGPLQLVWUDWLYH ODZ LQ DOO RI WKH DERYH�PHQWLRQHG DUHDV RI FRPSXWHU�

UHODWHG FULPLQDO ODZ UHIRUP� 7KH IROORZLQJ JUDSKLFV LOOXVWUDWH WKH FORVH

LQWHUUHODWLRQVKLS EHWZHHQ WKH DFWLYLWLHV RQ WKH LQWHUQDWLRQDO DQG

VXSUDQDWLRQDO OHYHO DQG WKH ODZ UHIRUP RQ WKH PDLQ QDWLRQDO OHYHO� 7KH\ DOVR

GHPRQVWUDWH WKDW DOUHDG\ WKH SUHSDUDWLRQ RI WKH UHVSHFWLYH LQLWLDWLYHV KDG D

FRQVLGHUDEOH LPSDFW RQ QDWLRQDO ODZV E\ EULQJLQJ WKH PDMRU QDWLRQDO SOD\HUV

WRJHWKHU� 7KH JUDSKLFV DOVR LOOXVWUDWH WKH (XURSHDQ &RPPXQLW\
V SRZHU WR

DGRSW ELQGLQJ GLUHFWLYHV� ZKLFK RSHQHG D QHZ DJH RI OHJDO KDUPRQLVDWLRQ LQ

(XURSH� )XUWKHUPRUH� WKH JUDSKLFV VKRZ LQ ZKLFK DUHDV LQWHUQDWLRQDO DQG�RU

VXSUDQDWLRQDO DFWLYLWLHV DUH VWLOO PLVVLQJ RU QRW HIIHFWLYH�
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D� 3ULYDF\ 3URWHFWLRQ �3ULPDULO\ *HQHUDO $GPLQLVWUDWLYH DQG &LYLO 'DWD

3URWHFWLRQ /DZ�

1DWLRQDO /HJLVODWLRQ,QWHUQDWLRQDO

2UJDQLVDWLRQV

2(&'�*XLGHOLQHV

&RQYHQWLRQ RI WKH
&RXQFLO RI (XURSH

81�*XLGHOLQHV

1972

1974

1976

1978

1980

1982

1984

1986

1988

1990

1992

*HUPDQ\

1994

(&�'LUHFWLYH

1998

1996

86$

6ZHGHQ

)UDQFH

$,'3

/X[HPERXUJ

$XVWUDOLD

8.

,FHODQG

'HQPDUN $XVWULD1RUZD\

,VUDHO

6DQ 0DULQR

&DQDGD

)LQODQG

,UHODQG -DSDQ 1HWKHUODQGV

6ORYHQLD

3RUWXJDO

%HOJLXP 6ZLW]HUODQG 6SDLQ 6ORY��&]HF� +XQJDU\

1HZ =HDODQG

6ZHGHQ

)LQODQG

*UHHFH

,WDO\

E�  &RPSXWHU�5HODWHG (FRQRPLF &ULPH

1DWLRQDO /DZV,QWHUQDWLRQDO

2UJDQLVDWLRQV

1972

1974

1976

1978

1980

1982

1984

1986

1988

1990

1992

*HUPDQ\
2(&'�

5HFRPPHQGDWLRQV

1HWKHUODQGV

)UDQFH
1994

1996

1998

3RUWXJDO
$,'3

0DOD\VLD

)LQODQG 6SDLQ

6ZLW]HUODQG ,WDO\ /X[HPERXUJ

6SDLQ

3RUWXJDO

8.

)UDQFH *UHHFH

7XUNH\

$XVWULD-DSDQ 1RUZD\

)UDQFH

'HQPDUN &DQDGD

86$
�)HGHUDO /DZ�

$XVWUDOLD
�3URYLQFHV�

8.

,WDO\

86$
�6WDWHV�

6ZHGHQ

81�5HSRUW

(&�6HFXULW\ 'LUHFWLYHV

5HFRPPHQGDWLRQV RI

WKH &RXQFLO RI (XURSH
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F� ,QWHOOHFWXDO 3URSHUW\ 3URWHFWLRQ �8VLQJ WKH ([DPSOH RI &RS\ULJKW

3URWHFWLRQ RI &RPSXWHU 3URJUDPV�

,QWHUQDWLRQDO

2UJDQLVDWLRQV

(&�'LUHFWLYH

:,32
�VXL�JHQHULV�

:,32

1DWLRQDO /DZ

1972

1974

1976

1978

1980

1984

1986

1988

1990

1992

1994
*HUPDQ\

1996

1998

6SDLQ

/X[HPERXUJ

*UHHFH $XVWULD 6ZHGHQ &\SUXV

'HQPDUN ,WDO\ 1RUZD\ 6ZLW]HUODQG 8.

)LQODQG

&KLOH

&ROXPELD 6ZHGHQ

1RUZD\ &]HFKRVO�

'HQPDUN ,VUDHO &DQDGD

%UD]LO 6SDLQ 8.

*HUPDQ\ )UDQFH -DSDQ &KLOH

$XVWUDOLD ,QGLD 0H[LFR

+XQJDU\

86$

3KLOLSSLQHV

75,36

1982

G�  ,OOHJDO DQG +DUPIXO &RQWHQWV �8VLQJ WKH ([DPSOH RI 5HVSRQVLELOLW\ RI

$FFHVV DQG 6HUYLFH 3URYLGHUV�

*HUPDQ\�

� 7HOHVHUYLFHV $FW

� ,QWHUVWDWH $JUHHPHQW

RQ 0HGLD 6HUYLFHV

1996

2000

6ZHGHQ� 'UDIW (OHFWURQLF

0HGLDWLRQ 6HUYLFHV $FW

86$� &RPPXQLFDWLRQV

'HFHQF\ $FW

1997

3� *URXS

(&

2(&'
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H� &ULPLQDO 3URFHGXUDO /DZ

 ,QWHUQDWLRQDO
2UJDQLVDWLRQV

P8 G roup

1DWLRQDO /DZV

1982

1974

1976

1978

1980

1984

1986

1988

1990

1992

1994

1996

)LQODQG

1HWKHUODQGV

*HUPDQ\

86$ 'HQPDUN

8.

Counci l of  Europe

EU

Int erpol

1997
&DQDGD

*HUPDQ\

$XVWULD

&DQDGD

 1971
$XVWUDOLD

&DQDGD

I�  6HFXULW\ 5HJXODWLRQV �8VLQJ WKH ([DPSOHV RI 3URKLELWLRQV DQG ([SRUW

&RQWUROV IRU &U\SWRJUDSK\�

1DWLRQDO ([SRUW
&RQWUROV

1DWLRQDO
3URKLELWLRQV�/LFHQFHV

,QWHUQDWLRQDO�
6XSUDQDWLRQDO $FWLYLWLHV

(&�5HJXODWLRQ RQ ³GXDO XVH´ JRRGV

86$� (QFU\SWLRQ 6RIWZDUH RQ
WKH 0XQLWLRQV /LVW

)UDQFH

5XVVLD

86$� (QFU\SWLRQ 6RIWZDUH RQ
WKH &RPPHUFH &RQWURO /LVW

1996

1997

1990

after 1945

1995 &2( 5HFRPPHQGDWLRQ 1R� 5
������ ���&������

&2(8 5HVROXWLRQ ���& ������

2(&'�*XLGHOLQHV IRU &U\SWRJUDSK\
3ROLF\

(& &20 ���� ���

6HF� �� $XVWULDQ
%HWULHEVIXQNYHURUGQXQJ

'UDIW )UHQFK
7HOHFRPPXQLFDWLRQ $FW

1990

after 1945

1985 &DQDGD� ([SRUW�,PSRUW
3HUPLWV $FW

)UDQFH� $FW 1R� �������

6ZHGHQ� $FW 6)6 ����� ����

6ZHGHQ� $FW 6)6 ����� ����

:DVVHQDDU $UUDQJHPHQW

86$� 6HYHUDO 3URSRVDOV IRU
IXUWKHU /HJLVODWLRQ
�*RYHUQPHQW� &RQJUHVV�
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�� 7KH�1HHG�IRU�D�&RPSUHKHQVLYH�,QYHQWRU\�RI
,QWHUQDWLRQDO�$FWLYLWLHV

7KH JUDSKLFV DERYH VKRZ WKDW WKH HIIRUWV RI LQWHUQDWLRQDO DQG VXSUDQDWLRQDO

RUJDQLVDWLRQV KDYH FRQVLGHUDEO\ LQFUHDVHG LQ UHFHQW \HDUV� :KHUHDV LQ WKH

����V DQG ����V� WKHUH ZDV D ODFN RI LQWHUQDWLRQDO DFWLYLWLHV� WRGD\ WKHUH LV

D ODFN RI FR�RUGLQDWLRQ DPRQJ WKH YDULRXV RUJDQLVDWLRQV ZKLFK ULVN VWDUWLQJ

UHGXQGDQW SURJUDPV� ,Q RUGHU WR DYRLG RYHUODSSLQJ ZRUN RI LQWHUQDWLRQDO

RUJDQLVDWLRQV� D FRPSUHKHQVLYH LQYHQWRU\ RI WKHLU DFWLYLWLHV LQ WKH ILHOG RI

FRPSXWHU FULPH LV QHFHVVDU\ IRU WKH IXWXUH� 7KH SUHVHQW VWXG\ ZLOO SURYLGH

VXFK DQ LQYHQWRU\ �LQIUD FKDSWHU ,9�� GLIIHUHQWLDWLQJ EHWZHHQ WKH YDULRXV

DUHDV RI FRPSXWHU FULPH OHJLVODWLRQ� 7KH DQDO\VLV RI WKHVH DFWLYLWLHV ZLOO WKHQ

EH WKH EDVLV IRU UHFRPPHQGLQJ IXWXUH DFWLYLWLHV�

'� )LQGLQJ�6ROXWLRQV

7KH HPSLULFDO� WKH QDWLRQDO OHJDO DQG WKH LQWHUQDWLRQDO DQDO\VLV RI WKLV

LQWURGXFWLRQ VKRZ D FRPSOH[ SDWWHUQ RI PXOWLSOH QHZ IRUPV RI FULPH DQG

QHZ OHJDO SUREOHPV ZKLFK XS WR QRZ KDYH EHHQ GHDOW ZLWK LQGHSHQGHQWO\ RQ

D FDVH E\ FDVH EDVLV� )LQGLQJ FRQYLQFLQJ VROXWLRQV ZLOO WKHUHIRUH UHTXLUH WR

JR EH\RQG WKHVH VLQJOH SKHQRPHQD DQG WR DVN IRU WKH UHOHYDQW SDUDGLJP

VKLIWV EHKLQG WKHP� $IWHU WKH HPSLULFDO DQG WKH QDWLRQDO DV ZHOO DV WKH

LQWHUQDWLRQDO OHJDO DQDO\VLV� WKLV VWXG\ ZLOO WKHUHIRUH LQYHVWLJDWH WKHVH

IXQGDPHQWDO FKDQJHV EHIRUH GHYHORSLQJ QHZ VROXWLRQV DQG

UHFRPPHQGDWLRQV� 7KLV DQDO\VLV RI SDUDGLJP VKLIWV ZLOO OHDG WR IXQGDPHQWDO

SULQFLSOHV DQG WR D FRPSUHKHQVLYH VHW RI PHDVXUHV IRU ILJKWLQJ FRPSXWHU

FULPH �LQIUD FKDSWHU 9��

:LWK UHVSHFW WR OHJDO PHDVXUHV RI WKH (XURSHDQ 8QLRQ� WKH VSHFLILF

TXHVWLRQ DULVHV ZKHWKHU WKH (XURSHDQ 8QLRQ KDV D FRPSHWHQFH WR GHDO ZLWK

WKH OHJDO PHDVXUHV� &RQVHTXHQWO\� DV IDU DV OHJDO PHDVXUHV DUH FRQFHUQHG�

WKH UHSRUW ZLOO KDYH WR ILUVW DQDO\VH WKH UHVSHFWLYH FRPSHWHQFHV XQGHU WKH

ILUVW DQG WKH WKLUG SLOODU RI WKH (XURSHDQ 8QLRQ EHIRUH VXJJHVWLQJ VRPH

SULRULW\ DFWLRQV IRU WKH (8 LQ WKH OHJDO ILHOG �LQIUD FKDSWHU 9,��
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(� &RQFOXVLRQV�IRU�WKLV�5HSRUW

$V D FRQVHTXHQFH RI WKHVH FRQVLGHUDWLRQV� WKH SUHVHQW VWXG\ ZLOO ILUVW JLYH

DQ RYHUDOO YLHZ RQ WKH GHYHORSPHQW DQG WKH FXUUHQW IRUPV RI FRPSXWHU

FULPH �LQIUD FKDSWHU ,,�� ,W ZLOO WKHQ SURYLGH D FRPSDUDWLYH DQDO\VLV RI WKH

UHOHYDQW OHJDO TXHVWLRQV �LQIUD FKDSWHU ,,,� DQG DQ LQYHQWRU\ RI WKH

UHVSHFWLYH DFWLYLWLHV RI LQWHUQDWLRQDO DQG VXSUDQDWLRQDO RUJDQLVDWLRQV �LQIUD

FKDSWHU ,9�� )LQDOO\ LW ZLOO LQYHVWLJDWH WKH JHQHUDO DVSHFWV IRU ILQGLQJ

VROXWLRQV� VWDUWLQJ ZLWK DQ DQDO\VLV RI IXQGDPHQWDO FKDQJHV DQG WKHQ

FRQFHQWUDWLQJ RQ FRQFUHWH SURSRVDOV IRU DFWLYLWLHV RI WKH (XURSHDQ 8QLRQ

�LQIUD FKDSWHU 9 DQG 9,�� ,Q DQ DQQH[ WKH UHSRUW ZLOO SUHVHQW WKH GDWDEDVH

�FRUSXV LXULV� RI FRPSXWHU FULPH VWDWXWHV ZKLFK ZHUH FROOHFWHG GXULQJ WKH

H[HFXWLRQ RI WKH FRQWUDFW DQG ZKLFK PLJKW EH KHOSIXO IRU WKH IXWXUH ZRUN LQ

WKLV ILHOG �LQIUD FKDSWHU 9,,��
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,,� 7KH�3UREOHP��&XUUHQW�)RUPV�RI

&RPSXWHU�&ULPH

,Q PRVW FRXQWULHV� WKH GLVFXVVLRQ DERXW FRPSXWHU PLVXVH EHJDQ LQ WKH

����V ZLWK WKH HQGDQJHUPHQW RI SULYDF\� ZKLFK ZDV GLVFXVVHG XQGHU WKH

KHDGZRUG RI �GDWD SURWHFWLRQ� DQG ZDV ODWHU LQWHJUDWHG ZLWKLQ WKH FRQFHSW RI

�FRPSXWHU FULPH� �VHH LQIUD $��
��

6LQFH WKH ����V� VFLHQWLILF UHVHDUFK

FRQFHQWUDWHG RQ FRPSXWHU�VSHFLILF HFRQRPLF FULPHV� HVSHFLDOO\ FRPSXWHU

PDQLSXODWLRQV� FRPSXWHU VDERWDJH� FRPSXWHU HVSLRQDJH DQG VRIWZDUH SLUDF\

�LQIUD %��
��

7KH UDSLG JURZWK RI WKH WHOHFRPPXQLFDWLRQV VHFWRU VLQFH WKH

����V DQG HVSHFLDOO\ WKH VSUHDG RI WKH ::: VLQFH WKH ����V WKHQ EURXJKW

DORQJ WKH GLVVHPLQDWLRQ RI LOOHJDO DQG KDUPIXO FRQWHQWV� VXFK DV

SRUQRJUDSK\� KDWH VSHHFK DQG RWKHU FRPPXQLFDWLRQ RIIHQFHV LQ

LQWHUQDWLRQDO FRPSXWHU QHWZRUNV �LQIUD &�� $W WKH VDPH WLPH� WKH XVH RI

FRPSXWHUV DQG PRGHUQ FRPPXQLFDWLRQ WHFKQRORJ\ E\ SHUSHWUDWRUV LQ QHZ

ILHOGV RI FULPH� H�J� LQ RUJDQLVHG FULPH� PDGH LW REYLRXV WKDW WKHUH ZHUH

DOPRVW QR ERXQGDULHV IRU FRPSXWHU�UHODWHG FULPH DQG WKDW ± IURP D

SKHQRPHQRORJLFDO SRLQW RI YLHZ ± KRPRJHQHRXV FRPSXWHU FULPH QR ORQJHU

H[LVWHG �LQIUD '��
��

6LQFH WKH UHVSHFWLYH PRGL RSHUDQGL QR ORQJHU IROORZ D

FRQWLQXRXV SDWK� EXW FRQVWDQWO\ DGDSW WR QHZ WHFKQRORJLHV� WKH IROORZLQJ

DQDO\VLV RI WKHVH IRXU PDLQ JURXSV RI FRPSXWHU FULPH ZLOO HDFK VWDUW ZLWK D

VKRUW GHVFULSWLRQ RI WKH KLVWRULFDO GHYHORSPHQW DQG WKHQ JLYH DQ DQDO\VLV RI

WKH SUHVHQW PDLQ IRUPV RI FULPH�

$� ,QIULQJHPHQWV�RI�3ULYDF\

:KLOH FRPSXWHUV EHJDQ WKHLU WULXPSK LQ WKH ����V� LW ZDV UHDOLVHG LQ VHYHUDO

ZHVWHUQ FRXQWULHV WKDW WKH FROOHFWLRQ� VWRUDJH� WUDQVPLVVLRQ DQG FRQQHFWLRQ

�� )RU WKH KLVWRULFDO GHYHORSPHQW VHH VXSUD FKDSWHU ,�$���

�� &I� 6LHEHU� &RPSXWHUNULPLQDOLWlW XQG 6WUDIUHFKW� �VW HG� ����� �QG HG� ����� SS� ���� HW VHT��

���� HW VHT� �-DSDQHVH WUDQVODWLRQ E\ 1RUL\XNL 1LVKLGD DQG $WVXVKL <DPDJXFKL� ���� DQG ������

�� &I� 6LHEHU� 7KH ,QWHUQDWLRQDO +DQGERRN RQ &RPSXWHU &ULPH� ����� SS� �� HW VHT� �)UHQFK

WUDQVODWLRQ �/D GpOLQTXHQFH LQIRUPDWLTXH� E\ 6\OYLH 6FKDII DQG 0DUWLQH %ULDW� ������ 6LHEHU� 7KH

,QWHUQDWLRQDO (PHUJHQFH RI &ULPLQDO ,QIRUPDWLRQ /DZ� ����� SS� � HW VHT�
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RI SHUVRQDO GDWD HQGDQJHUHG WKH SHUVRQDO�LW\� ULJKWV RI FLWL]HQV� 2UZHOOLDQ

YLVLRQV DQG WKH PLVWUXVW RI WKH UHYROWLQJ \RXWK RI WKH ODWH VL[WLHV LQVSLUHG WKH

GLVFXVVLRQ DERXW WKH GDQJHUV RI WKH �ELJ EURWKHU�� +RZHYHU� GXULQJ WKH

����V� WKH ROG SDWWHUQ RI WKH FRPSXWHU DV DQ H[RWLF LQVWUXPHQW LQ WKH KDQGV

RI WKH SRZHUIXO EHFDPH REVROHWH ZLWK WKH PDVVLYH VSUHDGLQJ RI SHUVRQDO

FRPSXWHUV� ,W EHFDPH FOHDU WKDW WKH SURWHFWLRQ RI SULYDF\ ZLWKLQ WKH '3�DUHD

DOVR KDG WR FRQVLGHU WKH PXOWLWXGH RI SULYDWH FRPSXWHU V\VWHPV DQG WR

HVWDEOLVK D GLIILFXOW EDODQFH RI LQWHUHVWV EHWZHHQ WKH SULYDF\ LQWHUHVWV RI

GDWD VXEMHFWV FRQFHUQHG DQG WKH HFRQRPLF IUHHGRP RI WKH KROGHUV RI

SHUVRQDO GDWD�

7KHVH FKDQJHV FDQ DOVR EH VHHQ LQ WKH ILHOGV RI FULPLQDO LQIULQJHPHQWV RI

SULYDF\� $FFRUGLQJ WR RIILFLDO VWDWLVWLFV� QRZDGD\V GDWD SURWHFWLRQ RIIHQFHV

DUH RQO\ RI OLPLWHG LPSRUWDQFH�
��

7KH FDVHV WKDW EHFDPH NQRZQ VKRZ

GLIIHUHQW GHJUHHV RI HQGDQJHUPHQW� 7KH PLVXVH RI GRFXPHQWV RI WKH

�6WDDWVVLFKHUKHLW�� L�H� WKH GRFXPHQWV RI WKH 0LQLVWU\ IRU 6WDWH 6HFXULW\ RI

WKH IRUPHU *HUPDQ 'HPRFUDWLF 5HSXEOLF� RU WKH SRVVLEOH EODFNPDLOLQJ RI

$,'6�LQIHFWHG SDWLHQWV SURYH WKDW LQ WKH LQIRUPDWLRQ VRFLHW\ RI WKH ��WK

FHQWXU\� GDWD SURWHFWLRQ LV D FHQWUDO PDWWHU RI FRQFHUQ� 7KH VWRUDJH RI

LQIRUPDWLRQ DERXW GHIDXOWLQJ GHEWRUV E\ FUHGLW LQYHVWLJDWLRQ DJHQFLHV RU WKH

WUDQVPLVVLRQ RI GDWD ZLWKLQ FULPLQDO SURVHFXWLRQ DXWKRULWLHV LOOXVWUDWH�

KRZHYHU� WKDW WKH DVFHUWDLQPHQW RI FULPLQDO LQIULQJHPHQWV RI SULYDF\ LQ

QXPHURXV FDVHV GHSHQGV RQ D GLIILFXOW DVVHVVPHQW DQG HYDOXDWLRQ RI

FRQIOLFWLQJ SULQFLSOHV� 7KH XQGHUO\LQJ GLVFXVVLRQ RQ YDOXHV DQG LQWHUHVWV

GRHV QRW RQO\ KDYH WR GHDO ZLWK WKH SURWHFWLRQ RI SULYDF\� EXW DOVR ZLWK WKH

IUHHGRP RI LQIRUPDWLRQ� ZKLFK LV WKH GULYLQJ IRUFH EHKLQG WKH FXOWXUDO�

HFRQRPLF DQG SROLWLFDO GHYHORSPHQW RI DQ �RSHQ VRFLHW\��
��

�&OHDU� LQIULQJHPHQWV RI SULYDF\ EHFDPH NQRZQ HVSHFLDOO\ LQ WKH DUHD RI WUDGLWLRQDOO\

SURWHFWHG SURIHVVLRQDO VHFUHWV� HVSHFLDOO\ FRQFHUQLQJ RIILFLDO VHFUHF\ DV ZHOO DV WKH

UHTXLUHPHQW RI FRQILGHQWLDOLW\ IRU RIILFLDOV� GRFWRUV� ODZ\HUV DQG EDQNV� 6XFK GDWD

FRQVWLWXWHG WKH REMHFW RI WKH RIIHQFH LQ D 6RXWK�$IULFDQ FDVH� LQ ZKLFK WKH RIIHQGHU ±

SUHVXPDEO\ WKURXJK WKHIW RI PDJQHWLF WDSHV ± REWDLQHG PHGLFDO GDWD RI SHUVRQV ZKLFK

KDG XQGHUJRQH DQ $,'6�WHVW� WKH FRQILGHQWLDO GDWD ZDV SDVVHG RQ WR WKH HPSOR\HUV RI

WKH DIIHFWHG SHUVRQV�
��

�� ,Q *HUPDQ\� WKH VKDUH RI GDWD SURWHFWLRQ LQIULQJHPHQWV FRPSDUHG ZLWK WKH WRWDO QXPEHU RI

FRPSXWHU FULPH FDVHV UHJLVWHUHG E\ WKH SROLFH MXVW DPRXQWHG WR DERXW �� LQ ����� &I

%XQGHVNULPLQDODPW �HG��� 3ROL]HLOLFKH .ULPLQDOVWDWLVWLN RI ����� WDEOH DSSHQGL[ ��� VKHHW ��� NH\

ILJXUH ���� DV ZHOO DV 0|KUHQVFKODJHU� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� �����

S� ����

�� &I� DOUHDG\ -RKQ 6WXDUW 0LOO� 2Q /LEHUW\� ����� 3RSSHU� 7KH 2SHQ 6RFLHW\ DQG ,WV (QHPLHV�

�QG HG� �����

�� &I� IRU WKLV FDVH YDQ GHU 0HUZH� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� ����� S� ����
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$QRWKHU FOHDU FDVH RI LQIULQJHPHQW RI WUDGLWLRQDO UHJXODWLRQV RQ SURWHFWLRQ RI VHFUHWV

KDSSHQHG LQ ���� ZKHQ WZR HPSOR\HHV RI RQH RI WKH ELJJHVW 6ZLVV EDQNV KHOSHG WKH

)UHQFK WD[ DXWKRULWLHV WR GHFRGH PDJQHWLF WDSHV FRQWDLQLQJ FXVWRPHUV
 GDWD IRU D

FRPSHQVDWLRQ RI )) �������� 6LPLODU FDVHV FDQ EH IRXQG LQ *HUPDQ\� $ QXPEHU RI

QHZ FDVHV RI ���� DQG ���� VKRZ WKDW SHUSHWUDWRUV LQFUHDVLQJO\ WU\ WR JHW KROG RI

EDQNLQJ GDWD LQ RUGHU WR EODFNPDLO EDQNV ZLWK WKH WKUHDW WR SXEOLVK WKH DFTXLUHG GDWD

�RIWHQ FRQWDLQLQJ LQIRUPDWLRQ RI WD[ IUDXG RI WKH EDQNV
 FXVWRPHUV��

,Q FRQWUDVW� GLIILFXOW SUREOHPV RQ HYDOXDWLRQ DQG DVVHVVPHQW ZLWK UHJDUG WR WKH

DVFHUWDLQPHQW RI LQIULQJHPHQWV RI SULYDF\ DUH LOOXVWUDWHG E\ DQ ,WDOLDQ FDVH� ,Q ����

,%0 ZDV DFFXVHG WKDW LWV VHFXULW\ V\VWHP 5$&) UHSUHVHQWHG DQ LQDGPLVVLEOH FRQWURO

RYHU HPSOR\HHV�
��

1XPHURXV RWKHU FDVHV FRXOG EH DGGHG WR LOOXVWUDWH WKH HYDOXDWLRQ

SUREOHP RI LQIULQJHPHQWV RI SULYDF\� (�J� LQ ���� LQ *HUPDQ\ WKH TXHVWLRQ FDPH XS

ZKHWKHU WKH RXWVRXUFLQJ RI WKH GDWD SURFHVVLQJ GHSDUWPHQW RI D KHDOWK LQVXUDQFH

FRPSDQ\ �LQFOXGLQJ WKH WUDQVIHU RI PHGLFDO GDWD IURP WKH LQVXUDQFH FRPSDQ\ WR WKH

RXWVRXUFLQJ FRPSDQ\� FRXOG LQIULQJH WUDGLWLRQDO VHFUHF\ ODZ DQG GDWD SURWHFWLRQ ODZV�
��

6LPLODU SUREOHPV RFFXU WRGD\ ZLWK UHVSHFW WR WKH VWRUDJH RI XVHU GDWD IRU WHOHSKRQH

DQG FRPSXWHU QHWZRUNV� 2Q WKH RQH KDQG� WKH VWRUDJH RI WKHVH GDWD LV UHTXLUHG RU

XVHIXO IRU SXUSRVHV RI ELOOLQJ� VWDWLVWLFV DQG FULPLQDO LQYHVWLJDWLRQV� RQ WKH RWKHU KDQG�

WKH JURZLQJ DPRXQW RI GDWD WUDQVIHUUHG LQ LQWHUQDWLRQDO FRPSXWHU QHWZRUNV DJJUDYDWHV

WKH ULVNV RI LQIULQJHPHQWV RI SULYDF\�

7KHVH SRWHQWLDO ULVNV RI SHUVRQDO GDWD ZLWKLQ WKH ,QWHUQHW WRGD\ DUH HVSHFLDOO\

LOOXVWUDWHG E\ WKH XVH RI H[HFXWDEOH DSSOHWV RU �FRRNLHV�� &RRNLHV DUH WH[W ILOHV WKDW

VWRUH VWDWLF LQIRUPDWLRQ DERXW D XVHU
V PRYHPHQWV RQ WKH ,QWHUQHW� 7KH LQIRUPDWLRQ

VWRUHG LV LQLWLDWHG E\ VSHFLILF ZHE VHUYHUV DQG JHQHUDWHG DW WKH PRPHQW WKH XVHU FDOOV

D ZHE SDJH RQ WKH VHUYHU� 2Q UHFRQQHFWLQJ WKURXJK ZHE EURZVHU VRIWZDUH� WKLV

LQIRUPDWLRQ LV WUDQVIHUUHG WR D ::: VHUYHU� &RQWUDU\ WR WKLV� DSSOHWV FDQ ± RQFH

DFWLYDWHG RQ WKH FRPSXWHU ± FROOHFW V\VWHP DQG XVHU VSHFLILF LQIRUPDWLRQ DQG VHQG

WKHP LQGHSHQGHQWO\ WKURXJK D QHWZRUN� 7KH GDWD ZKLFK LV JDWKHUHG WKLV ZD\ LV RIWHQ

XVHG WR VHQG PDVV EXON H�PDLOV ± D SKHQRPHQRQ FDOOHG �VSDPPLQJ�� ,Q PDQ\ FDVHV

WKHVH DFWLYLWLHV DQG HVSHFLDOO\ WKH WUDQVIHU RI WKH ,QWHUQHW XVHU
V SHUVRQDO GDWD DUH

H[HFXWHG ZLWKRXW WKH XVHU
V FRQVHQW RU NQRZOHGJH�

%� (FRQRPLF�2IIHQFHV

6LQFH WKH ����V� WKH GLVFXVVLRQ DERXW FRPSXWHU PLVXVH ZDV QRW RQO\

PDUNHG E\ LQIULQJHPHQWV RI SULYDF\ EXW DOVR E\ FRPSXWHU�UHODWHG HFRQRPLF

FULPHV� ZKLFK WRGD\ DUH UHJDUGHG DV WKH FHQWUDO DUHD RI FRPSXWHU FULPH DQG

ZKLFK ZHUH DW ILUVW H[FOXVLYHO\ FKDUDFWHULVHG E\ WKDW WHUP� 'XULQJ WKH ����V�

IUDXGXOHQW FRPSXWHU PDQLSXODWLRQV ZHUH WKH VWDUWLQJ SRLQW RI WKH GLVFXVVLRQ

DERXW FRPSXWHU�UHODWHG HFRQRPLF RIIHQFHV DQG WKH FRUH FHQWUH RI

FRPSXWHU�UHODWHG HFRQRPLF FULPH� +RZHYHU� WRGD\ KDFNLQJ KDV LQFUHDVLQJO\

�� &I� IRU WKH ODVW WZR FDVHV 6LHEHU� 7KH ,QWHUQDWLRQDO +DQGERRN RQ &RPSXWHU &ULPH� ����� SS� ��

HW VHT�

�� &DVH QRW SXEOLVKHG �IURP WKH SULYDWH FRQVXOWLQJ RI WKH DXWKRU��
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EHFRPH D �EDVLF RIIHQFH� ZKLFK LV WKHQ XVHG WR FRPPLW DFWV RI HVSLRQDJH�

VRIWZDUH SLUDF\� VDERWDJH DV ZHOO DV FRPSXWHU IUDXG�

�� &RPSXWHU�+DFNLQJ

7KH WHUP �FRPSXWHU KDFNLQJ� WUDGLWLRQDOO\ GHVFULEHV WKH SHQHWUDWLRQ RI

FRPSXWHU V\VWHPV� ZKLFK LV QRW FDUULHG RXW ZLWK WKH DLPV RI PDQLSXODWLRQ�

VDERWDJH RU HVSLRQDJH� EXW IRU WKH SOHDVXUH RI RYHUFRPLQJ WKH WHFKQLFDO

VHFXULW\ PHDVXUHV� ,Q SUDFWLFH� WKLV NLQG RI RIIHQFH FDQ EH IUHTXHQWO\

IRXQG�
��

$V IDU DV WKH GDPDJH RI WKHVH FDVHV LV FRQFHUQHG� D GLIIHUHQWLDWLRQ

LV HVVHQWLDO� ,Q QXPHURXV FDVHV� WKH SHQHWUDWHG FRPSXWHU XVHU LV QRW

DFWXDOO\ KDUPHG� EXW RQO\ HQGDQJHUHG� +RZHYHU� LQ WKHVH FDVH� WRR� WKH

�IRUPDO VSKHUH RI VHFUHF\� RU WKH LQWHJULW\ RI WKH FRQFHUQHG FRPSXWHU

V\VWHPV LV YLRODWHG� &RQWUDU\ WR WKLV� FRQVLGHUDEOH GDPDJHV RFFXU LQ RWKHU

FDVHV HVSHFLDOO\ ZKHQ WKH SHUSHWUDWRUV ODWHU XVH WKHLU NQRZOHGJH IRU

FRPPLWWLQJ HVSLRQDJH� VDERWDJH RU IUDXG�

2QH RI WKH PRVW VHYHUH FDVHV RI VRSKLVWLFDWHG �KDFNLQJ� LQYROYHG D JURXS RI *HUPDQ

WHHQDJHUV LQ WKH ODWH ����V� 7KH\ KDG PDQDJHG WR JHW DFFHVV WR YDULRXV $PHULFDQ

FRPSXWHU V\VWHPV DQG WKHQ VROG WKH NQRZOHGJH REWDLQHG LQ WKHLU GDWD MRXUQH\V WR WKH

IRUPHU 6RYLHW VHFUHW VHUYLFH .*%� 7KH FDVH ZDV GLVFRYHUHG EHFDXVH RQH RI WKH KDFNHUV

VRXJKW KHOS DW WKH DXWKRU
V IRUPHU %D\UHXWK FKDLU� OHDGLQJ WR D GHDO ZLWK WKH

SURVHFXWLRQ DXWKRULWLHV� 7KH KDFNHU UHYHDOHG KLV NQRZOHGJH DQG WKH LQYHVWLJDWLRQ

DJDLQVW KLP ZDV WXUQHG GRZQ� 7KH FDVH ZDV RI SDUWLFXODU LQWHUHVW EHFDXVH LQIRUPDWLRQ

RQ QHZ WHFKQLTXHV RI FRPSXWHU PDQLSXODWLRQ ZHUH UHYHDOHG LQ WKH FRXUVH RI WKLV

SURFHHGLQJ�
��

7KH WHFKQLTXHV RI KDFNLQJ KLJKO\ GHSHQG RQ WKH UHVSHFWLYH FRPPXQLFDWLRQ

V\VWHP� �7UDGLWLRQDO� IRUPV RI KDFNLQJ LQ FRPSXWHU QHWZRUNV ZHUH

GHYHORSHG GXULQJ WKH ����V EDVHG� H�J�� RQ WKH LQVHFXUH XVH RI VWDQGDUG

SDVVZRUGV �ZKLFK DUH RIWHQ QRW FKDQJHG UHJXODUO\ E\ WKH FRPSXWHU XVHUV��

$OWKRXJK WKH XQGHUVWDQGLQJ RI FRPSXWHU VHFXULW\ DQG WKH KDQGOLQJ RI

SDVVZRUGV KDYH LPSURYHG VLQFH WKHQ� LQ UHFHQW \HDUV WKH ,QWHUQHW KDV

�� ,Q D 'XWFK VWDWLVWLF RI ����� WKH FDVHV RI KDFNLQJ DPRXQW WR DSSUR[LPDWHO\ RQH ILIWK RI DOO

FRPSXWHU FULPHV� &I� .DVSHUVHQ� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� ����� S� ���

�ZLWK H[SODQDWLRQV DERXW WKH JURXSV RI FULPHV RQ S� ����� 7KH WZLOLJKW ]RQH RI KDFNLQJ LV YHU\

ODUJH� EHFDXVH WKH UHVSHFWLYH DWWHPSWV RI JHWWLQJ DFFHVV RIWHQ FDQQRW EH UHJLVWHUHG DQG WUDFHG

EDFN�

�� &I� IRU WKLV FDVH +DIQHU�0DUNRII� &\EHUSXQN� ����� SS� ��� HW VHT� 7KH UHVROYLQJ RI WKLV FDVH

FRQILUPV WKH HIIHFWLYHQHVV RI D �VHOI�UHYHODWLRQ� IRU FDVHV RI KDFNLQJ DOUHDG\ FDOOHG IRU EHIRUH� FI�

6LHEHU� ,QIRUPDWLRQVWHFKQRORJLH XQG 6WUDIUHFKWVUHIRUP� ����� SS� �� HW VHT�
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EURXJKW DORQJ QHZ WHFKQLTXHV RI FRPSXWHU PDQLSXODWLRQV� VXFK DV ,3��
��

'16�
��

DQG ZHE�VSRRILQJ�
��

RU LQILOWUDWLRQ RI FRPSXWHU QHWZRUNV E\ PDOLFLRXV

ZHE DSSOHWV�
��

7KHVH PHWKRGV HYROYHG RXW RI WKH XVH RI QHZ FRPPXQLFDWLRQ

SURWRFROV OLNH WKH ,QWHUQHW 3URWRFRO �,3� RU WKH +\SHUWH[W 7UDQVIHU 3URWRFRO

�+773� XVHG WR UXQ ZHE VHUYHUV�

'XH WR UHFHQW GHYHORSPHQWV LQ WKH ILHOG RI WHOHSKRQH DQG

WHOHFRPPXQLFDWLRQV WHFKQRORJ\ �VXFK DV ,6'1�� KDFNLQJ GRHV QRW RQO\

DIIHFW FODVVLF FRPSXWHU V\VWHPV EXW DOVR LQFUHDVLQJO\ WHOHSKRQH OLQHV�

DQVZHUSKRQHV DQG YRLFH�PDLO�V\VWHPV� �7HOHSKRQH KDFNHUV� GLDO

WKHPVHOYHV LQWR WKH WHOHSKRQH FRPSDQLHV ORFDO SKRQH H[FKDQJHV DQG DUH

WKXV DEOH WR HDYHVGURS RQ WKH GLJLWDOO\ OHG FRQYHUVDWLRQV LQ D UHVSHFWLYH SDUW

RI WRZQ�
��

,Q WKH 86� EHVLGHV RWKHU FRQILGHQWLDO LQIRUPDWLRQ� HVSHFLDOO\ WKH

QXPEHUV RI WHOHSKRQH DFFHVV FDUGV �VR�FDOOHG FDOOLQJ FDUGV� DUH

HDYHVGURSSHG RQ� ZKLFK DUH WKHQ UHVROG�

$Q H[DPSOH IRU WKH QHZ IRUP RI WHOHSKRQH KDFNLQJ LV D FDVH RI ����� <RXQJ *HUPDQV

SHQHWUDWHG WKH VSHHFK FRPSXWHU RI WKH %DUFOD\V %DQN LQ +DPEXUJ WR ZKLFK WKH FOLHQWV

RI WKH EDQN UHSRUWHG WKH UHFHLSW RI WKHLU FUHGLW FDUGV LQFOXGLQJ WKH FRUUHVSRQGLQJ VHFUHW

SHUVRQDO LGHQWLILFDWLRQ QXPEHUV DV ZHOO DV DQQRXQFHPHQWV LQ FDVH RI ORVV RU ± E\

�� 7KH WHFKQLTXH RI ,3�VSRRILQJ LV XVHG WR JDLQ XQDXWKRULVHG DFFHVV WR FRPSXWHUV RU QHWZRUNV IURP

RXWVLGH E\ SUHWHQGLQJ WR EH DQ DXWKRULVHG DQG WUXVWHG GHYLFH LQVLGH WKH SHQHWUDWHG QHWZRUN� 7KLV

LV GRQH WKURXJK PRGLILFDWLRQ RI ,3 DGGUHVVHV LQ GDWD SDFNHW KHDGHUV WUDQVPLWWHG WR DQ LQFRPLQJ

SRUW RI WKH QHWZRUN
V URXWHU� $OWKRXJK WKH IDNH ,3 DGGUHVV LV NQRZQ DV D YDOLG DGGUHVV LQVLGH WKH

QHWZRUN RQO\� URXWHUV ZHUH QRW DEOH WR GLVWLQJXLVK EHWZHHQ GDWD WUDQVPLWWHG IURP RXWVLGH RU LQVLGH

RI QHWZRUN� 1HZHU URXWHUV DQG ILUHZDOOV RIIHU SURWHFWLRQ DJDLQVW WKLV NLQG RI DWWDFNV�

�� '16 VSRRILQJ GHVFULEHV WKH IDNLQJ RI KRVWPDVNV GXULQJ WKH UHVROXWLRQ RI LQWHUQHW KRVWQDPHV� '16

RU �'RPDLQ 1DPH 6HUYLFH� SURYLGHV WKH PDSSLQJ EHWZHHQ KRVWQDPHV DQG ,3 DGGUHVVHV� (YHU\

DFFHVV UHTXHVW RQ WKH ,QWHUQHW XVLQJ WKH KRVW
V QDPH KDV WR EH UHVROYHG WR LWV ,3 DGGUHVV� ZKLFK LV

GRQH E\ FRPPXQLFDWLQJ ZLWK D '16�VHUYHU ZKLFK VWRUHV WKH KRVWPDVNV LQ GDWDEDVHV� 7R SHUIRUP

WKH '16 VSRRILQJ DWWDFN� D KDFNHU WULHV WR LQWHUFHSW WKH FRPPXQLFDWLRQ DQG WR VHQG IDNH KRVWQDPH

PDSSLQJV WR WKH YLFWLP
V FRPSXWHU� 7KLV FDQ HDVLO\ EH GRQH XVLQJ PDOLFLRXV ZHE DSSOHWV

GRZQORDGHG E\ WKH DWWDFNHG XVHU KLPVHOI� 2QFH WKH DSSOHW LV DFWLYDWHG� WKH XVHU
V FRPPXQLFDWLRQ

FRXOG EH UHURXWHG DQG WKH WUDQVPLWWHG GDWD FRXOG EH JDWKHUHG� $OVR FI�

�KWWS���ZZZ�KHLVH�GH�FW�DUWBDE�����������! �DFFHVVHG RQ �� -DQXDU\ ������

�� :KLOH ,3� DQG '16�VSRRILQJ GHSHQG RQ VRSKLVWLFDWHG WHFKQLFDO NQRZOHGJH� ZHE�VSRRILQJ DWWDFNV

XVH D PXFK VLPSOHU DSSURDFK� 7KHVH DUH EDVHG RQ RSWLFDO LOOXVLRQ LQ JHQHUDO� +\SHUOLQNV RQ ZHE

SDJHV FDQ FRQWDLQ FKDUDFWHUV WKDW PDNH DQ DGGUHVV ORRN UHDO� EXW LQ IDFW OHDG WR D ZURQJ ZHE VLWH�

H�J� UHSODFLQJ WKH OHWWHU �R� LQ WKH DGGUHVV �ZZZ�PLFURVRIW�FRP! IRU WKH QXPEHU ��� FRXOG UHVXOW

LQ WKH DGGUHVV �ZZZ�PLFU�V�IW�FRP!� 0RVW XVHUV ZRXOG QRW VXVSHFW DQ\ PDOLFRXV LQWHQWLRQ� ,Q

WKLV H[DPSOH� WKH KDFNHU ZRXOG VHW XS D ZHE SDJH DVNLQJ IRU WKH LQSXW RI VHQVLEOH XVHU

LQIRUPDWLRQ� H�J� FUHGLW FDUG LQIRUPDWLRQ�

�� )RU PRUH LQIRUPDWLRQ RQ WKH VHFXULW\ RI -DYD� �KWWS���VHPFRH�ZPJ�ZDUZLFN�DF�XN�MDYDGRFV�

MDYDVHFXULW\�KWPO! �DFFHVVHG RQ �� -DQXDU\ ������

�� &I� �)RFXV� 1R� �������� S� ����
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JLYLQJ WKH UHVSHFWLYH VHFUHW QXPEHU ± ZKHQ DVNLQJ IRU DQ LQFUHDVH RI WKHLU FUHGLW

OLPLWV�
��

�� &RPSXWHU�(VSLRQDJH

&RPSXWHU HVSLRQDJH ± RQO\ UDUHO\ DSSHDULQJ LQ RIILFLDO VWDWLVWLFV
��

±

FRQVWLWXWHV D VSHFLDO GDQJHU FRPSDUHG ZLWK WUDGLWLRQDO HFRQRPLF HVSLRQDJH�

EHFDXVH LQ FRPSXWHU V\VWHPV� KXJH TXDQWLWLHV RI GDWD DUH VWRUHG LQ DQ

H[WUHPHO\ QDUURZ VSDFH� DQG WKH GDWD FDQ EH FRSLHG TXLFNO\ DQG HDVLO\ ZLWK

WKH KHOS RI PRGHUQ WHFKQRORJ\� DOVR YLD GDWD WHOHFRPPXQLFDWLRQ� 7KH

REMHFWV RI RIIHQFH DUH HVSHFLDOO\ FRPSXWHU SURJUDPV� GDWD RI UHVHDUFK DQG

GHIHQFH� GDWD RI FRPPHUFLDO DFFRXQWLQJ DV ZHOO DV DGGUHVVHV RI FOLHQWV� $V

WKH PRGXV RSHUDQGL� WKH VLPSOH FRS\LQJ RI GDWD LV SUHGRPLQDQW� WKH WKHIW RI

GDWD FDUULHUV� WKH HYDOXDWLRQ RI �UHPDLQLQJ GDWD� RU WKH DEVRUELQJ RI

HOHFWURPDJQHWLF HPLVVLRQV DUH DOVR HIIHFWHG� %HVLGHV \RXQJ KDFNHUV DQG

FRPSHWLQJ EXVLQHVV HQWHUSULVHV� VHFUHW VHUYLFHV LQFUHDVLQJO\ DSSHDUHG WR EH

GHDOLQJ ZLWK HFRQRPLF HVSLRQDJH LQ UHFHQW \HDUV�

7KH FDVH RI WKH �.*% KDFNLQJ� SUHVHQWHG DERYH LOOXVWUDWHV WKH FORVH UHODWLRQ EHWZHHQ

KDFNLQJ DQG FRPSXWHU HVSLRQDJH� $ -DSDQHVH FDVH IURP ���� VKRZV WKH SRVVLELOLW\ RI

XVLQJ FRPSXWHU YLUXVHV IRU FRPSXWHU HVSLRQDJH� ,Q WKLV FDVH� D FRPSXWHU YLUXV

SHQHWUDWHG D QHWZRUN RI SHUVRQDO FRPSXWHUV� FROOHFWHG VHFUHW QXPEHUV RI RWKHU

QHWZRUN XVHUV DQG WKHQ ZURWH WKHVH QXPEHUV GRZQ RQ D LQWHUQDO QHWZRUN �EODFN

ERDUG� LQ DQ HQFRGHG IRUP XVDEOH RQO\ IRU WKH SHUSHWUDWRUV�
��

:LWK WKH FRQYHUJHQFH RI GDWD SURFHVVLQJ DQG WHOHFRPPXQLFDWLRQ DV ZHOO DV

ZLWK WKH GLJLWDOLVDWLRQ RI WHOHFRPPXQLFDWLRQ� WKH OLQH EHWZHHQ WUDGLWLRQDO

FRPSXWHU HVSLRQDJH DQG WHOHSKRQH ID[ DQG H�PDLO PRQLWRULQJ EHFRPHV

LQFUHDVLQJO\ EOXUUHG� ,Q WKH FDVH RI WHOHSKRQH WDSSLQJ� WKH FULPLQDOV WRGD\

SHQHWUDWH WKH WHOHSKRQH H[FKDQJHV RI WKH WHOHSKRQH FRPSDQLHV HVSHFLDOO\

YLD QRUPDO GDWD OLQHV� &DU SKRQHV� GLUHFWLRQDO UDGLR VWDWLRQV DQG VDWHOOLWH

FRQQHFWLRQV DUH SDUWLFXODUO\ HDV\ WR DWWDFN LQ FDVH RI XQFRGHG

FRPPXQLFDWLRQ�

*LYLQJ DQ H[DPSOH IRU SRWHQWLDO LPSDFW RI VXFK DFWLYLWLHV� UHOLDEOH VRXUFHV LQ *HUPDQ\

UHIHU WR WKH FRPSHWLWLRQ EHWZHHQ WKH *HUPDQ FRPSDQ\ 6LHPHQV DQG D )UHQFK

FRPSHWLWRU ZLWK UHVSHFW WR D KXJH FRQWUDFW GHFLGLQJ RQ D IXWXUH KLJK�VSHHG WUDLQ

V\VWHP LQ 6RXWK .RUHD� )UHQFK DJHQWV FRXOG LQWHUFHSW WKH VDWHOOLWH EDVHG ID[

�� &I� �'HU 6SLHJHO� 1R� �������� SS� ��� HW VHT�

�� $FFRUGLQJ WR WKH 3ROL]HLOLFKH .ULPLQDOVWDWLVWLN ����� OHVV WKDQ �� RI FRPSXWHU FULPH FDVHV FDQ EH

DVVLJQHG WR FRPSXWHU HVSLRQDJH� 6HH DOVR� 0|KUHQVFKODJHU� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ

7HFKQRORJ\ &ULPH� ����� SS� ��� HW VHT�

�� &I� <DPDJXFKL� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� ����� S� ����
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WUDQVPLVVLRQ RI WKH RIIHU RI WKH *HUPDQ FRPSDQ\ ZKLFK ZDV QRW HQFU\SWHG VR WKDW WKH

)UHQFK FRPSDQ\ FRXOG XQGHUFXW WKH *HUPDQ RIIHU�

7KH WHFKQLTXHV RI EXJJLQJ WHOHSKRQHV ZHUH XVHG HVSHFLDOO\ E\ WKH 6WDWH 6HFXULW\

6HUYLFH RI WKH IRUPHU *HUPDQ 'HPRFUDWLF 5HSXEOLF� 7KH WHOHSKRQH QXPEHUV RI

SROLWLFLDQV� RI PHPEHUV RI WKH VHFUHW VHUYLFH DQG RI RWKHU LPSRUWDQW EHDUHUV RI VHFUHWV

RI WKH )HGHUDO 5HSXEOLF RI *HUPDQ\ ZHUH UHJLVWHUHG DV WDUJHW QXPEHUV� VR WKDW WKH

WHOHSKRQH FRPPXQLFDWLRQV RI WKHVH SHUVRQV ZHUH DXWRPDWLFDOO\ UHFRUGHG�

0DVVLYH PHDVXUHV RI OLVWHQLQJ LQ RQ WHOHSKRQH FRQYHUVDWLRQV DUH�ZHUH DOVR FDUULHG RXW

E\ WKH $PHULFDQ 1DWLRQDO 6HFXULW\ $JHQF\ �16$�� $FFRUGLQJ WR SXEOLVKHG UHSRUWV� WKH

16$ LV VDLG WR UXQ PRUH WKDQ ����� LQVWDOODWLRQV IRU EXJJLQJ WHOHSKRQHV ZRUOG�ZLGH�

ZKLFK FDQ VXSHUYLVH XS WR ������ WHOHSKRQH FRQYHUVDWLRQV DW WKH VDPH WLPH�
��

�� 6RIWZDUH�3LUDF\�DQG�RWKHU�)RUPV�RI�3URGXFW�3LUDF\

7KH XQDXWKRULVHG FRS\LQJ DQG XVH RI FRPSXWHU SURJUDPV ± RIWHQ FDOOHG

WKHIW RI VRIWZDUH RU VRIWZDUH SLUDF\ ± DW ILUVW LQYROYHG� LQ DFFRUGDQFH ZLWK

WKH KLVWRULF GHYHORSPHQW RI FRPSXWHU WHFKQRORJ\� WKH FRS\LQJ RI LQGLYLGXDO

VRIWZDUH ZKLFK IUHTXHQWO\ FRQWDLQV LPSRUWDQW LQWHUQDO FRPSDQ\ NQRZ�KRZ�

7KHUHIRUH VRIWZDUH WKHIW RYHUODSV ZLWK FRPSXWHU HVSLRQDJH LQ PDQ\ FDVHV�

7KH *HUPDQ �GHELW FROOHFWLRQ SURJUDP FDVH� LV DQ H[DPSOH IRU WKH FRS\LQJ RI LQGLYLGXDO

VRIWZDUH ZKLFK OHG WR WKH ILUVW GHFLVLRQ RI WKH %XQGHVJHULFKWVKRI FRQFHUQLQJ WKH

SRVVLELOLW\ RI FRS\ULJKW SURWHFWLRQ� %HFDXVH RI WKH FRS\LQJ RI LWV FHQWUDO FRPSXWHU

SURJUDP DQG WKH IROORZLQJ ORZ�SULFH VDOHV E\ WKH SHUSHWUDWRU� WKH YLFWLPLVHG GHELW

FROOHFWLRQ FRPSDQ\ JRW LQWR D VLWXDWLRQ WKDW WKUHDWHQHG LWV H[LVWHQFH�
��

1RZDGD\V VWDQGDUG VRIWZDUH LV VROG RQ D PDVVLYH VFDOH� DQG DV IDU DV WKH

QXPEHU RI FULPHV DUH FRQFHUQHG� SUHVHQWO\ WKH SUHGRPLQDQW RIIHQFH LV WKH

LOOHJDO FRS\LQJ RI VWDQGDUG VRIWZDUH HVSHFLDOO\ IRU WKH XVH RQ SHUVRQDO

FRPSXWHUV� -XVW KRZ ZLGH�VSUHDG WKLV SKHQRPHQRQ LV ZDV VKRZQ E\ WKH

IDFW WKDW LQ (XURSH� RQ DYHUDJH RQO\ ��� FRPSXWHU SURJUDPV ZHUH VROG SHU

SHUVRQDO FRPSXWHU LQ XVH�
��

7KH LQGXVWULDO RUJDQLVDWLRQ �%XVLQHVV 6RIWZDUH

$OOLDQFH� HVWLPDWHG WKH PDUNHW VKDUH RI LOOHJDOO\ FRSLHG VRIWZDUH DW� H�J��

��� LQ WKH 86$� ��� LQ *HUPDQ\� ��� LQ -DSDQ DQG ��� LQ 7KDLODQG�
��

7KHUHIRUH� WKH WRWDO GDPDJH RI VRIWZDUH SLUDF\ LV YHU\ KLJK�
��

�� &I� *DUFtD� �� ������ 8&/$ /DZ 5HYLHZ� SS� ���� HW VHT� �DW S� ������

�� &I� 6LHEHU� %LODQ] HLQHV �0XVWHUYHUIDKUHQV� ± =XP UHFKWVNUlIWLJHQ $EVFKOX� GHV 9HUIDKUHQV

%*+= �� ��� �,QNDVVRSURJUDPP�� ������ &RPSXWHU XQG 5HFKW� SS� ��� HW VHT�

�� &I� DOVR 6FKLFN�6FKP|O]HU� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� ����� S� ���

�� &I� �1HZVZHHN� RI �� -XQH ����� SS� �� HW VHT�

�� (�J�� LQ $XVWULD� WKH WRWDO GDPDJH FDXVHG E\ VRIWZDUH SLUDF\ �ZLWKRXW GDPDJHV FDXVHG E\

YLRODWLRQV RI VHPLFRQGXFWRU SURWHFWLRQ� LV HVWLPDWHG DW VFKLOOLQJ ����� PLOOLRQ� &I�

6FKLFN�6FKP|O]HU� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� ����� S� ��� ,Q &DQDGD� WKH

ORVVHV FDXVHG E\ VRIWZDUH SLUDF\ DUH HVWLPDWHG DW 86� ��� PLOOLRQ� &I� 3LUDJRII� LQ� 6LHEHU �HG���
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$ *HUPDQ FDVH IURP ���� VKRZV WKH KLJK UHVXOWLQJ GDPDJHV DQG DOVR LOOXVWUDWHV WKH

FDUHOHVV KDQGOLQJ RI VHFXULW\ PHDVXUHV E\ SURJUDP GLVWULEXWRUV DQG WKH SURQHQHVV RI

QHZ IRUPV RI GLVWULEXWLRQ WR PLVXVH� 'XULQJ WKH ELJJHVW *HUPDQ FRPSXWHU IDLU� D

VRIWZDUH GHDOHU KDG GLVWULEXWHG DERXW ������� IUHH FRSLHV RI D &' 520� ZKLFK

FRQWDLQHG SURJUDPV ZRUWK PRUH WKDQ '0 �������� (DFK SURJUDP ZDV FRGH SURWHFWHG

ZKLFK VKRXOG RQO\ DOORZ WKH &'�XVHU ZKR FRQFOXGHG D FRQWUDFW WR JDLQ DFFHVV WR WKH

SURJUDP� +RZHYHU� \RXQJ KDFNHUV VXFFHHGHG LQ �FUDFNLQJ� WKH FRGH DQG WKH SURJUDP

SURWHFWLRQ RI WKH &' 520 DQG SDVVHG WKH FRGH RQ WR WKH YLVLWRUV RQ WKH VDPH IDLU�
��

6RIWZDUH SLUDF\ LQ WKH ILHOG RI VWDQGDUG SURJUDPV GRHV QRW QHDUO\ UHSUHVHQW D WULYLDO

RIIHQFH RI \RXQJ 3&�XVHUV� 7KH VRIWZDUH LQGXVWU\ QRZ LQFUHDVLQJO\ WDNHV OHJDO DFWLRQ

DJDLQVW HQWHUSULVHV WKDW XVH XQOLFHQVHG VRIWZDUH� ,Q WKHVH FDVHV� RIWHQ RQO\ D IUDFWLRQ

RI WKH LQVWDOOHG SURJUDPV DUH OLFHQVHG� )RU H[DPSOH� GXULQJ D SROLFH VHDUFK DW D

FRPSDQ\ LQ QRUWKHUQ *HUPDQ\� WKH SROLFH IRXQG WKDW RQO\ QLQH RXW RI �� LQVWDOOHG

SURJUDPV RI ZKLFK ZHUH OLFHQVHG�
��

,Q WKLV FDVH� D ILQH RI '0 ������� ZDV LPSRVHG IRU

IXUWKHU OLFHQVHV DQG FRPSHQVDWLRQ IRU GDPDJHV�

'XULQJ WKH ����V� WKH GLVWULEXWLRQ IRUPV RI VRIWZDUH SLUDF\ FKDQJHG� 7KH

LOOHJDO VDOH RI FRPSXWHU SURJUDPV WKDW GRPLQDWHG LQ WKH ����V ZDV

FRQVLGHUDEO\ UHGXFHG GXH WR WKH FRUUHVSRQGLQJ SURVHFXWLRQ SUDFWLFHV DSSOLHG

LQ WKLV ILHOG� $W ILUVW� WKH PRVW IUHTXHQW QHZ IRUPV RI GLVWULEXWLRQ KDG EHHQ

WKH VDOH RI SURJUDPV LQ VR�FDOOHG �DQW WUDGHV� DW IOHD PDUNHWV �ZKLFK ZHUH

UXQ DQG RUJDQLVHG E\ SURIHVVLRQDO JDQJV��
��

0RUHRYHU� WKH SUDFWLFH RI

VRIWZDUH SLUDF\ KDG EHHQ FKDUDFWHULVHG E\ GHDOHUV ZKR SURGXFHG DQG VROG

LOOHJDO FRSLHV RI VWDQGDUG VRIWZDUH LQ ODUJH QXPEHUV� 7KHVH VRIWZDUH

SDFNDJHV ZHUH RIWHQ GLVWULEXWHG DV DQ H[WUD VXSSOHPHQW WR WKH RULJLQDO

KDUGZDUH�
��

7RGD\ WKH ,QWHUQHW SOD\V WKH GRPLQDQW UROH LQ WKH LOOHJDO GLVWULEXWLRQ RI

VRIWZDUH DQG RWKHU SURWHFWHG SURGXFWV� 8VHUV ZLWK ZULWLQJ DFFHVV WR )73 RU

ZHE VHUYHUV� ZKHWKHU RIILFLDO RU E\ KDFNLQJ� FUHDWH KLGGHQ GLUHFWRULHV WR

FROOHFW DQG VWRUH KXJH DPRXQWV RI LOOHJDO FRSLHV RI FRPPHUFLDO VRIWZDUH�

7KH\ XVH DOO NLQGV RI RQOLQH FRPPXQLFDWLRQ IDFLOLWLHV� OLNH H�PDLO RU EXOOHWLQ

,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� ����� S� ��� ,Q *HUPDQ\� WKH 8QLRQ RI WKH 6RIWZDUH ,QGXVWU\

HVWLPDWHV D EXVLQHVV ORVV WR WKH H[WHQW RI 86� ��� ELOOLRQ GXH WR )DU (DVWHUQ LOOHJDO FRSLHV� &I�

�+DQGHOVEODWW� 1R� � RI � -DQXDU\ ����� S� �� 7KHUHIRUH WKH VKDUH RI VRIWZDUH SLUDF\ LQ FRPSXWHU

FULPH LV YHU\ KLJK� ,Q *HUPDQ\� LW DPRXQWV WR PRUH WKDQ ��� LQ ���� DQG WR DOPRVW ��� LQ WKH

1HWKHUODQGV� &I� IRU WKH FRUUHVSRQGLQJ VWDWLVWLFV 0|KUHQVFKODJHU� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ

7HFKQRORJ\ &ULPH� ����� SS� ��� HW VHT�� .DVSHUVHQ� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\

&ULPH� ����� S� ��� �ZLWK H[SODQDWLRQV DERXW WKH JURXSV RI FULPHV RQ S� �����

�� &I� YRQ *UDYHQUHXWK� 1HXH )RUPHQ GHU 6RIWZDUHSLUDWHULH� ������ &RPSXWHU XQG 5HFKW� SS� ���

HW VHT�

�� &I� �+DQGHOVEODWW� RI � 1RYHPEHU ����� S� ���

�� &I� YRQ *UDYHQUHXWK� 1HXH )RUPHQ GHU 6RIWZDUHSLUDWHULH� ������ &RPSXWHU XQG 5HFKW� SS� ���

HW VHT�

�� &I� IRU &DQDGD 3LUDJRII� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� ����� S� ���
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ERDUGV� WR VSUHDG ± XVLQJ VHFUHW ODQJXDJH FRGHV ± WKH PHVVDJH IRU

GRZQORDG RSWLRQV� 0RUHRYHU� WKH VRIWZDUH LV XVXDOO\ VWRUHG RQO\ IRU RQH

KRXU� WKXV PDNLQJ LW DOPRVW LPSRVVLEOH WR DOORZ SURVHFXWLRQ GXH WR ODFN RI

WUDFHV�

$V D FRQVHTXHQFH� WKH $XVWUDOLDQ 3HUIRUPLQJ 5LJKWV $VVRFLDWLRQ �$35$�� WKH FROOHFWLQJ

VRFLHW\ IRU WKH $XVWUDOLDQ PXVLF LQGXVWU\� KDV EURXJKW D )HGHUDO &RXUW DFWLRQ DJDLQVW

2](PDLO� $XVWUDOLD
V ELJJHVW ,QWHUQHW VHUYLFH SURYLGHU LQ 0DUFK ����� $35$ FODLPV WKDW

2](PDLO LQIULQJHV FRS\ULJKW E\ WUDQVIHUULQJ PXVLF ILOHV WR WKHLU VXEVFULEHUV YLD WKH

,QWHUQHW�

7KH KLJK YDOXH RI GDWD LQ WKH LQIRUPDWLRQ VRFLHW\ OHDGV WR WKH IDFW WKDW

EHVLGHV WKH LOOHJDO XVH RI FRPSXWHU SURJUDPV� DOVR GDWDEDVHV DQG RWKHU GDWD

FROOHFWLRQV DUH LQFUHDVLQJO\ XVHG LOOHJDOO\� 7RGD\ WKH LOOHJDO FRS\LQJ RI GDWD

�FKDUDFWHULVHG DV �GRZQORDGLQJ�� DIIHFWV ERWK WKH KRVWV RI RQOLQH GDWDEDVHV

DV ZHOO DV WKH GLVWULEXWRUV RI RIIOLQH�GDWDEDVHV�

,Q *HUPDQ\ D QXPEHU RI FRXUW GHFLVLRQV FRQFHUQHG� H�J�� WKH VDOH RI &' 520V ZLWK

WHOHSKRQH QXPEHUV DQG DGGUHVVHV� ,Q VRPH FDVHV WKH SHUSHWUDWRUV RQO\ FRSLHG WKH

UHOHYDQW GDWD E\ FRPSXWHUV� LQ RWKHU FDVHV WKH GDWD ZDV UHW\SHG LQ &KLQD LQ RUGHU WR

DYRLG OHJDO UHPHGLHV IRU LOOHJDO FRS\LQJ �ZKLFK SURYHG WR EH XQVXFFHVVIXO�� ,Q WKH

IROORZLQJ FRXUW SURFHHGLQJV WKH UHOHYDQW FDVHV ZHUH QRW RQO\ GHDOW ZLWK RQ WKH EDVLV RI

LOOHJDO FRPSHWLWLRQ EXW DOVR DV LQIULQJHPHQWV RI SULYDF\ ULJKWV RI WHOHSKRQH XVHUV�
��

:LWK UHVSHFW WR WUDGLWLRQDO FXOWXUDO ZRUNV RI DXWKRUVKLS� WKH FRQYHUJHQFH RI

GDWD SURFHVVLQJ DQG GDWD FRPPXQLFDWLRQ DV ZHOO DV WKH GLJLWDOLVDWLRQ LQ WKH

GLVWULEXWLRQ RI FXOWXUDO SURGXFWV �H�J� WKH VDOH RI FRPSDFW GLVFV ZLWK PXVLF

DQG PRYLHV� VKRZ WKH FRPPRQ URRWV RI VRIWZDUH� PXVLF� YLGHR DQG

PXOWLPHGLD SLUDF\ LQ WKH �LQIRUPDWLVHG� VRFLHW\�
��

7KH FRQQHFWLRQV EHWZHHQ

VRIWZDUH SLUDF\ DQG RWKHU IRUPV RI SURGXFW SLUDF\ EHFRPH HYLGHQW ZLWK

HPHUJLQJ QHZ GHYLFHV IRU SOD\LQJ DQG SURGXFLQJ FRPSDFW GLVFV ZKLFK� LQ WKH

DJH RI �PXOWLPHGLD�� FRQWDLQ FRPSXWHU SURJUDPV� GDWDEDVHV� ERRNV� PXVLF

DQG WHOHYLVLRQ PRYLHV�

7KH WKUHDW RI FRPSXWHU WHFKQRORJ\ DQG HVSHFLDOO\ WKH ,QWHUQHW WR WKH WUDGLWLRQDO SUHVV

PHGLD ZDV LOOXVWUDWHG ZKHQ WKH ERRN �/H JUDQG VHFUHW� RI 'U� &ODXGH *XEOHU� WKH

SK\VLFLDQ RI WKH IRUPHU )UHQFK 6WDWH 3UHVLGHQW 0LWWHUDQG� ZDV VFDQQHG� WUDQVODWHG DQG

SXEOLVKHG RQ WKH ,QWHUQHW� DOWKRXJK SURKLELWHG LQ )UDQFH� ,Q WKLV ERRN 0U� *XEOHU

FODLPV WKDW 6WDWH 3UHVLGHQW 0LWWHUDQG ZDV VXIIHULQJ IURP FDQFHU ULJKW IURP WKH

EHJLQQLQJ RI KLV JRYHUQLQJ SHULRG�

�� 6HH 2EHUODQGHVJHULFKW .DUOVUXKH� ������ 1HXH -XULVWLVFKH :RFKHQVFKULIW ± &RPSXWHU 5HSRUW�

SS� ��� HW VHT�

�� &I� IRU WKLV DOVR %UDXQ� 3URGXNWSLUDWHULH� ����� SS� �� HW VHT�� DQG 3URGXNWSLUDWHULH� ������

&RPSXWHU XQG 5HFKW� SS� ��� HW VHT�
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�� &RPSXWHU�6DERWDJH�DQG�&RPSXWHU�([WRUWLRQ

7KH KLJK FRQFHQWUDWLRQ RI GDWD VWRUHG LQ WKH HOHFWURQLF GHYLFHV PHQWLRQHG

DERYH� DORQJ ZLWK WKH GHSHQGHQFH RI PDQ\ FRPSDQLHV DQG DGPLQLVWUDWLYH

DXWKRULWLHV RQ '3� PDNH FRPSXWHU VDERWDJH DQRWKHU SDUWLFXODU GDQJHU IRU

EXVLQHVV DQG DGPLQLVWUDWLRQ� 7KH REMHFWV RI FRPSXWHU VDERWDJH DUH WKH

WDQJLEOH FRPSXWHU IDFLOLWLHV DV ZHOO DV WKH LQWDQJLEOH GDWD FRQWDLQLQJ

FRPSXWHU SURJUDPV DQG RWKHU YDOXDEOH LQIRUPDWLRQ�

)RU WKH PRGL RSHUDQGL� RQH FDQ EH GLIIHUHQWLDWH EHWZHHQ PHWKRGV

FDXVLQJ SK\VLFDO GDPDJH DQG WKRVH FDXVLQJ ORJLFDO GDPDJH� 'XULQJ WKH

����V� WKH PRVW IUHTXHQWO\ SUDFWLVHG PHWKRGV RI FDXVLQJ SK\VLFDO GDPDJH

ZHUH LJQLWLQJ RU ERPELQJ D EXLOGLQJ� 7KHVH WHFKQLTXHV ZHUH W\SLFDOO\ DSSOLHG

E\ �RXWVLGHUV� QRW HPSOR\HG RU RWKHUZLVH UHODWHG ZLWK WKH RZQHUV RI WKH

IDFLOLWLHV GDPDJHG�

)RU �LQVLGHUV� DLPLQJ WR DIIHFW IDFLOLWLHV ZLWKLQ WKH FRPSDQ\ PDLQO\ LQ FDVHV RI ODERXU

DQG RWKHU VRFLDO FRQIOLFWV� WKH IROORZLQJ DGGLWLRQDO WHFKQLTXHV RI SK\VLFDO GHVWUXFWLRQ

ZHUH UHFRPPHQGHG E\ OHIW�ZLQJ (XURSHDQ XQGHUJURXQG PDJD]LQHV� JOXLQJ HPHU\

SDSHU RQWR WKH HOHFWURQLFDOO\ UHDGDEOH SDUWV RI FDUGV LQ RUGHU WR GHVWUR\ EDGJH� RU FDUG

UHDGHUV� LQVHUWLQJ LURQ�FXWWLQJV� SDSHU FOLSV� RU VPDOO SLHFHV RI DOXPLQLXP IRLO LQWR

FRPSXWHU GHYLFHV LQ RUGHU WR FDXVH HOHFWULFDO VKRUWFXWV� SRXULQJ FRIIHH� VDOLQH VROXWLRQ�

DQG FDXVWLF FOHDQLQJ DJHQWV LQWR WKH RSHUDWRU FRQVROH DQG RWKHU HTXLSPHQW� EORZLQJ

VPRNH� KDLU�VSUD\� DQG RWKHU JDVHV LQWR VHQVLEOH GHYLFHV� SXWWLQJ D FRQWDLQHU RI

K\GURFKORULF DFLG LQ IURQW RI WKH DLU�FRQGLWLRQLQJ
V LQGXFWLRQ SLSH RU VXFWLRQ IDQ� FDXVLQJ

H[WUHPH WHPSHUDWXUHV E\ VDERWDJLQJ WKH DLU�FRQGLWLRQLQJ RU E\ KHDWLQJ FRPSXWHU SDUWV

ZLWK D OLW FLJDUHWWH� LQWHUIHULQJ ZLWK WKH HOHFWULF SRZHU VWDWLRQ� VZLWFKLQJ RIILFH� RU

FRPPXQLFDWLRQ OLQHV� DQG FXWWLQJ FDEOHV RU SXWWLQJ PLFH XQGHU D UDLVHG IORRU ZKHUH

WKH\ FRXOG JQDZ WKURXJK WKH LQVXODWLRQ RI HOHFWULFDO SRZHU�FRUGV�

7RGD\� WKH PRVW SRSXODU PHWKRG RI FDXVLQJ ORJLFDO GDPDJH LV WKURXJK WKH

XVH RI FUDVK SURJUDPV ZKLFK FDQ HUDVH ODUJH YROXPHV RI GDWD ZLWKLQ D VKRUW

SHULRG� 7KHVH SURJUDPV FDQ EH VHOI�ZULWWHQ XWLOLWLHV RU �7URMDQ�KRUVH�

URXWLQHV EXLOW LQWR DSSOLFDWLRQ SURJUDPV RU LQWR WKH RSHUDWLQJ V\VWHP� &UDVK

SURJUDPV FDQ DOVR H[SORLW KDUGZDUH DQG VRIWZDUH GHIHFWV ��EXJV���

$Q H[DPSOH RI FRPSXWHU VDERWDJH E\ XVLQJ FRPSXWHU SURJUDPV WR HUDVH GDWD LV WKH

FDVH LQYROYLQJ D VRXWKHUQ *HUPDQ HQJLQHHU� +H HUDVHG WKH FRPPHQWV RI D YDOXDEOH

FRPSXWHU SURJUDP RQ WKH GLVF EHIRUH OHDYLQJ WKH FRPSDQ\ VR WKDW LW FRXOG QRW EH

HDVLO\ PRGLILHG E\ RWKHU SURJUDPPHUV GXH WR ZKLFK WKH FRPSDQ\ DOPRVW ORVW D

FRQWUDFW ZRUWK DERXW '0 � PLOOLRQ� 7KH DFFXVHG SURJUDPPHU GHFODUHG WKDW KH KDG

FRSLHG WKH FRPPHQWV RQWR DQRWKHU GLVF LQ RUGHU WR VDYH VSDFH RQ WKH RULJLQDO RQH� DQG

WKDW WKH VHFRQG GLVF PXVW KDYH EHHQ ORVW DIWHU KLV GLVPLVVDO�

6SHFLDO SUREOHPV DUH FDXVHG E\ WKH ZLGH GLIIXVLRQ RI YLUXV DQG ZRUP

SURJUDPV� &RPSXWHU YLUXVHV DUH SURJUDPV ZKLFK VSUHDG LQ FRPSXWHU

V\VWHPV DQG ± SRVVLEO\ ZLWK D GHOD\ RI WLPH ± RIWHQ FDXVH GDPDJHV� 7KHVH

SURJUDPV DUH GLVWULEXWHG HVSHFLDOO\ WKURXJK VRIWZDUH SLUDF\ DQG WKH XVH RI

QHWZRUNV� $V D FRQVHTXHQFH� FDVHV LQYROYLQJ YLUXVHV FRQVWLWXWH D
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FRQVLGHUDEOH VKDUH RI WRWDO QXPEHUV LQ FRPSXWHU FULPHV�
��

7KH YDULHW\ RI

YLUXVHV LQ FLUFXODWLRQ KDV LQFUHDVHG LQ UHFHQW \HDUV� ,Q VRPH FDVHV� WKH

RULJLQDO VRIWZDUH ZKLFK ZDV LVVXHG E\ WKH SURGXFLQJ FRPSDQ\ ZDV DOUHDG\

LQIHFWHG ZLWK D YLUXV� :KLOH YLUXVHV RQO\ VSUHDG LQ �KRVW SURJUDPV�� ZRUP

SURJUDPV DWWDFN RWKHU FRPSXWHU V\VWHPV LQGHSHQGHQWO\�
��

$Q LOOXVWUDWLYH H[DPSOH IRU WKH SRVVLEOH GDQJHUV LV WKH $PHULFDQ �,QWHUQHW ZRUP��FDVH�

,Q WKLV FDVH D \RXQJ FRPSXWHU VFLHQWLVW FUHDWHG DQ H[WUHPHO\ FRPSOH[ YLUXV ZKLFK

FRQVLVWHG RI VHYHUDO SURJUDPV� 7KH YLUXV ZDV LQMHFWHG LQWR D 'HSDUWPHQW RI 'HIHQFH

UHVHDUFK FRPSXWHU V\VWHP� 'XH WR D GHVLJQ HUURU LW UHSOLFDWHG ZLOGO\ LQ D VLPLODU

PDQQHU DV D ZRUP� XOWLPDWHO\ MDPPLQJ PRUH WKDQ ����� FRPSXWHUV� $OWKRXJK WKH

YLUXV FDXVHG QR DFWXDO GDPDJH WR DQ\ ILOHV� LW FRVW PDQ\ WKRXVDQGV RI HPSOR\HH KRXUV

WR ORFDWH DQG HUDVH WKLV YLUXV�

,Q UHFHQW \HDUV� WKH WHFKQLFDO GHVLJQ RI WKHVH YLUXVHV EHFDPH HYHUPRUH

VRSKLVWLFDWHG� WKXV HQKDQFLQJ WKH VSUHDGLQJ RI YLUXVHV DQG PDNLQJ WKHLU

SUHYHQWLRQ PRUH GLIILFXOW� 7KLV FDQ EH VHHQ HVSHFLDOO\ LQ WKH ILHOGV RI VR�

FDOOHG ERRW VHFWRU DQG PDFUR YLUXVHV�

%RRW VHFWRU YLUXVHV EHJDQ SODJXLQJ XVHUV
 SHUVRQDO FRPSXWHUV GXULQJ WKH HDUO\ ����V�

7KLV W\SH RI YLUXV LV DEOH WR GHVWUR\ ± RQFH FRSLHG WR D VWRUDJH PHGLXP OLNH IORSS\ RU

KDUG GLVN ± WKH ILOH DOORFDWLRQ LQIRUPDWLRQ� &RQWUDU\ WR YLUXVHV WKDW EHFRPH DFWLYDWHG

WKURXJK ORDGLQJ DQ H[HFXWDEOH ILOH� ERRW VHFWRU YLUXVHV DOUHDG\ VSUHDG E\ LQVHUWLRQ RI D

IORSS\ GLVN WR D GULYH DQG WKH IROORZLQJ H[FKDQJH RI IORSS\ GLVNV�

0DFUR YLUXVHV ZKLFK KDYH HPHUJHG VLQFH ���� DUH EDVHG RQ WKH IDFW WKDW VWDQGDUG

DSSOLFDWLRQV OLNH ZRUG SURFHVVRUV DQG VSUHDGVKHHWV KDYH EHFRPH PRUH DQG PRUH

VRSKLVWLFDWHG� *LYLQJ WKH XVHU WKH DELOLW\ WR DGG SURJUDPPLQJ FRGHV GLUHFWO\ LQWR

GRFXPHQW ILOHV WR DXWRPDWH GLIIHUHQW WDVNV� WKLV IHDWXUH RI PDFUR SURJUDPPLQJ LV

LQFUHDVLQJO\ EHLQJ DEXVHG WR GHYHORS QHZ W\SHV RI YLUXVHV� 8S WR WKLV SRLQW� RQO\

H[HFXWDEOH ELQDU\ ILOHV ZHUH EHOLHYHG WR EH SURSHU FDUULHUV RI PDOLFLRXV YLUXV GDWD�

+RZHYHU� E\ DGGLQJ WKH IHDWXUH RI PDFUR GHYHORSPHQW� IRUPHUO\ KDUPOHVV ILOHV FDQ

QRZ GHOHWH ILOH FRQWHQWV RU DFWLYDWH KLGGHQ SURFHVVHV VLPSO\ E\ EHLQJ RSHQHG� 7KXV

WKH PDFUR YLUXVHV XVH WKH DSSOLFDWLRQ
V EXLOW�LQ SURJUDP IXQFWLRQDOLW\ WR UHSOLFDWH WR

RWKHU ILOHV VWRUHG RQ WKH FRPSXWHU� 0DFUR YLUXVHV JRW ZLGHVSUHDG WKURXJK WKH

H[FKDQJH RI GRFXPHQW ILOHV RQ IORSS\ GLVNV DQG WKH VHQGLQJ RI H�PDLO DWWDFKPHQWV�

$ QHZ SKHQRPHQRQ LV WKH DEXVH RI IDXOW\ KDUGZDUH RU VRIWZDUH

LPSOHPHQWDWLRQ �VR�FDOOHG �EXJV�� WR FUDVK FRPSXWHU SURJUDPV RU FRPSXWHU

V\VWHPV�

,Q ����� WKLV ZDV HVSHFLDOO\ LOOXVWUDWHG ZKHQ FRPSXWHUV ZKLFK UXQ RQ VSHFLILF YHUVLRQ

RI WKH ,QWHO 3HQWLXP FKLS ZHUH FDXVHG WR FUDVK ZKLOH H[HFXWLQJ SURJUDPV FRQWDLQLQJ

�� ,Q WKH 1HWKHUODQGV� VWDWLVWLFV IRU FRPSXWHU YLUXVHV UHYHDO WKDW WKHVH FDVHV RI VDERWDJH DPRXQW WR

DOPRVW ��� RI WKH WRWDO QXPEHU RI FRPSXWHU FULPHV� &I� .DVSHUVHQ� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ

7HFKQRORJ\ &ULPH� ����� S� ��� �ZLWK H[SODQDWLRQV DERXW WKH JURXSV RI FULPHV RQ S� �����

�� &RPSXWHU ZRUPV FDQ WKHUHIRUH EH GHILQHG DV FRPSXWHU YLUXVHV ZKLFK VSUHDG QRW RQO\ LQ D

FRPSXWHU V\VWHP EXW LQ FRPSXWHU QHWZRUNV DQG ZKLFK LQIHFW D PXOWLWXGH RI FRPSXWHUV�
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VSHFLDO PDFKLQH FRGH FRPPDQGV�
��

$ VLPLODU SKHQRPHQRQ LV WKH �SLQJ RI GHDWK�� ZKLFK

KDSSHQV ZKHQ D VLPSOH DQG FXVWRPLVHG SURJUDP EDVHG RQ WKH FRPPRQ SLQJ
��

XWLOLW\

VHQGV VSHFLILF GDWD WR :LQGRZV �� V\VWHPV DQG FDXVHV WKHP WR KDOW GXH WR D

FRQFHSWLRQDO HUURU LQ :LQGRZ
V 7&3�,3 VRIWZDUH LPSOHPHQWDWLRQ�

1RUPDOO\� WKHVH NLQGV RI DWWDFNV GR QRW HQWDLO SHUPDQHQW GDPDJHV WR WKH V\VWHP

ZKLFK ZLOO ZRUN DJDLQ DIWHU D V\VWHP UHVHW� 8QVDYHG GDWD� KRZHYHU� LV XVXDOO\ ORVW

ZLWKRXW WKH FKDQFH RI UHFRYHU\� 7KH PDQXIDFWXUHUV RI WKH DIIHFWHG GHYLFHV RU VRIWZDUH

XVXDOO\ GHYHORS VR�FDOOHG �EXJ IL[HV� RU �ZRUNDURXQGV� WR SUHYHQW VXFK IRUFHG FUDVKHV�

1HYHUWKHOHVV� WKH UDSLG GHYHORSPHQW RI WHFKQRORJLHV HVSHFLDOO\ OHDGV WR D VLWXDWLRQ

ZKHUH SRWHQWLDO RIIHQGHUV ZLOO DOZD\V EH DW OHDVW RQH VWHS DKHDG�

7KH DERYH�PHQWLRQHG FRQYHUJHQFH RI FRPSXWHU DQG WHOHFRPPXQLFDWLRQ

V\VWHPV OHDGV WR WKH VLWXDWLRQ ZKHUH SK\VLFDO DFWV RI VDERWDJH DUH

LQFUHDVLQJO\ EHLQJ GLUHFWHG DJDLQVW WHOHSKRQH DQG RWKHU GDWD OLQHV� WRR� ,Q

WKH ILHOG RI FRPSXWHU VDERWDJH� WKH VDPH GHYHORSPHQW DV LQ WKH VSKHUH RI

WKH DERYH PHQWLRQHG FDVHV RI KDFNLQJ DQG HVSLRQDJH LV RFFXUULQJ�

$Q H[DPSOH IRU VDERWDJH LQ WKH ILHOG RI GDWD OLQHV ZDV DQ DWWDFN RQ WKH QHWZRUN RI

'HXWVFKH 7HOHNRP LQ )HEUXDU\ ����� 7KH RIIHQGHUV FXW VHYHQ XQGHUJURXQG RSWLF ILEUH

FDEOHV DQG WKXV LQWHUUXSWHG DSSUR[LPDWHO\ ����� WHOHSKRQH DQG GDWD OLQHV DURXQG

)UDQNIXUW�0DLQ DLUSRUW� ,Q D OHWWHU D JURXS FDOOHG �.HLQH 9HUELQGXQJ H�9�� FODLPHG

UHVSRQVLELOLW\ DQG GHFODUHG WKDW WKH\ KDG WULHG WR GLVWXUE WKH GHSRUWDWLRQ RI SHUVRQV

VHHNLQJ SROLWLFDO DV\OXP�
��

&DVHV RI FRPSXWHU VDERWDJH FRQVWLWXWH D VHULRXV SUREOHP HVSHFLDOO\ GXH WR

WKH IDFW WKDW WKH HFRQRP\� WKH DGPLQLVWUDWLRQ DQG IUHTXHQWO\ DOVR WKH

LQGLYLGXDO FLWL]HQ GHSHQG WR D KLJK GHJUHH RQ WKH IXQFWLRQLQJ RI PRGHUQ

FRPSXWHU DQG FRPPXQLFDWLRQ V\VWHPV�
��

7KLV GHSHQGHQF\ RI WKH LQIRUPDWLRQ

VRFLHW\ RQ FRPSXWHU V\VWHPV DOVR PDNHV FRPSXWHU H[WRUWLRQ D GDQJHURXV

�� $ QHZO\ IRXQG EXJ LQ ,QWHO 3HQWLXP SURFHVVRUV LV QRZ EHLQJ GLVFXVVHG RQ WKH ,QWHUQHW� 7KH

�3HQWLXP )�� EXJ FDQ FUDVK 3HQWLXP 00; DQG �FODVVLF� 3HQWLXP �QRQ±00;� FRPSXWHUV� FI�

�KWWS���ZZZ�GJO�FRP�GJOLQIR������GJ�������KWPO!� �KWWS���VXSSRUW�LQWHO�FRP�VXSSRUW�

SURFHVVRUV�SHQWLXP�SSLLH�! �ERWK DFFHVVHG RQ RQ �� -DQXDU\ ������

�� 7KH SURJUDP �SLQJ� LV XVHG WR GHWHUPLQH ZKHWKHU DQ ,QWHUQHW KRVW LV UHDFKDEOH DW D FHUWDLQ

PRPHQW DQG IRU KRZ ORQJ WKH GDWD WUDYHOV RYHU WKH ,QWHUQHW� 6HH IRU IXUWKHU GHWDLOV

�KWWS���ZZZ�VRSKLVW�GHPRQ�FR�XN�SLQJ�! �DFFHVVHG RQ �� -DQXDU\ ������

�� &I� IRU WKLV �)UDQNIXUWHU $OOJHPHLQH =HLWXQJ� 1R� �� RI � )HEUXDU\ ����� S� � DQG 1R� �� RI

� )HEUXDU\ ����� S� ��

�� 7KLV GHSHQGHQF\ DOVR OHDGV WR WKH KLJK WRWDO GDPDJHV ZKLFK LQ GLIIHUHQW VWDWLVWLFV DUH GHVFULEHG DV

D FRQVHTXHQFH RI FRPSXWHU EUHDNGRZQV� 7KXV WKH WRWDO GDPDJH ZKLFK RFFXUUHG LQ $XVWULD IRU

SULYDWH HQWHUSULVHV GXH WR FRPSXWHU EUHDNGRZQV LQ ���� DPRXQWV WR VFKLOOLQJ ����� PLOOLRQ� FI�

6FKLFN�6FKP|O]HU� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� ����� S� ��� ,Q )UDQFH WKH

FRUUHVSRQGLQJ WRWDO GDPDJH DGGV XS WR )) ������ PLOOLRQ LQ ����� RI ZKLFK ����� PLOOLRQV DUH

FDXVHG E\ ZLOIXO GDPDJH DFWLRQV� ����� PLOOLRQV DUH FDXVHG E\ DFFLGHQWV DQG ����� PLOOLRQV DUH

FDXVHG E\ IDOVH RSHUDWLRQV DQG SURJUDPPLQJV� FI� )UDQFLOORQ� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ

7HFKQRORJ\ &ULPH� ����� S� ����
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IRUP RI DWWDFN� ,Q WKHVH FDVHV� WKH YLFWLP LV WKUHDWHQHG H�J� ZLWK WKH

GHVWUXFWLRQ RI KLV FRPSXWHU V\VWHPV RU ZLWK WKH GLVVHPLQDWLRQ RI VHFUHW

LQIRUPDWLRQ�

$Q H[DPSOH IRU VXFK D FRPSXWHU H[WRUWLRQ LV WKH FDVH RI DQ $PHULFDQ VFLHQWLVW ZKR

GLVWULEXWHG PRUH WKDQ ������ IORSS\ GLVNV ZKLFK VXSSRVHGO\ FRQWDLQHG LQIRUPDWLRQ

DERXW WKH $,'6�YLUXV� EXW LQVWHDG HQFRGHG WKH XVHU
V KDUG GLVN ZKHQ RSHQLQJ WKH

VWRUHG ILOHV� %\ D FRUUHVSRQGLQJ DQQRXQFHPHQW RQ WKH VFUHHQ� WKH XVHUV ZHUH DVNHG WR

WUDQVIHU DQ DPRXQW RI DW OHDVW 86� ��� WR D EDQN DFFRXQW LQ 3DQDPD LQ RUGHU WR REWDLQ

WKH FRGH IRU GHFRGLQJ WKH KDUG GLVN�
��

5HJDUGLQJ WKH WKUHDW WR GLVVHPLQDWH FRQILGHQWLDO GDWD WKH *HUPDQ FDVHV PHQWLRQHG�

DERYH FDQ EH UHIHUUHG WR� ,Q WKH SDUWLFXODU FDVHV EDQNV ZHUH EODFNPDLOHG E\ WKH WKUHDW

WR SXEOLVK FXVWRPHU GDWD �LQFOXGLQJ GDWD RI FXVWRPHUV ZKR KDG SUHVXPDEO\ FRPPLWWHG

WD[ IUDXG RIIHQFHV��

�� &RPSXWHU�)UDXG

'XULQJ WKH HUD RI ODUJH PDLQIUDPH FRPSXWHUV� IUDXG FRPPLWWHG E\ FRPSXWHU

PDQLSXODWLRQV FRQVWLWXWHG D XQLIRUP JURXS RI FULPHV� 'XH WR WKH

GLYHUVLILFDWLRQ RI FRPSXWHU V\VWHPV LQ WKH ����V� QRZDGD\V WKH WHUP

FRPSXWHU IUDXG GHVFULEHV D VSHFWUXP RI YDULRXV FDVHV ZLWKLQ WKH ILHOG RI

HFRQRPLF FULPHV�
��

$PRQJ WKH �FODVVLF� ODUJH�VFDOH FRPSXWHU IUDXG FDVHV� LQYRLFH

PDQLSXODWLRQV FRQFHUQLQJ WKH SD\PHQW RI ELOOV DQG VDODULHV RI LQGXVWULDO

FRPSDQLHV DV ZHOO DV WKH PDQLSXODWLRQV RI DFFRXQW EDODQFHV DQG EDODQFH

VKHHWV DW EDQNV ZHUH DQG VWLOO DUH WKH SUHGRPLQDQW RIIHQFHV� ,Q DGGLWLRQ WR

WKLV� DQ H[WHQVLRQ RI PDQLSXODWLRQV WR LQFUHDVH WKH LQYHQWRU\ FRXOG EH

SHUFHLYHG GXH WR WKH UHFHVVLRQ RI WKH UHFHQW \HDUV�

,Q *HUPDQ\� D FRPSOH[ LQYRLFH PDQLSXODWLRQ ZDV FRPPLWWHG DV HDUO\ DV ���� E\ D

SURJUDPPHU ZKR FDUULHG RXW VDODU\ PDQLSXODWLRQV ZRUWK RYHU '0 ������� WKURXJK

FKDQJHV RI WKH VDODU\ GDWD DV ZHOO DV WKH ERRN�NHHSLQJ DQG EDODQFH VKHHW SURJUDPV RI

KLV FRPSDQ\� 8VLQJ D SURJUDP ZULWWHQ HVSHFLDOO\ IRU WKLV SXUSRVH� KH HQWHUHG WKH

LQIRUPDWLRQ RQ WKH VDODULHV RI ILFWLWLRXV SHRSOH LQWR WKH GDWD PHPRULHV FRQWDLQLQJ

FRPSDQ\ VDODU\ LQIRUPDWLRQ DQG HQWHUHG KLV RZQ DFFRXQW DV WKH DFFRXQW WR ZKLFK WKH

ILFWLWLRXV VDODULHV VKRXOG EH WUDQVIHUUHG� 7KHVH VDODU\ PDQLSXODWLRQV ZRXOG KDYH EHHQ

GLVFRYHUHG E\ WKH FRPSDQ\ EHFDXVH QRUPDOO\� WKH FRPSXWHU SUHSDUHG ZDJH�VOLSV�

FKHFNOLVWV� DFFRXQW VXPPDULHV� DQG EDODQFHV VKHHWV ZKLFK ZHUH FDUHIXOO\ FKHFNHG� ,Q

RUGHU WR SUHYHQW GLVFRYHU\ E\ WKHVH FRQWURO SULQWRXWV� WKH RIIHQGHU ILUVW PDGH

DGMXVWPHQWV LQ WKH VDODU\ SD\PHQWV SURJUDP WR HQVXUH WKDW QR SD\�VOLSV ZHUH SULQWHG

IRU SD\PHQWV WR WKH ILFWLWLRXV HPSOR\HHV VR WKDW WKH SD\PHQW GLG QRW DSSHDU LQ WKH

FKHFNOLVWV SURGXFHG E\ WKH FRPSXWHU� %\ IXUWKHU PDQLSXODWLRQ RI WKH SURJUDP ZKLFK

SURGXFHG WKH FRPSDQ\
V DFFRXQWLQJ VXPPDULHV DQG EDODQFH VKHHWV� WKH SHUSHWUDWRU

�� &I� IRU WKLV FDVH .DVSHUVHQ� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� ����� SS� ��� HW VHT�

�� )RU FRPSXWHU PDQLSXODWLRQV RXWVLGH HFRQRPLF FULPH FI� LQIUD FKDSWHU ,,�'�
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ILQDOO\ VXFFHHGHG LQ KDYLQJ WKH HPEH]]OHG DPRXQWV GHGXFWHG IURP WKH LQFRPH WD[ WR

EH SDLG WR WKH WD[ RIILFH� 7KXV� WKH VXPV GLG QRW DSSHDU DV GHILFLHQW DPRXQWV LQ WKH

FRPSDQ\
V DFFRXQWLQJ VXPPDULHV DQG EDODQFH VKHHW�

$PRQJ EDODQFH VKHHW PDQLSXODWLRQV� HVSHFLDOO\ WKH FDVH RI WKH *HUPDQ +HUVWDWW %DQN

RI ���� PXVW EH PHQWLRQHG� LQ ZKLFK EDODQFHV WRWDOOLQJ RYHU '0 � ELOOLRQ ZHUH

PDQLSXODWHG� 7KH PRGXV RSHUDQGL RI WKH FULPH ZDV EDVHG RQ NH\ERDUG PDQLSXODWLRQ RI

WKH FRPSXWHU UHVSRQVLEOH IRU HQWHULQJ WKH EDQN EXVLQHVV�
��

7KH FRQQHFWLRQV RI FRPSXWHUV WR LQWHUQDWLRQDO WHOHFRPPXQLFDWLRQ QHWZRUNV

VRRQ RSHQHG SRVVLELOLWLHV WR FRPPLW WKHVH FRPSXWHU PDQLSXODWLRQV IURP

RXWVLGH WKH YLFWLPLVHG FRPSDQLHV� )LUVW FDVHV RI RQOLQH PDQLSXODWLRQV

EHFDPH NQRZQ LQ WKH 86$ GXULQJ WKH ����V� 7RGD\ PRVW ELJ FRPSDQLHV DUH

FRQQHFWHG WR WKH ,QWHUQHW DQG RWKHU FRPSXWHU QHWZRUNV� $V D FRQVHTXHQFH

WKH ,QWHUQHW LV LQFUHDVLQJO\ XVHG WR FRPPLW RQOLQH PDQLSXODWLRQV�

)UHTXHQWO\� WKH SHUSHWUDWRUV WDNH DGYDQWDJH RI LQVXIILFLHQW VHFXULW\

PHDVXUHV LQ FRPSXWHU V\VWHPV� ODFNLQJ RU QRQ�DGHTXDWH XVH RI ILUHZDOO

V\VWHPV RU WKH LQH[SHULHQFH RI V\VWHP DGPLQLVWUDWRUV RI FRUSRUDWH

QHWZRUNV� 0RUHRYHU� WKH ODFN RI WHFKQLFDO H[SHULHQFH LV ZLGHVSUHDG DPRQJ

WKH JURZLQJ QXPEHU RI LQGLYLGXDO XVHUV ZKLFK KDYH RQO\ UHFHQWO\ EHJXQ WR

XVH RQOLQH FRPPXQLFDWLRQ�

1XPHURXV PLVXVHV RI $70�FDUGV DQG VLPLODU PHDQV RI SD\PHQW KDYH

EHHQ DGGHG WR WKH WRWDO RI PDQLSXODWLRQV VLQFH WKH HQG RI WKH ����V� (YHQ

WKRXJK WKHVH PLVXVHV RIWHQ RQO\ OHDG WR PLQRU VXPV RI GDPDJH� VWDWLVWLFV

LQGLFDWH WKDW WKH PLVXVH RI FDUGV VXUSDVV WKH QXPEHU RI FODVVLF

PDQLSXODWLRQV E\ IDU DQG PHDQZKLOH FRQVWLWXWH WKH PRVW IUHTXHQW FRPSXWHU

FULPH FDVHV�
��

7KH SURWHFWLRQ RI WKH UHVSHFWLYH FDUGV ± DERYH DOO E\ FKLS

WHFKQRORJ\ ± KDV JDLQHG PRUH LPSRUWDQFH LQ SDUWLFXODU EHFDXVH RI WKH

LQWURGXFWLRQ RI SRLQW�RI�VDOHV�V\VWHPV� 6XLWDEOH PHWKRGV RI SURWHFWLRQ DUH

LPSRUWDQW� UHJDUGLQJ WKH IDFW WKDW PHDQZKLOH� WKH UHOHYDQW �FODVVLF FUHGLW

FDUG FULPH� LV FRPPLWWHG PRVWO\ E\ RUJDQLVHG JURXSV RI FULPLQDOV�

7RGD\ WKH IRUPV RI FRPPLWWLQJ PLVXVHV RI $70�FDUGV UDQJH IURP WKH VLPSOH XVH RI

VWROHQ FDUGV DQG WKH PDQLSXODWLRQ RI WKHVH ZLWK WKH KHOS RI FRPSXWHUV WR WKH

LQGHSHQGHQW PDQXIDFWXULQJ RI FDUG FRSLHV� $SDUW IURP $70�FDUGV� RWKHU PDJQHWLF

FDUGV DUH PDQLSXODWHG� H�J�� SKRQH FDUGV RU FDUGV IRU KRUVH EHWWLQJ�
��

�� &I� IRU WKH ODVW WZR FDVHV 6LHEHU� &RPSXWHUNULPLQDOLWlW XQG 6WUDIUHFKW� �QG HG� ����� SS� ��

HW VHT�� �� HW VHT�

�� )RU GHWDLOHG VWDWLVWLFV VHH VXSUD ,�$���D�

�� &I� <DPDJXFKL� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� ����� S� ����
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7KH RIIHQGHUV RIWHQ REWDLQ WKH QHFHVVDU\ 3,1�FRGH IRU WKH XVH RI WKH FDUGV E\ D SKRQH

FDOO WULFN� E\ SUHSDULQJ �DQG PDQLSXODWLQJ� WKH NH\ERDUG� E\ XVLQJ D IDOVH NH\ERDUG RU

± DV LQ D -DSDQHVH FDVH ± E\ EXJJLQJ GDWD WHOHFRPPXQLFDWLRQ OLQHV�
��

$ +XQJDULDQ FDVH ZDV SDUWLFXODUO\ UHPDUNDEOH GXH WR WKH KLJK VXP RI GDPDJH� :LWKLQ

RQH PRQWK� WKH UHVSHFWLYH PD[LPXP DPRXQW RI DSSUR[LPDWHO\ 86� ��� ZDV

ZLWKGUDZQ ZLWK WKH KHOS RI WKH FRS\ RI D VLQJOH FDUG LQ ����� FDVHV�
��

7KH PLVXVH RI WKH WHOHSKRQH QHWZRUN� D ILHOG LQ ZKLFK FRQVLGHUDEOH

TXDOLWDWLYH FKDQJHV KDYH HPHUJHG LQ UHFHQW \HDUV� KDV DOVR HYROYHG LQWR D

�PDVV FULPH�� ,Q WKH ����V� RIIHQGHUV ZDQWHG WR DYRLG H[SHQGLWXUHV IRU

WKHLU RZQ SKRQH FDOOV RQO\� 6LQFH WKH HQG RI WKH ����V� WKH WHFKQLTXHV

RULJLQDOO\ GHYHORSHG E\ \RXQJ KDFNHUV ZHUH DOVR XVHG E\ �FRPSDQLHV� ZKLFK

± LQ RIWHQ FKDQJLQJ DSDUWPHQWV RU ZLWK WKH KHOS RI PRELOH WHOHSKRQHV ±

RIIHUHG FRQYHUVDWLRQV HVSHFLDOO\ IRU LQWHUFRQWLQHQWDO WHOHFRPPXQLFDWLRQ� ,Q

WKH ����V� HYHQ ILQDQFLDO PDQLSXODWLRQV UHVXOWLQJ LQ WKH WUDQVIHU RI PRQH\

ZHUH PDGH SRVVLEOH E\ WHOHSKRQH FRPSDQLHV ZKHQ WKH LQVXIILFLHQWO\

SURWHFWHG WHOHSKRQH QHWZRUN �ZKLFK KDG QRW EHHQ GHYHORSHG IRU WKLV

SXUSRVH� ZDV XVHG LQ D FDUHOHVV ZD\ IRU WKH DFFRXQWLQJ RI VHUYLFHV�

%OXH ER[LQJ ZDV DOUHDG\ GHYHORSHG LQ WKH ����V DQG LV EDVHG RQ WKH IDFW WKDW LQ WKH

WUDGLWLRQDO DQDORJRXV WHOHSKRQH QHWZRUN� FRQWURO WRQHV IRU HVWDEOLVKLQJ D OLQN DUH

WUDQVPLWWHG WKURXJK WKH VDPH OLQH DV WKH LQIRUPDWLRQ DQG FDQ WKHUHIRUH EH

PDQLSXODWHG ZLWK WKH KHOS RI WKH VR�FDOOHG �EOXH ER[�� %\ XVLQJ D WHOHSKRQH QXPEHU

IUHH RI FKDUJH �LQ *HUPDQ\ D �����QXPEHU�� H�J�� DQ RSHUDWRU RI DQ $PHULFDQ

WHOHSKRQH FRPSDQ\ LV FDOOHG� 7KHQ WKH FRQYHUVDWLRQ LV HQGHG ZLWK WKH KHOS RI D �EUHDN

WRQH� DQG WKH IUHH OLQH LV KHOG ZLWK WKH KHOS RI D �VHL]H WRQH�� $IWHU WKH LQSXW RI FHUWDLQ

FRQWURO LPSXOVHV� LW LV SRVVLEOH WR GLDO WKH GHVLUHG QXPEHU LQ WKH 86$ IUHH RI FKDUJH�

+RZHYHU� GXH WR VR�FDOOHG IUHTXHQF\ EORFNHUV� WKH EOXH ER[LQJ WHFKQLTXH QRZ RQO\

ZRUNV LQ D OLPLWHG ZD\� L�H� LQ WHOHFRPPXQLFDWLRQV EHWZHHQ FHUWDLQ FRXQWULHV RQO\�

7KHUHIRUH \RXQJ WHOHSKRQH KDFNHUV WRGD\ SUHGRPLQDQWO\ XVH PDQLSXODWLRQ WHFKQLTXHV

ZKLFK DOORZ SKRQH FDOOV DW WKH H[SHQVH RI RWKHU QHWZRUN SDUWLFLSDQWV� 7KLV LV PDGH

SRVVLEOH E\ EUHDNLQJ LQWR LQDGHTXDWHO\ SURWHFWHG YRLFH�PDLO�V\VWHPV� ZKHUH WKH GLUHFW�

GLDOOLQJ IXQFWLRQV DUH H[SORLWHG� $QRWKHU IRUP RI ZLGHVSUHDG PDQLSXODWLRQ LV WKH WUDGH

ZLWK IRUHLJQ FDOOLQJ FDUG QXPEHUV� ZKLFK� H�J�� DUH EHLQJ VROG E\ LQVLGHUV RI WKH

WHOHSKRQH FRPSDQLHV� ZKR REWDLQHG WKHP ZLWK WKH KHOS RI WULFN SKRQH FDOOV IURP WKH

FDUG KROGHUV� 7KHVH FDOOLQJ FDUG QXPEHUV DUH �KDFNHG� E\ LQWUXGLQJ D FRPSXWHU RU E\

HDYHVGURSSLQJ RQ SKRQH FDOOV� 6RPH RI WKH SKRQH FDOOV DUH FDUULHG RXW DW WKH H[SHQVH

RI RWKHU XVHUV ZLWK WKH KHOS RI PRGLILHG ZDONLH�WDONLHV RU KRPH�PDGH GHYLFHV�

$SDUW IURP WKDW� SKRQHFDUGV IRU SXEOLF SKRQH�ER[HV DUH IDNHG RU PDQLSXODWHG� 7KHVH

PDQLSXODWLRQV FDQ HDVLO\ DIIHFW FRXQWULHV ZKHUH RQO\ PDJQHWLF VWULS V\VWHPV DUH XVHG�

,Q RWKHU FRXQWULHV DV LQ� H�J�� *HUPDQ\� WKH WHOHSKRQH FRPSDQLHV XVH SKRQHFDUGV ZLWK

LQWHJUDWHG FKLSV ZKLFK DUH HVSHFLDOO\ VHFXUHG DJDLQVW �UHFKDUJLQJ� E\ KDUGZDUH

�� &I� IRU WKH -DSDQHVH FDVH <DPDJXFKL� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� �����

S� ����

�� &I� IRU WKLV FDVH .HUWpV]�3XVWD]DL� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� ����� SS� ���

HW VHT�
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SURWHFWLRQV� +RZHYHU� *HUPDQ \RXWKV VXFFHHGHG WR FRS\ WKHVH SKRQHFDUGV� 7KH\

GHFRGHG WKH VLJQDOV RI WKH FDUGV E\ XVLQJ DGDSWHU FDEOHV DQG VPDOO FRPSXWHUV ZKLFK

WKHQ VLPXODWHG WKH VLJQDOV ZLWK WKHLU RZQ �LQWHOOLJHQW� FDUGV� 7KH ILUVW VXFFHVVIXO

�FRS\LQJ� RI D SKRQHFDUG ZLWK D LQWHJUDWHG UHFKDUJHDEOH FKLS ZDV FRPSOHWHG LQ

*HUPDQ\ LQ �����

5HJDUGLQJ WKH EDFNJURXQG RI WKHVH IRUPV RI PLVXVH RQH FRXOG IRUHVHH WKDW WKH XVH RI

WKH WHOHSKRQH QHWZRUN IRU WKH DFFRXQWLQJ RI VHUYLFHV KDG WR OHDG WR D QHZ ZDYH RI

PDQLSXODWLRQV LQ WKH ����V� ,Q *HUPDQ\� HVSHFLDOO\ WKH �VH[ WHOHSKRQHV� DQG �SDUW\

OLQHV� ZHUH XVHG IRU WKLV SXUSRVH� ZKLFK FDQ EH FDOOHG XQGHU WKH DUHD FRGH RI �����

2XW RI WKH '0 ���� SHU PLQXWH WR EH SDLG WR 'HXWVFKH 7HOHNRP� ��� UHPDLQHG ZLWK

'HXWVFKH 7HOHNRP ZKHUHDV ��� ZHQW WR WKH SURYLGHUV RI WKHVH VHUYLFHV �ZKHUH WKH\

ZHUH GLYLGHG EHWZHHQ WKH SURYLGHU RI WKH VHUYLFH DQG WKH SURYLGHU RI WKH FRQWHQW�� IRU

IRUHLJQ QXPEHUV� WKH UHYHQXH SHU PLQXWH DPRXQWHG WR RYHU '0 �� 7KH SHUSHWUDWRUV

VHW XS ± SDUWO\ ZLWK WKH KHOS RI VSHFLDOLVHG DJHQFLHV ± FRUUHVSRQGLQJ VHUYLFH QXPEHUV

ZKLFK ZHUH WKHQ FDOOHG DW WKH H[SHQVH RI 'HXWVFKH 7HOHNRP ± DQG RI VRPH FOLHQWV E\

\RXQJ WHOHSKRQH KDFNHUV ZKR VKDUHG WKH SURILWV� ,Q GRLQJ WKLV� WKH\ XVHG WKH ZKROH

UDQJH RI SRVVLELOLWLHV RI PLVXVH GHVFULEHG DERYH� 0RUHRYHU� 'HXWVFKH 7HOHNRP JRW

KDUPHG HYHQ ZRUVH ZKHQ ZKROH SULYDWH RIILFHV ZHUH UHQWHG IRU WKH H[FOXVLYH SXUSRVH

RI FDOOLQJ FKDUJHDEOH VHUYLFH QXPEHUV GXULQJ D WZR�PRQWK SHULRG ZLWK WKH KHOS RI

QXPHURXV �LQ D SDUWLFXODU FDVH XS WR ���� WHOHSKRQH FRQQHFWLRQV DQG E\ XVLQJ

WHOHSKRQH FRPSXWHUV EHIRUH 'HXWVFKH 7HOHNRP FODLPHG WKH RXWVWDQGLQJ LQYRLFHV�

(PSOR\HHV RI 'HXWVFKH 7HOHNRP DOVR PLVXVHG WHOHSKRQH FRQQHFWLRQV QRW \HW JLYHQ RXW

WR FOLHQWV E\ VZLWFKLQJ RII WKH PHWHU� )XUWKHUPRUH� FOLHQWV RI 'HXWVFKH 7HOHNRP ZHUH

DOVR FKDUJHG ZKHQ VR�FDOOHG �GLDOOHUV� �L�H� HOHFWURQLF GLDOOLQJ PDFKLQHV� DERXW WKH VL]H

RI D FLJDUHWWH ER[ DQG GLVWULEXWHG DW '0 ���� ZHUH DUELWUDULO\ FRQQHFWHG WR VRPH

VZLWFKHV� ORFDO WHOHSKRQH H[FKDQJHV RU ZLUHV� ZKLFK FDOOHG XS SUH�SURJUDPPHG

QXPEHUV HVSHFLDOO\ DW QLJKW DW WKH H[SHQVH RI WKH GLDOOHG WHOHSKRQH FRQQHFWLRQ�

7KH ILUVW ODUJHU LQTXLULHV DERXW WHOHSKRQH PLVXVHV ZHUH FDUULHG RXW LQ *HUPDQ\ LQ ����

ZKHQ WKH DSDUWPHQWV RI �� VXVSHFWV ZHUH VHDUFKHG LQ QLQH *HUPDQ UHJLRQV DW WKH

VDPH WLPH� ZKLFK OHDG WR WKH DUUHVW RI IRXU SHUVRQV� 7ZR HPSOR\HHV RI 'HXWVFKH

7HOHNRP ZHUH DUUHVWHG ZKR ZHUH VXVSHFWHG RI KDYLQJ FROODERUDWHG ZLWK IRUHLJQ

RUJDQLVHG FULPH JURXSV� ,W LV HVWLPDWHG WKDW PRUH WKDQ ��� RI WKH WXUQRYHUV RII DOO

VH[�SKRQHV UHVXOW IURP VXFK PDQLSXODWLRQV� $FFRUGLQJ WR WKHLU RZQ ZRUGV� VRPH

\RXWKV REWDLQHG PRQWKO\ FRPPLVVLRQV RI PRUH WKDQ '0 �������� 7KH WRWDO GDPDJH IRU

'HXWVFKH 7HOHNRP DQG WKHLU DIIHFWHG FOLHQWV LV HVWLPDWHG DW PRUH WKDQ '0 ��� PLOOLRQ

IRU WKH \HDU �����
��

$QRWKHU WHFKQLTXH IRU LOOHJDO SURILWV WKURXJK WHOHSKRQH VH[�OLQHV ZDV GLVFRYHUHG LQ

&DQDGD DQG WKH 86$� 2YHU ������ XVHUV FRXOG EH FRQYLQFHG WR GRZQORDG D SLFWXUH

YLHZHU RI VHYHUDO VH[ VLWHV IRU IUHH� 7KH VRIWZDUH HQDEOHG WKH XVHU WR YLHZ

SRUQRJUDSKLF SLFWXUHV RYHU WKH ,QWHUQHW ZKLOH VHHPLQJO\ QRW EHLQJ FKDUJHG IRU WKH

VHUYLFH� +RZHYHU� DV VRRQ DV WKH XVHU KDG VWDUWHG WKH SURJUDP� LW VLOHQWO\ GLVFRQQHFWHG

WKH XVHUV IURP WKHLU ORFDO ,QWHUQHW VHUYLFH SURYLGHU� DQG UHFRQQHFWHG WKHP WR WKH

ZHEVLWH UHURXWLQJ WKH SKRQH FDOO WR D WHOHSKRQH VH[ VHUYLFH LQ 0ROGRYD� ILUVW� $V D

�� &I� �'LH :HOW� RI �� 0DUFK ����� S� ���� DV ZHOO DV �)UDQNIXUWHU $OOJHPHLQH =HLWXQJ� 1R� ��� RI

�� 'HFHPEHU ����� S� �� DQG 1R� � RI � -DQXDU\ ����� S� �� �)RFXV� 1R� �� RI

�� 'HFHPEHU ����� SS� ��� HW VHT� 7KH *HUPDQ 7HOHNRP UHDFWHG WR WKH VKRZQ FDVHV ZLWK

PHDVXUHV RI SXEOLF VHFXULW\ RI ZKLFK WKH HVVHQWLDO SDUWV DUH LQGLYLGXDO LQYRLFLQJ� VSHFLDO ZDUQLQJ

UHSRUWV LQ FDVH RI DQ LQFUHDVH RI WKH WHOHSKRQH FRVWV DQG WKH VHWWLQJ XS RI D FHQWUH IRU QHWZRUN

VHFXULW\ LQ 'DUPVWDGW� FI� �&RPSXWHU =HLWXQJ�� 1R� � RI �� -DQXDU\ ����� S� ��
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UHVXOW FRQVXPHUV ZHUH ELOOHG PRUH WKDQ 86� � SHU PLQXWH E\ WKHLU ORQJ GLVWDQFH

SURYLGHUV� $IWHU VKXWWLQJ GRZQ WKH SLFWXUH YLHZHU RU ZHE EURZVHU� WKH VRIWZDUH NHSW

WKH PRGHP FRQQHFWHG WR 0ROGRYD� UHVXOWLQJ LQ VRPH ORQJ GLVWDQFH WHOHSKRQH FDOOV

WRWDOOLQJ VHYHUDO WKRXVDQG 86 GROODUV�

7RGD\� WKH ZLGHVSUHDG XVH RI WKH ,QWHUQHW KDV QRW RQO\ RSHQHG D GRRU IRU

WKH DERYH�PHQWLRQHG QHZ ZD\V RI FRPSXWHU PDQLSXODWLRQ� EXW LV DOVR

FUHDWLQJ D QHZ ZDYH RI JHQHUDO FRQVXPHU IUDXG� H�J� E\ IDOVH

DGYHUWLVHPHQW� S\UDPLG VFDPV RU LOOHJDO JDPEOLQJ�

,Q ���� D 86 )HGHUDO 'LVWULFW &RXUW VHQWHQFHG WKH SXEOLVKHU RI D GDLO\ ILQDQFLDO

QHZVOHWWHU WR D SULVRQ WHUP IRU FRQVSLUDF\ WR FRPPLW VHFXULWLHV IUDXG� 7KH SXEOLVKHU RI

WKH QHZVOHWWHU KDG V\VWHPDWLFDOO\ SXEOLVKHG IDYRXUDEOH FRYHUDJH RI VWRFN LVVXHV LQ

H[FKDQJH IRU HFRQRPLF EHQHILWV ZLWKRXW GLVFORVLQJ WKLV IDFW LQ KLV LQWHUQDWLRQDO ILQDQFLDO

QHZVSDSHU�
��

&� ,OOHJDO�DQG�+DUPIXO�&RQWHQWV

,Q WKH ODWH ����V� ILUVW FDVHV RFFXUUHG LQ ZKLFK LQIRUPDWLRQ JORULI\LQJ

YLROHQFH RU LQIRUPDWLRQ RI UDFLVW FRQWHQW ZDV GLVWULEXWHG ZLWK WKH KHOS RI

FRPSXWHUV HVSHFLDOO\ E\ SROLWLFDO H[WUHPLVWV�

,Q WKH 86$� WKH .X .OX[ .ODQ� WKH :KLWH $U\DQ 5HVLVWDQFH� VNLQKHDGV� DQG RWKHU QHR�

QD]L RUJDQLVDWLRQV KDG DOUHDG\ UHDOLVHG LQ WKH ����V WKDW LW ZDV PXFK PRUH HIIHFWLYH WR

ZRUN ZLWK PHDQV RI HOHFWURQLF FRPPXQLFDWLRQ WKDQ ZLWK WUDGLWLRQDO �QHZVOHWWHUV��

7KHVH JURXSV XVHG HOHFWURQLF FRPPXQLFDWLRQ V\VWHPV PDLQO\ WR GLVWULEXWH WKH QDPHV

RI -HZLVK �RSSRQHQWV� DQG WR JLYH DGYLFH IRU YLROHQW DFWLRQV�

,Q *HUPDQ\� ULJKW�ZLQJ DQG OHIW�ZLQJ H[WUHPLVW RUJDQLVDWLRQV ILUVW XVHG %XOOHWLQ %RDUG

6\VWHPV �%%6� DQG RWKHU HOHFWURQLF FRPPXQLFDWLRQ V\VWHPV DW WKH EHJLQQLQJ RI WKH

����V� 5LJKW�ZLQJ H[WUHPLVW RUJDQLVDWLRQV HVSHFLDOO\ XVHG WKH VR�FDOOHG �7KXOH�

1HWZRUN�� ZKLFK FRQVLVWV RI DERXW �� %%6V� ,Q WKHVH %%6V� LQIRUPDWLRQ DERXW QHR�

IDVFLVWLF RUJDQLVDWLRQV DQG FRUUHVSRQGLQJ SURSDJDQGD PDWHULDO ZDV VWRUHG� 7KH

HOHFWURQLF PHDQV RI FRPPXQLFDWLRQ ZHUH XVHG IRU WKH FRPPXQLFDWLRQ ZLWKLQ SULYDWH

JURXSV RI XVHUV DV ZHOO DV IRU LQIRUPLQJ WKH SXEOLF� /HIW�ZLQJ UDGLFDO JURXSV

�SDUWLFXODUO\ IURP WKH DQDUFKLVWLF DXWRQRPRXV VFHQH DQG IURP WKH VSKHUH RI WKH VR�

FDOOHG 5HG $UP\ )UDFWLRQ� GLVWULEXWH WKHLU SODQV RI DFWLRQ HVSHFLDOO\ YLD WKH %%6�

QHWZRUN �6SLQQHQQHW] �FREZHE��� ZKLFK LV LQFOXGHG LQ DQ LQWHUQDWLRQDO H[FKDQJH RI

LQIRUPDWLRQ YLD WKH �(XURSHDQ &RXQWHU 1HWZRUN �(&1���
��

�� /$%QHZV 6HSWHPEHU ����� S� � �1R� ���

�� &I� $QWL�'HIDPDWLRQ /HDJXH RI %
QDL %
ULWK� +DWH *URXSV LQ $PHULFD� ����� 0DHJHUOH�0OHW]NR�

7HUURULVP�([WUHPLVP�2UJDQL]HG &ULPH ����� 1R� �� SS� � HW VHT�� )HGHUDO 0LQLVWU\ RI WKH ,QWHULRU

�HG��� 5HSRUW RI WKH 3URWHFWLRQ RI WKH &RQVWLWXWLRQ ����� S� ��� SS� ��� HW VHT�� 0|KUHQVFKODJHU�

LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� ����� S� ���� :HUWKHEDFK� /DJH GHU LQQHUHQ

6LFKHUKHLW DXV 6LFKW GHV 9HUIDVVXQJVVFKXW]HV� ������ 1RUGUKHLQ�:HVWIlOLVFKH 9HUZDOWXQJVEOlWWHU�

SS� ��� HW VHT� �DW S� ����� 5HVSRQVH RI WKH 3DUOLDPHQWDU\ 6WDWH 6HFUHWDU\ /LQWQHU RI
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$W WKH EHJLQQLQJ RI WKH ����V� WKH WULXPSKDQW ULVH RI WKH ,QWHUQHW ZDV

DFFRPSDQLHG E\ DQ H[FKDQJH RI LOOHJDO DQG KDUPIXO PDWHULDO ZKLFK ZDV

LQWHQVLYHO\ PRQLWRUHG E\ WKH SUHVV DQG SXEOLF� 7RGD\ WKH FHQWUH RI DWWHQWLRQ

LV IRFXVHG HVSHFLDOO\ RQ FKLOG SRUQRJUDSK\� KDWH VSHHFK DQG OLEHO LQ

LQWHUQDWLRQDO FRPSXWHU QHWZRUNV�
��

7KH GLVWULEXWLRQ RI FKLOG SRUQRJUDSK\ DQG FRQWHQWV JORULI\LQJ YLROHQFH ZLWKLQ WKH

,QWHUQHW DQG VLPLODU FRPSXWHU QHWZRUNV ZDV LOOXVWUDWHG LQ WKH IDPRXV �&RPSX6HUYH�

&DVH�� ,Q ����� %DYDULDQ 6WDWH SURVHFXWRUV LQGLFWHG WKH KHDG RI WKH *HUPDQ

&RPSX6HUYH *PE+ VXEVLGLDU\ IRU QRW KDYLQJ ILOWHUHG SRUQRJUDSKLF QHZVJURXSV DQG

JDPHV JORULI\LQJ YLROHQFH ZLWKLQ WKH SURSULHWDU\ VHUYLFH� ERWK W\SHV RI GDWD VWRUHG RQ

VHUYHUV RI &RPSX6HUYH ,QF� LQ WKH 86$�
��

,Q ���� WKH 6SDQLVK SXEOLF ZDV VWXQQHG E\ D FDVH RI GLVWULEXWLRQ RI FKLOG SRUQRJUDSK\�

7ZR VWXGHQWV KDG D FROOHFWLRQ RI RYHU ��� IORSS\GLVNV ZLWK FKLOG SRUQRJUDSK\ DOO

FROOHFWHG RYHU WKH ,QWHUQHW� %RWK KDG WR EH UHOHDVHG IURP SULVRQ DIWHU � GD\V EHFDXVH

RI D OHJDO JDS LQ WKH QHZ 6SDQLVK &ULPLQDO &RGH RI �����

,QFUHDVLQJO\ YLGHR JDPHV ZLWK D UDFLDO EDFNJURXQG LQ ZKLFK WKH XVHU FRXOG GLVFULPLQDWH

DJDLQVW IRUHLJQHUV DQG HWKQLF PLQRULWLHV VHUYHG DV SURSDJDQGD PDWHULDO IRU \RXQJ

SHRSOH� (�J�� LQ WKH YLGHR JDPH �&RQFHQWUDWLRQ &DPS�0DQDJHU� ± GLVWULEXWHG PRVWO\

YLD %%6 ± WKH SOD\HU PXVW GHFLGH ZKHWKHU D IRUHLJQ ZRUNHU LV ILUVW WR EH VHQW WR ZRUN

LQ D PLQH RU ZKHWKHU KH LV WR EH JDVVHG LPPHGLDWHO\�

$Q H[DPSOH IRU OLEHO ZDV GHDOW ZLWK E\ FRXUW LQ WKH 8QLWHG 6WDWHV LQ �����
��

,Q WKLV

FDVH� &RPSX6HUYH FRQWUDFWHG ZLWK D WKLUG SDUW\ IRU WKDW XVHU WR FRQGXFW D VSHFLDO�

LQWHUHVW IRUXP �FDOOHG �5XPRUYLOOH�� RQ &RPSX6HUYH� 7KH SODLQWLII FODLPHG WKDW

GHIDPDWRU\ PDWHULDO DERXW LWV EXVLQHVV ZDV SRVWHG E\ D XVHU LQ WKDW IRUXP� DQG VXHG

ERWK WKH IRUXP KRVW DQG &RPSX6HUYH� &RPSX6HUYH PRYHG IRU� DQG UHFHLYHG�

VXPPDU\ MXGJHPHQW LQ LWV IDYRXU�
��

7KH SURVHFXWLRQ RI SHUSHWUDWRUV GLVVHPLQDWLQJ LOOHJDO FRQWHQWV LQ WKH

,QWHUQHW LV QRW RQO\ PDGH GLIILFXOW E\ WKH IDFW WKDW WKHVH SHUSHWUDWRUV DUH

DFWLQJ IURP DEURDG DQG WKDW WKH LQWHUQDWLRQDO PHFKDQLVPV RI FR�RSHUDWLRQ

DUH RIWHQ ZHDN DQG VORZ� 3URVHFXWLRQ LV RIWHQ LPSRVVLEOH VLQFH SHUSHWUDWRUV

FDQ KLGH EHKLQG WKH DQRQ\PLW\ ZKLFK WRGD\ LV JUDQWHG E\ DQRQ\PRXV

UHPDLOHUV DQG E\ WKH DEXVH RI IUHH DFFHVV VRIWZDUH�

�� $SULO ���� WR TXHVWLRQV RI WKH 0HPEHU RI 3DUOLDPHQW %|KP� %XQGHVWDJVGUXFNVDFKH ��������

�3& &RPSXWLQJ�� 'HFHPEHU ����� SS� ��� HW VHT�� �)RFXV� 1R� ������� SS� �� HW VHT�� IRU WKH

�7KXOH�1HW]� FI� DOVR �&KLS� 1R� ������� SS� �� HW VHT�

�� :LWK UHVSHFW WR FRS\ULJKW LQIULQJHPHQWV RQ WKH ,QWHUQHW VHH VXSUD FKDSWHU ,,�%���

�� )RU GHWDLOV RI WKH FDVH VHH 6LHEHU� 6WUDIUHFKWOLFKH 9HUDQWZRUWOLFKNHLW I�U GHQ 'DWHQYHUNHKU LQ

LQWHUQDWLRQDOHQ &RPSXWHUQHW]HQ ���� ������ -XULVWHQ]HLWXQJ� SS� ��� HW VHT�

�� 7KH FDVH ZDV GHFLGHG LQ WKH 6RXWKHUQ 'LVWULFW RI 1HZ <RUN� &XEE\ ,QF� YV� &RPSX6HUYH

���� )� 6XSS� ���� ������

�� 6HH �KWWS���ZZZ�HII�RUJ�SXE�&$)�ODZ�OLEHOB��,:! �DFFHVVHG RQ �� -DQXDU\ ������
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��

$QRQ\PRXV UHPDLOHUV DUH VHUYHUV ZKLFK GHOHWH WKH VHQGHUV H�PDLO DGGUHVV RU LGHQWLW\

DQG UHSODFH LW E\ D QHZ LGHQWLW\ JLYHQ E\ WKH VHUYHU� 7KHVH DQRQ\PRXV UHPDLOHUV FDQ

EH IRXQG LQ PDQ\ FRXQWULHV�
��

$QRWKHU PHWKRG WR DYRLG WKH LGHQWLILFDWLRQ RI SHUSHWUDWRUV LV WKH DEXVH RI IUHH DFFHVV

VRIWZDUH� )RU H[DPSOH� LI D XVHU GHFLGHV WR VXEVFULEH WR DQ RQOLQH VHUYLFH OLNH $PHULFD

2QOLQH �$2/� KH FDQ LQVWDOO WKH IUHH DFFHVV VRIWZDUH DQG HQWHU D ILFWLWLRXV QDPH�

DGGUHVV DQG EDQN DFFRXQW� 7KHQ WKH QHZ VXEVFULEHU LV DOORZHG WR XVH WKH RQOLQH

VHUYLFH VHYHUDO �QRUPDOO\ �� WR ��� KRXUV IRU IUHH� $IWHU WKDW SHULRG D UHJXODU IHH KDV

WR EH SDLG �HLWKHU WLPH�GHSHQGLQJ RU IODW UDWH�� +RZHYHU� QHLWKHU WKH QDPH DQG

DGGUHVV QRU WKH EDQN DFFRXQW LV FKHFNHG IRU LWV FRUUHFWQHVV� 7KHUHIRUH� LW LV QR SUREOHP

WR XVH D IDNHG QDPH RU WKH EDQN DFFRXQW RI DQRWKHU SHUVRQ IRU D FRQVLGHUDEOH SHULRG

RI WLPH�

$V D FRQVHTXHQFH� LQ PDQ\ FRXQWULHV SROLFH IRUFHV DQG VWDWH SURVHFXWRUV

WULHG WR IRUFH ,QWHUQHW DFFHVV DQG VHUYLFH SURYLGHUV WR HUDVH RU WR EORFN

LOOHJDO FRQWHQWV� $ WHFKQLFDO DQDO\VLV RI WKH UHVSHFWLYH TXHVWLRQV E\ WKH

DXWKRU RI WKLV UHSRUW LQ ���� VKRZV WKDW LW LV RQO\ SRVVLEOH WR HUDVH LOOHJDO

GDWD FOHDUO\ GHILQHG RQ DQ RZQ VHUYHU� +RZHYHU� LW LV GLIILFXOW WR GHWHFW DOO

LOOHJDO GDWD RQ RZQ VHUYHUV DQG LW LV QRW SRVVLEOH WR EORFN DFFHVV WR RWKHU

VHUYHUV ZLWKRXW VHYHUHO\ GDPDJLQJ WKH DGYDQWDJHV RI LQWHUQDWLRQDO

FRPSXWHU QHWZRUNV�
��

7KH GLIILFXOWLHV RI EORFNLQJ DFFHVV WR RWKHU VHUYHUV ZHUH FOHDUO\ LOOXVWUDWHG ZKHQ WKH

*HUPDQ *HQHUDO )HGHUDO 6WDWH SURVHFXWRU UHTXLUHG VHYHUDO *HUPDQ SURYLGHUV WR EORFN

DFFHVV WR WKH ZHE VHUYHU RI WKH 'XWFK VHUYLFH SURYLGHU �[V�DOO� ZKLFK KRVWHG WKH :::

SDJHV RI WKH SHULRGLFDO �UDGLNDO� FRQWDLQLQJ LOOHJDO FRQWHQWV RQ KRZ WR VDERWDJH

UDLOZD\V� 7KLV UHTXHVW ZDV IROORZHG E\ VHYHUDO *HUPDQ VHUYLFH SURYLGHUV� $V D UHVXOW

QXPHURXV PHVVDJHV LQ YDULRXV IRUPV ZHUH EURDGFDVW RQ WKH ,QWHUQHW ZLWK LQIRUPDWLRQ

RQ QHZ� DOWHUQDWLYH SRVVLELOLWLHV RI DFFHVVLQJ WKH SDJH� (�J� RQH PHVVDJH KLQWHG WKDW

�UDGLNDO� ZDV QRZ DFFHVVLEOH XQGHU �� QHZ ,QWHUQHW DGGUHVVHV DOO RYHU WKH ZRUOG�

$GGLWLRQDO RSSRUWXQLWLHV ZHUH RIIHUHG WR FDOO XS RU RUGHU WKH SHULRGLFDO �UDGLNDO� YLD )73

VHUYLFH RU H�PDLO� )LQDOO\� �� GLIIHUHQW WHOHSKRQH QXPEHUV LQ WKH 1HWKHUODQGV ZHUH

JLYHQ� ZKHUH XVHUV FRXOG GLUHFWO\ ORJ LQ ZLWK WKH LGHQWLILHU QDPH �QHZ�� DQG� ZLWKRXW DQ

DFFHVV WR D SURYLGHU� FRXOG GRZQORDG WKH SHULRGLFDO� 7KH GLVWLQJXLVKHG *HUPDQ

5HVHDUFK 1HWZRUN� ')1� ZKLFK LV UHVSRQVLEOH IRU FRQQHFWLQJ WKH *HUPDQ XQLYHUVLW\

QHWZRUNV WR WKH ,QWHUQHW� DQG ZKLFK ILUVW VXVSHQGHG WKH DGGUHVV RI �[V�DOO� DW WKH

UHTXHVW RI WKH *HUPDQ )HGHUDO 3URVHFXWRU� WKHUHIRUH OLIWHG WKH VXVSHQVLRQ DW WKH HQG

RI $SULO ����� 7KH UHDVRQ WKH SUHVV RIILFHU RI WKH ')1 DVVRFLDWLRQ JDYH IRU WKLV IDFW ZDV

WKDW WKH DOWHUQDWLYH GLVVHPLQDWLRQ RI WKH VXVSHQGHG ZHE�SDJHV KDG SURYHG WKDW

LQGLYLGXDO SLHFHV RI LQIRUPDWLRQ FRXOG QRW EH VXVSHQGHG�

�� $ ZKROH OLVW RI UHPDLOHUV FDQ EH IRXQG DW �KWWS���ZZZ�FV�EHUNHOH\�HGX�aUDSK�UHPDLOHU�OLVW�KWPO!�

IRU PRUH LQIR RQ UHPDLOHUV VHH �KWWS���DQRQ�HIJD�RUJ�DQRQ�! �ERWK DFFHVVHG RQ RQ

�� -DQXDU\ ������

�� 6HH 6LHEHU� .RQWUROOP|JOLFKNHLWHQ ]XU 9HUKLQGHUXQJ UHFKWVZLGULJHU ,QKDOWH LQ &RPSXWHUQHW]HQ�

������ &RPSXWHU XQG 5HFKW� SS� ��� HW VHT�� SS� ��� HW VHT�



3URI� 'U� 8OULFK 6LHEHU ± &20&5,0(�6WXG\ ± ,,� 7KH 3UREOHP� )RUPV RI &RPSXWHU &ULPH

��

'� 2WKHU�2IIHQFHV

$ORQJ ZLWK WKH DGYDQFH RI LQIRUPDWLRQ WHFKQRORJ\ WR QHZ DUHDV RI OLYH

FRPSXWHUV FDQ EH �DE�XVHG IRU DOPRVW DOO RIIHQFHV� 7KLV LQFOXGHV� H�J��

WKUHDWV WR KXPDQ OLIH� YDULRXV DFWLYLWLHV RI RUJDQLVHG FULPH DV ZHOO DV

HOHFWURQLF ZDUIDUH�

�� $WWDFNV�RQ�/LIH

&RPSXWHU PDQLSXODWLRQV GHVFULEHG DERYH GLG QRW RQO\ VHUYH WKH SXUSRVH RI

JDLQLQJ SHFXQLDU\ EHQHILWV� EXW ZHUH DOVR XVHG IRU DWWDFNV RQ OLIH ± DV LQ WKH

FDVH RI WKH PDQLSXODWLRQ RI D IOLJKW FRQWURO V\VWHP RU RI D KRVSLWDO FRPSXWHU�

$Q H[DPSOH IRU WKH VSUHDGLQJ RI FRPSXWHU FULPH LQ WUDGLWLRQDO ILHOGV RI RIIHQFHV LV WKH

PDQLSXODWLRQ RI D %ULWLVK KDFNHU� ZKRDFFHVVHG WKH LQIRUPDWLRQ V\VWHP RI D /LYHUSRRO

KRVSLWDO LQ ���� EHFDXVH KH VLPSO\ ZDQWHG WR VHH �ZKDW NLQG RI FKDRV FRXOG EH FDXVHG

E\ SHQHWUDWLQJ WKH KRVSLWDO FRPSXWHU�� $PRQJ RWKHU WKLQJV� KH FKDQJHG WKH PHGLFDO

SUHVFULSWLRQV IRU WKH SDWLHQWV� $ QLQH�\HDU�ROG SDWLHQW ZKR ZDV �SUHVFULEHG� D KLJKO\

WR[LF PL[WXUH VXUYLYHG RQO\ EHFDXVH D QXUVH UH�FKHFNHG KLV SUHVFULSWLRQ�
��

�� 2UJDQLVHG�&ULPH

,W LV REYLRXV WKDW WKH SRZHUIXO WRROV RI PRGHUQ FRPSXWHU DQG

FRPPXQLFDWLRQ V\VWHPV WR VWRUH� DGPLQLVWHU DQG WUDQVIHU GDWD DUH DOVR XVHG

E\ RUJDQLVHG FULPH JURXSV LQ PDQ\ DUHDV� 2UJDQLVHG FULPH
��

LV HVSHFLDOO\

LQYROYHG LQ WKH DERYH GHVFULEHG DFWV RI VRSKLVWLFDWHG FRPSXWHU IUDXG� FUHGLW

FDUG IUDXG� WHOHSKRQH IUDXG DV ZHOO DV VRIWZDUH DQG SURGXFW SLUDF\�

&RPSXWHU GDWD VWRUHG DQG WUDQVPLWWHG LQ HQFU\SWHG IRUP LV DOVR XVHG H�J�

E\ GUXJ DQG DUPV GHDOHUV WR DGPLQLVWHU WKHLU DFWLYLWLHV� ,Q WKH IXWXUH�

HOHFWURQLF PRQH\ WUDQVDFWLRQV DQG �F\EHU PRQH\� ZLOO EH LQFUHDVLQJO\ XVHG

IRU LOOHJDO JDPEOLQJ DQG IRU PRQH\ ODXQGHULQJ RQ WKH ,QWHUQHW�

7KH LQYROYHPHQW RI RUJDQLVHG FULPH JURXSV LQ WKH ILHOG RI FRPSXWHU IUDXG ZDV

LOOXVWUDWHG ZKHQ D 5XVVLDQ JURXS DWWDFNHG RQH RI WKH EHVW NQRZQ 86 EDQNV LQ 1HZ

<RUN YLD GDWD QHWZRUNV LQ ����� 2SHUDWLQJ IURP 6W� 3HWHUVEXUJ� WKH JURXS VXFFHHGHG

LQ FDXVLQJ WKH $PHULFDQ EDQN WR WUDQVIHU RYHU 86� �� PLOOLRQ WR IRUHLJQ DFFRXQWV�
��

0RQLWRULQJ DQG IROORZLQJ WKH �PRQH\ WUDLO� RI WKH PDQLSXODWLRQV� VRPH RI WKH

SHUSHWUDWRUV ILQDOO\ FRXOG EH DUUHVWHG� 7KH UHVSRQVLEOH VHFXULW\ RIILFHU RI WKH EDQN WROG

�� &I� IRU WKLV FDVH �'HU 6SLHJHO� 1R� ������ RI �� )HEUXDU\ ����� S� ����

�� )RU WKH WHUP DQG WKH YDULRXV IRUPV RI �RUJDQLVHG FULPH� VHH 6LHEHU�%|JHO� /RJLVWLN GHU

2UJDQLVLHUWHQ .ULPLQDOLWlW� ����� SS� �� HW VHT�

�� &I� IRU WKLV ������ 'DWHQVFKXW]�%HUDWHU� 9ROXPH ��� S� ���
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��

WKH DXWKRU WKDW WKH DUUHVWHG SHUSHWUDWRUV SRVVHVVHG IDOVH *UHHN DQG ,VUDHOL SDVVSRUWV

ZKLFK ZHUH IRUJHG LQ D TXDOLW\ ZKLFK FRXOG EH SURGXFHG LQ 5XVVLD RQO\ E\ PHPEHUV RI

WKH IRUPHU 5XVVLDQ VHFUHW VHUYLFH .*%�

�� (OHFWURQLF�:DUIDUH

,Q WKH PHDQWLPH� WKH SRVVLELOLWLHV RI FRPSXWHU PDQLSXODWLRQV KDYH DOVR EHHQ

UHFRJQLVHG LQ WKH PLOLWDU\ VHFWRU� �6WUDWHJLF ,QIRUPDWLRQ :DUIDUH� KDV

EHFRPH D IRUP RI SRWHQWLDO ZDUIDUH RI LWV RZQ�
��

7KLV W\SH RI ZDUIDUH LV

SULPDULO\ GLUHFWHG WR SDUDO\VH RU PDQLSXODWH WKH DGYHUVDU\
V FRPSXWHU

V\VWHPV�

7KH GHSHQGHQF\ RI PLOLWDU\ V\VWHPV RQ PRGHUQ LQIRUPDWLRQ V\VWHPV EHFDPH HYLGHQW

LQ ���� ZKHQ D �WLJHU�WHDP� RI WKH 86 $LU )RUFH VXFFHHGHG LQ VHQGLQJ VHYHQ VKLSV RI

WKH 86 1DY\ WR D ZURQJ GHVWLQDWLRQ GXH WR PDQLSXODWLRQV YLD FRPSXWHU QHWZRUNV�

7KHUH LV QR QHHG WR SRLQW RXW WKH SRVVLEOH GDQJHU RULJLQDWLQJ IURP D

PDQLSXODWHG QXFOHDU SRZHU VWDWLRQ LQ RUGHU WR VWUHVV WKDW PHDQZKLOH�

FRPSXWHU PLVXVH KDV EHFRPH D JOREDO WKUHDW DQG WKH VHFXULW\ RI PRGHUQ

FRPSXWHU V\VWHPV KDV JDLQHG FHQWUDO VLJQLILFDQFH IRU WKH LQIRUPDWLRQ VRFLHW\

RI RXU GD\V�

(� &RQFOXVLRQV

6XPPLQJ XS WKH SUHYLRXV GHYHORSPHQW DQG HVSHFLDOO\ WKH UHFHQW FKDQJHV RI

FRPSXWHU FULPH� WKH LQWURGXFWRU\ QRWLRQ RI DQ DFFHOHUDWHG DGDSWDWLRQ RI

FULPH WR LQIRUPDWLRQ WHFKQRORJ\ LV FRQILUPHG� &RQVLGHULQJ WKH SUHVHQW

GHYHORSPHQW RI FRPSXWHU FULPH DQG WDNLQJ D ORRN DW IXWXUH GHYHORSPHQWV�

IRXU SRLQWV PXVW EH HPSKDVLVHG�

�� 7RGD\� FRPSXWHU DQG WHOHFRPPXQLFDWLRQ WHFKQRORJ\ KDYH VSUHDG LQWR

QHDUO\ DOO DUHDV RI OLIH� 7KXV QHZ FRPSXWHU FULPHV KDYH EHFRPH SRVVLEOH� ,Q

WKH IXWXUH� WKLV GHYHORSPHQW ZLOO JR HYHQ IXUWKHU� 7KH ,QWHUQHW LV EHFRPLQJ

DQ �LQIRUPDWLRQ VXSHUKLJKZD\� ZKHUH SLHFHV RI PXVLF DQG PRYLHV FDQ EH

UHWULHYHG E\ SULYDWH KRPHV DQG HOHFWURQLF FRPPHUFH ZLOO SOD\ DQ LPSRUWDQW

UROH� 'HIHQFH V\VWHPV� QXFOHDU SRZHU VWDWLRQV� WUDIILF FRQWURO V\VWHPV DQG

RWKHU FRQWURO V\VWHPV DUH LQFUHDVLQJO\ EHLQJ VKDSHG E\ FRPSXWHU

�� &I� $UTXLOD�5RQIHOGW� &\EHUZDU LV &RPLQJ�� &RPSDUDWLYH 6WUDWHJ\� 9ROXPH �� ������� SS� ���

HW VHT�� 0RODQGHU�5LGGLOH�:LOVRQ� 6WUDWHJLF ,QIRUPDWLRQ :DUIDUH ± $ 1HZ )RUP RI :DU� ����

�HGLWHG E\ WKH 1DWLRQDO 'HIHQVH 5HVHDUFK ,QVWLWXWH 5$1'� 6DQWD 0RQLFD�&D��
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��

WHFKQRORJ\ DV ZHOO� 7KH LQIRUPDWLRQ VRFLHW\ ZLOO WKXV GHSHQG HYHQ PRUH RQ

LQIRUPDWLRQ WHFKQRORJ\�

7KXV� FRPSXWHU FULPH KDV EHFRPH PRUH IUHTXHQW�

PRUH GLYHUVH DQG PRUH GDQJHURXV�

�� 7KH FRPSXWHU RI WKH ����V DQG ����V ZDV VWLOO DQ H[FOXVLYH �GHYLFH RI

SRZHU� LQ WKH KDQGV RI WKH VWDWH RU RI SDUWLFXODU HQWHUSULVHV� 7RGD\ LW KDV

EHFRPH DYDLODEOH IRU HYHU\ FLWL]HQ EHFDXVH RI WKH LQFUHDVH LQ SHUIRUPDQFH

DQG WKH FRUUHVSRQGLQJ SULFH GURS RI SHUVRQDO FRPSXWHUV� 7KLV OHG WR

FKDQJHV FRQFHUQLQJ FRPSXWHU RIIHQFHV ERWK RQ WKH VLGH RI WKH FULPLQDOV DV

ZHOO DV YLFWLPV�

$V D FRQVHTXHQFH� FRPSXWHU FULPHV FDQ QRZDGD\V EH

FRPPLWWHG E\ QHDUO\ HYHU\ERG\ DQG WKUHDWHQ ± MXVW DV

WKH RWKHU GDQJHUV RI WKH �ULVN VRFLHW\� ± HYHU\ FLWL]HQ�

�� (OHFWURQLF GDWD SURFHVVLQJ ± DV D FRQVHTXHQFH RI D SHUPDQHQW

�PLQLDWXULVDWLRQ� RI LWV FRPSRQHQWV ± LV FRQYHUJLQJ ZLWK

WHOHFRPPXQLFDWLRQV� &RPSXWHU FULPHV DUH LQFUHDVLQJO\ FRPPLWWHG YLD

WHOHFRPPXQLFDWLRQ QHWZRUNV ± DOVR IURP DEURDG� 1HZ SDWWHUQV RI

FRPPLWWLQJ RIIHQFHV KDYH GHYHORSHG� VXFK DV� H�J�� WHOHSKRQH PLVXVH�

FRPPXQLFDWLRQ RIIHQFHV RU PDQLSXODWLRQV YLD WKH ,QWHUQHW�

7KXV� FRPSXWHU FULPH KDV EHFRPH PRUH PRELOH DQG

PRUH LQWHUQDWLRQDO�

�� 0RGHUQ FRPSXWHU DQG FRPPXQLFDWLRQ QHWZRUNV KDYH GHYHORSHG VRPH

VSHFLILF FKDUDFWHULVWLFV ZKLFK DUH HVSHFLDOO\ XVHIXO IRU FULPLQDO SHUSHWUDWRUV

DQG YHU\ GLIILFXOW WR RYHUFRPH IRU SURVHFXWRUV� )LUVW� LQWHUQDWLRQDO FRPSXWHU

QHWZRUNV �ZLWK DQRQ\PRXV UHPDLOHUV RU IUHH DFFHVV GHYLFHV WR ,QWHUQHW

VHUYLFH SURYLGHUV� RIIHU DQRQ\PLW\ WR SHUSHWUDWRUV ZKLFK FDQ RQO\ EH OLIWHG LI

DOO FRXQWULHV FR�RSHUDWH WKDW DUH FURVVHG E\ WKH FRPPXQLFDWLRQ��� 6HFRQG�

FRPSXWHU DQG FRPPXQLFDWLRQ V\VWHPV DUH LQFUHDVLQJO\ RIIHUHG WRJHWKHU

ZLWK VWURQJ HQFU\SWLRQ DQG SRVVLELOLWLHV WR KLGH GDWD� 7RGD\ VWDQGDUG

VRIWZDUH LV DEOH QRW RQO\ WR HQFU\SW GDWD EXW DOVR WR KLGH GDWD H�J� LQ

SLFWXUHV �VWHJDQRJUDSK\�� 7KXV� FRQWUROOLQJ GDWD VWRUDJH DQG GDWD

WUDQVPLVVLRQ KDV EHFRPH PXFK PRUH GLIILFXOW IRU SURVHFXWLQJ DJHQFLHV�

�� 7KLV PHDQV� WKDW DV ORQJ DV WKHUH DUH FRXQWULHV ZKLFK GR QRW FR�RSHUDWH� DQ\ERG\ ZLVKLQJ WR

KLQGHU WKH OLIWLQJ RI KLV�KHU DQRQ\PLW\� PHUHO\ KDV WR SURYLGH IRU URXWLQJ WKURXJK RQH RI WKHVH

FRXQWULHV�
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��

7KXV� FRPSXWHU FULPH DQG WKH ,QWHUQHW KDYH EHFRPH

HVSHFLDOO\ DWWUDFWLYH IRU RUJDQLVHG FULPH JURXSV�

%HFDXVH RI WKLV GHYHORSPHQW� WKH VHFXULW\ RI FRPSXWHU V\VWHPV DQG WKH

SUHYHQWLRQ RI FRPSXWHU PLVXVH KDYH EHFRPH WKH FHQWUDO TXHVWLRQV RI

WRGD\¶V LQIRUPDWLRQ VRFLHW\� 7KH IROORZLQJ WKLUG SDUW RI WKLV UHSRUW DQDO\VHV

KRZ WKH ODZ ± DQG FULPLQDO ODZ LQ SDUWLFXODU ± KDV WDNHQ XS WKLV FKDOOHQJH

DQG KRZ LW KDV DGDSWHG WR PHHW WKH ODWHVW GHYHORSPHQWV�



3URI� 'U� 8OULFK 6LHEHU ± &20&5,0(�6WXG\ ± ,,,� 1DWLRQDO /DZ

��

,,,� 1DWLRQDO�/DZ

$V LOOXVWUDWHG LQ WKH LQWURGXFWLRQ� WKH DGDSWDWLRQ RI ODZ WR QHZ IRUPV RI

FRPSXWHU FULPH UHVXOWHG LQ D PXOWLWXGH RI GLIIHUHQW OHJDO TXHVWLRQV ZKLFK

FDQ EH WUDFHG EDFN WR VL[ PDLQ ZDYHV RI FRPSXWHU FULPH OHJLVODWLRQ�

3URWHFWLRQ RI SULYDF\ �LQIUD $�� SURWHFWLRQ RI HFRQRPLF FULPLQDO ODZ �LQIUD %��

SURWHFWLRQ RI LQWHOOHFWXDO SURSHUW\ �LQIUD &�� SURWHFWLRQ DJDLQVW LOOHJDO DQG

KDUPIXO FRQWHQWV �LQIUD '�� FULPLQDO SURFHGXUDO ODZ �LQIUD (� DV ZHOO DV OHJDO

UHJXODWLRQV RQ VHFXULW\ PHDVXUHV �LQIUD )�� 7KH IROORZLQJ DQDO\VLV ZLOO

GLIIHUHQWLDWH EHWZHHQ WKHVH PDLQ ILHOGV RI FRPSXWHU�UHODWHG ODZ�

$� 3URWHFWLRQ�RI�3ULYDF\

�� 'HYHORSPHQW�DQG�0HFKDQLVP�RI�3ULYDF\�3URWHFWLRQ

&RQWUDU\ WR WKH OHJDO UXOHV RQ FRUSRUHDO REMHFWV� LQIRUPDWLRQ ODZ PXVW RQO\

FRQVLGHU WKH HFRQRPLF LQWHUHVWV RI WKH SURSULHWRU RU KROGHU I LQIRUPDWLRQ� EXW

PXVW DOVR WDNH LQWR DFFRXQW WKH LQWHUHVWV RI WKRVH SHUVRQV ZKR DUH

FRQFHUQHG E\ WKH FRQWHQW RI LQIRUPDWLRQ� %HIRUH WKH LQYHQWLRQ RI FRPSXWHUV�

WKH OHJDO SURWHFWLRQ RI WKRVH SHUVRQV ZDV FRQQHFWHG ZLWK FULPLQDO SURYLVLRQV

RQ OLEHO DQG WUDGLWLRQDO VHFUHF\ SURWHFWLRQ �H�J�� LQ WKH PHGLFDO ILHOG��

+RZHYHU� WKHVH WUDGLWLRQDO SURYLVLRQV IRU WKH SURWHFWLRQ RI SHUVRQDO KRQRXU

DQG SULYDWH VHFUHWV RQO\ FRYHUHG SDUW RI WKH SHUVRQDOLW\ ULJKW DQG SURYHG WR

EH IDU WRR QDUURZ IRU D SURWHFWLRQ DJDLQVW WKH QHZ SRVVLELOLWLHV RI FROOHFWLQJ�

VWRULQJ� DFFHVVLQJ� FRPSDULQJ� VHOHFWLQJ� OLQNLQJ DQG WUDQVPLWWLQJ GDWD E\

QHZ WHFKQRORJLHV� 7KHVH QHZ WKUHDWV WR SULYDF\ SURPSWHG PDQ\ FRXQWULHV WR

HQDFW� VLQFH WKH ����V� QHZ ERGLHV RI DGPLQLVWUDWLYH� FLYLO DQG SHQDO

UHJXODWLRQV QRW RQO\ LQ JHQHUDO �KRUL]RQWDO� SULYDF\ ODZV EXW DOVR LQ

VSHFLDOLVHG �VHFWRULDO� OHJLVODWLRQ�

$V D FRQVHTXHQFH RI WKLV KLVWRULFDO GHYHORSPHQW� D GLIIHUHQWLDWLRQ LQ

FULPLQDO GDWD SURWHFWLRQ ODZ FDQ EH IRXQG LQ DOO FRXQWULHV� 7UDGLWLRQDO

RIIHQFHV IRU WKH SURWHFWLRQ RI VHFUHF\ �H�J� IRU SK\VLFLDQV� ODZ\HUV RU SXEOLF

RIILFLDOV� FDQ VWLOO EH IRXQG LQ WKH FRUH RI FULPLQDO ODZ� L�H� LQ WKH YDULRXV

FULPLQDO FRGHV� 7KH JHQHUDO GDWD SURWHFWLRQ ODZV ± FDXVHG E\ WKH XVH RI

FRPSXWHUV ± FRQWDLQ FULPLQDO SURYLVLRQV WKDW DW ILUVW PHUHO\ UHIHUUHG WR
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HOHFWURQLFDOO\ VWRUHG GDWD� EXW ZKLFK KDYH LQFUHDVLQJO\ EHHQ H[WHQGHG WR

PDQXDOO\ SURFHVVHG GDWD LQ UHFHQW \HDUV DV ZHOO� 7KHVH JHQHUDO SURYLVLRQV

DUH FRPSOHWHG E\ GDWD SURWHFWLRQ UHJXODWLRQV IRU VSHFLILF ILHOGV� ZKLFK SDUWO\

FRQWDLQ VSHFLDO FULPLQDO SURYLVLRQV� EXW ZKLFK SDUWO\ RQO\ UHIHU WR WKH

FULPLQDO SURYLVLRQV LQ WKH JHQHUDO GDWD SURWHFWLRQ ODZV� )XUWKHUPRUH�

SHUVRQDO GDWD REWDLQ LQGLUHFW FULPLQDO SURWHFWLRQ E\ JHQHUDO FULPLQDO

SURYLVLRQV WKDW DUH QRW OLPLWHG WR SHUVRQDO GDWD�
��

6LQFH LW LV QHLWKHU SRVVLEOH WR FRPSDUH DOO WUDGLWLRQDO SURYLVLRQV RQ OLEHO

DQG SHUVRQDO VHFUHWV QRU WKH PXOWLWXGH RI VHFWRULDO SULYDF\ ODZV�
��

WKH

�� &I� HVSHFLDOO\ IRU KDFNLQJ DQG IRU HFRQRPLF HVSLRQDJH LQIUD FKDSWHU ,,,�%�� DQG ��

�� ,Q *HUPDQ\� H�J�� WKH 6WDWLVWLFV $FW �$FW RQ WKH 6WDWLVWLFV IRU )HGHUDO 3XUSRVHV RI �� -DQXDU\ �����

%XQGHVJHVHW]EODWW ,� S� ����� WKH ��WK %RRN RI WKH 6RFLDO 6HFXULW\ &RGH ���WK %RRN RI WKH 6RFLDO

6HFXULW\ &RGH RI �� 6HSWHPEHU ����� %XQGHVJHVHW]EODWW ,� S� ����� ODVW DPHQGHG E\ WKH

-XVWL]PLWWHLOXQJVJHVHW] RI �� -XO\ ����� %XQGHVJHVHW]EODWW ,� S� ����� DQG WKH )UDPHZRUN

5HJLVWUDWLRQ $FW RI ���� �)UDPHZRUN 5HJLVWUDWLRQ $FW RI �� $XJXVW ����� %XQGHVJHVHW]EODWW ,�

S� ������ WKH QHZ 3RSXODWLRQ &HQVXV $FW RI ���� �$FW RQ D &HQVXV RI 3RSXODWLRQ� 3URIHVVLRQV�

%XLOGLQJV� +RXVLQJ DQG :RUNSODFHV �3RSXODWLRQ &HQVXV $FW� RI � 1RYHPEHU �����

%XQGHVJHVHW]EODWW ,� S� ������ VLQFH ���� VHYHUDO QHZ 3ROLFH $FWV RI WKH VWDWHV �FI� WKH )LUVW 'UDIW

IRU DQ $PHQGPHQW RI WKH 0RGHO 'UDIW RI D 8QLIRUP 3ROLFH $FW RI WKH )HGHUDWLRQ DQG WKH 5HJLRQV RI

�� 0DUFK ����� 6HFWLRQV �D�G� SULQWHG LQ .QLHVHO�9DKOH� 9RUHQWZXUI ]XU bQGHUXQJ GHV

0XVWHUHQWZXUIV HLQHV HLQKHLWOLFKHQ 3ROL]HLJHVHW]HV GHV %XQGHV XQG GHU /lQGHU� ����� SS� � HW VHT�

&I� DOVR� H�J�� 6DDUODQG 3ROLFH $FW RI � 1RYHPEHU ����� $PWVEODWW GHV 6DDUODQGHV� S� ����

�6HFWLRQV ������ RU WKH $FW DERXW WKH )XQFWLRQV DQG &RPSHWHQFHV RI WKH %DYDULDQ 6WDWH 3ROLFH RI

�� 6HSWHPEHU ����� %D\HULVFKHV *HVHW]� XQG 9HURUGQXQJVEODWW� S� ��� �$UWLFOHV �������� LQ ����

WKH $FW &RQFHUQLQJ WKH )HGHUDO $JHQF\ IRU WKH 3URWHFWLRQ RI WKH &RQVWLWXWLRQ DQG RWKHU /DZV RQ

WKH 6HFUHW 6HUYLFHV �FI� $FW RQ WKH &R�RSHUDWLRQ RI WKH )HGHUDWLRQ DQG WKH 6WDWHV LQ 0DWWHUV RI WKH

3URWHFWLRQ RI WKH &RQVWLWXWLRQ DQG WKURXJK WKH )HGHUDO $JHQF\ IRU WKH 3URWHFWLRQ RI WKH

&RQVWLWXWLRQ �$FW RQ WKH )HGHUDO $JHQF\ IRU WKH 3URWHFWLRQ RI WKH &RQVWLWXWLRQ� RI

�� 'HFHPEHU ����� %XQGHVJHVHW]EODWW ,� S� ������ LQ ���� WKH 'DWD 3URWHFWLRQ 5HJXODWLRQ RQ

3RVWDO 6HUYLFHV� 3RVWDO %DQN 6HUYLFHV DQG 7HOHFRPPXQLFDWLRQV �5HJXODWLRQ DERXW WKH 'DWD

3URWHFWLRQ LQ 6HUYLFHV RI WKH *HUPDQ 0DLO 3RVWDO 6HUYLFH�3RVWDO %DQN�7HOHFRPPXQLFDWLRQV RI

�� -XQH ����� %XQGHVJHVHW]EODWW ,� SS� ����� ����� ����� DV ZHOO DV ± DOVR LQ ���� ± WKH $FW

&RQFHUQLQJ WKH 'RFXPHQWV RI WKH )RUPHU (DVW *HUPDQ 6WDWH 6HFXULW\ 6HUYLFH �67$6,� �$FW

&RQFHUQLQJ WKH 'RFXPHQWV RI WKH 6WDWH 6HFXULW\ 6HUYLFH RI WKH )RUPHU *'5 RI

�� 'HFHPEHU ����� %XQGHVJHVHW]EODWW ,� S� ������ WKH $FW $JDLQVW ,OOHJDO 'UXJ 7UDIILFNLQJ DQG

2WKHU )RUPV RI 2UJDQLVHG &ULPH RI ���� �$FW $JDLQVW ,OOHJDO 'UXJ 7UDIILFNLQJ DQG 2WKHU )RUPV RI

2UJDQLVHG &ULPH RI �� -XO\ ����� %XQGHVJHVHW]EODWW ,� S� ����� 5HJXODWLRQV RQ GDWD SURWHFWLRQ

DUH LQ SDUWLFXODU FRQWDLQHG LQ 6HFWLRQV ��D� ��E� ��F RI WKH &ULPLQDO 3URFHGXUH &RGH� ZKLFK ZHUH

QHZO\ LQWURGXFHG E\ WKLV ODZ�� WKH 0RQH\ /DXQGHULQJ $FW RI ���� �$FW RQ WKH 7UDFLQJ RI )LQDQFLDO

%HQHILWV IURP 6HULRXV &ULPH ± 0RQH\ /DXQGHULQJ $FW RI �� 2FWREHU ����� %XQGHVJHVHW]EODWW ,�

S� ������ WKH &ULPH 3UHYHQWLRQ $FW RI ���� �$FW IRU WKH $PHQGPHQW RI WKH &ULPLQDO &RGH� WKH

&ULPLQDO 3URFHGXUDO &RGH DQG 2WKHU /DZV �&ULPH 3UHYHQWLRQ $FW� RI �� 2FWREHU �����

%XQGHVJHVHW]EODWW ,� S� ����� (VSHFLDOO\ 6HFWLRQV ��� HW VHT� RI WKH &ULPLQDO 3URFHGXUDO &RGH

ZKLFK KDYH EHHQ DPHQGHG E\ WKLV ODZ FRQWDLQ UHJXODWLRQV DERXW GDWD SURWHFWLRQ� 6HH DOVR WKH

'UDIW RI D &ULPLQDO 3URFHGXUDO &RGH $PHQGPHQW $FW RI ���� �%XQGHVUDWVGUXFNVDFKH ������ RI

�� 'HFHPEHU ����� DQG WKH QHZ 7HOHFRPPXQLFDWLRQV $FW RI ���� �7HOHFRPPXQLFDWLRQV $FW RI

�� -XO\ ����� %XQGHVJHVHW]EODWW ,� S� ����� DOVR FRQWDLQ VSHFLILF GDWD SURWHFWLRQ UHJXODWLRQV� 7KH
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IROORZLQJ FRPSDUDWLYH DQDO\VLV FRQFHQWUDWHV RQ WKH JHQHUDO SULYDF\ ODZV�

6LQFH WKH SHQDO SURYLVLRQV LQ WKHVH ODZV ODUJHO\ UHIHU WR WKH FRUUHVSRQGLQJ

DGPLQLVWUDWLYH SURYLVLRQV� LW LV QHFHVVDU\ WR EHJLQ E\ EULHIO\ VXUYH\LQJ WKH

DGPLQLVWUDWLYH SURYLVLRQV DQG WKHQ WR GHDO ZLWK WKH UHVSHFWLYH FULPLQDO ODZ

TXHVWLRQV�

�� 'LIIHULQJ�&RQFHSWV�RI�'DWD�3URWHFWLRQ�/DZV

6SHFLDO OHJLVODWLRQ DJDLQVW LQIULQJHPHQWV RI SULYDF\ KDV EHHQ DGRSWHG LQ

PRVW :HVWHUQ OHJDO V\VWHPV ZLWK GDWD SURWHFWLRQ ODZV RI PRUH RU OHVV

JHQHUDO FKDUDFWHU�
��

0RUHRYHU� WKH FRXUWV LQ PRVW FRXQWULHV GHYHORSHG D WRUW

RI SULYDF\� $Q DQDO\VLV RI WKH QDWLRQDO DFWV DQG ELOOV VKRZV WKDW YDULRXV

LQWHUQDWLRQDO DFWLRQV
��

KDYH DOUHDG\ DFKLHYHG D FRQVLGHUDEOH XQLIRUPLW\ LQ

WKH JHQHUDO DGPLQLVWUDWLYH DQG FLYLO ODZ UHJXODWLRQV RI WKH QDWLRQDO SULYDF\

ODZV� 0RVW RI WKH QDWLRQDO GDWD SURWHFWLRQ DFWV PHQWLRQHG DERYH
��

LQFOXGH�

IRU H[DPSOH� SURYLVLRQV WKDW FRYHU WKH OLPLWDWLRQ RI GDWD FROOHFWLRQ RU WKH

LQGLYLGXDO
V ULJKW RI DFFHVV WR KLV RU KHU SHUVRQDO GDWD� ,Q VSLWH RI WKLV

WHQGHQF\� FRQVLGHUDEOH GLIIHUHQFHV LQ JHQHUDO DGPLQLVWUDWLYH DQG FLYLO

UHJXODWLRQV FDQQRW EH GHQLHG� 7KHVH GLIIHUHQFHV FRQFHUQ WKH OHJLVODWLYH

UDWLRQDOH� WKH VFRSH RI DSSOLFDWLRQ �HVSHFLDOO\ ZLWK UHJDUG WR OHJDO SHUVRQV

DQG PDQXDOO\ UHFRUGHG GDWD�� WKH SURFHGXUDO UHTXLUHPHQWV IRU VWDUWLQJ WKH

SURFHVVLQJ RI SHUVRQDO GDWD� WKH VXEVWDQWLYH UHTXLUHPHQWV IRU SURFHVVLQJ

SHUVRQDO GDWD� DV ZHOO DV WKH UHVSHFWLYH FRQWURO LQVWLWXWLRQV�

7KH GLIIHUHQFHV DPRQJ WKH JHQHUDO DGPLQLVWUDWLYH UHJXODWLRQV DUH QRW

RQO\ UHOHYDQW IRU DGPLQLVWUDWLYH ODZ� EXW WR D ODUJH H[WHQW DOVR GHWHUPLQH

GLIIHUHQFHV RI FULPLQDO ODZ SURYLVLRQV ZKLFK ODUJHO\ UHIHU WR WKHVH

UHJXODWLRQV� &RQVHTXHQWO\� RQH GLIIHUHQFH DPRQJ WKH FULPLQDO RIIHQFHV LQ

WKH QDWLRQDO SULYDF\ ODZV FRQFHUQV WKH YDULRXV GDWD WKH XVH RI ZKLFK LV

SURKLELWHG� 2Q WKH RQH KDQG� OHJDO V\VWHPV ZKLFK RQO\ KDYH SULYDF\

UHJXODWLRQV LQ VSHFLILF DUHDV� ZKLFK RQO\ FRYHU GDWD OLQNHG WR WKH QDPH RI

LQGLYLGXDOV RU ZKLFK RQO\ DSSO\ LQ FDVHV RI DXWRPDWLF GDWD SURFHVVLQJ

JHQHUDOO\ KDYH SHQDO SURYLVLRQV ZLWK D PRUH OLPLWHG VFRSH RI DSSOLFDWLRQ

&HQVXV 'HFLVLRQ RI WKH )HGHUDO &RQVWLWXWLRQDO &RXUW RI ���� �(QWVFKHLGXQJHQ GHV

%XQGHVYHUIDVVXQJVJHULFKWV� 9ROXPH ��� SS� � HW VHT�� FRQWULEXWHG PRUH WKDQ DQ\WKLQJ HOVH WR WKLV

GHYHORSPHQW� EHFDXVH LW VWDWHG WKDW DQ\ LQWHUIHUHQFH ZLWK WKH FLWL]HQ
V ULJKW WR LQIRUPDWLRQDO VHOI�

GHWHUPLQDWLRQ �ZKLFK ZDV IRU WKH ILUVW WLPH DFNQRZOHGJHG E\ WKH GHFLVLRQ� UHTXLUHG DQ H[SOLFLW

OHJDO EDVLV�

�� )RU UHIHUHQFHV VHH VXSUD FKDSWHU ,� IQ� ���

�� 6HH LQIUD ,9�$�

�� 6HH VXSUD FKDSWHU ,� IQ� ���
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WKDQ� RQ WKH RWKHU KDQG� OHJDO V\VWHPV ZLWK FRPSUHKHQVLYH SULYDF\

OHJLVODWLRQ ZKLFK LQFOXGHV GDWD RI OHJDO SHUVRQV DQG PDQXDOO\ UHFRUGHG GDWD�

�� 'LIIHULQJ�$FWV�&RYHUHG�E\�&ULPLQDO�/DZ

7KH PDLQ GLIIHUHQFHV DPRQJ WKH SHQDO SULYDF\ RIIHQFHV� KRZHYHU� GR QRW OLH

LQ WKHLU JHQHUDO VFRSH RI DSSOLFDWLRQ� EXW LQ WKH GLIIHUHQW LOOHJDO DFWV WKH\

FRYHU� 7KHVH GLIIHUHQFHV LQ SHQDO FRYHUDJH DUH PDLQO\ FDXVHG E\ D GLYHUJHQW

HYDOXDWLRQ RI WKH FULPLQDO FKDUDFWHU RI SULYDF\ LQIULQJHPHQWV DQG WKH UROH

WKDW SHQDO ODZ VKRXOG SOD\ LQ WKLV ILHOG� ,Q VRPH FRXQWULHV� HVSHFLDOO\ LQ

1RUWK $PHULFD DQG -DSDQ� FULPLQDO ODZ LV QRW ZLGHO\ XVHG IRU SULYDF\

SURWHFWLRQ� 7KLV LV WKH FDVH LQ WKH 8QLWHG 6WDWHV OHJLVODWLRQ �ZKLFK RQO\

FRQWDLQV D IHZ SHQDO SURYLVLRQV�� LQ WKH &DQDGLDQ SULYDF\ OHJLVODWLRQ �ZKLFK

RQO\ SXQLVKHV WKH DFW RI REVWUXFWLQJ WKH ZRUN RI WKH ,QIRUPDWLRQ

&RPPLVVLRQHU DQG WKH 3ULYDF\ &RPPLVVLRQHU ZLWK DQ DGPLQLVWUDWLYH ILQH�� LQ

WKH -DSDQHVH 3HUVRQDO ,QIRUPDWLRQ 3URWHFWLRQ /DZ �ZKLFK RQO\ FRYHUV WKH

REWDLQLQJ RI SHUVRQDO LQIRUPDWLRQ E\ DQ DGPLQLVWUDWLYH ILQH�� EXW DOVR LQ WKH

'DWD 3URWHFWLRQ $FW RI WKH 1HWKHUODQGV �ZKLFK RQO\ SXQLVKHG WKH

LQIULQJHPHQW RI SURYLVLRQV RQ WKH UHJLVWUDWLRQ RI GDWD ILOHV�
��

2Q WKH RWKHU

KDQG� PDQ\ (XURSHDQ SULYDF\ ODZV LQFOXGH FRPSUHKHQVLYH OLVWV RI VHYHUH

FULPLQDO RIIHQFHV ZKLFK UHIHU WR PDQ\ RI WKH DFWV SURKLELWHG E\

DGPLQLVWUDWLYH ODZ� ,Q )UDQFH� WKH LPSRUWDQFH RI FULPLQDO VDQFWLRQV LQ

SULYDF\ OHJLVODWLRQ KDV EHHQ VWUHVVHG E\ LQFOXGLQJ WKH PRVW LPSRUWDQW

LQIULQJHPHQWV LQ WKH JHQHUDO 3HQDO &RGH�
��

7KH PRVW LPSRUWDQW GLIIHUHQFHV EHWZHHQ WKH �FULPHV DJDLQVW SULYDF\� LQ

WKH YDULRXV GDWD SURWHFWLRQ ODZV EHFRPH FOHDU ZKLOH DQDO\VLQJ WKH SHQDO

SURYLVLRQV LQ GHWDLO� 6XFK D FRPSDUDWLYH DQDO\VLV PXVW GLVWLQJXLVK IRXU PDLQ

FDWHJRULHV RI FULPLQDO SULYDF\ LQIULQJHPHQWV ZKLFK FDQ LQ SDUWLFXODU EH IRXQG

LQ WKH (XURSHDQ SULYDF\ ODZV� LQIULQJHPHQWV RI VXEVWDQWLYH SULYDF\ ULJKWV

�LQIUD D�� LQIULQJHPHQWV DJDLQVW IRUPDO OHJDO UHTXLUHPHQWV �LQIUD E��

LQIULQJHPHQWV RI DFFHVV ULJKWV �LQIUD F�� DQG QHJOHFW RI VHFXULW\ PHDVXUHV

�LQIUD G��

D� ,QIULQJHPHQWV RI 6XEVWDQWLYH 3ULYDF\ 5LJKWV

7KH ILUVW PDLQ JURXS RI �FULPHV DJDLQVW SULYDF\� LV FRQVWLWXWHG E\

LQIULQJHPHQWV RI VXEVWDQWLYH SULYDF\ ULJKWV DQG LQFOXGHV WKH IROORZLQJ DFWV�

�� 6HH WKH UHIHUHQFHV VXSUD FKDSWHU ,� IQ� ���

�� 6HH $UWLFOH ������ ± $UWLFOH ������ 1RXYHDX &RGH 3pQDO�
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− WKH LOOHJDO GLVFORVXUH� GLVVHPLQDWLRQ� REWDLQPHQW RI DQG�RU DFFHVV WR GDWD� DFWV

ZKLFK DUH FRYHUHG LQ PRVW ODZV� KRZHYHU� WR GLIIHUHQW H[WHQWV

− WKH XQODZIXO XVH RI GDWD� ZKLFK LV D FULPLQDO RIIHQFH RQO\ LQ D IHZ FRXQWULHV

− WKH LOOHJDO HQWHULQJ� PRGLILFDWLRQ� DQG�RU IDOVLILFDWLRQ RI GDWD ZLWK WKH LQWHQW WR

FDXVH GDPDJH� DQ DFW ZKLFK LV FULPLQDOLVHG LQ WKH SULYDF\ ODZV DQG LQ WKH JHQHUDO

VWDWXWHV RI WKH FULPLQDO ODZ RI VRPH FRXQWULHV

− WKH FROOHFWLRQ� UHFRUGLQJ� DQG�RU VWRUDJH RI GDWD ZKLFK LV LOOHJDO IRU VXEVWDQWLYH

UHDVRQV� DFWV ZKLFK DUH FULPLQDOLVHG RQO\ LQ D IHZ SULYDF\ ODZV

− WKH VWRUDJH RI LQFRUUHFW GDWD� DQ DFW ZKLFK LQ PRVW FRXQWULHV LV FRYHUHG E\ WKH

JHQHUDO RIIHQFHV RI LQIRUPDWLRQ DQG LQ VRPH FRXQWULHV E\ DGGLWLRQDO VWDWXWHV ZLWKLQ

WKH SULYDF\ ODZV�
��

$ GHWDLOHG DQDO\VLV RI WKH UHVSHFWLYH FULPLQDO SURYLVLRQV VKRZV WKDW WKHVH

VXEVWDQWLYH LQIULQJHPHQWV RI SULYDF\ ULJKWV QRW RQO\ GLIIHU LQ WKH GDWD

FRYHUHG DQG LQ WKH W\SHV RI DFWV SXQLVKHG� 7KH\ GLIIHU IXUWKHU DFFRUGLQJ WR

WKH H[WHQW WR ZKLFK WKH GHVFULEHG DFWV DUH SHUPLWWHG E\ ODZ� 6LQFH WKH SHQDO

SURYLVLRQV HLWKHU UHIHU WR WKH UHVSHFWLYH JHQHUDO SURYLVLRQV RI WKH SULYDF\

ODZV RU UHJXODWH WKH MXVWLILFDWLRQ RI WKH XVH RI SHUVRQDO GDWD E\ JHQHUDO

FODXVHV ZKLFK DUH VLPLODU WR WKRVH RI WKH DGPLQLVWUDWLYH SURYLVLRQV� DOO

KHWHURJHQHLWLHV� LQDFFXUDFLHV DQG XQFHUWDLQWLHV LQ WKH ILHOG RI DGPLQLVWUDWLYH

ODZ FDQ DOVR EH IRXQG ZLWKLQ WKH UHVSHFWLYH SHQDO SURYLVLRQV�
��

E� ,QIULQJHPHQWV $JDLQVW )RUPDO 5HTXLUHPHQWV

$V D UHVXOW RI WKH XQFHUWDLQWLHV RI WKH VXEVWDQWLYH SURYLVLRQV� PDQ\ OHJDO

V\VWHPV UHO\ WR D JUHDW H[WHQW RQ D VHFRQG DQG DGGLWLRQDO JURXS RI RIIHQFHV

DJDLQVW IRUPDO OHJDO UHTXLUHPHQWV RU RUGHUV RI VXSHUYLVRU\ DJHQFLHV� 7KLV

�� 0RVW RI WKH UHVSHFWLYH SURYLVLRQV DUH FRQWDLQHG LQ WKH JHQHUDO GDWD SURWHFWLRQ DFWV FLWHG VXSUD

FKDSWHU ,� IQ� ��� 6HH� IRU $XVWULD� 6HFWLRQV �� DQG �� 'DWD 3URWHFWLRQ $FW� IRU 'HQPDUN�

6HFWLRQ �� ��� 1R� � 3ULYDWH 5HJLVWHUV $FW DQG 6HFWLRQ �� ��� 1R� � 3XEOLF $XWKRULWLHV
 5HJLVWHUV

$FW� IRU *HUPDQ\� 6HFWLRQ ��� 3HQDO &RGH DQG 6HFWLRQ �� )HGHUDO 'DWD 3URWHFWLRQ $FW RI ����� IRU

)LQODQG� 6HFWLRQ �� RI WKH 3HUVRQDO 5HJLVWHUV $FW ����� IRU )UDQFH� 6HFWLRQV ��� ��� �� DQG ��

'DWD 3URWHFWLRQ $FW� IRU ,VUDHO� 6HFWLRQV � ���� ���� ��� ��% RI WKH 3URWHFWLRQ RI 3ULYDF\ /DZ� IRU

,WDO\� $UWLFOH �� 'DWD 3URWHFWLRQ /DZ� IRU /X[HPERXUJ� $UWLFOHV ��� ��� �� RI WKH $FW 5HJXODWLQJ WKH

8VH RI 1RPLQDO 'DWD� IRU 6ZHGHQ� 6HFWLRQV �� ���� ���� �� RI WKH 'DWD 3URWHFWLRQ $FW� IRU WKH 8.�

6HFWLRQ �� RI WKH 'DWD 3URWHFWLRQ $FW� IRU WKH 86$� WKH )DLU &UHGLW 5HSRUWLQJ $FW ���� �FRGLILHG� DV

DPHQGHG� DW �� 8�6�&� �� ���������W�� WKH 3ULYDF\ $FW ���� �FRGLILHG� DV DPHQGHG� DW

� 8�6�&� � ���D�� WKH &DEOH 3ROLF\ $FW RI ����� WKH (OHFWURQLF &RPPXQLFDWLRQV 3ULYDF\ $FW RI ����

�FRGLILHG DW �� 8�6�&� �� ����� ����� ���������� ���������� ����� ����������� DQG WKH 9LGHR

3ULYDF\ 3URWHFWLRQ $FW RI ���� �FRGLILHG DW �� 8�6�&� � ����DD� DV ZHOO DV YDULRXV VWDWH ODZV �VHH

IRU DQ RYHUYLHZ RQ 6WDWH 'DWD 3URWHFWLRQ /DZV LQ WKH 8QLWHG 6WDWHV 3HUULWW� /DZ DQG WKH

,QIRUPDWLRQ 6XSHUKLJKZD\� ����� SS� ��� HW VHT���

�� 6HH� IRU *HUPDQ\� +DIW� =XU 6LWXDWLRQ GHV 'DWHQVFKXW]VWUDIUHFKWV� ������ 1HXH -XULVWLVFKH

:RFKHQVFKULIW� SS� ���� HW VHT�� 7LHGHPDQQ� 'DWHQ�EHUPLWWOXQJ DOV 6WUDIWDWEHVWDQG� ������ 1HXH

-XULVWLVFKH :RFKHQVFKULIW� SS� ��� HW VHT�
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FKDQJH IURP D VXEVWDQWLDO WR D SURFHGXUDO DSSURDFK ZDV VXSSRUWHG E\ D

ZLGHVSUHDG RSLQLRQ LQ (XURSH WKDW GDWD SURWHFWLRQ ODZV VKRXOG QRW RQO\

SUHYHQW DEXVHV LQ WKH ILHOG RI SULYDF\� EXW DOVR SURYLGH D JHQHUDO VFKHPH

GHWHUPLQLQJ WKH FLUFXODWLRQ RI LQIRUPDWLRQ LQ VRFLHW\�
��

7KH IRUPDO RIIHQFHV

DJDLQVW VXSHUYLVRU\ DJHQFLHV DQG UHJXODWLRQV ZKLFK DUH� IXUWKHUPRUH�

LQFOXGHG LQ PRVW SULYDF\ ODZV FRQWDLQ LQ JHQHUDO PRUH SUHFLVH GHVFULSWLRQV RI

WKH SURKLELWHG DFWV WKDQ RI WKH VXEVWDQWLYH RIIHQFHV� +RZHYHU� WKHVH IRUPDO

SURYLVLRQV DOVR YDU\ FRQVLGHUDEO\ ZLWKLQ WKH QDWLRQDO OHJLVODWLRQ�

7KH GLIIHUHQFHV DPRQJ WKH IRUPDO RIIHQFHV DUH QRW RQO\ EDVHG RQ

GLIIHUHQFHV LQ DGPLQLVWUDWLYH ODZ FRQFHUQLQJ WKH H[LVWHQFH� QDWXUH� DQG

SRZHUV RI VXSHUYLVRU\ DJHQFLHV� DQG WKH UHVSHFWLYH GXWLHV RI WKH GDWD

SURFHVVRUV� 0DLQO\ WKH\ DUH HYRNHG E\ GLIIHUHQW DQVZHUV WR WKH IXQGDPHQWDO

TXHVWLRQ ZKHWKHU �IRUPDO� RIIHQFHV VKRXOG EH UHJDUGHG DV FULPLQDO RU QRW�

7KLV OHDGV WR WKH IDFW WKDW VRPH FRXQWULHV� VXFK DV 'HQPDUN RU )UDQFH�

SXQLVK IRUPDO RIIHQFHV DJDLQVW VXSHUYLVRU\ DJHQFLHV DQG UHJXODWLRQV ZLWK

VHYHUH FULPLQDO VDQFWLRQV� ZKLOH RWKHUV� VXFK DV *HUPDQ\� UHJDUG VXFK

RIIHQFHV DV �2UGQXQJVZLGULJNHLWHQ�� �SHWW\ RIIHQFHV� RU �DGPLQLVWUDWLYH

RIIHQFHV�� RQO\ SXQLVKDEOH E\ ILQHV� ,Q WKH ,WDOLDQ 'DWD 3URWHFWLRQ $FW� LW LV D

FULPLQDO RIIHQFH QRW WR FRPSO\ ZLWK WKH GHFUHHV RI WKH 6XSHUYLVRU\

$XWKRULW\� DQG LW LV DQ DGPLQLVWUDWLYH RIIHQFH QRW WR SURYLGH WKH 6XSHUYLVRU\

$XWKRULW\ ZLWK WKH QHFHVVDU\ LQIRUPDWLRQ RU GRFXPHQWV� /LNHZLVH WKH IRUPDO

RIIHQFHV FULPLQDOLVHG YDU\ DPRQJ WKH YDULRXV SULYDF\ ODZV� WKH PDLQ W\SH RI

IRUPDO LQIUDFWLRQ FRYHUHG LQ PDQ\ VWDWHV E\ SHQDO ODZ FRQFHUQV WKH

LQIULQJHPHQW RI WKH OHJDO UHTXLUHPHQWV IRU VWDUWLQJ SHUVRQDO GDWD SURFHVVLQJ

�UHJLVWUDWLRQ� QRWLILFDWLRQ� DSSOLFDWLRQ IRU UHJLVWUDWLRQ� GHFODUDWLRQ� RU

OLFHQVLQJ�� $GGLWLRQDO ± DQG FRQVLGHUDEO\ YDU\LQJ ± IRUPDO RIIHQFHV ZKLFK

FDQ EH IRXQG LQ PDQ\ (XURSHDQ SULYDF\ OHJLVODWLRQV DUH� WKH LQIULQJHPHQW RI

FHUWDLQ UHJXODWLRQV� SURKLELWLRQV� RU GHFLVLRQV RI WKH VXUYHLOODQFH DXWKRULWLHV�

WKH UHIXVDO WR JLYH LQIRUPDWLRQ RU WKH UHOHDVH RI IDOVH LQIRUPDWLRQ WR WKH

VXUYHLOODQFH DXWKRULWLHV� WKH KLQGHULQJ RI WKH VXUYHLOODQFH DXWKRULWLHV� WKH

UHIXVDO WR JUDQW DFFHVV WR SURSHUW\ DQG WKH UHIXVDO WR SHUPLW LQVSHFWLRQV E\

VXUYHLOODQFH DXWKRULWLHV� WKH REVWUXFWLRQ RI WKH H[HFXWLRQ RI D ZDUUDQW� WKH

IDLOXUH WR DSSRLQW D FRQWUROOHU RI GDWD SURWHFWLRQ LQ WKH FRPSDQ\� DV ZHOO DV

�� 6HH� IRU H[DPSOH� 6LPLWLV� 'DWD SURWHFWLRQ ± $ IHZ FULWLFDO UHPDUNV� LQ� &RXQFLO RI (XURSH�&DPHUD

GHL 'HSXWDWL �HGV��� /HJLVODWLRQ DQG 'DWD 3URWHFWLRQ ± 3URFHHGLQJV RI WKH 5RPH &RQIHUHQFH RQ

3UREOHPV 5HODWLQJ WR WKH 'HYHORSPHQW DQG $SSOLFDWLRQ RI /HJLVODWLRQ RQ 'DWD 3URWHFWLRQ� �����

SS� ��� HW VHT�
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QHJOHFWLQJ WR UHFRUG WKH JURXQGV RU PHDQV IRU WKH GLVVHPLQDWLRQ RI SHUVRQDO

GDWD�
��

F� ,QIULQJHPHQWV RI $FFHVV 5LJKWV

$ WKLUG W\SH RI FULPLQDO SULYDF\ LQIULQJHPHQW LV WKH LQIULQJHPHQW RI DFFHVV

ULJKWV �WKH LQGLYLGXDO
V ULJKWV RI LQIRUPDWLRQ RU IUHHGRP RI LQIRUPDWLRQ�� :LWK

UHJDUG WR D SDUW\
V ULJKW RI DFFHVV� LQ PDQ\ (XURSHDQ FRXQWULHV ± VXFK DV LQ

'HQPDUN� /X[HPERXUJ DQG 6ZHGHQ ± LW LV DQ RIIHQFH WR JLYH IDOVH

LQIRUPDWLRQ� QRW WR LQIRUP WKH UHJLVWHUHG SDUW\ RU QRW WR UHSO\ WR D UHTXHVW�

$FFRUGLQJ WR *HUPDQ ODZ� WKLV DFW LV FRQVLGHUHG WR EH DQ

�2UGQXQJVZLGULJNHLW� ZKLFK LV SXQLVKDEOH E\ D ILQH�
���

$ QRQ�FULPLQDO

FRPSUHKHQVLYH V\VWHP SURYLGLQJ DFFHVV WR JRYHUQPHQW LQIRUPDWLRQ FDQ EH

IRXQG HVSHFLDOO\ LQ WKH 86$�
���

G� 1HJOHFW RI 6HFXULW\ 0HDVXUHV

6RPH FRXQWULHV HYHQ JR IXUWKHU DQG SXQLVK WKH QHJOHFW RI VHFXULW\ PHDVXUHV

ZLWK DQ DGPLQLVWUDWLYH ILQH RU HYHQ ZLWK D FULPLQDO VDQFWLRQ ± WKH IRXUWK W\SH

RI RIIHQFH� 7KLV LV WKH FDVH LQ WKH /X[HPERXUJLDQ� WKH 'DQLVK DQG WKH ,WDOLDQ

SULYDF\ DFWV�
���

�� 0RVW RI WKH UHVSHFWLYH SURYLVLRQV DUH FRQWDLQHG LQ WKH JHQHUDO GDWD SURWHFWLRQ DFWV FLWHG VXSUD

FKDSWHU ,� IQ� ��� 6HH� IRU $XVWULD� 6HFWLRQ �� ��� RI WKH 'DWD 3URWHFWLRQ $FW� IRU 'HQPDUN�

6HFWLRQ �� ��� 1R� � DQG �� 6HFWLRQ �� ��� 1R� � 3ULYDWH 5HJLVWHU $FW� IRU *HUPDQ\� 6HFWLRQ �� RI

WKH )HGHUDO 'DWD 3URWHFWLRQ $FW RI ����� IRU )UDQFH� 6HFWLRQV �� DQG �� RI WKH $FW RQ 'DWD

3URFHVVLQJ� 'DWD )LOHV� DQG ,QGLYLGXDO /LEHUWLHV� IRU ,WDO\� 6HFWLRQV ����� RI WKH 'DWD 3URWHFWLRQ

$FW� IRU /X[HPERXUJ� 6HFWLRQV ��� �� RI WKH $FW 5HJXODWLQJ WKH 8VH RI 1RPLQDO 'DWD� IRU 6ZHGHQ�

6HFWLRQ �� ���� ���� ��� 'DWD $FW� IRU WKH 8.� 6HFWLRQV � ���� � ���� �� ���� �� ���� RI WKH 'DWD

3URWHFWLRQ $FW� IRU WKH 86$� 6HFWLRQ ���D SDUD� L ��� RI WKH 3ULYDF\ $FW �����

��� 0RVW RI WKH UHVSHFWLYH SURYLVLRQV DUH FRQWDLQHG LQ WKH JHQHUDO GDWD SURWHFWLRQ DFWV FLWHG VXSUD

FKDSWHU ,� IQ� ��� 6HH� H�J�� IRU 'HQPDUN� 6HFWLRQ �� ��� 1R� � RI WKH 3ULYDWH 5HJLVWHUV $FW� IRU

*HUPDQ\� 6HFWLRQ �� ��� 1R� � RI WKH )HGHUDO 'DWD 3URWHFWLRQ $FW RI ����� IRU /X[HPERXUJ�

6HFWLRQ �� RI WKH $FW 5HJXODWLQJ WKH 8VH RI 1RPLQDO 'DWD� IRU 6ZHGHQ� 6HFWLRQ �� ��� 'DWD $FW�

��� 6HH� IRU WKH 86$� WKH )UHHGRP RI ,QIRUPDWLRQ $FW � 8�6�&� � ����

��� 0RVW RI WKH UHVSHFWLYH SURYLVLRQV DUH FRQWDLQHG LQ WKH JHQHUDO GDWD SURWHFWLRQ DFWV FLWHG VXSUD

FKDSWHU ,,,� IQ� ��� 6HH� IRU 'HQPDUN� 6HFWLRQ �� ��� 1R� � 3ULYDWH 5HJLVWHUV $FW� IRU )UDQFH�

6HFWLRQ �� $FW RQ 'DWD 3URWHFWLRQ� 'DWD )LOHV DQG ,QGLYLGXDO /LEHUWLHV� IRU /X[HPERXUJ� 6HFWLRQ ��

RI WKH $FW 5HJXODWLQJ WKH 8VH RI 1RPLQDO 'DWD� )RU ,WDO\� $UWLFOH �� 'DWD 3URWHFWLRQ $FW�

$UWLFOH �� ��� RI WKH QHZ ,WDOLDQ 'DWD 3URWHFWLRQ $FW SXQLVKHV WKH XQSUHPHGLWDWHG IDLOXUH WR DGRSW

DSSURSULDWH GDWD VHFXULW\ PHDVXUHV�
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�� &RPSDUDWLYH�$QDO\VLV

7KH DQDO\VLV RI WKH VWLOO H[LVWLQJ GLIIHUHQFHV EHWZHHQ WKH QDWLRQDO OHJDO

V\VWHPV VKRZV ± LQ SDUWLFXODU LQ FULPLQDO ODZ ± DQ LPSRUWDQW GLIIHUHQFH

EHWZHHQ WKH (XURSHDQ DQG WKH $QJOR�$PHULFDQ GDWD SURWHFWLRQ ODZV�

:KHUHDV $QJOR�$PHULFDQ ODZ XVHV FULPLQDO SURYLVLRQV RQO\ UHOXFWDQWO\�

(XURSHDQ GDWD SURWHFWLRQ ODZV DOVR LPSRVH DQ DFFHVVRU\ FULPLQDO VDQFWLRQ

RQ PRVW YLRODWLRQV RI SURYLVLRQV RI SXUHO\ FLYLO DQG DGPLQLVWUDWLYH QDWXUH�

7KH FODVVLF XOWLPD�UDWLR�IXQFWLRQ RI FULPLQDO ODZ DQG WKH UHTXLUHPHQWV RI

FHUWDLQW\ IRU EODQNHW FULPLQDO SURYLVLRQV DUH VWURQJ DUJXPHQWV DJDLQVW WKH

(XURSHDQ FRQFHSW� (XURSH WKHUHIRUH QHHGV D GHFULPLQDOLVDWLRQ ZKLFK

FRQFHQWUDWHV FULPLQDO ODZ WR FOHDUO\ GHWHUPLQDEOH DQG JUDYH YLRODWLRQV RI

GDWD SURWHFWLRQ�
���

%� (FRQRPLF�&ULPLQDO�/DZ

7KH VHFRQG UHIRUP ZDYH RI FRPSXWHU�VSHFLILF OHJLVODWLRQ GHYHORSHG DW WKH

EHJLQQLQJ RI WKH ����V DV D UHDFWLRQ WR FRPSXWHU�UHODWHG HFRQRPLF FULPH�

/HJDO DPHQGPHQWV EHFDPH QHFHVVDU\ EHFDXVH QHZ IRUPV RI FRPSXWHU

FULPH SRVHG D WKUHDW QRW RQO\ WR WKH WUDGLWLRQDO REMHFWV RI FULPLQDO ODZ

SURWHFWLRQ� EXW DOVR WR LQWDQJLEOH JRRGV �H�J� EDQN GHSRVLW PRQH\ RU

FRPSXWHU SURJUDPV�� 7KHVH QHZ IRUPV RI FRPSXWHU FULPH DOVR PHDQW E\

QHZ ZD\V RI FRPPLWWLQJ WUDGLWLRQDO RIIHQFHV �H�J� FRPSXWHU PDQLSXODWLRQV

LQVWHDG RI GHFHLYLQJ D KXPDQ�� ,Q RUGHU WR DYRLG DQ H[WHQVLRQ RI WKH

ZRUGLQJ RI DOUHDG\ H[LVWLQJ RIIHQFHV� PDQ\ FRXQWULHV SDVVHG QHZ ODZV IRU

WKH ILJKW DJDLQVW FRPSXWHU�VSHFLILF HFRQRPLF FULPH DQG DOVR SURYLGHG IRU

QHZ RIIHQFHV IRU WKH SUHYHQWLRQ RI XQDXWKRULVHG DFFHVV WR FRPSXWHU

V\VWHPV�
���

$W WKH EHJLQQLQJ RI WKH ����V WKHVH QHZ ODZV FRQFHQWUDWHG RQ

FRPSXWHU�UHODWHG HFRQRPLF IUDXG� IXUWKHU OHJLVODWLRQ FRQFHUQHG VDERWDJH�

HVSLRQDJH DQG LOOHJDO DFFHVV� +RZHYHU� ZKHQ WKHVH DFWV ZHUH LQFUHDVLQJO\

FRPPLWWHG YLD WHOHFRPPXQLFDWLRQ V\VWHPV IURP RXWVLGH WKH HQWLW\

PDLQWDLQLQJ WKH FRPSXWHU V\VWHP DW WKH HQG RI WKH ����V� LW ZDV UHDOLVHG LQ

PDQ\ FRXQWULHV WKDW D EDVLF �KDFNLQJ� SURYLVLRQ DJDLQVW VXFK LOOHJDO DFFHVV

WR FRPSXWHU V\VWHPV LV D IXQGDPHQWDO UHTXLUHPHQW IRU WKH HIIHFWLYH

SUHYHQWLRQ RI DOO HFRQRPLF FULPHV DQG PRUHRYHU RI DOO W\SHV RI FRPSXWHU

��� )RU SDUDOOHO GHYHORSPHQWV RQ WKH LQWHUQDWLRQDO OHYHO VHH LQIUD FKDSWHU ,9�$���

��� )RU UHIHUHQFHV VHH VXSUD ,� IQ� ���
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FULPH� $V D FRQVHTXHQFH� DQ HIIHFWLYH SURWHFWLRQ DJDLQVW PHUH LOOHJDO DFFHVV

WR FRPSXWHU V\VWHPV ��KDFNLQJ�� SOD\V D GRPLQDQW UROH WRGD\ QRW RQO\ LQ

WKH ILHOG RI HFRQRPLF FULPLQDO ODZ� EXW DOVR LQ JHQHUDO� )RU WKDW UHDVRQ WKH

IROORZLQJ DQDO\VLV VWDUWV ZLWK GLVFXVVLQJ WKH EDVLF KDFNLQJ RIIHQFH� ,W ZLOO

WKHQ GHDO ZLWK FRPSXWHU HVSLRQDJH� VRIWZDUH DQG RWKHU IRUPV RI SURGXFW

SLUDF\� FRPSXWHU VDERWDJH DQG FRPSXWHU H[WRUWLRQ DV ZHOO DV FRPSXWHU

IUDXG�

�� +DFNLQJ�DQG�RU�,OOHJDO�8VH�DV��%DVLF�2IIHQFHV�

%HIRUH WKH LQYHQWLRQ RI FRPSXWHUV� WKH H[FOXVLYH DFFHVV WR VSHFLILF SULYDWH

GDWD ZDV DOUHDG\ FRYHUHG E\ FULPLQDO ODZ SURYLVLRQV FRQFHUQLQJ WKH VHFUHF\

RI FRUUHVSRQGHQFH� WKH VHFUHF\ RI WHOHSKRQH FRPPXQLFDWLRQ DQG IRU

PDWHULDO ZLWKLQ WKH VFRSH RI SURIHVVLRQDO VHFUHF\� 7KH LPSRUWDQFH RI SULYDWH�

HFRQRPLF DQG SROLWLFDO LQIRUPDWLRQ� VWRUHG LQ RU WUDQVPLWWHG E\ FRPSXWHUV�

WKHQ UHTXLUHG WKH H[WHQVLRQ RI VXFK D �IRUPDO VSKHUH RI VHFUHF\� DW OHDVW WR

FHUWDLQ FRPSXWHU�VWRUHG GDWD� 7KH OHJDO SURWHFWLRQ RI VSHFLILF FRPSXWHU�

VWRUHG GDWD FDQ DOVR EH UHJDUGHG DV D QHZ DQDORJ\ LQ WKH LQIRUPDWLRQ

VRFLHW\ WR DJH�ROG QRWLRQV RI EUHDNLQJ� HQWHULQJ DQG WUHVSDVVLQJ�
���

+RZHYHU� LQ PRVW FRXQWULHV� D SURWHFWLRQ RI WKLV �IRUPDO VSKHUH RI

VHFUHF\� DJDLQVW LOOHJDO DFFHVV WR FRPSXWHU�VWRUHG GDWD DQG FRPSXWHU

FRPPXQLFDWLRQ FRXOG QRW EH JXDUDQWHHG E\ WUDGLWLRQDO FULPLQDO SURYLVLRQV�

$V IDU DV ZLUHWDSSLQJ DQG WKH LQWHUFHSWLRQ RI GDWD FRPPXQLFDWLRQV DUH

FRQFHUQHG� WKH WUDGLWLRQDO ZLUHWDS VWDWXWHV RI PRVW OHJDO V\VWHPV RQO\ UHIHU

WR WKH LQWHUFHSWLRQ RI RUDO FRPPXQLFDWLRQ� DV LOOXVWUDWHG E\ WKH WUDGLWLRQDO

ZLUHWDS VWDWXWHV RI *HUPDQ\� ,WDO\� WKH 1HWKHUODQGV DQG WKH 8QLWHG

6WDWHV�
���

6LPLODUO\� WKH SURYLVLRQV RQ WUHVSDVVLQJ DQG IRUJHU\ FDQQRW EH

XVHG�
���

,Q DOO FRXQWULHV� WKH DSSOLFDELOLW\ RI SHQDO SURYLVLRQV LV HYHQ PRUH

GLIILFXOW ZLWK UHVSHFW WR XQDXWKRULVHG DFFHVV WR GDWD SURFHVVLQJ DQG VWRUDJH

V\VWHPV�

,Q UHVSRQVH WR WKH QHZ FDVHV RI �KDFNLQJ�� PDQ\ VWDWHV GHYHORSHG QHZ

VWDWXWHV SURWHFWLQJ D �IRUPDO VSKHUH RI VHFUHF\� IRU FRPSXWHU GDWD E\

��� )RU PRUH GHWDLOV FRQFHUQLQJ WKH MXVWLILFDWLRQ RI WKH QHZ �DFFHVV� SURYLVLRQV� VHH 6LHEHU�

,QIRUPDWLRQVWHFKQRORJLH XQG 6WUDIUHFKWVUHIRUP� ����� SS� �� HW VHT� $UJXPHQWV DJDLQVW DQ

�DFFHVV SURYLVLRQ� DUH VWUHVVHG E\ .DVSHUVHQ� 6WUDIEDDUVWHOOLQJ YDQ FRPSXWHU PLV�EUXLN� �����

SS� ��� HW VHT�

��� 6HH� H�J�� IRU *HUPDQ\� 6HFWLRQ ��� 3HQDO &RGH� IRU ,WDO\� 6HFWLRQ ���ELV� ���ELV 3HQDO &RGH� IRU

WKH 86$� �� 8�6�&� �� 6HFWLRQV ���������� �� 8�6�&� � ���� 6LPLODU SUREOHPV DURVH XQGHU

&DQDGLDQ ODZ ZLWK UHVSHFW WR 6HFWLRQV ��� HW VHT� &ULPLQDO &RGH�

��� 6HH� IRU WKH 8.� 5� Y� *ROI DQG 6KLIUHHQ� ������ $&� ZS� �����
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FULPLQDOLVLQJ WKH LOOHJDO DFFHVV WR RU XVH RI D WKLUG SHUVRQ
V FRPSXWHU RU

FRPSXWHU GDWD�
���

/HJLVODWLRQ FRYHULQJ ZLUHWDSSLQJ DQG XQDXWKRULVHG DFFHVV

WR GDWD SURFHVVLQJ DQG FRPPXQLFDWLRQ V\VWHPV
���

KDYH� WKHUHIRUH� EHHQ

HQDFWHG LQ $XVWUDOLD� &DQDGD� 'HQPDUN� *HUPDQ\� )LQODQG� )UDQFH�

/X[HPERXUJ� WKH 1HWKHUODQGV� 1RUZD\� 6SDLQ� 6ZHGHQ� 6ZLW]HUODQG� WKH

8QLWHG .LQJGRP DQG WKH 8QLWHG 6WDWHV�
���

2Q WKH RWKHU KDQG� KRZHYHU� WKHUH DUH VWLOO VRPH FRXQWULHV ± VXFK DV

%HOJLXP� -DSDQ DQG $XVWULD
���

± WKDW GR QRW KDYH VSHFLDO FULPLQDO ODZ

SURYLVLRQV DJDLQVW KDFNLQJ �L�H� WKH PHUH SHQHWUDWLRQ LQWR IRUHLJQ FRPSXWHU

V\VWHPV�� $ FRUUHVSRQGLQJ FULPLQDO RIIHQFH ZRXOG EH GHVLUDEOH LQ

DFFRUGDQFH ZLWK H[LVWLQJ LQWHUQDWLRQDO UHFRPPHQGDWLRQV�
���

0RUHRYHU� WKH QHZ ODZV ZKLFK KDYH EHHQ HQDFWHG RU SURSRVHG

GHPRQVWUDWH YDULRXV DSSURDFKHV� ZKLFK UDQJH IURP SURYLVLRQV FULPLQDOLVLQJ

�PHUH� DFFHVV WR '3�V\VWHPV �$XVWUDOLD� 'HQPDUN� (QJODQG� *UHHFH DQG WKH

��� 7KLV FRQFHSW RI SURWHFWLQJ D �IRUPDO VSKHUH RI VHFUHF\� �RU JXDUDQWHHLQJ D �SD[ FRPSXWDWLRQLV�� LV

QRW LQ FRQWUDGLFWLRQ ZLWK WKH FRQFHSW RI �IUHHGRP RI LQIRUPDWLRQ�� EHFDXVH LW LV OLPLWHG WR VSHFLILF

GDWD VWRUHG LQ D SULYDWH FRPSXWHU�

��� /HJDO SURYLVLRQV GHILQLQJ WKH WHUP FRPSXWHU LQ PRVW FRXQWULHV UHVRUW WR WHFKQLFDO GHILQLWLRQV ZKLFK

RIWHQ VXIIHU IURP RYHUEUHDGWK �LQFOXGLQJ H�J� KDQGKHOG FDOFXODWRUV� QHZ NLWFKHQ VWRYHV DQG

HOHFWURQLF W\SHZULWHUV�� 7KHVH SUREOHPV DUH DYRLGHG LQ D ���� 7HQQHVVHH VWDWXWH ZKLFK GHILQHV

�FRPSXWHU� LQ WHUPV RI IXQFWLRQ DV �D GHYLFH WKDW FDQ SHUIRUP VXEVWDQWLDO FRPSXWDWLRQ� LQFOXGLQJ

QXPHURXV DULWKPHWLF RU ORJLF RSHUDWLRQV� ZLWKRXW LQWHUYHQWLRQ E\ D KXPDQ RSHUDWRU GXULQJ WKH

SURFHVVLQJ RI D MRE� 6HH 7HQQHVVHH &RGH $Q� 6HFWLRQ ��������� ��� �6XSS� ������

��� 6HH IRU &DQDGD� $UWLFOH ����� &ULPLQDO &RGH �XVLQJ WKH VOLJKWO\ ZLGHU FRQFHSW RI �LQWHUFHSWLRQ� DV

RSSRVHG WR �DFFHVV��� IRU 'HQPDUN� 6HFWLRQ ��� ��� DQG ��� 3HQDO &RGH� IRU *HUPDQ\

6HFWLRQ ���D 3HQDO &RGH� IRU )LQODQG� FKDSWHU �� 6HFWLRQ � RI WKH 3HQDO &RGH �DV DPHQGHG ������

IRU )UDQFH� $UWLFOH ����� &ULPLQDO &RGH� DPHQGHG LQ ����� IRU *UHHFH� $UWLFOH ��� & ��� &ULPLQDO

&RGH� DV DPHQGHG LQ ����� IRU /X[HPERXUJ� $UWLFOH ����� 3HQDO &RGH� DV DPHQGHG LQ ����� IRU

WKH 1HWKHUODQGV� $UWLFOH ���D ���� ��� &ULPLQDO &RGH� DPHQGHG ����� IRU 1RUZD\� 6HFWLRQ ���

3HQDO &RGH� DPHQGHG ����� IRU 6SDLQ� $UWLFOH ��� &ULPLQDO &RGH ����� IRU 6ZHGHQ� 6HFWLRQ ��

'DWD 3URWHFWLRQ $FW� IRU WKH 8.� 6HFWLRQV �� � &RPSXWHU 0LVXVH $FW ����� IRU 6ZLW]HUODQG�

$UWLFOH ���ELV &ULPLQDO &RGH� IRU WKH 86$� WKH (OHFWURQLF &RPPXQLFDWLRQV 3ULYDF\ $FW RI ����

��� 8�6�&� �� ���������� ���������� ����� ����������� WKH &RPSXWHU )UDXG DQG $EXVH $FW RI

���� DQG ���� �FRGLILHG DW �� 8�6�&� �� ����� ����� DV ZHOO DV YDULRXV VWDWH ODZV�

��� ,Q $XVWULD� PHUH KDFNLQJ FRXOG RQO\ EH SXQLVKHG ± DFFRUGLQJ WR WKH UHVSHFWLYH FLUFXPVWDQFHV ±

XQGHU WKH DVSHFWV RI GDWD SURWHFWLRQ �6HFWLRQ �� 'DWD 3URWHFWLRQ $FW� DQG DOWHUDWLRQ RI GDWD

�6HFWLRQ ���D &ULPLQDO &RGH� RU DW OHDVW DWWHPSW WKHUHRI� FI� 6FKLFN�6FKP|O]HU� LQ� 6LHEHU �HG���

,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� ����� SS� �� HW VHT� ,Q -DSDQ� KDFNLQJ LV� DOVR DIWHU WKH FULPLQDO

ODZ UHIRUP RI ����� RQO\ SXQLVKDEOH ZLWK UHJDUG WR FHUWDLQ FRQVHTXHQFHV RI WKH RIIHQFH� H�J� DV

REVWUXFWLRQ RI EXVLQHVV �$UWLFOH ����� 3HQDO &RGH� RU WKHIW RI HOHFWULFLW\ �$UWLFOH ���� ��� 3HQDO

&RGH�� FI� <DPDJXFKL� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� ����� SS� ��� HW VHT�

��� $SDUW IURP WKDW� WKH XVH RI DEVWUDFW VWULFW�OLDELOLW\ RIIHQFHV IRU WKH SUHYHQWLRQ RI FRPSXWHU YLUXVHV

LV LQFUHDVLQJO\ EHLQJ FDOOHG IRU� FI� H�J� IRU -DSDQ <DPDJXFKL� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ

7HFKQRORJ\ &ULPH� ����� S� ����
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PDMRULW\ RI VWDWHV RI WKH 86$�� WR WKRVH SXQLVKLQJ DFFHVV RQO\ LQ FDVHV

ZKHUH WKH DFFHVVHG GDWD DUH SURWHFWHG E\ VHFXULW\ PHDVXUHV �*HUPDQ\� WKH

1HWKHUODQGV� 1RUZD\�� ZKHUH WKH SHUSHWUDWRU KDV KDUPIXO LQWHQWLRQV

�&DQDGD� )UDQFH� ,VUDHO� 1HZ =HDODQG� 6FRWODQG�� ZKHUH LQIRUPDWLRQ LV

REWDLQHG� PRGLILHG RU GDPDJHG �VRPH VWDWHV RI WKH 86$� RU ZKHUH D

PLQLPXP GDPDJH LV FDXVHG �6SDLQ�� 6RPH FRXQWULHV �H�J�� )LQODQG� WKH

1HWKHUODQGV� WKH 8QLWHG .LQJGRP� FRPELQH VHYHUDO RI WKHVH DSSURDFKHV LQ

RQH RU PRUH SURYLVLRQV ZLWK D �EDVLF� KDFNLQJ RIIHQFH DQG WKH FUHDWLRQ RI

TXDOLILHG IRUPV RI DFFHVV �LQ D PRUH VHULRXV �XOWHULRU� RIIHQFH� FDUU\LQJ

PRUH VHYHUH VDQFWLRQV� $ ZLGH UDQJH RI FULPLQDO ODZ SURWHFWLRQ H[LVWV� H�J��

LQ WKH QHZ (QJOLVK ODZ ZKLFK HQDFWHG WKUHH QHZ �KDFNLQJ RIIHQFHV� FRYHULQJ

LQ D �EDVLF� RIIHQFH� D SHUVRQ �LI KH FDXVHV D FRPSXWHU WR SHUIRUP DQ\

IXQFWLRQ ZLWK WKH LQWHQW WR VHFXUH DFFHVV WR DQ\ SURJUDP RU GDWD KHOG LQ DQ\

FRPSXWHU�� $ IHZ ODZV LQ WKH 86$ JR HYHQ IXUWKHU DQG FULPLQDOLVH

SUHSDUDWRU\ DFWV VXFK DV �SDVVZRUG VZDSSLQJ��
���

ZKHUHDV RWKHU FRXQWULHV

UHO\ LQ WKLV UHVSHFW PRUH RQ WKH JHQHUDO UXOHV RI LQFLWLQJ� FRXQVHOOLQJ DQG

SURFXULQJ WKH RIIHQFH� 2Q WKH RWKHU KDQG� VRPH VFKRODUV VXJJHVW JLYLQJ D

FHUWDLQ �SUHPLXP� IRU FDVHV LQ ZKLFK WKH SHUSHWUDWRU LPPHGLDWHO\ LQGLFDWHV

WKH XQDXWKRULVHG DFFHVV WR WKH YLFWLP RU WR SXEOLF DXWKRULWLHV�
���

$ VSHFLILF GLVFXVVLRQ FRQFHUQV WKH FLUFXPVWDQFHV XQGHU ZKLFK LQLWLDOO\

DXWKRULVHG DFFHVV PD\ EHFRPH XQDXWKRULVHG RU PD\ RWKHUZLVH WXUQ LQWR D

FULPLQDO DFWLRQ� ,Q PRVW FRXQWULHV WKH QHZ SURYLVLRQV RQO\ GHDO ZLWK LQLWLDOO\

XQDXWKRULVHG DFFHVV �WKXV RQO\ FULPLQDOLVLQJ DFWV RI RXWVLGHUV�� ZKHUHDV

RWKHU FRXQWULHV DOVR FRYHU LOOHJDO VWD\LQJ LQ V\VWHPV �WKXV DOVR FRYHULQJ WLPH

WKHIW E\ HPSOR\HHV��
���

$ VSHFLDO VROXWLRQ FDQ EH IRXQG LQ WKH &DOLIRUQLD 6WDWH

/DZ ZKLFK GRHV QRW DSSO\ WR HPSOR\HHV LI WKHLU XVH LV ZLWKLQ WKH VFRSH RI

WKHLU HPSOR\PHQW RU �IRU XVHV RXWVLGH WKH VFRSH RI HPSOR\PHQW� LI WKH XVH

GRHV QRW UHVXOW LQ DQ LQMXU\ RU LI WKH YDOXH RI WKH XVHG VHUYLFHV GRHV QRW

H[FHHG 86� ����
���

7KH GLVFXVVLRQ DERXW LQLWLDOO\ DXWKRULVHG DFFHVV VKRZV WKDW WKH LOOHJDO

DFFHVV WR FRPSXWHU V\VWHPV LV FORVHO\ FRQQHFWHG DQG SDUWO\ RYHUODSV ZLWK

��� ,Q WKH 86$ 7LWOH �� 6HFWLRQ ���� �D� ��� RI WKH 8QLWHG 6WDWHV &RGH FULPLQDOLVHV �ZKRHYHU ���

NQRZLQJO\ DQG ZLWK LQWHQW WR GHIUDXG WUDIILFV ��� LQ DQ\ SDVVZRUG RU VLPLODU LQIRUPDWLRQ WKURXJK

ZKLFK D FRPSXWHU PD\ EH DFFHVVHG ZLWKRXW DXWKRULVDWLRQ�� &DOLIRUQLDQ /DZ SHQDOLVHV RQH ZKR

�NQRZLQJO\ DQG ZLWKRXW SHUPLVVLRQ SURYLGHV RU DVVLVWV LQ SURYLGLQJ D PHDQV RI DFFHVVLQJ D

FRPSXWHU�� VHH &DOLIRUQLDQ 3HQDO &RGH 6HFWLRQ ��� �F� ���� 6HH DOVR IRU &DQDGD VXSUD FKDSWHU ,�

IQ� ���

��� 6HH 6LHEHU� 7KH ,QWHUQDWLRQDO +DQGERRN RQ &RPSXWHU &ULPH� ����� S� ���

��� $UJXPHQWV DJDLQVW DQ H[WHQVLRQ RI FULPLQDO ODZ LQ WKLV DUHD DUH� WKDW LW ZRXOG SXQLVK DFWV VXFK DV

ZDONLQJ LQWR DQRWKHU SHUVRQ
V RIILFH RU HQWHULQJ D EXLOGLQJ VRPHZKDW ODWHU WKDQ XVXDO�

��� 6HH 6HFWLRQ ��� �K� ��� &DOLIRUQLD 3HQDO &RGH�
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WKH FULPLQDOLVDWLRQ RI XQDXWKRULVHG XVH RI FRPSXWHUV ��WLPH WKHIW��� WKRXJK

XS WR WKH SUHVHQW WKLV FORVH UHODWLRQVKLS KDV QRW \HW EHHQ JHQHUDOO\ UHDOLVHG�

'H OHJH IHUHQGD�
���

LQ PRVW (XURSHDQ FRXQWULHV WKH SUREOHP RI LOOHJDO XVH RI

FRPSXWHUV LV UHGXFHG WR WKH LOOHJDO XVH RI FRPSXWHU KDUGZDUH DQG GLVFXVVHG

ZLWKLQ WKH FRQWH[W RI IXUWXP XVXV RI FRUSRUHDO SURSHUW\� ,Q WKLV FRQWH[W

PDQ\ (XURSHDQ FRXQWULHV� VXFK DV *HUPDQ\� )UDQFH� *UHHFH RU WKH 8QLWHG

.LQJGRP� DV ZHOO DV ,VUDHO� UHMHFW D JHQHUDO FULPLQDOLVDWLRQ RI IXUWXP XVXV RI

WDQJLEOHV �ZLWK H[FHSWLRQV HVSHFLDOO\ IRU PRWRU YHKLFOH MR\ULGLQJ� DQG

FRQVHTXHQWO\ GLG QRW LQFRUSRUDWH D SURYLVLRQ DJDLQVW LOOHJDO XVH RI FRPSXWHUV

RU �WLPH WKHIW� LQ WKHLU QHZ FRPSXWHU FULPH ODZV�
���

2Q WKH RWKHU KDQG� WKHUH

DUH �PDLQO\ 1RUGLF� FRXQWULHV ZKLFK KDYH D WUDGLWLRQ FRYHULQJ LOOHJDO XVH RI

FRUSRUHDO SURSHUW\�
���

DQG FRQVHTXHQWO\ WKH 6ZHGLVK� )LQQLVK DQG 1RUZHJLDQ

ODZV FULPLQDOLVH WKH XQDXWKRULVHG XVH RI WDQJLEOH SURSHUW\ LQFOXGLQJ

FRPSXWHU V\VWHPV�
���

$ GLIIHUHQW DSSURDFK LQ HQDFWLQJ VSHFLDO VWDWXWHV ZKLFK

RQO\ FRYHU WKH XQDXWKRULVHG XVH RI FRPSXWHUV ZDV IROORZHG LQ &DQDGD� WKH

1HWKHUODQGV DQG WKH 8QLWHG 6WDWHV RI $PHULFD�
���

,Q JHQHUDO� WKH GLVFXVVLRQ RQ �WLPH WKHIW� GRHV QRW GLVWLQJXLVK

VXIILFLHQWO\ EHWZHHQ WKH LOOHJDO XVH RI FRPSXWHU KDUGZDUH DQG WKH LOOHJDO XVH

RI FRPSXWHU GDWD� MXVW DV WKH LQWHUDFWLRQ EHWZHHQ LOOHJDO DFFHVV DQG LOOHJDO

XVH RI FRPSXWHU GDWD LV QRW VXIILFLHQWO\ FRQVLGHUHG� 6LQFH LOOHJDO XVH RI GDWD

JHQHUDOO\ SUHVXSSRVHV LOOHJDO DFFHVV WR GDWD� DQ DGHTXDWH �DFFHVV SURYLVLRQ�

FRXOG DW WKH VDPH WLPH FRYHU LOOHJDO XVH RI GDWD� 2Q WKH RWKHU KDQG� DQ

DGGLWLRQDO FULPLQDO SURYLVLRQ FRYHULQJ WKH LOOHJDO XVH ZRXOG LQFOXGH WKH

DERYH�PHQWLRQHG DFWV RI LQVLGHUV� &RQVHTXHQWO\� WKH QHZ �FULPLQDO

LQIRUPDWLRQ ODZ� VKRXOG RQO\ FRQWDLQ RQH DFFHVV�DQG�XVH�SURYLVLRQ ZKLFK LV

UHVWULFWHG WR FRPSXWHU�VWRUHG GDWD DQG HVSHFLDOO\ GHDOV ZLWK WKH SUREOHP RI

LQLWLDOO\ DXWKRULVHG DFFHVV EHFRPLQJ XQDXWKRULVHG� $V IXWXUH WHFKQLFDO

��� 'H OHJH ODWD� LQ PRVW FRXQWULHV WKH XQDXWKRULVHG XVH RI FRPSXWHU VHUYLFHV RU �WLPH WKHIW� LV QRW

FRYHUHG E\ WKH WUDGLWLRQDO SHQDO SURYLVLRQV RQ WKHIW� EUHDFK RI WUXVW� XQDXWKRULVHG XVH RI DQRWKHU

SHUVRQ
V SURSHUW\� XQDXWKRULVHG XVH RI DXWRPDWLF YHQGLQJ PDFKLQHV RU SXEOLF WHOHSKRQH QHWZRUNV

DV ZHOO DV XQODZIXO XVH� ZDVWH� RU ZLWKGUDZDO RI HQHUJ\� )RU GHWDLOV VHH 6LHEHU� 7KH ,QWHUQDWLRQDO

+DQGERRN RQ &RPSXWHU &ULPH� ����� SS� �� HW VHT�

��� 7KLV VROXWLRQ LV FRQVHTXHQW RQO\ ZLWK UHVSHFW WR WKH XVH RI FRPSXWHU KDUGZDUH DQG QRW ZLWK

UHVSHFW WR WKH XVH RI FRPSXWHU VRIWZDUH� VHH LQIUD�

��� 6HH� H�J�� IRU %HOJLXP� 6HFWLRQ ��� 3HQDO &RGH� IRU 'HQPDUN� 6HFWLRQ ��� 3HQDO &RGH� IRU )LQODQG�

FKDSWHU �� 6HFWLRQV ���� RI WKH 3HQDO &RGH �DV DPHQGHG ������

��� 6HH� IRU )LQODQG� FKDSWHU �� 6HFWLRQV ���� RI WKH 3HQDO &RGH �DV DPHQGHG ������ IRU 1RUZD\�

6HFWLRQ ��� RI WKH 3HQDO &RGH� DPHQGHG LQ ����� IRU 6ZHGHQ� FKDSWHU � 6HFWLRQ � &ULPLQDO &RGH

DQG FKDSWHU �� 6HFWLRQ � &ULPLQDO &RGH� DV DPHQGHG LQ ����� 6HH DOVR IRU 6ZLW]HUODQG�

$UWLFOH ��� &ULPLQDO &RGH�

��� 6HH� IRU &DQDGD� 6HFWLRQ ����� ��� �D� &ULPLQDO &RGH� IRU WKH 1HWKHUODQGV� $UWLFOH ���D ���

&ULPLQDO &RGH� IRU WKH 86$� �� 8�6�&� � ���� DV ZHOO DV YDULRXV 6WDWH ODZV�
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GHYHORSPHQWV ZLOO PDNH LW PRUH DQG PRUH GLIILFXOW WR GLVWLQJXLVK EHWZHHQ

WHOHFRPPXQLFDWLRQ V\VWHPV DQG FRPSXWHU V\VWHPV� LW VKRXOG DOVR EH

FRQVLGHUHG WR FRPELQH ZLUHWDSSLQJ DQG XQDXWKRULVHG DFFHVV WR FRPSXWHU

V\VWHPV LQ RQH SURYLVLRQ�
���

�� &RPSXWHU�(VSLRQDJH

7KH KLVWRULFDO DQG FRPSDUDWLYH DQDO\VLV RI WUDGH VHFUHW SURWHFWLRQ LV D

SHUIHFW LOOXVWUDWLRQ IRU WKH WKHRU\ WKDW OHJDO SURYLVLRQV� GHYHORSHG IRU

WDQJLEOH SURSHUW\� FDQQRW HDVLO\ EH DSSOLHG IRU WKH SURWHFWLRQ RI LQIRUPDWLRQ�

:KHQ LQIRUPDWLRQ LV DFTXLUHG E\ WDNLQJ DZD\ DQRWKHU SHUVRQ
V FRUSRUHDO

LQIRUPDWLRQ FDUULHU �VXFK DV D SULQWRXW� WDSH RU GLVF�� WKH WUDGLWLRQDO SHQDO

SURYLVLRQV RQ WKHIW� ODUFHQ\ RU HPEH]]OHPHQW GR QRW FUHDWH VSHFLDO SUREOHPV

LQ DOO OHJDO V\VWHPV� +RZHYHU� WKH DELOLW\ RI GDWD SURFHVVLQJ DQG

FRPPXQLFDWLRQ V\VWHPV WR FRS\ GDWD TXLFNO\� LQFRQVSLFXRXVO\ DQG RIWHQ YLD

WHOHFRPPXQLFDWLRQ IDFLOLWLHV KDV UHSODFHG PRVW RI WKHVH WUDGLWLRQDO

�LQIRUPDWLRQ FDUULHU WKHIWV� ZLWK DFWV RI FRS\LQJ LQIRUPDWLRQ RQWR GDWD

VWRUDJH GHYLFHV� 7KHUHIRUH� WKH TXHVWLRQ DULVHV DV WR ZKDW H[WHQW SXUH

DFTXLVLWLRQ RI LQFRUSRUHDO LQIRUPDWLRQ FDQ RU VKRXOG EH FRYHUHG E\ WKHVH

SURYLVLRQV� 0RVW FRQWLQHQWDO ODZ FRXQWULHV� VXFK DV $XVWULD� %HOJLXP�

*HUPDQ\� *UHHFH DQG ,WDO\� DUH UHOXFWDQW WR DSSO\ WKH WUDGLWLRQDO SURYLVLRQV

RQ WKHIW DQG HPEH]]OHPHQW WR WKH XQDXWKRULVHG �DSSURSULDWLRQ� RI VHFUHW

LQIRUPDWLRQ� EHFDXVH WKHVH ODZV JHQHUDOO\ UHTXLUH WKDW FRUSRUHDO SURSHUW\ LV

WDNHQ DZD\ ZLWK WKH LQWHQWLRQ RI SHUPDQHQWO\ GHSULYLQJ WKH YLFWLP RI LW�
���

+RZHYHU� LQ VRPH FRQWLQHQWDO ODZ FRXQWULHV ± VXFK DV )UDQFH ± WKH

DSSOLFDWLRQ RI WKH WUDGLWLRQDO SURYLVLRQV RQ WKHIW DQG HPEH]]OHPHQW VHHPV

SRVVLEOH DW OHDVW LQ FHUWDLQ FDVHV�
���

,Q -DSDQ� WKH GHILQLWLRQ RI WKH LQWHQWLRQ

RI XQODZIXO DSSURSULDWLRQ KDV EHHQ ZLGHQHG� DQG QRZ LQFOXGHV WKH LQWHQW WR

XVH SURSHUW\ RQO\ WHPSRUDULO\� QHYHUWKHOHVV� -DSDQHVH ODZ VWLOO UHTXLUHV WKH

WDNLQJ RI WDQJLEOH SURSHUW\ DQG FDQQRW EH DSSOLHG LI GDWD DUH DFFHVVHG YLD

WHOHFRPPXQLFDWLRQ IDFLOLWLHV�
���

$ VWURQJHU WHQGHQF\ WRZDUGV D �SURSHUW\

WKHRU\� RI LQWHOOHFWXDO YDOXHV FDQ EH IRXQG LQ PRVW RI WKH FRPPRQ ODZ

FRXQWULHV� HVSHFLDOO\ LQ $XVWUDOLD� WKH 8QLWHG 6WDWHV DQG ± FRQWURYHUVLDOO\

GLVFXVVHG ± LQ &DQDGD� ,Q WKH 8QLWHG 6WDWHV� IRU H[DPSOH� VRPH FRXUWV

��� )RU WKH UHVSHFWLYH SURSRVDOV RI LQWHUQDWLRQDO RUJDQLVDWLRQV VHH LQIUD FKDSWHU ,9�%�

��� 6HH� IRU $XVWULD� 6HFWLRQ ��� &ULPLQDO &RGH� IRU %HOJLXP� 6HFWLRQ ��� 3HQDO &RGH� IRU *HUPDQ\�

6HFWLRQV ���� ��� 3HQDO &RGH� IRU ,WDO\� 6HFWLRQV ���� ��� 3HQDO &RGH�

��� 6HH� IRU )UDQFH� 6HFWLRQ ��� 3HQDO &RGH�

��� 6HH IRU -DSDQ� $UWLFOH ���� ���� ��� 3HQDO &RGH�
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UHJDUGHG FRPSXWHU GDWD DV SURSHUW\ LQ WKH VHQVH RI WUDGLWLRQDO ODUFHQ\

SURYLVLRQV DQG LQ PDQ\ VWDWHV WKH OHJLVODWXUHV KDYH GHILQHG FRPSXWHU GDWD

RU WUDGH VHFUHWV DV �SURSHUW\� RU D �WKLQJ RI YDOXH�� WR HQDEOH WKH DSSOLFDWLRQ

RI WKH ODUFHQ\ SURYLVLRQV RU QHZ JHQHUDO SURYLVLRQV RQ FRPSXWHU FULPH�

&DQDGLDQ ± DQG VLPLODUO\ ,VUDHOL ± OHJLVODWLRQ ZKLFK RULJLQDOO\ IROORZHG D

SURSHUW\ DSSURDFK IRU LQIRUPDWLRQ� FKDQJHG WR UHFRJQLVLQJ WKDW LQIRUPDWLRQ

SHU VH FDQQRW EH WKH VXEMHFW RI WDNLQJ DZD\�
���

'XH WR WKH DERYH�PHQWLRQHG GLIIHUHQFHV LQ WKH QDWXUH RI FRUSRUHDO

SURSHUW\ DQG LQWHOOHFWXDO YDOXHV �SURSHUW\ LPSOLHV H[FOXVLYLW\� ZKLOH

LQIRUPDWLRQ WHQGV WR EH FRQFHLYHG DV D SXEOLF JRRG�� WKH GLIIHUHQFH EHWZHHQ

WUDGLWLRQDO SURSHUW\ ULJKWV DQG LQWHOOHFWXDO SURSHUW\ ULJKWV �IRU H[DPSOH

FRQFHUQLQJ WKH TXHVWLRQ RI RZQHUVKLS DQG SRVVHVVLRQ�� DV ZHOO DV WKH

GLIIHUHQFH EHWZHHQ WUDGLWLRQDO WKHIW RI WDQJLEOH WKLQJV DQG WKH WKHIW RI

LQIRUPDWLRQ �LQ ZKLFK WKH LQIRUPDWLRQ LQ TXHVWLRQ LV RQO\ FRSLHG DQG UHPDLQV

ZLWK WKH RZQHU�� D WKHRU\ RI SURSHUW\ VKRXOG EH GHQLHG IRU WKH JHQHUDO

SURWHFWLRQ RI LQWHOOHFWXDO YDOXHV�
���

2QH KDV WR NHHS LQ PLQG WKDW FLYLO ODZ

GRHV QRW UHJDUG LQIRUPDWLRQ SHU VH DV SURWHFWDEOH DQG WKDW HYHQ ZLWK WKH

VWDWXWRU\ PRQRSROLHV RI FRS\ULJKWV� SDWHQWV� WUDGHPDUNV DQG LQGXVWULDO

GHVLJQV� WKH FUHDWRU� LQYHQWRU RU GHVLJQHU RI WKH ZRUN LV RQO\ JLYHQ H[FOXVLYH

RZQHUVKLS ULJKWV ZLWKLQ FHUWDLQ OLPLWV �HVSHFLDOO\ ZLWK UHVSHFW WR WLPH DQG

JHRJUDSKLF DUHDV��

$V D UHVXOW RI WKH SUREOHPV LQ DSSO\LQJ WKH JHQHUDO SURSHUW\ ODZ WR FRYHU

WUDGH VHFUHWV LQ PRVW FRQWLQHQWDO ODZ FRXQWULHV� WKH PLVDSSURSULDWLRQ RI

VRPHRQH HOVH
V VHFUHW LQIRUPDWLRQ LV FRYHUHG E\ VSHFLDO SURYLVLRQV RI WUDGH

VHFUHWV ODZ� 7KHVH SURYLVLRQV SURWHFW WUDGH VHFUHWV E\ SURKLELWLQJ FHUWDLQ

FRQGHPQDEOH DFWV RI REWDLQLQJ LQIRUPDWLRQ� HLWKHU E\ SURYLVLRQV RI WKH SHQDO

FRGH RU E\ SHQDO RU FLYLO SURYLVLRQV RI DFWV DJDLQVW XQIDLU FRPSHWLWLRQ�
���

5HIRUP ODZV VWUHQJWKHQLQJ SHQDO DQG FLYLO WUDGH VHFUHW SURWHFWLRQ KDYH EHHQ

HQDFWHG LQ UHFHQW \HDUV LQ &DQDGD� 'HQPDUN� *HUPDQ\� WKH 1HWKHUODQGV�

��� )RU D GHWDLOHG DQDO\VLV RI WKH UHOHYDQW FRXUW GHFLVLRQV RI FRPPRQ ODZ FRXQWULHV VHH 6LHEHU� /HJDO

3URWHFWLRQ RI &RPSXWHU 'DWD� 3URJUDPV DQG 6HPLFRQGXFWRU 3URGXFWV ± $ &RPSDUDWLYH $QDO\VLV

ZLWK 6XJJHVWLRQV IRU /HJDO 3ROLF\� LQ� ,QWHUQDWLRQDO &KDPEHU RI &RPPHUFH �HG��� ,QWHUQDWLRQDO

&RQWUDFWV IRU 6DOH RI ,QIRUPDWLRQ 6HUYLFHV� ����� SS� � HW VHT�

��� 6HH +DPPRQG� 4XDQWXP 3K\VLFV� (FRQRPHWULF 0RGHOV DQG 3URSHUW\ 5LJKWV WR ,QIRUPDWLRQ� ��

������ 0F*LOO /DZ -RXUQDO� SS� �� HW VHT�

��� 6HH� IRU $XVWULD� 6HFWLRQV ��� ��� �� RI WKH $FW $JDLQVW 8QIDLU &RPSHWLWLRQ DQG 6HFWLRQV �������

&ULPLQDO &RGH� IRU *HUPDQ\� 6HFWLRQV ��� ��� �� RI WKH $FW $JDLQVW 8QIDLU &RPSHWLWLRQ� IRU

)LQODQG� FKDSWHU �� 6HFWLRQV ��� RI WKH 3HQDO &RGH �DV DPHQGHG ������ IRU )UDQFH� 6HFWLRQ ���

&ULPLQDO &RGH� IRU ,WDO\� 6HFWLRQ ��� 3HQDO &RGH� IRU 6SDLQ� $UWLFOHV ���� ���� ��� &ULPLQDO &RGH

�����
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6ZHGHQ� WKH 8QLWHG .LQJGRP DQG WKH 8QLWHG 6WDWHV�
���

7KLV FRQFHSW RI WUDGH

VHFUHW SURWHFWLRQ DQG IDLU FRPSHWLWLRQ LV LQ KDUPRQ\ ZLWK WKH PRGHUQ

$PHULFDQ LQIRUPDWLRQ WKHRU\ ZKLFK UHMHFWV WKH VWDWLF �SURSHUW\�WKHRU\� DQG

WXUQV WR SURFHGXUDO �UHODWLRQVKLS�WKHRULHV� DQG �HQWLWOHPHQW�WKHRULHV� E\

ORRNLQJ DW WKH UHODWLRQVKLS EHWZHHQ GLVFORVHU DQG GLVFORVHH�
���

+RZHYHU�

JHQHUDOO\ VSHDNLQJ� LW FDQ EH VDLG WKDW FULPLQDO WUDGH VHFUHW ODZ DQG FLYLO

XQIDLU FRPSHWLWLRQ ODZ DUH OHVV GHYHORSHG LQ $QJOR�$PHULFDQ FRXQWULHV

�HVSHFLDOO\ LQ &DQDGD� ,VUDHO DQG WKH 8QLWHG .LQJGRP�� DV ZHOO DV LQ $VLDQ

FRXQWULHV �HVSHFLDOO\ LQ -DSDQ�� WKDQ LQ FRQWLQHQWDO (XURSH� ,Q -DSDQ� H�J��

WKH DPHQGPHQWV WR WKH 8QIDLU &RPSHWLWLRQ $FW HQDFWHG LQ ���� GLG QRW

LQFOXGH DQ\ SHQDO VDQFWLRQV�

$V IDU DV IXWXUH SROLF\ PDNLQJ LV FRQFHUQHG� WKH LQWHUQDWLRQDO WUHQG

WRZDUGV WUDGH VHFUHW SURWHFWLRQ VKRXOG EH HQFRXUDJHG� ,Q RUGHU WR DFKLHYH

DQ LQWHUQDWLRQDO FRQVHQVXV LW LV UHFRPPHQGHG WKDW DOO OHJDO V\VWHPV ± HLWKHU

LQ WKHLU SHQDO FRGHV RU LQ WKH DFWV DJDLQVW XQIDLU FRPSHWLWLRQ ± HVWDEOLVK

SHQDO WUDGH VHFUHW SURWHFWLRQ EDFNHG XS E\ DGHTXDWH FLYLO SURYLVLRQV

FRQFHUQLQJ XQIDLU FRPSHWLWLRQ�
���

7KHVH SHQDO DQG FLYLO SURYLVLRQV VKRXOG

JHQHUDOO\ DSSO\ WR DOO WUDGH VHFUHWV DQG QRW EH OLPLWHG WR WKH FRPSXWHU DQG

GDWD SURFHVVLQJ DUHD� +RZHYHU� LQ RUGHU WR DYRLG WKH PRQRSROLVDWLRQ RI

LQIRUPDWLRQ� WUDGH VHFUHW SURWHFWLRQ VKRXOG EH UHVWULFWHG WR FHUWDLQ

LQWROHUDEOH DFWV RI REWDLQLQJ LQIRUPDWLRQ� DQG QRW EH H[WHQGHG WR D

SURWHFWLRQ RI LQIRUPDWLRQ SHU VH�
���

6LPLODU SULQFLSOHV JXDUDQWHH WKH SURWHFWLRQ RI RWKHU VHFUHWV DQG RI

FRQILGHQWLDOLW\� HVSHFLDOO\ WKH VHFUHF\ RI SXEOLF DXWKRULW\� SURIHVVLRQDO

VHFUHF\ �HVSHFLDOO\ IRU PHGLFDO GRFWRUV DQG ODZ\HUV�� PDLO DQG WHOHSKRQH

FRQILGHQWLDOLW\� RU WD[ VHFUHF\� 6LQFH WKHVH OHJDO SURYLVLRQV GR QRW SOD\ D

GRPLQDQW UROH LQ WKH ILHOG RI FRPSXWHU FULPH� WKH\ DUH QRW GHDOW ZLWK LQ

GHWDLO KHUH�

��� 6HH� H�J�� IRU 'HQPDUN� WKH TXDOLILFDWLRQV LQ 6HFWLRQ ��� DQG ��� 3HQDO &RGH� DPHQGHG LQ �����

IRU *HUPDQ\� 6HFWLRQ �� RI WKH $FW $JDLQVW 8QIDLU &RPSHWLWLRQ� DPHQGHG LQ ����� IRU 6ZHGHQ�

6HFWLRQ �� 'DWD 3URWHFWLRQ $FW� FKDSWHU �� 6HFWLRQ � &ULPLQDO &RGH� 3URWHFWLRQ RI 7UDGH 6HFUHWV

$FW ����� IRU 6ZLW]HUODQG� $UWLFOH ��� &ULPLQDO &RGH� IRU WKH 86$� 7KH (FRQRPLF (VSLRQDJH $FW RI

���� ��� 8�6�&� �� ����������� )RU D YHU\ EURDG SURWHFWLRQ RI FRPSXWHU VWRUHG GDWD VHH

$UWLFOH ���D ��� RI WKH 'XWFK &ULPLQDO &RGH�

��� 6HH ,QVWLWXWH RI /DZ 5HVHDUFK DQG 5HIRUP� 8QLYHUVLW\ RI $OEHUWD� %DFNJURXQG 3DSHU RQ ,PSURSHU

,QWHUIHUHQFH ZLWK &RPSXWHUV DQG WKH 0LVDSSURSULDWLRQ RI &RPPHUFLDO ,QIRUPDWLRQ� ����� SS� ��

HW VHT�

��� )RU WKH UHOHYDQW DFWLYLWLHV RI LQWHUQDWLRQDO RUJDQLVDWLRQV VHH LQIUD FKDSWHU ,9�%�

��� 6HH ,QVWLWXWH RI /DZ 5HVHDUFK DQG 5HIRUP� 8QLYHUVLW\ RI $OEHUWD� 3URWHFWLRQ RI 7UDGH 6HFUHWV�

5HSRUW IRU 'LVFXVVLRQ 1R� �� �����
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�� &RPSXWHU�6DERWDJH

1RW RQO\ ZLWK UHVSHFW WR WKH SURWHFWLRQ RI WKH H[FOXVLYH XVH RI LQIRUPDWLRQ�

EXW DOVR ZLWK UHJDUG WR WKH SURWHFWLRQ RI WKH LQWHJULW\ RI LQIRUPDWLRQ�

FULPLQDO ODZ KDV D IUDJPHQWDU\ FKDUDFWHU DQG LV JHQHUDOO\ RQO\ WR EH XVHG DV

DQ XOWLPD UDWLR PHDQV� ,W LV WKHUHIRUH LPSRVVLEOH WR SURWHFW WKH LQWHJULW\ RI

LQIRUPDWLRQ ZLWK D JHQHUDO FULPLQDO SURYLVLRQ� VXFK DV FRUSRUHDO SURSHUW\ LV

SURWHFWHG E\ VWDWXWHV RQ GDPDJH WR SURSHUW\� +RZHYHU� LQ JXDUDQWHHLQJ WKH

LQWHJULW\ RI VSHFLILF GDWD� FULPLQDO ODZ FDQ SOD\ DQ LPSRUWDQW UROH LQ SURYLGLQJ

D �IRUPDO VSKHUH RI LQWHJULW\� VLPLODU WR WKH DERYH�PHQWLRQHG �IRUPDO VSKHUH

RI VHFUHF\� JXDUDQWHHG E\ WKH KDFNLQJ SURYLVLRQV�

8QWLO WKH ����V� LQ PRVW OHJDO V\VWHPV WKH LQWHJULW\ RI FRPSXWHU�VWRUHG

GDWD ZDV FRYHUHG E\ JHQHUDO SURYLVLRQV IRU GDPDJH WR SURSHUW\� YDQGDOLVP

RU PLVFKLHI� +RZHYHU� WKHVH SURYLVLRQV ZHUH GHYHORSHG WR SURWHFW WDQJLEOH

REMHFWV� VR WKDW WKHLU DSSOLFDWLRQ LQ WKH LQIRUPDWLRQ VSKHUH SRVHG QHZ

TXHVWLRQV� ,Q D IHZ FULPLQDO FRGHV� VXFK DV LQ %HOJLXP ODZ RU LQ $XVWUDOLDQ

VWDWH ODZ� WKH PHUH HUDVXUH RI LQIRUPDWLRQ ZLWKRXW GDPDJLQJ WKH SK\VLFDO

PHGLXP GLG QRW IDOO XQGHU WKH SURYLVLRQV RI GDPDJH WR SURSHUW\� VLQFH

HOHFWULF LPSXOVHV DUH QRW FRQVLGHUHG WR EH �FRUSRUHDO SURSHUW\� DQG

LQWHUIHUHQFH ZLWK WKH XVH RI WKH SK\VLFDO PHGLXP LV QRW FRQVLGHUHG WR EH

�GHVWUXFWLRQ��
���

2Q WKH RWKHU KDQG� WKH SUHYDLOLQJ RSLQLRQ LQ PRVW FRXQWULHV

FRQVLGHUV WKH GHOLEHUDWH GDPDJH RU GHVWUXFWLRQ RI LQIRUPDWLRQ RQ WDSHV RU

GLVFV DV GDPDJH WR SURSHUW\ RU YDQGDOLVP GH OHJH ODWD�
���

7KLV FRQFOXVLRQ LV

MXVWLILHG E\ WKH DUJXPHQW WKDW WKH SHUSHWUDWRU HLWKHU GDPDJHV RU LQWHUIHUHV

ZLWK WKH IXQFWLRQ RI WKH SK\VLFDO WDSH RU GLVF XSRQ ZKLFK WKH LQIRUPDWLRQ LV

VWRUHG� +RZHYHU� HYHQ LQ WKHVH FRXQWULHV� SUREOHPV RFFXU LQ FDVHV LQ ZKLFK

GDWD DUH QRW UHFRUGHG RQ FRUSRUHDO FDUULHUV EXW DUH MXVW WUDQVPLWWHG�

,Q RUGHU WR FODULI\ WKH VLWXDWLRQ� OHJLVODWLRQ KDV EHHQ HQDFWHG LQ $XVWULD�

&DQDGD� 'HQPDUN� *HUPDQ\� )LQODQG� )UDQFH� -DSDQ� WKH 1HWKHUODQGV�

6SDLQ� 6ZHGHQ� 6ZLW]HUODQG� WKH 8QLWHG .LQJGRP DQG WKH 8QLWHG 6WDWHV�
���

��� 6HH� H�J�� IRU %HOJLXP� 6HFWLRQV ���� ��� 3HQDO &RGH� IRU &DQDGD� 6HFWLRQV ���� ��� &ULPLQDO

&RGH�

��� 6HH� H�J�� IRU $XVWULD� 6HFWLRQ ��� 3HQDO &RGH� IRU 'HQPDUN� 6HFWLRQ ��� 3HQDO &RGH� IRU

*HUPDQ\� 6HFWLRQ ��� 3HQDO &RGH� IRU ,WDO\� 6HFWLRQV ���� ��� 3HQDO &RGH �FRQWURYHUVLDOO\

GLVSXWHG�� IRU -DSDQ� $UWLFOHV ������� 3HQDO &RGH DQG LQ DGGLWLRQ $UWLFOHV ���� ��� FRQFHUQLQJ

REVWUXFWLRQ RI EXVLQHVV� IRU WKH 1HWKHUODQGV� 6HFWLRQ ��� &ULPLQDO &RGH� IRU 1RUZD\� 6HFWLRQ ���

3HQDO &RGH� IRU 6SDLQ� $UWLFOHV ��� HW VHT� RI WKH ROG &ULPLQDO &RGH� IRU 6ZHGHQ� FKDSWHU ��

6HFWLRQ � &ULPLQDO &RGH�

��� 6HH IRU $XVWULD� 6HFWLRQ ���D 3HQDO &RGH� IRU &DQDGD� 6HFWLRQ �������� &ULPLQDO &RGH� IRU

'HQPDUN� 6HFWLRQ ��� 3HQDO &RGH� DPHQGHG LQ ����� IRU *HUPDQ\� 6HFWLRQV ���D DQG ���E 3HQDO

&RGH� IRU )LQODQG� FKDSWHU �� 6HFWLRQV ���� DPHQGHG ����� FKDSWHU �� 6HFWLRQ � SDUD� � 3HQDO

&RGH� DPHQGHG ����� IRU )UDQFH� $UWLFOHV ����� DQG ����� &ULPLQDO &RGH� IRU -DSDQ�
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+RZHYHU� LQ WKHVH FRXQWULHV WKH VWDWXWHV XVH GLIIHUHQW OHJLVODWLYH

WHFKQLTXHV� 6RPH FRXQWULHV �VXFK DV )LQODQG� KDYH WKH LQWHQWLRQ RI

DPHQGLQJ WKH WUDGLWLRQDO VWDWXWHV RQ PLVFKLHI� YDQGDOLVP RU GDPDJH WR

WDQJLEOH SURSHUW\� ZKHUHDV� RWKHU FRXQWULHV FUHDWH VSHFLILF SURYLVLRQV IRU

LQIRUPDWLRQ� $ IHZ FRXQWULHV �HVSHFLDOO\ -DSDQ� FRYHU DOO NLQGV RI GRFXPHQWV

DQG QRW RQO\ FRPSXWHU�VWRUHG GDWD� 2WKHUV �$XVWULD� *HUPDQ\� )UDQFH�

-DSDQ� WKH 1HWKHUODQGV� 1HZ =HDODQG� 6SDLQ� WKH 8QLWHG .LQJGRP�

VSHFLILFDOO\ SURWHFW WKH LQWHJULW\ RI FRPSXWHU�VWRUHG GDWD� 6RPH OHJDO

V\VWHPV DOVR LQFOXGH VSHFLILF TXDOLILFDWLRQV IRU FRPSXWHU VDERWDJH OHDGLQJ WR

WKH REVWUXFWLRQ RI EXVLQHVV RU RI QDWLRQDO VHFXULW\�
���

,QGHSHQGHQW VWDWXWHV ZKLFK SURWHFW WKH LQWHJULW\ RI FRPSXWHU VWRUHG

GDWD KDYH WKH DGYDQWDJH WKDW WKH\ FDQ LQFOXGH WKH GHVWUXFWLRQ RU HUDVXUH RI

FRPSXWHULVHG GDWD DQG WKHLU DOWHUDWLRQ RU PDQLSXODWLRQ �D IRUP RI DWWDFN

ZKLFK LV W\SLFDO IRU LQIRUPDWLRQ DQG QRW IRU WDQJLEOH SURSHUW\�� DV ZHOO DV WKH

LQWHUIHUHQFH ZLWK WKH ODZIXO XVH RU DFFHVV RI GDWD� 6XFK FRPSUHKHQVLYH

VWDWXWHV FDQ EH IRXQG LQ $XVWULD� &DQDGD� *HUPDQ\� /X[HPERXUJ DQG

)UDQFH�
���

7KHVH SURYLVLRQV DUH WR EH UHFRPPHQGHG DV WKH\ SURWHFW D

�IRUPDO VSKHUH RI LQWHJULW\� IRU FRPSXWHULVHG GDWD VLPLODU WR WKH �IRUPDO

VSKHUH RI VHFUHF\� FRYHUHG E\ WKH DERYH�PHQWLRQHG �DFFHVV��SURYLVLRQV�
���

:KHUHDV WKH PDMRULW\ RI WKHVH QHZ VWDWXWHV RQ FRPSXWHU VDERWDJH VWLOO

UHTXLUH DQ DFWXDO GDPDJH RI WKH YLFWLP DQG D UHVSHFWLYH LQWHQW RI WKH

SHUSHWUDWRU� VRPH FRXQWULHV ZHQW HYHQ IXUWKHU E\ FUHDWLQJ QHZ LQGHSHQGHQW

SURYLVLRQV RQ WKH GLVWULEXWLRQ DQG�RU WKH SURGXFWLRQ RI YLUXVHV ZKLFK SDUWO\

RU FRPSOHWHO\ GR QRW UHTXLUH WKHVH WUDGLWLRQDO UHTXLUHPHQWV RI YDQGDOLVP RU

PLVFKLHI� +RZHYHU� WKH H[WHQW WR ZKLFK WKH YDULRXV QDWLRQDO ODZV JLYH XS WKH

WUDGLWLRQDO UHTXLUHPHQWV RI GDPDJH DQG LQWHQW YDULHV� $ �PRGHVW� H[WHQVLRQ

RI FULPLQDO OLDELOLW\ ZDV HQDFWHG LQ WKH 8. E\ 6HFWLRQ � RI WKH �&RPSXWHU

0LVXVH $FW ����� DFFRUGLQJ WR ZKLFK LQWHQW QHHGV WR EH GLUHFWHG �DW ��� DQ\

SDUWLFXODU FRPSXWHU� ��� DQ\ SDUWLFXODU SURJUDP RU GDWD RU D SURJUDP RU D

GDWD RI DQ\ SDUWLFXODU NLQG�� 7KLV PHDQV WKDW LW GRHV QRW KDYH WR EH SURYHG

$UWLFOHV ������ ���� ��� 3HQDO &RGH� IRU WKH 1HWKHUODQGV� $UWLFOHV ���D� ���E &ULPLQDO &RGH� IRU

6SDLQ� $UWLFOH ����� &ULPLQDO &RGH ����� IRU 6ZHGHQ� 6HFWLRQ �� 'DWD 3URWHFWLRQ $FW� IRU

6ZLW]HUODQG� $UWLFOH ���ELV &ULPLQDO &RGH� IRU WKH 8.� 6HFWLRQ � &RPSXWHU 0LVXVH $FW ����� IRU

WKH 86$� 6HFWLRQ �� 8�6�&� � ���� �D� ���� DV ZHOO DV YDULRXV VWDWH ODZV�

��� 6HH� IRU *HUPDQ\� 6HFWLRQ ���E 3HQDO &RGH� IRU ,WDO\� 6HFWLRQ ��� 3HQDO &RGH� IRU -DSDQ�

$UWLFOH ����� 3HQDO &RGH� IRU 1RUZD\� 6HFWLRQ ���E 3HQDO &RGH�

��� 6HH� H�J�� IRU /X[HPERXUJ� $UWLFOHV ����� DQG ����� 3HQDO &RGH�

��� ,Q WKH IXWXUH� LW VKRXOG EH FDUHIXOO\ FRQVLGHUHG ZKHWKHU RU QRW WKLV IRUPDO SURWHFWLRQ RI

FRPSXWHULVHG GDWD VKRXOG EH H[WHQGHG WR RWKHU GDWD �H�J�� VWRUHG RQ SDSHU�� )RU WKH UHVSHFWLYH

SURSRVDOV RI LQWHUQDWLRQDO RUJDQLVDWLRQV VHH LQIUD FKDSWHU ,9�%�
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WKDW WKH GHIHQGDQW KDG DQ\ VSHFLILF FRPSXWHU RU GDWD DV WDUJHW LQ PLQG�
���

,Q

WKH 86� VL[ VWDWHV KDYH SDVVHG IXUWKHU�UHDFKLQJ ODZV ZKLFK VSHFLILFDOO\

DGGUHVV WKH YLUXV SUREOHPV�
���

,Q PRVW RI WKHVH VWDWHV� WKH H[WHQVLRQ LV

OLPLWHG WR FULPLQDO OLDELOLW\ IRU WKH LQWURGXFWLRQ RU LQVHUWLRQ RI D �FRPSXWHU

YLUXV�� D �GHVWUXFWLYH SURJUDP� RU D �FRPSXWHU FRQWDPLQDQW�� 0LQQHVRWD DQG

1HEUDVND KDYH JRQH D VWHS IXUWKHU E\ FULPLQDOLVLQJ DOUHDG\ WKRVH ZKR

�GLVWULEXWH ZLWKRXW DXWKRULVDWLRQ DQG ZLWK LQWHQW WR GDPDJH RU GHVWUR\ DQ\

FRPSXWHU V\VWHP RU VRIWZDUH RU GDWD�� ,Q ,WDO\ DQG LQ WKH 1HWKHUODQGV� DQ

DSSURDFK ZDV WDNHQ VLPLODU WR WKDW RI WKH 86 VWDWHV MXVW UHIHUUHG WR� 7KH

QHZ ,WDOLDQ ODZ �6HFWLRQ ��� TXLQTXLHV RI WKH &ULPLQDO &RGH� LQWURGXFHG LQ

'HFHPEHU ����� FULPLQDOLVHV WKH LQWURGXFWLRQ� FRPPXQLFDWLRQ RU SDVVLQJ RQ

RI D GDWD SURFHVVLQJ SURJUDP ZKLFK ZDV WKH SXUSRVH RU WKH HIIHFW RI

GDPDJLQJ D GDWD SURFHVVLQJ RU WHOHFRPPXQLFDWLRQ V\VWHP RU LWV GDWD RU

SURJUDPV RU RI LQWHUUXSWLQJ RU DOWHULQJ LWV RSHUDWLRQ� 7KH QHZ 'XWFK

SURYLVLRQ FRYHUV �DQ\ SHUVRQ ZKR LQWHQWLRQDOO\ RU XQODZIXOO\ PDNHV DYDLODEOH

RU GLVWULEXWHV DQ\ GDWD ZKLFK LV PHDQW WR GR GDPDJH E\ UHSOLFDWLQJ LWVHOI LQ

DQ DXWRPDWHG V\VWHP� KRZHYHU� VKDOO QRW EH DQ RIIHQFH WR FDUU\ RXW WKH DFW

��� ZLWK WKH REMHFW RI OLPLWLQJ GDPDJH UHVXOWLQJ IURP VXFK GDWD��
���

$Q HYHQ

EURDGHU SURYLVLRQ HQWHUHG LQWR IRUFH LQ 6ZLW]HUODQG RQ � -DQXDU\ �����

7KHUH� QRW RQO\ WKH �SURGXFWLRQ RI D PDOLFLRXV SURJUDP� LV D FULPH� EXW DOVR

JLYLQJ LQVWUXFWLRQV WR FUHDWH VXFK SURJUDPV� �$Q\RQH� ZKR FUHDWHV� LPSRUWV�

GLVWULEXWHV� SURPRWHV� RIIHUV� PDNHV DYDLODEOH� FLUFXODWHV LQ DQ\ ZD\� RU

JLYHV LQVWUXFWLRQV WR FUHDWH SURJUDPV� WKDW KH�VKH NQRZV RU KDV WR SUHVXPH

WR EH XVHG IRU SXUSRVHV DFFRUGLQJ WR LWHP � OLVWHG DERYH �WR GHOHWH� PRGLI\

RU UHQGHU XVHOHVV ZLWKRXW DXWKRULVDWLRQ HOHFWURQLFDOO\ RU VLPLODULW\ VWRUHG RU

WUDQVPLWWHG GDWD�� ZLOO EH SXQLVKHG��
���

��� 7KXV� 6HFWLRQ � LV KHOG DSSOLFDEOH H�J� WR D FDVH ZKHUH WKH GHIHQGDQW LQWHQWLRQDOO\ LQWURGXFHG D

FRPSXWHU �ZRUP� SURJUDP LQWR D V\VWHP� ZKHUH LW XVHV XS DOO WKH VSDUH FDSDFLW\ E\ DGGLQJ

SURJUDPV RU GDWD WKHUHE\ LPSDLULQJ WKH RSHUDWLRQ RI WKH FRPSXWHU� LI VRPHERG\ LQWHQWLRQDOO\

LQWURGXFHV LQWR FLUFXODWLRQ D GLVN FRQWDPLQDWHG ZLWK D �YLUXV� DQG DQRWKHU SHUVRQ LQQRFHQWO\ XVHV LW

RQ KLV RZQ FRPSXWHU� LPSDLULQJ LWV RSHUDWLRQ� WKLV DOVR LV FRQVLGHUHG LQ WKH 8. DV DQ �XQDXWKRULVHG

PRGLILFDWLRQ��

��� 7KH VL[ 86 VWDWHV DUH &DOLIRUQLD� ,OOLQRLV� 0DLQH� 0LQQHVRWD� 1HEUDVND� DQG 7H[DV�

��� ,Q D FRPPHQW RQ WKLV SURYLVLRQ LW LV HPSKDVLVHG WKDW WKH RIIHQGHU PXVW KDYH WKH LQWHQW WR FDXVH

GDPDJH� 7KH GDWD ZLOO KDYH WR EH VXLWDEOH IRU WKDW SXUSRVH� WKH LQWHQW FRXOG EH SURYHQ E\ VHFXULQJ

DQG DQDO\VLQJ WKH YLUXV� 7KH WHUP �PXOWLSO\LQJ� FDQ DOVR EH XQGHUVWRRG WR LQFOXGH VLPSOH FRS\LQJ

DV D ILUVW VWHS� $ SHUVRQ ZKR WULHV WR SUHYHQW GDPDJH DQG LQWHQWLRQDOO\ GLVWULEXWHV DQG GLVSRVHV

DQWL�YLUXV SURJUDPV KDV D OHJDO MXVWLILFDWLRQ�

��� 6LPLODUO\ LQ ����� D 6ZHGLVK &RPPLVVLRQ FDPH WR WKH FRQFOXVLRQ WKDW DV �FRPSXWHU YLUXVHV� FRXOG

FDXVH VHULRXV GDPDJH LQ D JUHDW QXPEHU RI FRPSXWHUV WKURXJK WKHLU SURSDJDWLRQ DQ DGGLWLRQDO

RIIHQFH VKRXOG EH LQWURGXFHG LQ WKH &ULPLQDO &RGH� 7KH SURSRVDO LQFOXGHG QRW RQO\ WKH FDVH RI

�GLVWULEXWLRQ � EXW DOVR ± OLNH LQ 6ZLW]HUODQG ± WKDW RI �SURGXFWLRQ�� ,W UHDGV DV IROORZV�

���� :KRHYHU FUHDWHV D FRPSXWHU SURJUDP RU SURJUDP LQVWUXFWLRQV FRQVWUXFWHG LQ VXFK D ZD\ WKDW
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+RZHYHU� LW KDV WR EH QRWHG WKDW VWLOO PRVW OHJLVODWRUV ZKR KDYH

LQWURGXFHG QHZ FRPSXWHU FULPH ODZV RU KDYH DPHQGHG WKHP GXULQJ WKH ODVW

WHQ \HDUV KDYH QRW RU QRW \HW IROORZHG WKLV OLQH� 7KH KHVLWDWLRQ PD\ FRPH

IURP WKH IHHOLQJ WKDW FULPLQDO ODZ KDV RQO\ D OLPLWHG HIIHFW LQ WKLV ILHOG�

)XUWKHUPRUH� LW KDV QRW UHDOO\ EHHQ WHVWHG ZKHWKHU �WUDGLWLRQDO� SURYLVLRQV

RQ FRPSXWHU VDERWDJH FRXOG EH VXIILFLHQW IRU KDQGOLQJ WKH SUREOHP� ,Q PDQ\

FDVHV RI GLVWULEXWLRQ RI YLUXVHV� D GROXV HYHQWXDOLV RI WKH SHUSHWUDWRU ZLWK

UHVSHFW WR GDPDJH FDQ EH DVVXPHG�

�� &RPSXWHU�)RUJHU\

2QH RI WKH PRVW LPSRUWDQW FULPLQDO ODZ SURYLVLRQV FRYHULQJ WKH LQWHJULW\ DV

ZHOO DV WKH FRUUHFWQHVV RI VSHFLILF LQIRUPDWLRQ
���

DUH WKH SURYLVLRQV RQ

IRUJHU\� ZKLFK JXDUDQWHH WKH DXWKHQWLFLW\ RI WKH DXWKRU DV DXWKRULW\ IRU WKH

VWDWHPHQW ZKLFK WKH\ FRQWDLQ�
���

,Q VRPH FRXQWULHV� WKH WUDGLWLRQDO

SURYLVLRQV RQ IRUJHU\ UHTXLUH YLVXDO UHDGDELOLW\ RI WKH VWDWHPHQWV ZKLFK DUH

HPERGLHG LQ WKH GRFXPHQW DQG� IRU WKLV UHDVRQ� GR QRW FRYHU HOHFWURQLFDOO\

VWRUHG GDWD�
���

:LWK WKH LQWHQWLRQ RI JLYLQJ HOHFWURQLFDOO\ EDVHG GRFXPHQWV

WKH VDPH OHJDO SURWHFWLRQ DV SDSHU EDVHG GHFODUDWLRQV� VRPH FRXQWULHV ±

VXFK DV $XVWUDOLD� &DQDGD� *HUPDQ\� )LQODQG� )UDQFH� *UHHFH� -DSDQ�

/X[HPERXUJ� WKH 8QLWHG .LQJGRP DQG 1RUZD\ ± HQDFWHG RU SURSRVHG QHZ

VWDWXWHV RQ IRUJHU\ ZKLFK UHOLQTXLVK YLVXDO SHUFHSWLELOLW\�
���

'H OHJH ODWD�

WKH\ DUH FDSDEOH RI DIIHFWLQJ GDWD RU WKH WHFKQLFDO HTXLSPHQW XVHG WR SURFHVV GDWD ZLWKRXW KDYLQJ

DXWKRULVDWLRQ WR GR VR� RU ��� VSUHDGV WKH DIRUHPHQWLRQHG SURJUDPV RU LQVWUXFWLRQV� DQG WKXV

FDXVHV D ULVN RI GDWD EHLQJ GHVWUR\HG RU DOWHUHG� RU FDXVHV GDPDJH WR WKH DIRUHPHQWLRQHG

HTXLSPHQW RU GLVWXUEDQFH LQ LWV IXQFWLRQLQJ� VKDOO EH MXGJHG JXLOW\ RI PDQXIDFWXULQJ RU VSUHDGLQJ

FRPSXWHU YLUXVHV� DQG VHQWHQFHG WR SD\ ILQHV RU WR QRW PRUH WKDQ WZR \HDUV RI LPSULVRQPHQW��

7KLV SURSRVDO IRU DQ H[WHQVLRQ ZDV DFFRPSDQLHG E\ DQ H[WHQVLRQ RI WKH UHTXLUHG FXOSDEOH VWDWH RI

PLQG ZKLFK RWKHU OHJLVODWRUV KDG QRW GDUHG LQWURGXFLQJ XS WR QRZ� (YHQ LI WKH RIIHQFH KDG EHHQ

FRPPLWWHG E\ JURVV QHJOLJHQFH� DQG QRW E\ LQWHQW� LV VKRXOG EH SRVVLEOH WR VHQWHQFH IRU QHJOLJHQFH

WKH LOOHJDO KDQGOLQJ RI D FRPSXWHU YLUXV�

��� 'XH WR LWV IUDJPHQWDU\ FKDUDFWHU� FULPLQDO ODZ LV LQDGHTXDWH WR PDLQWDLQ WKH JHQHUDO FRUUHFWQHVV RI

LQIRUPDWLRQ� 2QO\ LQ VSHFLILF FDVHV� VXFK DV IRU EDODQFH VKHHW LWHPV� PHGLFDO UHSRUWV RU RWKHU

VSHFLILF GRFXPHQWV� FDQ LW JXDUDQWHH IDXOWOHVV LQIRUPDWLRQ�

��� )RU D GHWDLOHG DQDO\VHV RI WKH IXQFWLRQ RI �IRUJHU\� VHH /HQJ� )DOVLW\ LQ )RUJHU\� ������ 7KH

&ULPLQDO /DZ 5HYLHZ� SS� ��� HW VHT�� 6LHEHU� &RPSXWHUNULPLQDOLWlW XQG 6WUDIUHFKW� �QG HG� �����

SS� ��� HW VHT�

��� 6HH� H�J�� IRU $XVWULD� 6HFWLRQ ��� 3HQDO &RGH� IRU %HOJLXP� 6HFWLRQ ��� 3HQDO &RGH� IRU *HUPDQ\�

6HFWLRQ ��� 3HQDO &RGH� IRU )UDQFH� 6HFWLRQ ��� 3HQDO &RGH� IRU ,WDO\� 6HFWLRQV ���� ��� 3HQDO

&RGH� IRU 6ZLW]HUODQG� 6HFWLRQV ���� 1R� �� ������ ��� 3HQDO &RGH�

��� 6HH IRU &DQDGD� 6HFWLRQ ��� &ULPLQDO &RGH� IRU *HUPDQ\� 6HFWLRQV ���� ���� ���� ���� ��� 3HQDO

&RGH� DPHQGHG LQ ����� IRU )LQODQG� FKDSWHU �� 6HFWLRQV ��� RI WKH 3HQDO &RGH� DPHQGHG �����

IRU )UDQFH� $UWLFOH ����� DQG $UWLFOH ����� 3HQDO &RGH� IRU *UHHFH� $UWLFOH �� & &ULPLQDO &RGH� IRU
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FRXUWV LQ RWKHU FRXQWULHV ± DV LQ $XVWUDOLD� )UDQFH� ,VUDHO RU WKH 1HWKHUODQGV

± FDPH WR WKH VDPH UHVXOW�
���

:LWK UHVSHFW WR WKH FRUUHFWQHVV DQG DXWKHQWLFLW\ RI LQIRUPDWLRQ VRPH

FRXQWULHV HQDFWHG� RU DUH VWLOO FRQVLGHULQJ� DGGLWLRQDO JXDUDQWHHV IRU QHZ

IRUPV RI PRQH\� HVSHFLDOO\ �SODVWLF PRQH\� DQG SUHSDLG FDUGV �VXFK DV

WHOHSKRQH FDUGV�� 7KHVH QHZ SURYLVLRQV H[WHQG WKH WUDGLWLRQDO FRQFHSWV RI

FRXQWHUIHLWLQJ PRQH\ RU DOWHUDWLRQ RI VHFXULWLHV WR QHZ WHFKQRORJLFDO

GHYHORSPHQWV�

�� &RPSXWHU�)UDXG

7KH SUHFHGLQJ SDUDJUDSKV SULPDULO\ GLVFXVVHG WKH TXHVWLRQV RI ZKHWKHU DQG

LQ KRZ IDU WKH H[FOXVLYH XVH� FRQILGHQWLDOLW\� LQWHJULW\ DQG FRUUHFWQHVV RI

LQIRUPDWLRQ FDQ EH D OHJDOO\ SURWHFWHG LQWHUHVW SHU VH� 7KLV LVVXH KDV WR EH

VWULFWO\ VHSDUDWHG IURP FDVHV ZKHUH IDOVH LQIRUPDWLRQ LV XVHG LQ RUGHU WR

DWWDFN RWKHU OHJDOO\ SURWHFWHG LQWHUHVWV �VXFK DV OLIH RU DVVHWV��

,Q PRVW DUHDV RI WUDGLWLRQDO OHJDO LQWHUHVWV� WKH LQYROYHPHQW RI FRPSXWHU

GDWD �H�J�� LQ WKH FDVH RI PXUGHU FRPPLWWHG E\ WKH PDQLSXODWLRQ RI

FRPSXWHULVHG KRVSLWDO VXSHUYLVLRQ V\VWHP� GRHV QRW FDXVH VSHFLILF OHJDO

SUREOHPV� 7KH UHVSHFWLYH OHJDO SURYLVLRQV DUH IRUPXODWHG LQ WHUPV RI UHVXOWV

DQG LW LV FRPSOHWHO\ LUUHOHYDQW LI WKLV UHVXOW LV DFKLHYHG ZLWK WKH LQYROYHPHQW

RI D FRPSXWHU RU QRW� +RZHYHU� HYHQ LQ WKLV DUHD FRPSXWHU�VSHFLILF

TXDOLILFDWLRQV DUH SURSRVHG LQ VRPH FRXQWULHV�
���

,Q WKH ILHOG RI ILQDQFLDO PDQLSXODWLRQV WKH VLWXDWLRQ LV GLIIHUHQW� 7KH

VWDWXWRU\ GHILQLWLRQV RI WKHIW� ODUFHQ\ DQG HPEH]]OHPHQW LQ PDQ\ OHJDO

V\VWHPV ± VXFK DV LQ *HUPDQ\� *UHHFH� /X[HPERXUJ RU -DSDQ ± UHTXLUH WKDW

WKH RIIHQGHU WDNH DQ �LWHP RI DQRWKHU SHUVRQ
V SURSHUW\�� 7KH VWDWXWRU\

SURYLVLRQV DUH QRW DSSOLFDEOH LI WKH SHUSHWUDWRU DSSURSULDWHV GHSRVLW PRQH\�

LQ PDQ\ FRXQWULHV WKHVH WUDGLWLRQDO SURYLVLRQV DOVR FDXVH GLIILFXOWLHV� DV IDU

DV PDQLSXODWLRQV RI FDVK GLVSHQVHUV DUH FRQFHUQHG�
���

7KH VWDWXWRU\

-DSDQ� $UWLFOHV ���� ���� ���� ����� 3HQDO &RGH� IRU /X[HPERXUJ� $UWLFOHV ����� DQG ����� 3HQDO

&RGH� IRU 1RUZD\� 6HFWLRQV ���� ��� 3HQDO &RGH�

��� 6HH� H�J�� IRU )UDQFH� 6HFWLRQ ��� 3HQDO &RGH� IRU -DSDQ� $UWLFOHV ������� 3HQDO &RGH� IRU WKH

1HWKHUODQGV� 6HFWLRQ ��� &ULPLQDO &RGH�

��� 6HH� H�J�� IRU WKH 86$� 6HFWLRQV ���������� ��� &RGH RI 9LUJLQLD ���� PDNLQJ LW D FULPH WR XVH �D

FRPSXWHU ZLWKRXW DXWKRULW\ DQG ZLWK LQWHQW WR FDXVH SK\VLFDO LQMXU\ WR DQ LQGLYLGXDO��

��� 6HH� H�J�� IRU *HUPDQ\� 6HFWLRQV ���� ��� 3HQDO &RGH� IRU ,WDO\� 6HFWLRQ ��� 3HQDO &RGH� IRU

-DSDQ� $UWLFOHV ���� ���� ��� 3HQDO &RGH� 6HH IRU D GLIIHUHQW UHVXOW� H�J�� LQ &DQDGD� 5� Y� +DUG\

������� �� &�&�&� ��G� ���
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SURYLVLRQV RI IUDXG LQ PRVW OHJDO V\VWHPV GHPDQG D GHFHSWLRQ RI D SHUVRQ�

7KH\ FDQQRW EH XVHG ZKHQ D FRPSXWHU LV �FKHDWHG��
���

7KH VWDWXWRU\

GHILQLWLRQV RI EUHDFK RI WUXVW RU �DEXV GH FRQILDQFH� ZKLFK H[LVW LQ VHYHUDO

FRXQWULHV ± VXFK DV LQ $XVWULD� %HOJLXP� *HUPDQ\� )UDQFH� -DSDQ�

/X[HPERXUJ RU 6ZLW]HUODQG ± RQO\ DSSO\ WR RIIHQGHUV LQ KLJK SRVLWLRQV DQG

QRW WR SXQFKHUV� RSHUDWRUV RU SURJUDPPHUV� VRPH SURYLVLRQV DOVR KDYH

UHVWULFWLRQV FRQFHUQLQJ WKH SURWHFWHG REMHFWV�
���

&RQVHTXHQWO\� PDQ\ :HVWHUQ OHJDO V\VWHPV ORRNHG IRU VROXWLRQV GH OHJH

ODWD ZKLFK GLG DYRLG VWUHWFKLQJ WKH ZRUGLQJ RI DOUHDG\ H[LVWLQJ SURYLVLRQV WRR

PXFK�
���

/DZV RQ FRPSXWHU IUDXG KDYH EHHQ HQDFWHG LQ $XVWUDOLD� $XVWULD�

'HQPDUN� *HUPDQ\� )LQODQG� *UHHFH� /X[HPERXUJ� -DSDQ� WKH 1HWKHUODQGV�

1RUZD\� 6SDLQ� 6ZHGHQ DQG WKH 86$�
���

6LPLODU UHIRUP SURSRVDOV DUH EHLQJ

GLVFXVVHG LQ WKH 8QLWHG .LQJGRP ZKLOH RWKHUV DUH DOUHDG\ GLVFXVVLQJ

DPHQGLQJ DQG WLJKWHQLQJ WKH H[LVWLQJ UXOHV�
���

,Q DGGLWLRQ� WKH 6ZHGLVK

OHJLVODWXUH H[SDQGHG WKH SURYLVLRQV RQ EUHDFK RI WUXVW WR WHFKQLFLDQV LQ

TXDOLILHG SRVLWLRQV RI WUXVW�
���

,Q JHQHUDO� VXFK OHJDO DPHQGPHQWV DUH

QHFHVVDU\ VLQFH FRPSXWHU�EDVHG DWWDFNV WR WUDGLWLRQDO OHJDOO\ SURWHFWHG

LQWHUHVWV VKRXOG QRW EH SULYLOHJHG�
���

��� 6HH� H�J�� IRU $XVWULD� 6HFWLRQ ��� 3HQDO &RGH� IRU 'HQPDUN� 6HFWLRQ ��� 3HQDO &RGH� IRU

*HUPDQ\� 6HFWLRQ ��� 3HQDO &RGH� IRU ,WDO\� 6HFWLRQ ��� 3HQDO &RGH� IRU -DSDQ� $UWLFOH ��� 3HQDO

&RGH� IRU 6ZHGHQ� FKDSWHU � 6HFWLRQ � SDUD� � &ULPLQDO &RGH� 6HH IRU D GLIIHUHQW UHVXOW LQ

%HOJLXP� 6HFWLRQ ��� 3HQDO &RGH� LQ &DQDGD� H�J�� 6HFWLRQ ��� &ULPLQDO &RGH� LQ )UDQFH�

6HFWLRQ ��� 3HQDO &RGH� LQ WKH 1HWKHUODQGV� 6HFWLRQ ��� &ULPLQDO &RGH�

��� 6HH� H�J�� IRU $XVWULD� 6HFWLRQ ��� 3HQDO &RGH� IRU %HOJLXP� 6HFWLRQ ��� 3HQDO &RGH� IRU *HUPDQ\�

6HFWLRQ ��� 3HQDO &RGH� IRU )UDQFH� $UWLFOH ��� 3HQDO &RGH� IRU -DSDQ� $UWLFOH ��� 3HQDO &RGH�

��� ,Q PRVW OHJDO V\VWHPV WKH SULQFLSOHV RI OHJDOLW\ DQG RI VWULFW LQWHUSUHWDWLRQ �QXOOXP FULPHQ� QXOOXP

SRHQD VLQH OHJH� SRHQDOLD VXQW UHVWULQJHQGD� DUH JXDUDQWHHG E\ FRQVWLWXWLRQDO SURYLVLRQV� 6HH�

H�J�� IRU *HUPDQ\� $UWLFOH ��� %DVLF /DZ� IRU WKH 86$� WKH ILIWK DQG IRXUWHHQWK DPHQGPHQWV�

��� 6HH� H�J�� IRU $XVWULD� 6HFWLRQ ���D &ULPLQDO &RGH� IRU 'HQPDUN� 6HFWLRQ ���D 3HQDO &RGH�

DPHQGHG LQ ����� IRU *HUPDQ\� 6HFWLRQ ���D 3HQDO &RGH� DPHQGHG LQ ����� IRU )LQODQG

FKDSWHU �� 6HFWLRQ � SDUD� � RI WKH 3HQDO &RGH� DPHQGHG LQ ����� IRU *UHHFH� $UWLFOH ��� $

&ULPLQDO &RGH� DPHQGHG LQ ����� IRU /X[HPERXUJ� $UWLFOHV ����� DQG ����� 3HQDO &RGH� DPHQGHG

LQ ����� IRU WKH 1HWKHUODQGV� $UWLFOH ���F &ULPLQDO &RGH� IRU 1RUZD\� 6HFWLRQ ��� ��� 3HQDO &RGH�

DPHQGHG LQ ����� IRU -DSDQ� $UWLFOH ����� 3HQDO &RGH� IRU 6SDLQ� $UWLFOHV ������ ��� HQ ILQH

&ULPLQDO &RGH ����� IRU 6ZHGHQ� FKDSWHU � 6HFWLRQ � SDUD� � &ULPLQDO &RGH� DPHQGHG LQ �����

IRU WKH 86$� 6HFWLRQ �� 8�6�&� � ���� �D� ��� ������ DQG YDULRXV VWDWH ODZV�

��� 6HH� H�J�� IRU *HUPDQ\� WKH 6L[WK %LOO IRU WKH 5HIRUP RI WKH &ULPLQDO /DZ RI 0DUFK �����

%XQGHVWDJVGUXFNVDFKH ��������

��� 6HH IRU 6ZHGHQ FKDSWHU �� 6HFWLRQ � &ULPLQDO &RGH� DPHQGHG LQ �����

��� )RU WKH UHVSHFWLYH SURSRVDOV RI LQWHUQDWLRQDO RUJDQLVDWLRQV VHH LQIUD FKDSWHU ,9�
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�� &RPSDUDWLYH�$QDO\VLV

&RPSDULQJ WKH YDULRXV OHJDO RUGHUV ZLWK UHVSHFW WR FRPSXWHU�UHODWHG

HFRQRPLF FULPH RQH FDQ VWDWH WKDW WKHUH H[LVWV DOUHDG\ D FRQVLGHUDEOH

GHJUHH RI KDUPRQLVDWLRQ� 0RVW FRXQWULHV FRYHU WKH PDLQ IRUPV RI FRPSXWHU�

UHODWHG HFRQRPLF FULPHV �VXFK DV FRPSXWHU IUDXG RU VDERWDJH� HLWKHU E\

WUDGLWLRQDO VWDWXWHV RU E\ QHZ OHJLVODWLRQ�

+RZHYHU� WKHUH DUH DOVR FRQVLGHUDEOH GLVFUHSDQFLHV� 7KH PRVW LPSRUWDQW

GLIIHUHQFH EHWZHHQ WKH YDULRXV QDWLRQDO ODZV LV WKDW VRPH FRXQWULHV ± VXFK

DV $XVWULD� %HOJLXP DQG -DSDQ
���

± GR QRW KDYH VSHFLDO FULPLQDO ODZ

SURYLVLRQV DJDLQVW KDFNLQJ �L�H� WKH PHUH SHQHWUDWLRQ LQWR FRPSXWHU

V\VWHPV�� 6XFK D FULPLQDO RIIHQFH ZRXOG EH GHVLUDEOH LQ DFFRUGDQFH ZLWK

H[LVWLQJ LQWHUQDWLRQDO UHFRPPHQGDWLRQV�
���

&RQVLGHUDEOH GLIIHUHQFHV DOVR

H[LVW LQ WKH ILHOG RI WUDGH VHFUHW SURWHFWLRQ� (VSHFLDOO\ $VLDQ FRXQWULHV VWLOO GR

QRW SD\ WRR PXFK DWWHQWLRQ WR WUDGH VHFUHW SURWHFWLRQ� (YHQ VRPH :HVWHUQ

LQGXVWULDOLVHG FRXQWULHV KDYH QRW \HW UHDOLVHG WKH QHHG WR SUHYHQW WKHIW RI

WUDGH VHFUHWV DQG WKH GDPDJH WKDW D ODFN RI SURWHFWLRQ PD\ FDXVH WR WKH

HFRQRP\� )XUWKHU GLIIHUHQFHV H[LVW LQ WKH ILHOG RI FRPSXWHU VDERWDJH ZKHUH

PRVW FRXQWULHV KDYH JHQHUDO SURYLVLRQV DJDLQVW �FRPSXWHU� VDERWDJH�

KRZHYHU� VRPH FRXQWULHV ZHQW IXUWKHU E\ HQDFWLQJ VSHFLILF DQWL�YLUXVHV

SURYLVLRQV ZKLFK GR QRW UHTXLUH DFWXDO GDPDJH RU UHVSHFWLYH LQWHQW RI WKH

SHUSHWUDWRU�

&� 3URWHFWLRQ�RI�,QWHOOHFWXDO�3URSHUW\

/RQJ EHIRUH WKH LQYHQWLRQ RI FRPSXWHUV� WKH GRFWULQH RI LQWHOOHFWXDO SURSHUW\

ODZ KDG GLVFXVVHG WKH TXHVWLRQ ZKHWKHU DQG ZK\ VSHFLILF LQIRUPDWLRQ VKRXOG

EH DWWULEXWHG WR LWV SRVVHVVRU� 7KHRULHV RQ WKH SURWHFWLRQ RI ZRUNV RI

DXWKRUVKLS JR EDFN WR WKH ILUVW �SULYLOHJH RI DXWKRUV� LQ WKH ��WK FHQWXU\ DQG

ZHUH HVSHFLDOO\ GHYHORSHG VLQFH WKH HQG RI WKH ��WK FHQWXU\� 7RGD\ WKH

��� ,Q $XVWULD� KDFNLQJ LV RQO\ SXQLVKHG ± DFFRUGLQJ WR WKH UHVSHFWLYH FLUFXPVWDQFHV ± XQGHU WKH

DVSHFWV RI GDWD SURWHFWLRQ �6HFWLRQ �� 'DWD 3URWHFWLRQ $FW� DQG DOWHUDWLRQ RI GDWD �6HFWLRQ ���D

&ULPLQDO &RGH�� FI� 6FKLFN�6FKP|O]HU� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� �����

SS� �� HW VHT� ,Q -DSDQ� KDFNLQJ LV� DOVR DIWHU WKH FULPLQDO ODZ UHIRUP RI ����� RQO\ SXQLVKDEOH

ZLWK UHJDUG WR FHUWDLQ FRQVHTXHQFHV RI WKH RIIHQFH� H�J�� DV REVWUXFWLRQ RI EXVLQHVV DFFRUGLQJ WR

$UWLFOH ����� 3HQDO &RGH� FI� <DPDJXFKL� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� �����

SS� ��� HW VHT�

��� $SDUW IURP WKDW� WKH XVH RI DEVWUDFW VWULFW�OLDELOLW\ RIIHQFHV IRU WKH SUHYHQWLRQ RI FRPSXWHU YLUXVHV

LV LQFUHDVLQJO\ EHLQJ FDOOHG IRU� FI�� H�J�� IRU -DSDQ <DPDJXFKL� LQ� 6LHEHU �HG��� ,QIRUPDWLRQ

7HFKQRORJ\ &ULPH� ����� S� ����
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FRQFHSW RI �LQWHOOHFWXDO SURSHUW\ ODZ� LV EDVHG ERWK RQ WKH UHFRJQLWLRQ RI

�QDWXUDO ULJKWV� LQ LQWHOOHFWXDO SURSHUW\ DQG RQ WKH SUDJPDWLF UHDVRQ RI

VWLSXODWLQJ WKH FUHDWLRQ RI ZRUNV RI DXWKRUVKLS E\ JUDQWLQJ D FHUWDLQ

SUHPLXP WR LWV FUHDWRU�

,Q WKH ILHOG RI LQIRUPDWLRQ WHFKQRORJ\ WKLV FRQFHSW LV HVSHFLDOO\ LPSRUWDQW

IRU WKH SURWHFWLRQ RI FRPSXWHU SURJUDPV� VHPLFRQGXFWRU WRSRJUDSKLHV DQG

GDWDEDVHV� $IWHU FRPSXWHU SURJUDPV KDG EHHQ H[FOXGHG IURP SDWHQW

SURWHFWLRQ WKURXJKRXW WKH ZRUOG LQ WKH ����V� YDULRXV FRXQWULHV DW ILUVW

SDVVHG QHZ ODZV ZKLFK DVVXUHG D FLYLO ODZ FRS\ULJKW SURWHFWLRQ IRU WKHVH

SURJUDPV �LQIUD ��� 6LQFH ���� DGGLWLRQDO ODZV IRU WKH SURWHFWLRQ RI

WRSRJUDSKLHV RI VHPLFRQGXFWRU FKLSV ZHUH DGRSWHG �LQIUD ��� 6SHFLDO OHJDO

SURWHFWLRQ RQ GDWDEDVHV ZDV ILUVW HQDFWHG LQ ���� �LQIUD ��� 0RUH VHYHUH

SURYLVLRQV RI FULPLQDO FRS\ULJKW ODZ HQWHUHG LQWR IRUFH LQ QXPHURXV OHJDO

V\VWHPV VLQFH WKH PLG ����V �LQIUD ���

�� &RPSXWHU�3URJUDPV

:LWK UHVSHFW WR FRPSXWHU SURJUDPV� WUDGH VHFUHW SURWHFWLRQ ± DV ZHOO DV

FRQWUDFW SURWHFWLRQ ± QRW RQO\ DSSOLHV WR DOO FRPSXWHU�VWRUHG GDWD� EXW LV

DOVR DQ LPSRUWDQW PHDQV IRU SURWHFWLRQ� +RZHYHU� VLQFH WKHVH OHJDO GHYLFHV

DUH UHVWULFWHG WR VHFUHW SURJUDPV� VSHFLDO UHODWLRQVKLSV DQG�RU VSHFLILF DFWV

RI DFFHVVLQJ LQIRUPDWLRQ� WKH\ DUH QRW VXIILFLHQW LQ JXDUDQWHHLQJ XQWURXEOHG

WUDGH ZLWK FRPSXWHU SURJUDPV� 7KH GLVFUHSDQF\ EHWZHHQ WKH FRVWV RI

FRPSXWHU SURJUDPV DQG WKRVH RI UHSURGXFLQJ WKHP LV VR YDVW WKDW WKHUH ZDV

D VWURQJ GHPDQG LQ DOO FRXQWULHV IRU D IXUWKHU�UHDFKLQJ SURWHFWLYH V\VWHP

ZKLFK LQFOXGHV QRQ�VHFUHW SURJUDPV DQG DSSOLHV WR WKLUG SDUWLHV�
���

$V SDWHQW

ODZ FDQ RQO\ SURWHFW D VPDOO QXPEHU RI SURJUDPV ZKLFK LQFOXGH D WHFKQLFDO

LQYHQWLRQ�
���

WKH GLVFXVVLRQ KDV IRFXVHG LQ DOO FRXQWULHV RQ WKH DSSOLFDELOLW\ RI

FRS\ULJKW ODZ�
���

��� 6HH 6LHEHU� &RS\ULJKW 3URWHFWLRQ RI &RPSXWHU 3URJUDPV LQ *HUPDQ\� ������ (XURSHDQ ,QWHOOHFWXDO

3URSHUW\ 5HYLHZ� S� ��� DW ����

��� 6HH WKH UHIHUHQFHV VXSUD FKDSWHU ,� IQ� �� DQG WKH FRPSDUDWLYH RYHUYLHZ RI +DQQHPDQQ� 7KH

3DWHQWDELOLW\ RI &RPSXWHU 6RIWZDUH ± $Q LQWHUQDWLRQDO JXLGH WR WKH SURWHFWLRQ RI FRPSXWHU�UHODWHG

LQYHQWLRQV� �����

��� ,Q DGGLWLRQ WR H[LVWLQJ SURYLVLRQV� VSHFLDO SURWHFWLYH VWUXFWXUHV IRU FRPSXWHU SURJUDPV KDYH EHHQ

GLVFXVVHG PDLQO\ E\ WKH JRYHUQPHQWV RI -DSDQ DQG RI )UDQFH� EXW KDYH EHHQ DEDQGRQHG LQ IDYRXU

RI WKH FRS\ULJKW RSWLRQ PHQWLRQHG DERYH� 6HH 6LHEHU� 7KH ,QWHUQDWLRQDO +DQGERRN RQ &RPSXWHU

&ULPH� ����� SS� �� HW VHT� $ VXL JHQHULV SURYLVLRQ RQO\ RQ WKH FULPLQDO SURWHFWLRQ RI FRPSXWHU

SURJUDPV �QRW GHSHQGLQJ RQ LWV FRS\ULJKWDELOLW\� ZDV HQDFWHG E\ WKH *UHHN OHJLVODWXUH LQ �����

6HH IRU *UHHFH� $UWLFOH ��� & ��� &ULPLQDO &RGH� DV DPHQGHG E\ /DZ ��������
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:LWK WKH DLP RI DYRLGLQJ OHJDO XQFHUWDLQW\� PRVW FRXQWULHV KDYH H[SOLFLWO\

SURYLGHG FRS\ULJKW SURWHFWLRQ IRU FRPSXWHU SURJUDPV E\ OHJLVODWLYH

DPHQGPHQWV VLQFH WKH ����V� 7KLV KDV EHHQ WKH FDVH H�J� LQ $XVWUDOLD�

$XVWULD� %UD]LO� &DQDGD� 'HQPDUN� *HUPDQ\� )LQODQG� )UDQFH� +XQJDU\�

,VUDHO� -DSDQ� /X[HPERXUJ� 0DOD\VLD� 0H[LFR� WKH 3KLOLSSLQHV� WKH 5HSXEOLF

RI &KLQD� 6LQJDSRUH� 6SDLQ� 6ZHGHQ� WKH 8QLWHG .LQJGRP DQG WKH 86$�
���

$V

D FRQVHTXHQFH� LQ DOO FRXQWULHV� WKH FRXUWV UHFRJQLVH FRS\ULJKW SURWHFWLRQ RI

FRPSXWHU SURJUDPV WRGD\� 7KLV IXQGDPHQWDO UHFRJQLWLRQ RI WKH LQFOXVLRQ RI

FRPSXWHU SURJUDPV LQ FRS\ULJKW SURWHFWLRQ ZDV VWURQJO\ SURPRWHG E\ WKH

(& 'LUHFWLYH RQ WKH SURWHFWLRQ RI FRPSXWHU SURJUDPV DQG E\ RWKHU

LQWHUQDWLRQDO SURSRVDOV LQ WKLV ILHOG�
���

7KH ZRUN RI LQWHUQDWLRQDO DQG VXSUDQDWLRQDO RUJDQLVDWLRQV KDV DOVR OHG WR

D FRQVLGHUDEOH GHJUHH RI KDUPRQLVDWLRQ ZLWK UHVSHFW WR WKH VFRSH RI

FRS\ULJKW SURWHFWLRQ� 7KLV FRQFHUQV H�J� WKH DFWV FRYHUHG E\ FRS\ULJKW ODZ�

WKH GLVWLQFWLRQ EHWZHHQ LQDGPLVVLEOH DGDSWDWLRQ DQG SHUPLVVLEOH IDLU XVH� WKH

DGPLVVLELOLW\ RI EDFN�XS FRSLHV DQG SULYDWH FRS\LQJ� WKH GXUDWLRQ RI

SURWHFWLRQ� DQG WKH DXWKRUVKLS DV ZHOO DV WKH DSSOLFDELOLW\ RI PRUDO ULJKWV�

7KLV UHSRUW ZLOO QRW JR LQWR WKH GHWDLOV RI WKHVH TXHVWLRQV VLQFH WKH\ SULPDULO\

EHORQJ WR WKH GRPDLQ RI FLYLO ODZ� +RZHYHU� VLQFH PRVW SHQDO SURYLVLRQV RQ

FRS\ULJKW RIIHQFHV UHIHU WR WKH UHVSHFWLYH FLYLO SURYLVLRQV� WKHVH FLYLO ODZ

SUREOHPV DOVR GHWHUPLQH WKH UDQJH RI WKH UHVSHFWLYH FULPLQDO RIIHQFHV�

�� 6HPLFRQGXFWRU�3URGXFWV

&RPSXWHU SURJUDPV DUH QRW WKH RQO\ QHZ HFRQRPLF YDOXHV FUHDWHG E\

PRGHUQ FRPSXWHU WHFKQRORJ\� :LWK UHJDUG WR WKH PLQLDWXULVDWLRQ RI

FRPSXWHUV DQG WKH GHYHORSPHQW RI �ILIWK JHQHUDWLRQ� FRPSXWHUV� WKH

WHFKQLTXH RI LQWHJUDWHG FLUFXLWV KDV EHFRPH PRUH DQG PRUH VRSKLVWLFDWHG�

'XH WR WKH SRVVLELOLWLHV RI FRS\LQJ WKH WRSRJUDSK\ RI VHPLFRQGXFWRU

SURGXFWV� WKHUH LV D GHPDQG IRU DQ HIIHFWLYH SURWHFWLRQ RI VXFK SURGXFWV LQ

RUGHU WR VWRS XQDXWKRULVHG UHSURGXFWLRQ�

,Q PRVW FRXQWULHV� LW UHPDLQHG XQFOHDU DV WR ZKDW H[WHQW WKH WRSRJUDSK\

RI VHPLFRQGXFWRU SURGXFWV ZDV SURWHFWHG DJDLQVW UHSURGXFWLRQV E\ SDWHQW

ODZ� FRS\ULJKW ODZ� UHJLVWHUHG GHVLJQV� WUDGH VHFUHW ODZ DQG FRPSHWLWLRQ ODZ�

,Q WKH 8QLWHG 6WDWHV D VSHFLDO SURWHFWLRQ IRU FRPSXWHU FKLSV ZDV SURYLGHG E\

WKH 6HPLFRQGXFWRU &KLS 3URWHFWLRQ $FW RI ����� ,Q -DSDQ� D VLPLODU ODZ ZDV

��� )RU WKH UHVSHFWLYH FRXQWULHV DQG IRU UHIHUHQFHV VHH VXSUD FKDSWHU ,� IQ� ���

��� &RXQFLO 'LUHFWLYH �������((& RI �� 0D\ ���� RQ WKH OHJDO SURWHFWLRQ RI FRPSXWHU SURJUDPV� 2-

/ ������ RI ����������� )RU GHWDLOV VHH LQIUD FKDSWHU ,9�&���
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SDVVHG LQ ����� $V D UHVXOW RI D UHVSHFWLYH ���� (& 'LUHFWLYH�
���

VSHFLDO ODZV

SURWHFWLQJ WKH WRSRJUDSKLHV RI VHPLFRQGXFWRU SURGXFWV ZHUH DOVR HQDFWHG LQ

YDULRXV FRXQWULHV RI (XURSH� H�J�� LQ $XVWULD� 'HQPDUN� *HUPDQ\� )UDQFH�

,WDO\� WKH 1HWKHUODQGV� 6SDLQ� 6ZHGHQ DQG WKH 8QLWHG .LQJGRP�
���

7KH

SDVVLQJ RI VHPLFRQGXFWRU FKLS ODZV LQ WKH 0HPEHU 6WDWHV RI WKH (XURSHDQ

8QLRQ DIWHU ���� VKRZV WKDW WKH SRVVLELOLW\ RI WKH (XURSHDQ &RPPXQLW\ WR

SDVV ELQGLQJ GLUHFWLYHV OHDGV WR D QHZ DJH RI OHJDO KDUPRQLVDWLRQ DQG D LXV

FRPPXQH LQ (XURSH�
���

&RQWUDU\ WR WKH ODZ RI WKH 8QLWHG 6WDWHV DQG WR WKH ,WDOLDQ ODZ� WKH

$XVWULDQ� 'XWFK� )LQQLVK� *HUPDQ� -DSDQHVH DQG 6ZHGLVK ODZV LQFOXGH

FULPLQDO VDQFWLRQV ZKLFK� DPRQJ RWKHU WKLQJV� SXQLVK WKH LQIULQJHPHQW RI D

FLUFXLW OD\RXW ULJKW�
���

6XFK SHQDO VDQFWLRQV IRU FOHDU FDVHV RI LQIULQJHPHQWV

RI FLUFXLW OD\RXW ULJKWV VHHP WR EH DSSURSULDWH�

�� 'DWDEDVHV

$ QHZ ILHOG IRU FRS\ULJKW DV ZHOO DV VXL JHQHULV SURWHFWLRQ KDV EHFRPH WKH

OHJDO SURWHFWLRQ RI GDWDEDVHV� ,Q (XURSH D ���� 'LUHFWLYH RQ WKH OHJDO

SURWHFWLRQ RI GDWDEDVHV
���

ZLOO OHDG WR D SDUDOOHO OHJDO GHYHORSPHQW LQ DOO

0HPEHU 6WDWHV� (�J�� *HUPDQ\ HQDFWHG LWV DPHQGPHQWV WR WKH &RS\ULJKW

$FW LQ ���� SURYLGLQJ IRU D QHZ FRPSUHKHQVLYH VXL JHQHULV SURWHFWLRQ RI

GDWDEDVHV�
���

�� &ULPLQDO�/DZ

$SDUW IURP WKH FULPLQDO ODZ SUREOHPV RULJLQDWLQJ IURP WKH VSKHUH RI FLYLO

ODZ� WKH UROH RI SHQDO SURWHFWLRQ RI LQWHOOHFWXDO SURSHUW\ ZDV HYDOXDWHG

��� &RXQFLO 'LUHFWLYH ������((& RI �� 'HFHPEHU ���� RQ WKH OHJDO SURWHFWLRQ RI WRSRJUDSKLHV RI

VHPLFRQGXFWRU SURGXFWV� 2- / ����� RI ����������� FI� LQIUD FKDSWHU ,9�&���

��� 6HH VXSUD FKDSWHU ,� IQ� ���

��� &I� &RLQJ� (XURSlLVLHUXQJ GHU 5HFKWVZLVVHQVFKDIW� ������ 1HXH -XULVWLVFKH :RFKHQVFKULIW� S� ����

��� 6HH� H�J�� IRU *HUPDQ\� 6HFWLRQ �� RI WKH $FW RQ WKH 3URWHFWLRQ RI 7RSRJUDSKLHV RI 0LFUR�HOHFWURQLF

6HPLFRQGXFWRU 3URGXFWV RI �� 2FWREHU ���� �%XQGHVJHVHW]EODWW ,� S� ����� DV DPHQGHG ������

IRU )LQODQG� 6HFWLRQ �� RI WKH $FW RQ WKH 3URWHFWLRQ RI 6HPLFRQGXFWRU 7RSRJUDSKLHV 1R� ������� RI

�� -DQXDU\ ���� DQG FKDSWHU �� 6HFWLRQ � RI WKH 3HQDO &RGH �DV DPHQGHG LQ ������ IRU WKH

1HWKHUODQGV� $UWLFOH �� RI WKH $FW RI �� 2FWREHU ���� RQ WKH 3URWHFWLRQ RI 2ULJLQDO 7RSRJUDSKLHV RI

6HPLFRQGXFWRU 3URGXFWV�

��� 'LUHFWLYH �����(& RI WKH (XURSHDQ 3DUOLDPHQW DQG RI WKH &RXQFLO RI �� 0DUFK ���� RQ WKH OHJDO

SURWHFWLRQ RI GDWDEDVHV� 2- / ����� RI �����������

��� 6HH� IRU *HUPDQ\� $UWLFOH � RI WKH ,QIRUPDWLRQ DQG &RPPXQLFDWLRQ 6HUYLFHV $FW �����
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GLIIHUHQWO\ LQ YDULRXV FRXQWULHV IRU PDQ\ \HDUV� :KLOH WKH FRS\ULJKW ODZ LQ

FRPPRQ ODZ V\VWHPV GLG QRW RU RQO\ UDUHO\ UHVRUW WR SHQDO VDQFWLRQV� FLYLO

ODZ V\VWHPV JHQHUDOO\ SXQLVKHG LQIULQJHPHQWV RI FRS\ULJKW E\ OHQLHQW

FULPLQDO VDQFWLRQV� 7KH LQFUHDVH LQ PXVLF� YLGHR DQG SURJUDP SLUDF\ LQ

UHFHQW \HDUV KDV UHPRYHG PRVW RI WKHVH GLIIHUHQFHV VLQFH PDQ\ FRXQWULHV

DUH QRZ FUHDWLQJ HIIHFWLYH FULPLQDO GHWHUUHQWV� $OWKRXJK VRPH RI WKH QHZ

ODZV DUH VWLOO FRQILQHG WR SKRQRJUDSKLF SURGXFWV� PRVW RI WKHP DUH RI D

JHQHUDO QDWXUH�

$Q LQWHUQDWLRQDO WLJKWHQLQJ RI FULPLQDO FRS\ULJKW ODZ FDQ EH REVHUYHG LQ D

QXPEHU RI FRXQWULHV VLQFH ����� 5HIRUPV WR PHQWLRQ DUH LQ SDUWLFXODU WKRVH

LQ ,WDO\ RI ����� LQ 8QLWHG .LQJGRP RI ����� LQ 6ZHGHQ DQG LQ WKH 86$ RI

����� LQ )LQODQG RI ����� LQ 'HQPDUN DQG )UDQFH RI ����� LQ &DQDGD RI

����� LQ WKH 8QLWHG .LQJGRP RI ���� DQG LQ +XQJDU\ RI �����

7KLV WLJKWHQLQJ RI FULPLQDO ODZ ZDV QRW VR PXFK EDVHG RQ WKH DFWLYLWLHV

RI LQWHUQDWLRQDO RUJDQLVDWLRQV� EXW RQ WKH QHZ QHHG IRU SURWHFWLRQ LQ WKH

LQIRUPDWLRQ VRFLHW\� ZKLFK EURXJKW DERXW ± DJDLQVW WKH EDFNJURXQG RI D

FKDQJHG =HLWJHLVW ± DQ LPSURYHG SURWHFWLRQ RI LQWHOOHFWXDO SURSHUW\ E\

FULPLQDO ODZ� 7KHVH FKDQJHV DQG HIIRUWV WRZDUGV D PRUH HIIHFWLYH SHQDO

FRS\ULJKW SURWHFWLRQ DUH MXVWLILHG� VLQFH DWWDFNV DJDLQVW LQWHOOHFWXDO SURSHUW\

GHVHUYH WKH VDPH DWWHQWLRQ RI SHQDO ODZ DV WKH PRUH FRQYHQWLRQDO DWWDFNV

RQ FRUSRUHDO SURSHUW\� 7KH UHOXFWDQFH WR FULPLQDOLVH FRS\ULJKW LQIULQJHPHQWV

ZKLFK VWLOO SUHYDLOV LQ VRPH FRPPRQ ODZ FRXQWULHV VKRXOG EH FRXQWHUDFWHG

E\ DGHTXDWH FLYLO ODZ SURYLVLRQV� 7KHVH SURYLVLRQV VKRXOG OLPLW

FULPLQDOLVDWLRQ RQO\ WR VHYHUH FDVHV WKDW HLWKHU FDXVH HFRQRPLF GDPDJH RU

DUH UHJXODUO\ FRPPLWWHG IRU JDLQ�
���

�� &RPSDUDWLYH�$QDO\VLV

7KH SURWHFWLRQ RI LQWHOOHFWXDO SURSHUW\ ERWK E\ FLYLO ODZ DQG E\ FULPLQDO ODZ

ZDV H[WHQGHG FRQVLGHUDEO\ LQ WKH ZKROH ZRUOG GXULQJ WKH ODVW GHFDGH� ,Q WKLV

ILHOG� WKH ODZ KDV UHDFWHG WR WKH VKLIW IURP WKH LQGXVWULDO WR WKH LQIRUPDWLRQ

VRFLHW\ LQ D UHPDUNDEOH PDQQHU� 7KLV KDV EHHQ WKH FDVH HVSHFLDOO\ ZLWK

UHVSHFW WR FRPSXWHU SURJUDPV DQG VHPLFRQGXFWRU SURGXFWV DQG LV SUHVHQWO\

KDSSHQLQJ LQ WKH ILHOG RI GDWDEDVHV� %XW ZKLOH FLYLO UHPHGLHV DJDLQVW

YLRODWLRQV RI LQWHOOHFWXDO SURSHUW\ ULJKWV KDYH DOUHDG\ UHFHLYHG D FRQVLGHUDEOH

DPRXQW RI FRPSDUDEOH WUHDWPHQW LQ WKH FRXQWULHV VXUYH\HG� FULPLQDO

FRS\ULJKW ODZ DQG FULPLQDO SURWHFWLRQ RI VXL JHQHULV OHJLVODWLRQ VWLOO VKRZ

��� )RU WKH SURSRVDOV RI LQWHUQDWLRQDO RUJDQLVDWLRQV LQ WKH ILHOG RI SHQDO FRS\ULJKW SURWHFWLRQ VHH LQIUD

FKDSWHU ,9�&�



3URI� 'U� 8OULFK 6LHEHU ± &20&5,0(�6WXG\ ± ,,,� 1DWLRQDO /DZ

��

FRQVLGHUDEOH GLIIHUHQFHV DQG LWV JHQHUDO QHFHVVLW\ LV QRW FRPPRQO\ DFFHSWHG

LQ DOO FRXQWULHV�

'� ,OOHJDO�DQG�+DUPIXO�&RQWHQWV

,Q WKH ����V� D QHZ FRPSOH[ RI LVVXHV UDLVHG FRQVLGHUDEOH LPSRUWDQFH LQ WKH

ILHOG RI VXEVWDQWLYH ODZ� 7KH GLVVHPLQDWLRQ RI SRUQRJUDSK\� UDFLVW

VWDWHPHQWV� DV ZHOO DV LQIRUPDWLRQ JORULI\LQJ YLROHQFH� LQ SDUWLFXODU YLD WKH

,QWHUQHW� SXW WKH TXHVWLRQ DV WR ZKDW H[WHQW WKHVH RIIHQFHV FRXOG EH

FRQIURQWHG ZLWK WKH KHOS RI FULPLQDO ODZ� :LWK UHVSHFW WR WKLV TXHVWLRQ� WZR

OHJDO LVVXHV KDYH WR EH GLVWLQJXLVKHG� 7KH ILUVW RQH FRQFHUQV WKH FULPLQDO

OLDELOLW\ RI WKH DXWKRU RU WKH FRQWHQW SURYLGHU RI WKH UHVSHFWLYH VWDWHPHQW

�LQIUD ��� 7KH VHFRQG RQH LV DERXW WKH DGGLWLRQDO OLDELOLW\ RI WKH VHUYLFH

SURYLGHU ZKRVH QHWZRUNV DQG�RU VHUYHUV DUH DEXVHG E\ WKLUG SDUWLHV

�LQIUD ���

�� &ULPLQDO�/LDELOLW\�RI�WKH�&RQWHQW�3URYLGHU��8VLQJ�WKH
([DPSOH�RI�&KLOG�3RUQRJUDSK\�

,OOHJDO FRQWHQWV LQ LQWHUQDWLRQDO FRPSXWHU QHWZRUNV FDQ EH VXEMHFW WR D

QXPEHU RI VWDWXWRU\ SURYLVLRQV� 7KH PDMRULW\ RI LOOHJDO FRQWHQWV RQ WKH

,QWHUQHW FRQFHUQV SRUQRJUDSK\� KRZHYHU� WKHUH DUH DOVR FDVHV RI KDWH

VSHHFK� JORULI\LQJ RI YLROHQFH� UDFLVW VWDWHPHQWV RU OLEHO� 7KH YDULRXV QDWLRQDO

OHJDO V\VWHPV WUHDW WKHVH RIIHQFHV TXLWH GLIIHUHQWO\� 6LQFH LW LV QRW SRVVLEOH

WR FRPSDUH DOO RI WKHVH �JHQHUDOO\ QRQ�FRPSXWHU�VSHFLILF� RIIHQFHV� WKH

IROORZLQJ FKDSWHU ZLOO GLVFXVV WKH UHOHYDQW SUREOHPV XVLQJ WKH H[DPSOH RI

SRUQRJUDSK\ HVSHFLDOO\ LQ WKH ILHOG RI FKLOG SRUQRJUDSK\� 7KLV H[DPSOH

LOOXVWUDWHV WKH YDULHW\ RI OHJDO VWDWXWHV LQ WKH DUHD RI LOOHJDO FRQWHQWV DV ZHOO

DV WKH QHHG WR H[WHQG WKH VFRSH RI WKH UHVSHFWLYH VWDWXWHV RQ LOOHJDO DQG

KDUPIXO FRQWHQWV QRW RQO\ WR WUDGLWLRQDO ZULWLQJV EXW DOVR WR FRPSXWHU

GHYLFHV�

D� 'LIIHULQJ &RQFHSWV DJDLQVW 3RUQRJUDSK\

,Q PRVW FRXQWULHV �HVSHFLDOO\ LQ FRQWLQHQWDO (XURSH� WKH EDVLF SHQDO

SURYLVLRQV DJDLQVW FKLOG SRUQRJUDSK\ DUH UHJXODWHG LQ WKH QDWLRQDO SHQDO

FRGHV�
���

+RZHYHU� LQ VRPH FRXQWULHV WKHUH DUH DOVR VSHFLDO ODZV RQ

��� 6HH� H�J�� IRU *HUPDQ\� 6HFWLRQ ��� &ULPLQDO &RGH� IRU 6SDLQ� $UWLFOH ��� &ULPLQDO &RGH� IRU ,WDO\�

6HFWLRQV ���� ���� ���� ��� &ULPLQDO &RGH� IRU %HOJLXP� $UWLFOHV ���� ���� ��� ELV &ULPLQDO &RGH�
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SRUQRJUDSK\�
���

,Q RWKHU FRXQWULHV� ODZV IRU WKH SURWHFWLRQ RI PLQRUV
���

RU

ODZV RQ WHOHFRPPXQLFDWLRQ
���

DUH DOVR DSSOLFDEOH� 0RUHRYHU� PHGLD ODZV

�H�J� SUHVV ODZV� SRVVLEO\ DSSO\ DQG KDYH WR EH WDNHQ LQWR FRQVLGHUDWLRQ�
���

$ FRPSDUDWLYH DQDO\VLV RI WKHVH ODZV KDV WR VWDUW ZLWK DQ DQDO\VLV RI WKH

EDVLF FRQFHSWV RI WKHVH SURYLVLRQV� VLQFH WKH PRVW LPSRUWDQW GLIIHUHQFHV

DPRQJ WKH SHQDO UHJXODWLRQV DJDLQVW SRUQRJUDSK\ DUH QRW EDVHG RQ GLIIHUHQW

OHJDO WHFKQLTXHV� EXW RQ GLIIHUHQW OHJDO LQWHUHVWV DQG GLIIHUHQW JRDOV RI WKH

QDWLRQDO FRQFHSWLRQV DJDLQVW SRUQRJUDSK\� $Q DQDO\VLV RI WKHVH EDVLF

FRQFHSWV VKRZV WKDW WKH QDWLRQDO OHJDO V\VWHPV SURWHFW PDLQO\ IRXU GLIIHUHQW

OHJDO LQWHUHVWV�

− 7KH QDUURZHVW FRQFHSW RI SURWHFWLRQ DLPV H[FOXVLYHO\ DW WKH SURWHFWLRQ RI

FKLOGUHQ DQG RWKHU SHUVRQV UHTXLULQJ VLPLODU SURWHFWLRQ DJDLQVW

H[SORLWDWLRQ DV DFWRUV LQ SRUQRJUDSKLF VFHQHV�
���

,Q VHYHUDO OHJDO V\VWHPV

WKLV VR�FDOOHG �DFWRUV
 SURWHFWLRQ� LV H[WHQGHG YLFWLPV RI YLROHQFH DQG WR

DQLPDOV�
���

+RZHYHU� VRPHWLPHV LW UHPDLQV XQFOHDU ZKHWKHU WKH SHQDO

SURYLVLRQ RQO\ SURWHFWV WKH DFWRU ZKR LV GLUHFWO\ YLFWLPLVHG RU ZKHWKHU LWV

JRDO LV DOVR WR SUHYHQW LPLWDWLRQ RI VXFK FRQGXFW�

− $ VHFRQG FRQFHSW RI SURWHFWLRQ LV DOVR GLUHFWHG DW WKH SURWHFWLRQ RI PLQRUV

EXW IRFXVHV RQ WKH SURWHFWLRQ RI WKH PHQWDO DQG PRUDO GHYHORSPHQW RI

��� 6HH� H�J�� IRU $XVWULD� )HGHUDO $FW RI �� 0DUFK ���� DJDLQVW 2EVFHQH 3XEOLFDWLRQV DQG IRU WKH

3URWHFWLRQ RI WKH <RXQJ 3HRSOH� IRU WKH 8.� 2EVFHQH 3XEOLFDWLRQV $FW ����� IRU )LQODQG� 3UHYHQWLRQ

RI 'LVVHPLQDWLRQ RI ,QGHFHQW 3XEOLFDWLRQV $FW �����

��� 6HH� H�J�� IRU *HUPDQ\� /DZ RQ WKH 'LVVHPLQDWLRQ RI 3XEOLFDWLRQV DQG 2WKHU 0HGLD 0RUDOO\ +DUPIXO

WR <RXWK� IRU WKH 8.� 3URWHFWLRQ RI &KLOGUHQ $FW ����� IRU WKH 5HSXEOLF RI ,UHODQG� &KLOG

3RUQRJUDSK\ $FW �����

��� 6HH� H�J�� IRU WKH 86$� WKH &RPPXQLFDWLRQV 'HFHQF\ $FW �����

��� 7KH IROORZLQJ GHVFULSWLRQ PDLQO\ FRQVLGHUV WKH EDVLF SHQDO ODZV DV ZHOO DV ODZV VSHFLILFDOO\ ILJKWLQJ

SRUQRJUDSK\ DQG SURYLVLRQV LQ WHOHFRPPXQLFDWLRQ VWDWXWHV ZLWK UHVSHFW WR WKHLU DSSOLFDELOLW\ LQ WKH

ILJKW DJDLQVW FKLOG SRUQRJUDSK\�

��� 6HH� H�J�� IRU $XVWULD� 6HFWLRQ ���D &ULPLQDO &RGH� IRU %HOJLXP� $UWLFOH ��� 3HQDO &RGH� IRU

&DQDGD� 6HFWLRQ ����� &ULPLQDO &RGH� IRU 'HQPDUN� 6HFWLRQ ��� &ULPLQDO &RGH� IRU )UDQFH�

$UWLFOH ������ 1HZ 3HQDO &RGH� IRU *HUPDQ\� 6HFWLRQ ��� ��� &ULPLQDO &RGH� IRU ,UHODQG�

6HFWLRQ � &KLOG 3RUQRJUDSK\ $FW ����� IRU WKH 1HWKHUODQGV� 6HFWLRQ ���E &ULPLQDO &RGH� IRU

1RUZD\� 6HFWLRQ ��� &ULPLQDO &RGH� IRU 6SDLQ� $UWLFOH ��� � &ULPLQDO &RGH� IRU 6ZHGHQ�

FKDSWHU �� 6HFWLRQ ��D &ULPLQDO &RGH� IRU WKH 8.� 6HFWLRQ � RI WKH 3URWHFWLRQ RI &KLOGUHQ &RGH

���� DV DPHQGHG E\ WKH &ULPLQDO -XVWLFH DQG 3XEOLF 2UGHU $FW ����� IRU WKH 86$�

�� 8�6�&� � �����

��� 6HH� H�J�� IRU 'HQPDUN� 6HFWLRQ ��� &ULPLQDO &RGH� IRU *HUPDQ\� 6HFWLRQ ��� ��� &ULPLQDO &RGH�

IRU 1RUZD\� 6HFWLRQ ��� ��� &ULPLQDO &RGH� IRU 6ZHGHQ FKDSWHU �� 6HFWLRQ ��E ��� &ULPLQDO &RGH�
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\RXQJ SHRSOH� 7KLV FRQFHSW DLPV H�J� WR SURWHFW PLQRUV DJDLQVW EHLQJ

KDQGHG RYHU� RU JHWWLQJ DFFHVV WR� SRUQRJUDSKLF SXEOLFDWLRQV�
���

− $QRWKHU FRQFHSW RI SURWHFWLRQ ZKLFK DOVR H[WHQGV WR DGXOWV ZLVKHV WR

HQIRUFH IXQGDPHQWDO SULQFLSOHV RI KXPDQ GLJQLW\ E\ SURWHFWLQJ WKH

XQVXVSHFWLQJ JHQHUDO SXEOLF IURP LQFLGHQWDOO\ EHLQJ FRQIURQWHG ZLWK

SRUQRJUDSK\�
���

− ,Q DQ HYHQ EURDGHU FRQFHSW� QXPHURXV FRXQWULHV WU\ WR PDLQWDLQ FHUWDLQ

SXEOLF PRUDO VWDQGDUGV�
���

6RPHWLPHV WKLV FRQFHSW RI SURWHFWLRQ LV

VSHFLILHG WR SURWHFW WKH JHQHUDO PRUDOV RI WKH VRFLHW\�

7KHVH IRXU JHQHUDO GLUHFWLRQV DQG FRQFHSWV RI DQWL�SRUQRJUDSK\ ODZV LQ WKH

GLIIHUHQW OHJDO V\VWHPV DUH FRPELQHG ZLWK HDFK RWKHUV LQ YDULRXV ZD\V�

− ,Q VHYHUDO FRXQWULHV �H�J� %HOJLXP� )LQODQG� RQO\ WKH SURWHFWLRQ RI PLQRUV

E\ RQH RU ERWK RI WKH DERYH PHQWLRQHG ILUVW WZR FRQFHSWV RI SURWHFWLRQ LV

DFNQRZOHGJHG DV D OHJDO LQWHUHVW�
���

− 2WKHU OHJDO V\VWHPV DGG WKH SURWHFWLRQ RI DGXOWV DJDLQVW XQGHVLUHG

FRQIURQWDWLRQ ZLWK SRUQRJUDSK\ DV DQ DGGLWLRQDO OHJDO LQWHUHVW�
���

'RLQJ

WKLV� WKH FRPELQDWLRQ RI WKH YDULRXV OHJDO LQWHUHVWV LV UHDOLVHG E\ GLIIHUHQW

OHJLVODWLYH WHFKQLTXHV� ,Q FRQWUDVW WR WKH FRPSOLFDWHG DQG LQWULFDWH OHJDO

VLWXDWLRQ LQ *HUPDQ\� WKH &ULPLQDO &RGH RI WKH 1HWKHUODQGV GLIIHUHQWLDWHV

DFFRUGLQJ WR D FOHDU SURWHFWLRQ FRQFHSWLRQ� (YHU\ RQH RI WKH FRQFHSWV RI

��� 6HH� H�J�� IRU 'HQPDUN� 6HFWLRQ ��� &ULPLQDO &RGH� IRU *HUPDQ\� 6HFWLRQ ��� ��� &ULPLQDO &RGH�

6HFWLRQV �� �� RI WKH /DZ RQ WKH 'LVVHPLQDWLRQ RI 3XEOLFDWLRQV DQG 2WKHU 0HGLD 0RUDOO\ +DUPIXO WR

<RXWK� IRU *UHHFH� $UWLFOH �� RI WKH /DZ ��������� UHODWHG WR WKH 3XQLVKPHQW RI ,PPRGHVW

%HKDYLRXU� IRU 6SDLQ $UWLFOH ��� &ULPLQDO &RGH� IRU 6ZHGHQ� FKDSWHU �� 6HFWLRQ �� &ULPLQDO &RGH�

IRU 6ZLW]HUODQG� $UWLFOH ��� &ULPLQDO &RGH�

��� 6HH� H�J�� IRU &DQDGD� 6HFWLRQ ��� &ULPLQDO &RGH� IRU 'HQPDUN 6HFWLRQV ���� ���� ��� &ULPLQDO

&RGH� IRU )LQODQG� FKDSWHU �� 6HFWLRQ � 3HQDO &RGH� 6HFWLRQ � SDUD� � RI WKH 3UHYHQWLRQ RI

'LVVHPLQDWLRQ RI ,QGHFHQW 3XEOLFDWLRQV $FW ����� IRU )UDQFH� $UWLFOHV ������� ������� 5 �����

1HZ 3HQDO &RGH� IRU *UHHFH $UWLFOHV �� ���� �� RI WKH /DZ ��������� UHODWHG WR WKH 3XQLVKPHQW

RI ,PPRGHVW %HKDYLRXU� IRU *HUPDQ\� 6HFWLRQ ��� ��� &ULPLQDO &RGH� 6HFWLRQ � DQG �� RI WKH /DZ

RQ WKH 'LVVHPLQDWLRQ RI 3XEOLFDWLRQV DQG 2WKHU 0HGLD 0RUDOO\ +DUPIXO WR <RXWK� IRU ,UHODQG�

6HFWLRQ � ��� �E� RI WKH &KLOG 3RUQRJUDSK\ $FW ����� IRU -DSDQ� $UWLFOH ��� 3HQDO &RGH� IRU

1RUZD\� 6HFWLRQV ���� ��� &ULPLQDO &RGH� IRU 6ZHGHQ� FKDSWHU �� 6HFWLRQ ��E DQG 6HFWLRQ ��

&ULPLQDO &RGH� IRU WKH 8.� 6HFWLRQ � ��� RI WKH 3URWHFWLRQ RI &KLOGUHQ $FW DV DPHQGHG E\ WKH

&ULPLQDO -XVWLFH DQG 3XEOLF 2UGHU $FW �����

��� 6HH� H�J�� IRU 'HQPDUN 6HFWLRQ ��� &ULPLQDO &RGH� IRU )UDQFH� $UWLFOH 5 ����� 1HZ 3HQDO &RGH�

IRU *UHHFH� $UWLFOH �� ��� RI WKH /DZ UHODWLQJ WR WKH 3XQLVKPHQW RI ,PPRGHVW %HKDYLRXU� IRU WKH

1HWKHUODQGV� 6HFWLRQ ��� &ULPLQDO &RGH� IRU 1RUZD\ 6HFWLRQV ���� ��� &ULPLQDO &RGH� ,Q ,WDO\

HYHQ WKH &RQVWLWXWLRQ �$UWLFOH �� 6HFWLRQ �� FDOOV IRU WKH SURWHFWLRQ RI SXEOLF PRUDOLW\�

��� 6HH IRU %HOJLXP� $UWLFOH ��� 3HQDO &RGH�

��� (�J� &DQDGD� 'HQPDUN� )LQODQG� )UDQFH� *HUPDQ\� ,UHODQG� 1RUZD\�
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SURWHFWLRQ LV DGGUHVVHG LQ D VHSDUDWH VWDWXWRU\ SURYLVLRQ� 7KH DGYDQWDJH

RI WKLV LV WKDW HDFK SURYLVLRQ FDQ EH DSSOLHG ZLWK VSHFLDO UHJDUG WR WKH

UHVSHFWLYH SURWHFWHG OHJDO LQWHUHVW�
���

− 7KH SURYLVLRQV RI FRXQWULHV WKDW DOVR FRYHU WKH SURWHFWLRQ RI PRUDO

VWDQGDUGV XVXDOO\ GR QRW RQO\ LQFOXGH WKHVH OHJDO LQWHUHVWV EXW UHDFK IDU

EH\RQG WKHVH LQWHUHVWV�
���

,Q OHJDO V\VWHPV ZKHUH VXFK ZLGH FRQFHSWV RI

SURWHFWLRQ DUH DSSOLHG� LW LV RIWHQ DUJXHG WKDW VXFK SHQDO SURYLVLRQV ODFN

WKH QHFHVVDU\ FODULW\ DQG SUHFLVHQHVV� +RZHYHU� VXFK JHQHUDO FRQFHSWV RI

SURWHFWLRQ DUH UHWUHDWLQJ LQ FRQWLQHQWDO (XURSH�

,W LV FOHDU WKDW WKHVH GLIIHUHQW QDWLRQDO FRQFHSWV DJDLQVW SRUQRJUDSK\ OHDG WR

FRQVLGHUDEOH GLIIHUHQFHV LQ WKH UHVSHFWLYH OHJDO SURYLVLRQV� +RZHYHU� HYHQ LQ

FRXQWULHV ZLWK VLPLODU FRQFHSWV DQG WUDGLWLRQV WKH FULPLQDO SURYLVLRQV YDU\

FRQVLGHUDEO\� 7KLV FDQ EH H[HPSOLILHG IRU WKH ILHOG RI FKLOG SRUQRJUDSK\ LQ

WKH IROORZLQJ�

E� 3URYLVLRQV RQ &KLOG 3RUQRJUDSK\

7KH GLVVHPLQDWLRQ RI SXEOLFDWLRQV FRQWDLQLQJ FKLOG SRUQRJUDSK\ LV SXQLVKDEOH

XQGHU DOO RI WKH DERYH PHQWLRQHG FRQFHSWV DQG LQ DOO H[DPLQHG OHJDO

V\VWHPV� (VSHFLDOO\ WKH ODVW IHZ \HDUV KDYH SURGXFHG D WUHQG WRZDUGV

H[WHQGLQJ WKH SHQDO SURWHFWLRQ DJDLQVW FKLOG SRUQRJUDSK\ E\ VSHFLDO

SURYLVLRQV� $V D FRQVHTXHQFH LQ PRVW FRXQWULHV QRZDGD\V H[LVW VSHFLDO

SHQDO SURYLVLRQV DJDLQVW FKLOG SRUQRJUDSK\�
���

2QO\ LQ D IHZ FRXQWULHV� WKH

GLVVHPLQDWLRQ RI FKLOG SRUQRJUDSK\ LV VWLOO FRYHUHG E\ JHQHUDO SURYLVLRQV

DJDLQVW SRUQRJUDSK\�
���

7KH DJH RI WKH FKLOGUHQ SURWHFWHG E\ WKH SURYLVLRQV DJDLQVW FKLOG

SRUQRJUDSK\ GLIIHUV FRQVLGHUDEO\� (�J�� ZKHQ LW FRPHV WR SURWHFWLQJ PLQRUV

IURP EHLQJ H[SORLWHG DV DFWRUV� WKH DJH OLPLW LV �� \HDUV LQ $XVWULD DQG

��� ,Q WKH &ULPLQDO &RGH RI WKH 1HWKHUODQGV� 6HFWLRQ ��� SURWHFWV DJDLQVW XQGHVLUHG FRQIURQWDWLRQ ZLWK

VH[XDO SXEOLFDWLRQV� 6HFWLRQ ���D SURWHFWV DJDLQVW PHQWDO PLVGHYHORSPHQW RI \RXQJVWHUV DQG

6HFWLRQ ���E SURWHFWV \RXQJVWHUV DJDLQVW SHUIRUPLQJ LQ SRUQRJUDSKLF SKRWRV� SLFWXUHV DQG ILOPV�

��� 6HH� H�J�� *UHHFH� 1RUZD\� 86$�

��� 6HH� H�J�� IRU $XVWULD� 6HFWLRQ ���D &ULPLQDO &RGH� IRU %HOJLXP� $UWLFOH ��� 3HQDO &RGH� IRU

&DQDGD� 6HFWLRQ ����� &ULPLQDO &RGH� IRU 'HQPDUN� 6HFWLRQ ��� &ULPLQDO &RGH� IRU )UDQFH

$UWLFOH ������ 1HZ 3HQDO &RGH� IRU *HUPDQ\� 6HFWLRQ ��� ��� &ULPLQDO &RGH� IRU ,UHODQG�

6HFWLRQ � &KLOG 3RUQRJUDSK\ $FW ����� IRU WKH 1HWKHUODQGV� 6HFWLRQ ���E &ULPLQDO &RGH� IRU

1RUZD\� 6HFWLRQ ��� &ULPLQDO &RGH� IRU 6ZHGHQ� FKDSWHU �� 6HFWLRQ ��D &ULPLQDO &RGH� IRU WKH

8.� 6HFWLRQ � RI WKH 3URWHFWLRQ RI &KLOGUHQ &RGH ���� DV DPHQGHG E\ WKH &ULPLQDO -XVWLFH DQG

3XEOLF 2UGHU $FW �����

��� (�J�� LQ )LQODQG� ,WDO\� RU /X[HPERXUJ� ,Q ,WDO\ DQG )LQODQG� VSHFLDO SURYLVLRQV DJDLQVW FKLOG

SRUQRJUDSK\ DUH EHLQJ GLVFXVVHG DW WKH PRPHQW�
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*HUPDQ\� �� \HDUV LQ )UDQFH DQG 3RODQG� �� \HDUV LQ %HOJLXP� 6ZLW]HUODQG�

WKH 1HWKHUODQGV� 1RUZD\ DQG WKH 8QLWHG .LQJGRP DQG �� \HDUV LQ &DQDGD�

6ZHGHQ� DQG WKH 86�
���

6RPHWLPHV RWKHU SHUVRQV UHTXLULQJ SURWHFWLRQ

VLPLODU WR WKH RQH JLYHQ WR PLQRUV DUH DOVR LQFOXGHG� ,Q PDQ\ FRXQWULHV WKH

OLDELOLW\ IRU �KDUG�FRUH� SRUQRJUDSK\ LV QRW OLPLWHG WR FKLOG SRUQRJUDSK\� EXW

DOVR FRYHUV SRUQRJUDSK\ FRPELQHG ZLWK H[FHVVLYH XVH RI YLROHQFH�
���

VRGRP\�
���

QHJURSKLOLD RU VH[XDO SUHVHQWDWLRQV LQYROYLQJ KXPDQ VHFUHWLRQV�

6RPHWLPHV GHSLFWLRQV QRW SRUWUD\LQJ DQ DFWXDO FDVH RI VH[XDO FKLOG DEXVH

�H�J� VLPXODWHG FRPSXWHUV DQLPDWLRQ� VR�FDOOHG �PRUSKLQJ�� DUH DOVR

SHQDOLVHG�
���

6RPH OHJDO V\VWHPV PHUHO\ FRYHU YLVXDO GHSLFWLRQV RI SRUQRJUDSK\�

2WKHU OHJDO V\VWHPV LQFOXGH VRXQG UHFRUGLQJV DV ZHOO� ,Q VHYHUDO OHJDO

V\VWHPV LW KDV EHHQ GLVFXVVHG WR ZKDW H[WHQW GHSLFWLRQV RQ FRPSXWHU

QHWZRUNV PD\ EH WUHDWHG WKH VDPH DV GHSLFWLRQV RQ SDSHU� 6RPH FRXQWULHV

KDYH DPHQGHG WKHLU UHVSHFWLYH ODZV WR LQFOXGH SRUQRJUDSKLF PDWHULDO RQ

FRPSXWHU VWRUDJH GHYLFHV�
���

7KHUHIRUH� PRVW FRXQWULHV FXUUHQWO\ SHQDOLVH

VWRULQJ SRUQRJUDSKLF PDWHULDO LQ FRPSXWHU V\VWHPV RQ GLVFV DQG WDSHV�
���

7KXV� WKHUH LV FRQVHQVXV WKDW GHSLFWLRQV ZKLFK DUH LOOHJDO RQ SDSHU VKRXOG

DOVR EH LOOHJDO LI VWRUHG DQG XVHG RQ FRPSXWHUV� %XW LW LV QRW \HW SRVVLEOH WR

FRPPHQW KRZ IDU WKH SHQDO SURYLVLRQV FDQ EH H[WHQGHG WR FRYHU PHUH

GHSLFWLRQV RQ FRPSXWHU VFUHHQV DV ZHOO DV YLGHR VHTXHQFHV�

7KH SXQLVKDEOH DFWV RI FKLOG SRUQRJUDSK\ LQFOXGH WKH GLVVHPLQDWLRQ� WKH

SURYLGLQJ ZLWK DQG WKH SXEOLVKLQJ RI FKLOG SRUQRJUDSK\� 0RUHRYHU� LQ UHFHQW

\HDUV WKHUH LV D WUHQG WR H[WHQG WKH SHQDO SURYLVLRQV DOVR WR WKH SRVVHVVLRQ

RI FKLOG SRUQRJUDSK\�
���

$W WKH PRPHQW� VRPH FRXQWULHV DUH GLVFXVVLQJ GUDIW

��� 6HH IRU $XVWULD 6HFWLRQ �� &ULPLQDO &RGH� VHH IRU %HOJLXP� $UWLFOH ��� ELV 3HQDO &RGH� VHH IRU

&DQDGD� 6HFWLRQ ����� ��� �D� �LL� &ULPLQDO &RGH� VHH IRU )UDQFH� $UWLFOH ������ 1HZ 3HQDO &RGH�

VHH IRU *HUPDQ\� 6HFWLRQ ��� &ULPLQDO &RGH� VHH IRU WKH 1HWKHUODQGV� 6HFWLRQ ���E &ULPLQDO

&RGH� VHH IRU 1RUZD\� 6HFWLRQ ��� ��� �G� &ULPLQDO &RGH� VHH IRU WKH 86$� �� 8�6�&� � ��� �D��

��� 6HH� H�J�� IRU &DQDGD� 6HFWLRQ ��� ��� &ULPLQDO &RGH� IRU 1RUZD\� 6HFWLRQ ��� ����

��� 6HH� H�J�� IRU 'HQPDUN� 6HFWLRQ ��� ��� &ULPLQDO &RGH� IRU 1RUZD\� 6HFWLRQ ��� ����

��� 6HH� H�J�� IRU $XVWULD� 6HFWLRQ ���D &ULPLQDO &RGH� IRU &DQDGD� 6HFWLRQ ����� &ULPLQDO &RGH DQG

�VLQFH ����� IRU *HUPDQ\� 6HFWLRQ ��� ��� &ULPLQDO &RGH�

��� 6HH� H�J�� ,UHODQG� 6HFWLRQ � RI WKH &KLOG 3RUQRJUDSK\ $FW ����� IRU *HUPDQ\� 6HFWLRQ �� ���

&ULPLQDO &RGH� IRU WKH 8.� 6HFWLRQ � ��� RI WKH 3URWHFWLRQ RI &KLOGUHQ $FW ���� DV DPHQGHG E\ WKH

&ULPLQDO -XVWLFH DQG 3XEOLF 2UGHU $FW �����

��� 6HH� H�J�� IRU $XVWULD� 6HFWLRQ ���D ��� &ULPLQDO &RGH� IRU %HOJLXP $UWLFOH ��� 3HQDO &RGH� IRU

'HQPDUN� 6HFWLRQ ��� ��� &ULPLQDO &RGH� IRU *HUPDQ\� 6HFWLRQ ��� ��� &ULPLQDO &RGH� IRU

1RUZD\� 6HFWLRQ ��� ��� �G��

��� 6HH� H�J�� IRU $XVWULD� 6HFWLRQ ���D ��� &ULPLQDO &RGH� IRU %HOJLXP� $UWLFOH ��� ELV 3HQDO &RGH� IRU

*HUPDQ\� 6HFWLRQ ��� ��� &ULPLQDO &RGH� ,Q WKH 86$� �� 8�6�&� � ���� �D� ��� SXQLVKHV

SRVVHVVLRQ RQO\ LI DW OHDVW WKUHH SXEOLFDWLRQV ZLWK FKLOG SRUQRJUDSKLF FRQWHQW DUH SRVVHVVHG�
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ELOOV LQFRUSRUDWLQJ WKH SRVVHVVLRQ RI FKLOG SRUQRJUDSK\ LQ QHZ SHQDO

SURYLVLRQV� 7KXV� WKH QXPEHU RI FRXQWULHV ZLWKRXW DQ\ SURYLVLRQV DJDLQVW WKH

SRVVHVVLRQ RI FKLOG SRUQRJUDSK\ LV GHFUHDVLQJ� ,I WKH GLIILFXOWLHV LQ

SURVHFXWLQJ WKH DXWKRUV RI LOOHJDO FRQWHQWV LQ LQWHUQDWLRQDO FRPSXWHU

QHWZRUNV FRQWLQXH� WKH WUHQG WR H[WHQG FULPLQDO OLDELOLW\ WR WKH �FRQVXPHUV�

RI FKLOG SRUQRJUDSK\ PD\ EHFRPH HYHQ VWURQJHU�

F� *HQHUDO 3URYLVLRQV DJDLQVW 3RUQRJUDSK\

7KH JHQHUDO SHQDO SURYLVLRQV DJDLQVW WKH GLVVHPLQDWLRQ RI RWKHU IRUPV RI

SRUQRJUDSK\ �HVSHFLDOO\ DJDLQVW SURYLGLQJ VXFK PDWHULDO WR PLQRUV DQG

DGXOWV� GLIIHU HYHQ PRUH WKDQ WKH SURYLVLRQV DJDLQVW FKLOG SRUQRJUDSK\�

'LIIHUHQFHV H[LVW HYHQ EHWZHHQ QHLJKERXULQJ FRXQWULHV ZKHUH D FHUWDLQ

FRPPRQ XQGHUVWDQGLQJ RI FXOWXUDO DQG PRUDO YDOXHV DQG LGHDV PLJKW EH

H[SHFWHG� )RU H[DPSOH LQ 1RUZD\� WKHUH DUH FRQVLGHUDEO\ PRUH UHVWULFWLYH

UXOHV RQ SRUQRJUDSK\ WKDQ LQ 6ZHGHQ� 7KLV UHVXOWHG LQ 1RUZD\ SURKLELWLQJ

FDEOH 79 EURDGFDVWV RI 6ZHGLVK PRYLHV�

$OO OHJDO V\VWHPV IDFH WKH SUREOHP WKDW WKH H[DFW VFRSH RI WKH FRQFHSWV

RI �SRUQRJUDSK\�� �REVFHQLW\� RU �LQGHFHQF\� LV DOPRVW LPSRVVLEOH WR

GHWHUPLQH� 7KHUHIRUH� IXWXUH VFLHQWLILF FRPSDULVRQ RI WKH FRUUHVSRQGLQJ

SHQDO SURYLVLRQV ZLOO DOVR KDYH WR LQFOXGH DQ DQDO\VLV RI WKH UHOHYDQW QDWLRQDO

FDVH ODZ�

G� 2WKHU &RPPXQLFDWLRQ 2IIHQFHV

$ JUHDW GLYHUVLW\ DQG YDULHW\ RI SURYLVLRQV FDQ EH IRXQG ZKHQ H[DPLQLQJ

SURYLVLRQV RQ LQFLWHPHQW WR YLROHQFH�
���

KDWUHG
���

RU UDFLVP�
���

7KHVH VWDWXWRU\

SURYLVLRQV SURWHFW DGGLWLRQDO OHJDO LQWHUHVWV VXFK DV KXPDQ GLJQLW\ DQG

SXEOLF SHDFH EHVLGHV DOVR SURYLGLQJ SURWHFWLRQ WR PLQRUV� 6XPPLQJ XS RQH

FDQ VD\ WKDW WKH VFRSH RI LOOHJDO DQG KDUPIXO FRQWHQWV VKRZV FRQVLGHUDEOH

GLVFUHSDQFLHV LQ WKH YDULRXV QDWLRQDO ODZV�

��� 6HH� H�J�� IRU &DQDGD� 6HFWLRQ ��� &ULPLQDO &RGH� IRU *HUPDQ\� 6HFWLRQ ��� &ULPLQDO &RGH� IRU

6ZLW]HUODQG� $UWLFOH ��� &ULPLQDO &RGH�

��� 6HH� H�J�� IRU &DQDGD� 6HFWLRQ ��� &ULPLQDO &RGH� IRU ,UHODQG� 6HFWLRQ � RI WKH 3URKLELWLRQ RI

,QFLWHPHQW RI +DWUHG $FW ����� IRU 6SDLQ� $UWLFOH ��� &ULPLQDO &RGH�

��� 6HH� H�J�� IRU 6SDLQ� $UWLFOH ����� &ULPLQDO &RGH� IRU 3RUWXJDO� $UWLFOHV ���� ��� &ULPLQDO &RGH� IRU

6ZHGHQ� FKDSWHU �� 6HFWLRQ � &ULPLQDO &RGH� IRU 6ZLW]HUODQG $UWLFOH ��� ELV &ULPLQDO &RGH� IRU

WKH 8.� 6HFWLRQ �� 3XEOLF 2UGHU $FW �����
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�� 5HVSRQVLELOLW\�RI�$FFHVV�DQG�6HUYLFH�3URYLGHUV

7KH FULPLQDO OLDELOLW\ RI WKH DXWKRU RI VWDWHPHQWV FRQWDLQLQJ LOOHJDO FRQWHQWV

DV GHVFULEHG DERYH PXVW EH GLVWLQJXLVKHG IURP WKH LVVXH RI DQ DGGLWLRQDO FR�

OLDELOLW\ RI VHUYLFH DQG DFFHVV SURYLGHUV IRU WKH VWDWHPHQWV GLVVHPLQDWHG YLD

WKHLU FRPSXWHU V\VWHPV DQG GDWD QHWZRUNV� ,W LV QR VXUSULVH WKDW LQ PRVW

FRXQWULHV� WKLV LVVXH RI FR�OLDELOLW\ RI VHUYLFH DQG DFFHVV SURYLGHUV LV EHLQJ

GLVFXVVHG FRQWURYHUVLDOO\ DQG OHJDO DQDO\VLV LV VWLOO DW D YHU\ HDUO\ VWDJH�

$IWHU D ILUVW SKDVH RI GLVFXVVLRQ LQ ZKLFK WKH LVVXH ZDV GHDOW ZLWK LQ D

JHQHUDO DQG RIWHQ FRQWURYHUVLDO ZD\�
���

D QXPEHU RI FRXQWULHV KDYH HQJDJHG

LQ RU DUH VWDUWLQJ WR HQJDJH LQ D PRUH GHWDLOHG DQG GLIIHUHQWLDWLQJ DQDO\VLV RI

WKH LVVXH� +RZHYHU� XS WR QRZ RQO\ D IHZ FRXQWULHV �86$� *HUPDQ\�

6ZHGHQ� KDYH DGRSWHG RU SURSRVHG QHZ OHJLVODWLRQ DORQJ WKHVH OLQHV�
���

2WKHU FRXQWULHV �H�J� WKH 1HWKHUODQGV DQG WKH 1RUGLF FRXQWULHV� WU\ WR DSSO\

H[LVWLQJ UXOHV RI FULPLQDO ODZ DQG RWKHU UHOHYDQW ODZV �VXFK DV

WHOHFRPPXQLFDWLRQ ODZV� WR WKH LVVXHV UDLVHG E\ WKH QHZ WHFKQRORJLFDO

SKHQRPHQRQ RI ,QWHUQHW DFFHVV DQG VHUYLFH SURYLGHUV�
���

(VSHFLDOO\ VLQFH

����� WKH QHZ ODZV DV ZHOO DV FRXUW GHFLVLRQV DQG WKH DFDGHPLF GLVFXVVLRQ

DUH FKDUDFWHULVHG E\ D GLIIHUHQWLDWLRQ WDNLQJ XS WKH YDULRXV IXQFWLRQV

SHUIRUPHG E\ ,QWHUQHW VHUYLFH SURYLGHUV� DFFHVV SURYLGHUV DQG RQOLQH

VHUYLFHV �VXFK DV WKH UHVSRQVLELOLW\ IRU SURSULHWDU\ FRQWHQWV� IRU VWRULQJ

WKLUG±SDUW\ FRQWHQW� DQG IRU PHUHO\ SURYLGLQJ DFFHVV IXQFWLRQV RU QHWZRUN

VHUYLFHV WR WKLUG SDUWLHV��
���

7KH PDLQ GLIIHUHQWLDWLQJ OLQH LV GUDZQ EHWZHHQ

��� 6HH� H�J�� IRU *HUPDQ\� WKH DQDO\VLV RI 6LHEHU� 6WUDIUHFKWOLFKH 9HUDQWZRUWOLFKNHLW I�U GHQ

'DWHQYHUNHKU LQ LQWHUQDWLRQDOHQ &RPSXWHUQHW]HQ� ������ -XULVWHQ]HLWXQJ� SS� ��� HW VHT�� ���

HW VHT�� %OHLVWHLQHU� +RZ *HUPDQ\ LV 'HDOLQJ ZLWK )UHH 6SHHFK RYHU WKH ,QWHUQHW� �9ROXPH ;,,,�

1R� �� 1RYHPEHU ����� &RPSXWHU /DZ 6WUDWHJLVW� SS� � HW VHT�� IRU WKH 86$� 'HQQLQJ�/LQ �HGV���

5LJKWV DQG 5HVSRQVLELOLWLHV RI 3DUWLFLSDQWV LQ 1HWZRUNHG &XPPXQLWLHV� ����� HVSHFLDOO\ SS� ��

HW VHT� 3HUULWW� /DZ DQG WKH ,QIRUPDWLRQ +LJKZD\� ����� SS� ��� HW VHT�� 6PHGLQJKRII �HG���

2QOLQH /DZ� ����� SS� ��� HW VHT� $OVR FRPSDUDWLYH VWXG\ E\ 0LGGOHWRQ� /LDELOLW\ RI 6HUYLFH

3URYLGHUV IRU 'HIDPDWLRQ LQ &\EHUVSDFH� ������ (XURSHDQ %XVLQHVV /DZ 5HYLHZ� SS� ��� HW VHT��

%RUWORII� 1HXH 8UWHLOH LQ (XURSD EHWUHIIHQG GLH )UDJH GHU 9HUDQWZRUWOLFKNHLW YRQ 2QOLQH�'LHQVWHQ�

������ =HLWVFKULIW I�U 8UKHEHU� XQG 0HGLHQUHFKW� SS� ��� HW VHT�

��� 6HH� IRU *HUPDQ\� 6HFWLRQ � 7HOHVHUYLFHV $FW DQG 6HFWLRQ � 6WDWH 7UHDW\ RI WKH *HUPDQ /lQGHU RQ

0HGLD 6HUYLFHV DQG 6LHEHU� .RQWUROOP|JOLFKNHLWHQ ]XU 9HUKLQGHUXQJ UHFKWVZLGULJHU ,QKDOWH LQ

&RPSXWHUQHW]HQ� ������ &RPSXWHU XQG 5HFKW� SS� ��� HW VHT�� ��� HW VHT�� IRU WKH 86$�

�� 8�6�&� � ���� �� 8�6�&� � ���� 6ZHGHQ KDV SURSRVHG DQ (OHFWURQLF 0HGLDWLRQ 6HUYLFHV $FW LQ

�����

��� 6HH� H�J�� IRU $XVWULD� 6HFWLRQ �� 7HOHFRPPXQLFDWLRQV $FW� IRU WKH 1HWKHUODQGV� $UWLFOHV ��� ���

���� ��� &ULPLQDO &RGH� 6HH DOVR WKH VWXG\ RI WKH 2(&'� '67,�,&&3������� $SSURDFKHV WR

&RQWHQW RQ WKH ,QWHUQHW� SS� �� HW VHT� �KHFWRJUDSK\ RQO\��

��� $FFRUGLQJO\ WKH OHJDO HYDOXDWLRQ KDV UHVXOWHG LQ D PXOWL�OD\HUHG VHW RI UXOHV RQ WKH UHVSRQVLELOLW\

IRU LOOHJDO RQOLQH FRQWHQW� ,Q DOO FRXQWULHV LW LV FOHDU WKDW LW LV WKH DXWKRU RU FRQWHQW SURYLGHU ZKR LV

WKH SULPDU\ WDUJHW RI UXOHV RQ WKH UHVSRQVLELOLW\ IRU LOOHJDO FRQWHQW� 6HFRQGO\ D SURYLGHU PD\ EH
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VHUYLFH SURYLGHUV VWRULQJ WKLUG SDUW\ FRQWHQW RQ WKHLU RZQ VHUYHUV RQ WKH RQH

KDQG� DQG PHUH DFFHVV DQG QHWZRUN SURYLGHUV ZKLFK RQO\ WUDQVSRUW WKLUG

SDUW\ FRQWHQW DQG SURYLGH XVHUV ZLWK WKH SRVVLELOLW\ DQG WKH WHFKQLFDO

FDSDELOLWLHV WR XVH DQ LQWHUQDWLRQDO GDWD QHWZRUN RQ WKH RWKHU KDQG�

− :LWK UHVSHFW WR WKH UHVSRQVLELOLW\ RI VHUYLFH SURYLGHUV� D WHQGHQF\ VHHPV

WR HPHUJH WKDW IDYRXUV D OLDELOLW\ OLPLWHG WR LQVWDQFHV ZKHUH WKH VHUYLFH

SURYLGHU KDV DFWXDO NQRZOHGJH DERXW D VSHFLILF LOOHJDO FRQWHQW RQ KLV

VHUYHU DQG ZKHUH LW LV WHFKQLFDOO\ IHDVLEOH DQG FDQ UHDVRQDEO\ EH H[SHFWHG

IURP WKH SURYLGHU WR HUDVH VXFK FRQWHQW� 7KLV DSSURDFK LV H�J� UHIOHFWHG LQ

6HFWLRQ � ��� RI WKH *HUPDQ 7HOHVHUYLFHV $FW� ,W VWDWHV WKDW �SURYLGHUV

VKDOO QRW EH UHVSRQVLEOH IRU DQ\ WKLUG�SDUW\ FRQWHQW ZKLFK WKH\ PDNH

DYDLODEOH IRU XVH XQOHVV WKH\ KDYH NQRZOHGJH RI VXFK FRQWHQW DQG DUH

WHFKQLFDOO\ DEOH DQG FDQ UHDVRQDEO\ EH H[SHFWHG WR EORFN WKH XVH RI VXFK

FRQWHQW��
���

+RZHYHU� WKLV DSSURDFK LV QRW XQFRQWHVWHG� ,Q VRPH FRXQWULHV

FRXUWV KDYH WDNHQ DQ HYHQ PRUH UHVWULFWLYH YLHZ DQG KDYH KHOG WKDW D

VHUYLFH SURYLGHU PD\ RQO\ EH OLDEOH XQGHU HYHQ PRUH OLPLWHG

FLUFXPVWDQFHV� 2WKHU FRXQWULHV VKRZ D WHQGHQF\ IRU D PRUH VHYHUH

UHJLPH RI OLDELOLW\�
���

− :LWK UHVSHFW WR PHUH DFFHVV DQG QHWZRUN SURYLGHUV� LW LV PRVWO\ DJUHHG

XSRQ WKDW WKH\ VKRXOG QRW EH KHOG OLDEOH IRU WKH FRQWHQW WKH\ SURYLGH

DFFHVV WR DQG WUDQVSRUW YLD WKHLU FRPSXWHU V\VWHPV�
���

'XH WR WKH VSHFLDO

WHFKQLFDO DQG OHJDO FLUFXPVWDQFHV WKDW GR QRW DOORZ WKHP WR SHUIRUP WKH

QHFHVVDU\ DFWLRQV RI VXSHUYLVLRQ DQG FRQWURO RYHU VXFK FRQWHQW� LW LV QRW

FRQVLGHUHG DSSURSULDWH WR HYHQ DOORFDWH D EDVLF UHVSRQVLELOLW\ WR WKHVH

SURYLGHUV� &RQVHTXHQWO\ 6HFWLRQ � ��� RI WKH *HUPDQ 7HOHVHUYLFHV $FW

VWDWHV WKDW �SURYLGHUV VKDOO QRW EH UHVSRQVLEOH IRU DQ\ WKLUG�SDUW\ FRQWHQW

WR ZKLFK WKH\ RQO\ SURYLGH DFFHVV��
���

6RPH FRXQWULHV �H�J� $XVWULD�

KHOG OLDEOH ZKR
V VHUYHUV DUH XVHG WR VWRUH DQG NHHS DYDLODEOH WKH LQFULPLQDWHG FRQWHQW� $ SRVVLEOH

OLDELOLW\ RI DFFHVV RU HYHQ QHWZRUN SURYLGHUV ZRXOG KDYH WR EH FRQVLGHUHG DV D ODVW RSWLRQ WR

DOORFDWH FULPLQDO OLDELOLW\�

��� )RU GHWDLOV VHH 6LHEHU� .RQWUROOP|JOLFKNHLWHQ ]XU 9HUKLQGHUXQJ UHFKWVZLGULJHU ,QKDOWH LQ

&RPSXWHUQHW]HQ� ������ &RPSXWHU XQG 5HFKW� SS� ��� HW VHT�� ��� HW VHT� $ VLPLODU SURYLVLRQ FDQ

EH IRXQG LQ 6HFWLRQ � ��� 6WDWH 7UHDW\ RI WKH *HUPDQ /lQGHU RQ 0HGLD 6HUYLFHV� 6HH DOVR IRU WKH

86$� �� 8�6�&� � ��� �H� ����

��� 6HH %RUWORII� 'LH 9HUDQWZRUWOLFKNHLW YRQ 2QOLQH�'LHQVWHQ� ������ *HZHUEOLFKHU 5HFKWVVFKXW] XQG

8UKHEHUUHFKW ,QW�� SS� ��� HW VHT�

��� 6HH� H�J�� IRU WKH 86$� �� 8�6�&� � ��� �H� ���� �� 8�6�&� � ��� �F� ���� 6HH DOVR .DVSHUVHQ�

/LDELOLW\ RI 3URYLGHUV RI WKH (OHFWURQLF +LJKZD\� LQ� (XURSHDQ &RPPLVVLRQ� /HJDO $GYLVRU\ %RDUG

�HG��� &RQYHUJHQFH EHWZHHQ WHOHFRPPXQLFDWLRQV DQG DXGLRYLVXDO� FRQVHTXHQFHV IRU WKH UXOHV

JRYHUQLQJ WKH LQIRUPDWLRQ PDUNHW� �� $SULO ����� SS� �� HW VHT� �KHFWRJUDSK\��

��� 6HFWLRQ � ��� DOVR VWDWHV WKDW �WKH DXWRPDWLF DQG WHPSRUDU\ VWRUDJH RI WKLUG�SDUW\ FRQWHQW GXH WR

XVHU UHTXHVW VKDOO EH FRQVLGHUHG DV SURYLGLQJ DFFHVV�� $ VLPLODU SURYLVLRQ FDQ EH IRXQG LQ

6HFWLRQ � ��� 6WDWH 7UHDW\ RI WKH *HUPDQ /lQGHU RQ 0HGLD 6HUYLFHV� 6HH 6LHEHU�



3URI� 'U� 8OULFK 6LHEHU ± &20&5,0(�6WXG\ ± ,,,� 1DWLRQDO /DZ

��

*UHHFH� KDYH DUULYHG DW WKH VDPH FRQFOXVLRQ XVLQJ DQG DSSO\LQJ

WUDGLWLRQDO OHJDO FRQFHSWV� 6RPH OHJDO V\VWHPV� KRZHYHU� H[WHQG RU

GLVFXVV H[WHQGLQJ OLDELOLW\ DOVR WR DFFHVV SURYLGHUV HVSHFLDOO\ ZLWK UHVSHFW

WR VSHFLILF QDUURZ H[HPSWLRQV�
���

,Q *HUPDQ\ 6HFWLRQ � ��� RI WKH

7HOHVHUYLFHV $FW DOORZV DQ LQMXUHG SDUW\ WR EULQJ FODLPV DJDLQVW DQ DFFHVV

SURYLGHU LI WKH UHPHG\ VRXJKW LV D FHDVH DQG GHVLVW RUGHU�
���

7DNLQJ LQWR DFFRXQW WKH OHJDO GHYHORSPHQW LQ VRPH $VLDQ FRXQWULHV VXFK DV

9LHWQDP� WKH 5HSXEOLF RI &KLQD DQG 6LQJDSRUH DV ZHOO� LW EHFRPHV FOHDU WKDW

WKH YDULRXV QDWLRQDO ODZV GR QRW RQO\ VKRZ D GLIIHUHQW XQGHUVWDQGLQJ RI WKH

WHFKQLFDO LVVXHV LQYROYHG� EXW DOVR DUH EDVHG RQ VXEVWDQWLDOO\ GLIIHUHQW

FRQFHSWV DQG SRVLWLRQV ZLWK UHVSHFW WR WKH YDOXH RI �WUDQVERUGHU� IUHHGRP RI

LQIRUPDWLRQ�
���

:KHUH WKLV EDVLF FLYLO ULJKW LV FRQVLGHUHG WR EH RI OHVV

LPSRUWDQFH RU LV HYHQ FRQVLGHUHG EHLQJ GDQJHURXV WR WKH VDIHW\ DQG

LQWHJULW\ RI D FRXQWU\
V DWWHPSWV WR LQYRNH FHQVRUVKLS� DQ H[WHQVLRQ RI

FULPLQDO OLDELOLW\ EH\RQG WHFKQLFDOO\ VRXQG OLPLWV LV EHLQJ GLVFXVVHG DQG

LPSOHPHQWHG� 7KLV YLHZ VWDQGV LQ VKDUS FRQWUDVW WR WKH DSSUHFLDWLRQ RI WKH

IUHHGRP RI LQIRUPDWLRQ WKDW SUHYDLOV LQ :HVWHUQ GHPRFUDFLHV�
���

.RQWUROOP|JOLFKNHLWHQ ]XU 9HUKLQGHUXQJ UHFKWVZLGULJHU ,QKDOWH LQ &RPSXWHUQHW]HQ� ������

&RPSXWHU XQG 5HFKW� SS� ��� HW VHT�� ��� HW VHT�

��� 6HH� H�J�� 6HFWLRQV �� �� � RI WKH 6ZHGLVK (OHFWURQLF 0HGLDWLRQ 6HUYLFHV %LOO RI ����� IRU

6ZLW]HUODQG� (QWVFKHLGXQJVVDPPOXQJ GHV 6FKZHL]HULVFKHQ %XQGHVJHULFKWV� 9ROXPH ���� ����� ,9�

S� ���� 6LHEHU� 6WUDIUHFKWOLFKH 9HUDQWZRUWOLFKNHLW I�U GHQ 'DWHQYHUNHKU LQ LQWHUQDWLRQDOHQ

&RPSXWHUQHW]HQ� ������ -XULVWHQ]HLWXQJ� SS� ��� HW VHT�� ��� HW VHT� �DW �����

��� 6HFWLRQ � ��� 7HOHVHUYLFHV $FW VWDWHV� �7KH REOLJDWLRQV LQ DFFRUGDQFH ZLWK JHQHUDO ODZV WR EORFN WKH

XVH RI LOOHJDO FRQWHQW VKDOO UHPDLQ XQDIIHFWHG LI WKH SURYLGHU REWDLQV NQRZOHGJH RI VXFK FRQWHQW

ZKLOH FRPSO\LQJ ZLWK WHOHFRPPXQLFDWLRQV VHFUHF\ XQGHU 6HFWLRQ �� RI WKH 7HOHFRPPXQLFDWLRQV $FW

DQG LI EORFNLQJ LV WHFKQLFDOO\ IHDVLEOH DQG FDQ UHDVRQDEO\ EH H[SHFWHG��

��� 6HH� H�J�� IRU 6LQJDSRUH� &KDQGUDP� ,QWHUQHW 5HJXODWLRQ LQ 6LQJDSRUH� ������ &/65� S� ����

��� 7KLV ODWHU DSSURDFK ZDV KLJKOLJKWHG E\ WKH FRQVHQWLQJ RSLQLRQ RI -XVWLFH 'DO]HOO LQ WKH DERYH

PHQWLRQHG &'$ GHFLVLRQ LQ WKH 86� 6HH $&/8 YV� 5HQR� ��� )� 6XSS� ���� ��� �(�'�3D� ������

�&XWWLQJ WKURXJK WKH DFURQ\PV DQG DUJRW WKDW OLWWHUHG WKH KHDULQJ WHVWLPRQ\� WKH ,QWHUQHW PD\

IDLUO\ EH UHJDUGHG DV D QHYHU�HQGLQJ ZRUOG�ZLGH FRQYHUVDWLRQ� 7KH *RYHUQPHQW PD\ QRW� WKURXJK

WKH &'$� LQWHUUXSW WKDW FRQYHUVDWLRQ� $V WKH PRVW SDUWLFLSDWRU\ IRUP RI PDVV VSHHFK \HW

GHYHORSHG� WKH ,QWHUQHW GHVHUYHV WKH KLJKHVW SURWHFWLRQ IURP JRYHUQPHQWDO LQWUXVLRQ� 7UXH LW LV

WKDW PDQ\ ILQG VRPH RI WKH VSHHFK RQ WKH ,QWHUQHW WR EH RIIHQVLYH� DQG DPLG WKH GLQ RI F\EHUVSDFH

PDQ\ KHDU GLVFRUGDQW YRLFHV WKDW WKH\ UHJDUG DV LQGHFHQW� 7KH DEVHQFH RI JRYHUQPHQWDO

UHJXODWLRQ RI ,QWHUQHW FRQWHQW KDV XQTXHVWLRQDEO\ SURGXFHG D NLQG RI FKDRV� EXW DV RQH RI

SODLQWLIIV
 H[SHUWV SXW LW ZLWK VXFK UHVRQDQFH DW WKH KHDULQJ� :KDW DFKLHYHG VXFFHVV ZDV WKH YHU\

FKDRV WKDW WKH ,QWHUQHW LV� 7KH VWUHQJWK RI WKH ,QWHUQHW LV WKDW FKDRV� -XVW DV WKH VWUHQJWK RI WKH

,QWHUQHW LV FKDRV� VR WKH VWUHQJWK RI RXU OLEHUW\ GHSHQGV XSRQ WKH FKDRV DQG FDFRSKRQ\ RI WKH

XQIHWWHUHG VSHHFK WKH )LUVW $PHQGPHQW SURWHFWV� )RU WKHVH UHDVRQV� , ZLWKRXW KHVLWDWLRQ KROG WKDW

WKH &'$ LV XQFRQVWLWXWLRQDO RQ LWV IDFH��
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6RPH FRXQWULHV VXFK DV $XVWUDOLD� %HOJLXP� *HUPDQ\� WKH 1HWKHUODQGV DQG WKH 8QLWHG

.LQJGRP KDYH WULHG WR VROYH WKLV SRWHQWLDO FRQIOLFW RI IUHHGRP RI VSHHFK DQG WKH

SURWHFWLRQ RI YLWDO SXEOLF LQWHUHVWV E\ HQFRXUDJLQJ RU PDQGDWLQJ LQGXVWU\ FRGHV RI

FRQGXFW RU RWKHU IRUPV RI LQGXVWU\ VHOI�UHJXODWLRQ PHFKDQLVPV� 6RPH RI WKHVH PRGHOV

DUH EDVHG RQ SULYDWH LQLWLDWLYHV DQG SURYLGH VRPH VRUW RI KRWOLQH VHUYLFH WR XVHUV

ZLVKLQJ WR UHSRUW LOOHJDO DFWLYLW\ RQ WKH ,QWHUQHW�
���

2IWHQ WKHVH JURXSV DQG

RUJDQLVDWLRQV UHFHLYH VRPH GHJUHH RI JRYHUQPHQWDO EDFNLQJ DQG VXSSRUW� 2WKHUV KDYH

EHHQ PDQGDWHG E\ ODZ� ,Q *HUPDQ\� H�J�� 6HFWLRQ �D RI WKH /DZ RQ WKH 'LVVHPLQDWLRQ

RI 3XEOLFDWLRQV 0RUDOO\ +DUPIXO WR 0LQRUV KDV EHHQ FUHDWHG UHTXLULQJ DQ\RQH ZKR

�PDNHV DYDLODEOH� RQ D FRPPHUFLDO EDVLV� HOHFWURQLF LQIRUPDWLRQ DQG FRPPXQLFDWLRQ

VHUYLFHV ZKLFK DUH EDVHG RQ WUDQVPLVVLRQ E\ PHDQV RI WHOHFRPPXQLFDWLRQ� WR HLWKHU

DSSRLQW D FRPPLVVLRQHU UHVSRQVLEOH IRU WKH SURWHFWLRQ RI PLQRUV LI VXFK VHUYLFHV DUH

JHQHUDOO\ DYDLODEOH DQG PLJKW LQFOXGH FRQWHQW PRUDOO\ KDUPIXO WR PLQRUV� RU WR PHHW

WKLV REOLJDWLRQ E\ MRLQLQJ D VHOI�UHJXODWLRQ RUJDQLVDWLRQ WR WDNH RYHU WKHVH GXWLHV�
���

,Q

WKH 8QLWHG 6WDWHV WKH LPSOHPHQWDWLRQ RI �JRRG 6DPDULWDQ� EORFNLQJ DQG VFUHHQLQJ LV

HQFRXUDJHG E\ H[FOXGLQJ OLDELOLW\ ZLWK UHVSHFW WR VXFK PHDVXUHV�
���

�� &RPSDUDWLYH�$QDO\VLV

$ FRPSDUDWLYH DQDO\VLV ZLWK UHVSHFW WR LOOHJDO FRQWHQWV KDV WR GLIIHUHQWLDWH

EHWZHHQ SURYLVLRQV EHORQJLQJ WR WKH VSHFLDO SDUW RI FULPLQDO ODZ UHJXODWLQJ

VSHFLILF FULPHV �VXFK DV WKH SURYLVLRQV RQ SRUQRJUDSK\ RU KDWH VSHHFK� DQG

WKH RQHV DGGUHVVLQJ WKH LVVXH RI FR�OLDELOLW\ RI DFFHVV DQG VHUYLFH SURYLGHUV�

− $V IDU DV VSHFLDO FULPLQDO SURYLVLRQV DUH FRQFHUQHG� WKH QDWLRQDO ODZV

H[DPLQHG IRU WKLV UHSRUW LQ WKH ILHOG RI SRUQRJUDSK\ VKRZ KXJH

GLIIHUHQFHV ZLWK UHVSHFW WR WKH SURWHFWHG OHJDO LQWHUHVWV DQG WKH VFRSH RI

WKHVH VWDWXWHV� 7KH\ YDU\� H�J�� ZKHQ RQH DQDO\VHV VSHFLILF VWDWXWRU\

UHTXLUHPHQWV VXFK DV WKH DJH RI SURWHFWHG FKLOGUHQ ZLWK UHVSHFW WR FKLOG

SRUQRJUDSK\ RU WKH H[DFW GHILQLWLRQ RI WKH WHUP SRUQRJUDSK\ DQG LWV

��� 6HH� H�J�� LQ WKH 1HWKHUODQGV WKH �0HOGHSXQW .LQGHUSRUQRJUDILH� DW �KWWS���ZZZ�PHOGSXQW�RUJ!

�DFFHVVHG RQ �� -DQXDU\ ����� LQ WKH 8. WKH DFWLYLWLHV RI WKH ,QWHUQHW 6HUYLFH 3URYLGHUV

$VVRFLDWLRQ �,63$�8.� DW �KWWS���ZZZ�LVSD�RUJ�XN! �DFFHVVHG RQ �� -DQXDU\ ����� DQG RI WKH

,QWHUQHW :DWFK )RXQGDWLRQ DW �KWWS���ZZZ�LQWHUQHWZDWFK�RUJ�XN! �DFFHVVHG RQ

�� -DQXDU\ ������ LQ WKH 86$ WKH �&\EHUDQJHOV� DW �KWWS���ZZZ�F\EHUDQJHOV�RUJ! �DFFHVVHG RQ

�� -DQXDU\ ������ 6HH DOVR WKH FRPSDUDWLYH $QDO\VLV RI +\GUD $VVRFLDWHV� 7KH 3URWHFWLRQ RI

0LQRUV DQG +XPDQ 'LJQLW\ LQ WKH ,QIRUPDWLRQ 6RFLHW\� ����� 9ROXPH � �+HFWRJUDSK\�� (XURSHDQ

&RPLVVLRQ� '* ;,,,� ,QWHULRQ 5HSRUW RQ ,QLWLDWLYHV LQ (8 0HPEHU 6WDWHV ZLWK UHVSHFW WR &RPEDWLQJ

,OOHJDO DQG +DUPIXO &RQWHQWV RQ WKH ,QWHUQHW� � -XQH ����� :3,& ����� �UHYLVHG ��� SS� � HW VHT�

�KHFWRJUDSK\��

��� $ VLPLODU SURYLVLRQ FDQ EH IRXQG LQ 6HFWLRQ � ��� 6WDWH 7UHDW\ RI WKH *HUPDQ /lQGHU RQ 0HGLD

6HUYLFHV� 6XFK D ERG\� WKH �)UHLZLOOLJH 6HOEVWNRQWUROOH 0XOWLPHGLD 'LHQVWHDQELHWHU H�9� �)60���

ZDV HVWDEOLVKHG LQ WKH VXPPHU RI ����� VHH DW �KWWS���ZZZ�IVP�GH! �DFFHVVHG RQ

�� -DQXDU\ ������

��� 6HH� �� 8�6�&� �� ��� �H� ���� ��� �F� ����
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YDULRXV GHULYDWLYHV�
���

+RZHYHU� GHVSLWH WKHVH KXJH GLIIHUHQFHV LQ H[LVWLQJ

ODZV� WKHUH DUH VRPH FRPPRQ WHQGHQFLHV LQ PDQ\ FRXQWULHV� 7KHVH DUH LQ

SDUWLFXODU GLUHFWHG WRZDUGV H[WHQGLQJ RU FODULI\LQJ WKH DSSOLFDELOLW\ RI

SHQDO VWDWXWRU\ SURYLVLRQV ZLWK UHVSHFW WR DFWLYLWLHV ZLWKLQ FRPSXWHU

QHWZRUNV�
���

LQFUHDVLQJ WKH FULPLQDOLVDWLRQ RI FKLOG SRUQRJUDSK\�

FULPLQDOLVLQJ SRVVHVVLRQ RI FKLOG SRUQRJUDSK\ DQG FUHDWLQJ D FOHDUHU

V\VWHP RI SURWHFWHG OHJDO LQWHUHVWV LQ FULPLQDO SURYLVLRQV FRYHULQJ

SRUQRJUDSK\ �LQ SDUW JLYLQJ XS RYHUO\ EURDG FRQFHSWV RI SURWHFWLQJ SXEOLF

PRUDOV��

− :LWK UHVSHFW WR WKH FR�OLDELOLW\ RI VHUYLFH� DFFHVV DQG QHWZRUN SURYLGHUV�

RQH FDQ VWDWH WKDW FRQVLGHUDEOH XQFHUWDLQWLHV DQG GLIIHUHQFHV LQ WKH

DOORFDWLRQ RI OLDELOLW\ IRU WKHVH SHUVRQV H[LVW� 2QO\ D IHZ FRXQWULHV KDYH

VWDUWHG WR VSHFLILFDOO\ DGGUHVV WKH LVVXH DQG FRQVLGHU LWV VSHFLILF WHFKQLFDO

DQG IXQFWLRQDO DVSHFWV ZLWK UHVSHFW WR LQWHUQDWLRQDO GDWD QHWZRUNV� ,Q

PDQ\ MXULVGLFWLRQV� LW LV VWLOO D UDWKHU RSHQ TXHVWLRQ DV WR ZKLFK IDFWV

VKRXOG EH WDNHQ LQWR DFFRXQW DQG ZKDW EDODQFH VKRXOG EH IRXQG ZKHQ

FRQVLGHULQJ FRQIOLFWLQJ LQWHUHVWV� $PRQJ WKH IDFWRUV WKDW DUH FRQVLGHUHG

DUH ZKHWKHU SURYLGHUV DFW DV D PHUH FRQGXLW RU ZKHWKHU WKH\ DUH LQYROYHG

LQ VXSSO\LQJ FRQWHQW� WKHLU GHJUHH RI NQRZOHGJH RI LOOHJDO FRQWHQWV� WKHLU

DFWXDO DELOLWLHV WR H[HUFLVH FRQWURO� DV ZHOO DV WKH ORQJHYLW\ RI WKH

LQFULPLQDWHG LQIRUPDWLRQ� )RU WKDW UHDVRQ� LW LV RQO\ SRVVLEOH WR DQDO\VH D

FHUWDLQ WHQGHQF\ LQ WKH GHYHORSPHQW RI WKH UHVSHFWLYH QDWLRQDO ODZV�

6HUYLFH SURYLGHUV DUH PRVWO\ KHOG UHVSRQVLEOH IRU D VSHFLILF LOOHJDO FRQWHQW

RQ WKHLU VHUYHUV LQ FDVHV RI NQRZOHGJH� DQG DFFHVV SURYLGHUV DUH

JHQHUDOO\ QRW KHOG OLDEOH IRU WKLUG SDUW\ FRQWHQW WR ZKLFK WKH\ RQO\ SURYLGH

DFFHVV�

*LYHQ WKH LQWHUQDWLRQDO DQG ZRUOG�ZLGH VFDOH RI PRGHUQ FRPSXWHU QHWZRUNV

VXFK DV WKH ,QWHUQHW� WKLV OHDGV WR D VXEVWDQWLDO DPRXQW RI XQFHUWDLQW\ DV WR

��� )RU WKH FRQVWLWXWLRQDO LPSOLFDWLRQV RI� H�J�� RXWODZLQJ �LQGHFHQF\� VHH IRU WKH 86$� WKH SURYLVLRQV

RI WKH &RPPXQLFDWLRQV 'HFHQF\ $FW RI ���� DQG WKH UHVSHFWLYH FRXUW GHFLVLRQV �H�J� $&/8 YV�

5HQR� ��� )� 6XSS� ��� �(�'�3D� ������ DII
G� ��� 6� &W� ���� ������� 6KHD YV� 5HQR�

��� )� 6XSS� ��� �6�'�1�<� ������ VWULNLQJ GRZQ WKHVH SURYLVLRQV DV XQFRQVWLWXWLRQDO�

��� 7KH DXWKRU� FRQWHQW SURYLGHU RU SURGXFHU RI LOOHJDO FRQWHQWV LV JHQHUDOO\ VSHDNLQJ IXOO\ OLDEOH IRU

VXFK FRQWHQW� 7KH GLVVHPLQDWLRQ RI VXFK FRQWHQW RQ FRPSXWHU QHWZRUNV VKRXOG QRW EH SULYLOHJHG

FRPSDUHG WR WKH GLVVHPLQDWLRQ RI VXFK FRQWHQW LQ WUDGLWLRQDO PHGLD VXFK DV ERRNV� &'V RU YLGHRV�

2IWHQ WKLV ILQGLQJ LV UHIHUUHG WR DV� �:KDW LV LOOHJDO RII�OLQH KDV WR EH LOOHJDO RQOLQH DV ZHOO�� 2Q WKH

RWKHU KDQG LW LV RIWHQ SRLQWHG RXW WKDW WKH OLDELOLW\ VWDQGDUGV RQ QHZ HOHFWURQLF PHGLD DUH QRW WR EH

GUDZQ ZLGHU WKDQ LQ WUDGLWLRQDO PHGLD HLWKHU� 7KHVH UXOHV DSSO\ RI FRXUVH DOVR WR VHUYLFH DQG

DFFHVV SURYLGHUV ZKR SURGXFH FRQWHQW RI WKHLU RZQ� ,Q *HUPDQ\ 6HFWLRQ � ��� RI WKH 7HOHVHUYLFHV

$FW UHIOHFWV WKHVH ILQGLQJV E\ FODULI\LQJ WKDW �SURYLGHUV VKDOO EH UHVSRQVLEOH LQ DFFRUGDQFH ZLWK

JHQHUDO ODZV IRU WKHLU RZQ FRQWHQW� ZKLFK WKH\ PDNH DYDLODEOH IRU XVH�� $ VLPLODU SURYLVLRQ FDQ EH

IRXQG LQ 6HFWLRQ � ��� 6WDWH 7UHDW\ RQ WKH *HUPDQ /lQGHU RQ 0HGLD 6HUYLFHV�
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WKH PRVW EDVLF OHJDO UHTXLUHPHQWV IRU RSHUDWLQJ DQ RQOLQH VHUYLFH RU RWKHU

IXQFWLRQV ZLWKLQ LQWHUQDWLRQDO FRPSXWHU QHWZRUNV� 7KHVH LPSHGLPHQWV WR WKH

GHYHORSPHQW RI D YLDEOH RQOLQH�LQGXVWU\ ZLOO KDYH WR EH DGGUHVVHG RQ DQ

LQWHUQDWLRQDO OHYHO LQ RUGHU WR DFKLHYH DW OHDVW D PLQLPXP RI VWDQGDUGV

DFFHSWHG LQ DOO FRXQWULHV SDUWLFLSDWLQJ LQ VXFK FRPSXWHU QHWZRUNV� 6XFK

LQWHUQDWLRQDO FR�RUGLQDWLRQ FRXOG DYRLG D �UDFH WR WKH ERWWRP� ZKHUH WKH

FRXQWULHV ZLWK WKH ORZHVW VWDQGDUGV ZRXOG EHFRPH WKH LGHDO KRVW�FRXQWULHV

IRU VWRULQJ DQG PDNLQJ DYDLODEOH RI FRQWHQWV WKDW DUH LOOHJDO HOVHZKHUH�

(� &ULPLQDO�3URFHGXUDO�/DZ���

�� 5HOHYDQFH�DQG�+LVWRULFDO�'HYHORSPHQW

&RPSXWHU�VSHFLILF SURFHGXUDO ODZ SUREOHPV DUH QRW RQO\ LPSRUWDQW IRU WKH

SURVHFXWLRQ RI FRPSXWHU FULPH FDVHV� EXW LQ PDQ\ RWKHU ILHOGV RI FULPLQDO

LQYHVWLJDWLRQ� 7KLV LV HVSHFLDOO\ LOOXVWUDWHG E\ WKH SURVHFXWLRQ RI HFRQRPLF

FULPHV PDLQO\ LQ WKH EDQNLQJ DUHD� ZKHUH PRVW RI WKH UHOHYDQW HYLGHQFH LV

VWRUHG LQ DXWRPDWHG GDWD�SURFHVVLQJ V\VWHPV� 6LPLODUO\� SHUSHWUDWRUV LQ WKH

ILHOG RI RUJDQLVHG FULPH LQFUHDVLQJO\ PDNH XVH RI FRPSXWHU V\VWHPV DQG

WUDQVIHU GDWD WR FRPSXWHUV DEURDG YLD WHOHFRPPXQLFDWLRQ QHWZRUNV LQ RUGHU

WR UHQGHU DFFHVV PRUH GLIILFXOW IRU WKH SURVHFXWLRQ DXWKRULWLHV� $OVR LQ WKH

ILHOG RI �WUDGLWLRQDO� FULPH� FRPSXWHU�VWRUHG HYLGHQFH LV DOUHDG\ UHOHYDQW� DV

LV LOOXVWUDWHG E\ FDVHV RI GUXJ WUDIILFNHUV FRQGXFWLQJ WKHLU EXVLQHVV E\ XVLQJ

SHUVRQDO FRPSXWHUV DQG LQWHUQDWLRQDO WHOHFRPPXQLFDWLRQ V\VWHPV�
���

1HZ

RSWLFDO VWRUDJH GHYLFHV EDVHG RQ FRPSDFW GLVF WHFKQRORJ\ HQFRXUDJH HYHQ

PRUH WKDW �RULJLQDOV�� LI WKH\ VWLOO H[LVW DW DOO� EH UHFRUGHG LQ DXWRPDWHG GDWD

SURFHVVLQJ V\VWHPV DQG WKHQ EH GHVWUR\HG�

��� 7KH IROORZLQJ FKDSWHU LV EDVHG RQ D UHSRUW RULJLQDOO\ SUHSDUHG IRU WKH &RXQFLO RI (XURSH
V 6HOHFW

&RPPLWWHH RI ([SHUWV RQ &RPSXWHU�5HODWHG &ULPH �VHH 6LHEHU� 3URFHGXUDO /DZ 3UREOHPV ZLWK

5HJDUG WR WKH 8VH RI &RPSXWHUL]HG 'DWD LQ &ULPLQDO ,QYHVWLJDWLRQV� &RXQFLO RI (XURSH� 5HSRUW

1R� 3&�5�&&����� RI �� )HEUXDU\ ������ D VOLJKWO\ PRGLILHG YHUVLRQ RI WKLV UHSRUW LV LQFRUSRUDWHG

DV FKDSWHU ,,, LQ WKH &RXQFLO RI (XURSH
V ILQDO DFWLYLW\ UHSRUW RQ �&RPSXWHU�5HODWHG &ULPH� RI

����� DQ XSGDWHG YHUVLRQ ZDV SXEOLVKHG LQ 6LHEHU� 7KH ,QWHUQDWLRQDO (PHUJHQFH RI &ULPLQDO

,QIRUPDWLRQ /DZ� ����� SS� �� HW VHT�

��� 2Q WKH FRQWUDU\� WKH IURQWLHUV RI FRPSXWHU�UHODWHG FULPLQDO SURFHGXUDO ODZ DUH SDVVHG� ZKHUH RQO\

HOHFWURQLF PHDVXUHV ZLWKRXW FRQQHFWLRQ WR GDWD RU LQIRUPDWLRQ DUH FRQFHUQHG� VR LQ WKH XWLOLVDWLRQ

RI KLGGHQ PLFURSKRQHV� FI� IRU H[DPSOH LQ *HUPDQ\ $UWLFOH ���F &ULPLQDO 3URFHGXUDO &RGH �VHH IRU

WKLV SURYLVLRQ DOVR %XQGHVYHUIDVVXQJVJHULFKW� ������ 1HXH -XULVWLVFKH :RFKHQVFKULIW� S� ������
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'XH WR WKHVH QHZ WHFKQLFDO GHYHORSPHQWV DQG WR WKH JURZLQJ XVH RI

FRPSXWHUV LQ DOO DUHDV RI HFRQRPLF DQG VRFLDO OLIH� FRXUWV DQG SURVHFXWLRQ

DXWKRULWLHV GHSHQG WR DQ LQFUHDVLQJ H[WHQW RQ HYLGHQFH VWRUHG RU SURFHVVHG

E\ PRGHUQ LQIRUPDWLRQ WHFKQRORJ\� 7KH UHSODFHPHQW RI YLVLEOH DQG FRUSRUHDO

REMHFWV RI SURRI E\ LQYLVLEOH DQG LQWDQJLEOH HYLGHQFH LQ WKH ILHOG RI

LQIRUPDWLRQ WHFKQRORJ\ GRHV QRW RQO\ FUHDWH SUDFWLFDO SUREOHPV EXW DOVR

RSHQV XS QHZ OHJDO LVVXHV� (VSHFLDOO\ VLQFH WKH EHJLQQLQJ RI WKH ����V WKH

ZRUOG RI ,7 KDV EHFRPH HYHQ PRUH FRPSOLFDWHG E\ WKH OLEHUDOLVDWLRQ RI WKH

WHOHFRPPXQLFDWLRQ PDUNHWV DQG WKH ZLGH H[SDQVLRQ RI WKH ,QWHUQHW� ,Q WKH

ILHOG RI FRHUFLYH SRZHUV RQH KDV WR FRQVLGHU H�J� WKDW LQ QHZ PHGLD DQG

PRGHUQ IRUPV RI FRPPXQLFDWLRQ WKH GLVWLQJXLVKLQJ EHWZHHQ WKH FODVVLFDO

FDWHJRULHV RI LQGLYLGXDO FRPPXQLFDWLRQ� PDVV FRPPXQLFDWLRQ DQG HYHQ

PDVV PHGLD �ZKLFK LV RI JUHDW LPSRUWDQFH IRU WKH UHOHYDQW SHUVRQDO ULJKWV

DQG FRHUFLYH SRZHUV� KDV EHFRPH GLIILFXOW�
���

7KH IROORZLQJ FKDSWHU ZLOO GLVFXVV WKH PDLQ FRPSXWHU�VSHFLILF TXHVWLRQV

DVVRFLDWHG ZLWK FROOHFWLQJ DQG XVLQJ HYLGHQFH LQ WKH ILHOG RI LQIRUPDWLRQ

WHFKQRORJ\� WKH FRHUFLYH SRZHUV RI SURVHFXWLQJ DXWKRULWLHV WR JDWKHU

HYLGHQFH LQ WKH ILHOG RI LQIRUPDWLRQ WHFKQRORJ\ �LQIUD ��� WKH VSHFLILF

SUREOHPV RI JDWKHULQJ� VWRULQJ� DQG OLQNLQJ SHUVRQDO GDWD LQ FULPLQDO

SURFHHGLQJV �LQIUD ��� WKH DGPLVVLELOLW\ RI HYLGHQFH RULJLQDWLQJ IURP

FRPSXWHU UHFRUGV LQ FULPLQDO FRXUW SURFHHGLQJV �LQIUD ��� DV ZHOO DV WKH

�H[WUDWHUULWRULDO� DSSOLFDWLRQ RI QDWLRQDO FRPSXWHU�FULPH VWDWXWHV �LQIUD ���

7KHVH WRSLFV UDLVH QHZ FRPSXWHU VSHFLILF SUREOHPV LQ DOO OHJDO V\VWHPV

ZKLFK� LQ DGGLWLRQ� DUH DOVR UHOHYDQW WR WKH IXQFWLRQLQJ RI LQWHUQDWLRQDO

PXWXDO DVVLVWDQFH
���

DQG FR�RSHUDWLRQ �LQIUD ���

��� )RU D ORQJ WLPH WKHVH OHJDO LVVXHV KDYH QRW EHHQ GHDOW ZLWK LQ GHWDLO� ,Q DOO FRXQWULHV� WKH

GLVFXVVLRQ RI WKH OHJDO FRQVHTXHQFHV RI FRPSXWHUV IRU FULPLQDO ODZ IRFXVHG RQ VXEVWDQWLYH ODZ DQG

QHJOHFWHG SURFHGXUDO ODZ DVSHFWV� 7KLV LV GRFXPHQWHG E\ WKH IDFW WKDW GXULQJ WKH ODVW WKUHH

GHFDGHV� D JUHDW QXPEHU RI FRXQWULHV FUHDWHG VSHFLDO GDWD SURWHFWLRQ ODZV DQG QHZ DFWV ILJKWLQJ

FRPSXWHU FULPH ZLWK VXEVWDQWLYH FULPLQDO ODZ� EXW RQO\ D IHZ FRXQWULHV GHYHORSHG QHZ OHJDO

SURYLVLRQV FRQFHUQLQJ LQYHVWLJDWLRQV LQ FRPSXWHULVHG HQYLURQPHQWV� 6LPLODUO\� LQ PRVW OHJDO

V\VWHPV WKHUH DUH PDQ\ FRXUW GHFLVLRQV� ERRNV� DQG DUWLFOHV RQ GDWD SURWHFWLRQ ODZ DQG WKH

VXEVWDQWLYH ODZ DVSHFWV RI FRPSXWHU FULPH� EXW IHZ GHFLVLRQV DQG DUWLFOHV GHDO ZLWK WKH UHOHYDQW

SURFHGXUDO LVVXHV� )RU WKH ILUVW FRPSDUDWLYH DQDO\VLV RI WKHVH SURFHGXUDO ODZ TXHVWLRQV VHH 6LHEHU�

7KH ,QWHUQDWLRQDO +DQGERRN RQ &RPSXWHU &ULPH� &RPSXWHU�UHODWHG (FRQRPLF &ULPH DQG WKH

,QIULQJHPHQWV RI 3ULYDF\� ����� SS� ��� HW VHT� DV ZHOO DV WKH UHIHUHQFHV LQ IQ� ���� +RZHYHU�

HVSHFLDOO\ VLQFH WKH ODWH ����V� WKLV VLWXDWLRQ KDV FKDQJHG DQG UHIRUP OHJLVODWLRQ LQ WKH ILHOG RI

FRPSXWHU�VSHFLILF SURFHGXUDO ODZ LV GHYHORSLQJ LQWR WKH DERYH PHQWLRQHG �ILIWK ZDYH� RI FRPSXWHU�

VSHFLILF ODZ UHIRUP� 6HH WKH KLVWRULFDO DQDO\VLV VXSUD FKDSWHU ,,,�$���

��� 6HH HVSHFLDOO\ WKH (XURSHDQ &RQYHQWLRQ RQ 0XWXDO $VVLVWDQFH RI �� $SULO ���� DQG� ZLWK UHVSHFW

WR WKH FRPSXWHU�VSHFLILF TXHVWLRQV GLVFXVVHG EHORZ� 5HFRPPHQGDWLRQ 1R� 5 ���� �� RI WKH

&RPPLWWHH RI 0LQLVWHUV WR 0HPEHU 6WDWHV &RQFHUQLQJ WKH 3UDFWLFDO $SSOLFDWLRQ RI WKH (XURSHDQ

&RQYHQWLRQ RQ 0XWXDO $VVLVWDQFH LQ &ULPLQDO 0DWWHUV LQ 5HVSHFW RI /HWWHUV 5RJDWRU\ IRU WKH
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�� 7KH�&RHUFLYH�3RZHUV�RI�3URVHFXWLQJ�$XWKRULWLHV

D� 5HOHYDQW 3UREOHPV

6XFFHVVIXO LQYHVWLJDWLRQV LQ WKH ILHOG RI LQIRUPDWLRQ WHFKQRORJ\ UHTXLUH D

YDULHW\ RI LQIRUPDWLRQ� 8VXDOO\� WKH PDLQ REMHFW RI LQWHUHVW LV FRPSXWHULVHG

GDWD VWRUHG RQ FRUSRUHDO GDWD FDUULHUV� ,Q DGGLWLRQ� FRPSXWHU VSHFLILF

NQRZOHGJH� VNLOOV DQG FR�RSHUDWLRQ RI FRPSXWHU VSHFLDOLVWV DUH QHFHVVDU\ LI

WKH SROLFH DUH QRW IDPLOLDU ZLWK WKH UHVSHFWLYH FRPSXWHU KDUGZDUH RU

VRIWZDUH� WKH VHFXULW\ V\VWHP� RU LWV FRGHV DQG SDVVZRUGV� ,Q VSHFLILF FDVHV

WKH JDWKHULQJ RI GDWD WUDQVIHUUHG E\ WHOHFRPPXQLFDWLRQ OLQHV DV ZHOO DV

SHUPDQHQW UHJLVWUDWLRQ RI FRPSXWHU RSHUDWLRQV PLJKW EH QHHGHG�

7KLV HPSLULFDO GLIIHUHQWLDWLRQ EHWZHHQ WKH YDULRXV W\SHV RI LQIRUPDWLRQ LV

HVVHQWLDO� VLQFH WKH FULPLQDO SURFHGXUDO ODZV RI PRVW FRXQWULHV DUH EDVHG RQ

H[SUHVV SURYLVLRQV RI VSHFLILF FRHUFLYH SRZHUV� :LWK UHVSHFW WR WKH DERYH�

PHQWLRQHG UHTXLUHPHQWV� PRVW OHJDO V\VWHPV GLIIHUHQWLDWH EHWZHHQ WKH

IROORZLQJ LVVXHV� WKH SRVVLELOLWLHV WR PRQLWRU SXEOLFO\ DYDLODEOH IDFWV� WKH

SRZHUV RI HQWU\ DQG VHDUFK RI SUHPLVHV� WKH SRZHUV RI VHL]XUH DQG

UHWHQWLRQ� WKH GXW\ RI ZLWQHVVHV WR WHVWLI\� WKH GXW\ RI ZLWQHVVHV WR

VXUUHQGHU H[LVWLQJ PHDQV RI HYLGHQFH� DQG WKH SRZHUV RI ZLUHWDSSLQJ�

+RZHYHU� LQ PDQ\ OHJDO V\VWHPV LW LV TXHVWLRQDEOH ZKHWKHU RU QRW WKH

WUDGLWLRQDO FRHUFLYH SRZHUV DUH DGHTXDWH IRU DOO DVSHFWV RI LQYHVWLJDWLRQV LQ

FRPSXWHULVHG HQYLURQPHQWV� VLQFH PRVW RI WKH WUDGLWLRQDO SURYLVLRQV �VRPH

RI ZKLFK GDWH EDFN WR WKH ODVW FHQWXU\� ZHUH FUHDWHG ZLWK UHVSHFW WR WDQJLEOH

SURSHUW\ RU WUDGLWLRQDO WHOHSKRQH FRQYHUVDWLRQV EHWZHHQ SHUVRQV� EXW ZHUH

QRW HVSHFLDOO\ GHVLJQHG IRU LQWDQJLEOHV DQG IRU WKH VSHFLDO QHHGV RI D

FRPSXWHULVHG LQIRUPDWLRQ VRFLHW\� 2QO\ LQ VRPH OHJDO V\VWHPV DUH WKHUH QHZ

,QWHUFHSWLRQ RI 7HOHFRPPXQLFDWLRQV �DGRSWHG E\ WKH &RPPLWWHH RI 0LQLVWHUV RQ �� -XQH ������ $

KDUPRQLVDWLRQ RI WKH FRHUFLYH SRZHUV LV HVSHFLDOO\ LPSRUWDQW VLQFH D UHTXHVWHG VWDWH FDQ LQ

JHQHUDO RQO\ SURYLGH DFWV ZKLFK DUH DGPLVVLEOH XQGHU LWV RZQ ODZ� VHH� H�J�� $UWLFOHV �� � ��� �F� RI

WKH (XURSHDQ &RQYHQWLRQ RQ 0XWXDO $VVLVWDQFH� IRU *HUPDQ\� (QWVFKHLGXQJHQ GHV

%XQGHVJHULFKWVKRIV� 9ROXPH �� SS� �� HW VHT� DW ��� IRU 6ZLW]HUODQG� WKH 'HFLVLRQ RI WKH )HGHUDO

&RXUW� 2IILFLDO 5HFRUGV� 9ROXPH ��� SS� ��� HW VHT� DW ���� 1DJHO� %HZHLVDXIQDKPH LP $XVODQG�

����� SS� ��� HW VHT� )RU WKH LVVXHV RI PXWXDO DVVLVWDQFH LQ WKH ILHOG RI LQIRUPDWLRQ WHFKQRORJ\

VHH DOVR &RXQFLO RI (XURSH� 5HSRUW 1R� 3&�5�&&����� RI �� )HEUXDU\ ����� SS� �� HW VHT�� 'XWFK

&RPPLWWHH RQ &RPSXWHU &ULPH� ,QIRUPDWLRQ 7HFKQRORJ\ DQG &ULPLQDO /DZ ��)UDQNHQ UHSRUW���

(QJOLVK WUDQVODWLRQ� �������� SS� �� HW VHT�� 6LHEHU� 7KH ,QWHUQDWLRQDO +DQGERRN RQ &RPSXWHU

&ULPH� &RPSXWHU�UHODWHG (FRQRPLF &ULPH DQG WKH ,QIULQJHPHQWV RI 3ULYDF\� ����� SS� ��� HW VHT�

)RU WKH TXHVWLRQ RI �GLUHFW DFFHVV� RI SURVHFXWLQJ DJHQFLHV WR IRUHLJQ GDWDEDVHV YLD LQWHUQDWLRQDO

WHOHFRPPXQLFDWLRQ QHWZRUNV VHH LQIUD FKDSWHU ,,,�(���
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SURYLVLRQV RU UHIRUP SURSRVDOV FRQFHUQLQJ VHDUFK DQG VHL]XUH RI GDWD RU WKH

GXW\ RI ZLWQHVVHV WR SURGXFH VSHFLILF FRPSXWHU SULQWRXWV�
���

$Q LQWHUQDWLRQDO FRPSDUDWLYH DQDO\VLV RI WKH UHOHYDQW TXHVWLRQV UDLVHV

DGGLWLRQDO GLIILFXOWLHV� )LUVWO\� WKH YDULRXV OHJDO V\VWHPV FRQFHUQLQJ

LQYHVWLJDWLRQV LQ FULPLQDO PDWWHUV DQG WKH UHVSHFWLYH SURWHFWLRQ RI FLYLO

OLEHUWLHV E\ FULPLQDO SURFHGXUDO ODZ DUH GLIIHUHQW LQ PDQ\ IXQGDPHQWDO

TXHVWLRQV� 6HFRQGO\� WKH SUHFLVHQHVV RI WKH OHJDO GHVFULSWLRQ RI FRHUFLYH

SRZHUV YDULHV FRQVLGHUDEO\� WKXV LQIOXHQFLQJ WKH DGDSWDELOLW\ RI WKH YDULRXV

OHJDO SURYLVLRQV WR WKH QHZ FKDOOHQJHV RI WKH �LQIRUPDWLRQ VRFLHW\�� 7KLUGO\�

LQ PDQ\ (XURSHDQ FRXQWULHV LW LV XQFHUWDLQ ZKHWKHU RU QRW DQ DQDORJRXV

DSSOLFDWLRQ RI WKH FULPLQDO SURFHGXUDO ODZ LQ PDODP SDUWHP LV SRVVLEOH�
���

$QG ILQDOO\� LQ PDQ\ FRXQWULHV WKHUH LV VWLOO D ODFN RI FRXUW GHFLVLRQV DQG

VFLHQWLILF DUWLFOHV FRQFHUQLQJ WKH DSSOLFDELOLW\ RI WKH WUDGLWLRQDO FRHUFLYH

SRZHUV LQ WKH ILHOG RI LQIRUPDWLRQ WHFKQRORJ\�

&RQVHTXHQWO\� WKH IROORZLQJ FKDSWHU FDQ RQO\ JLYH DQ RYHUYLHZ LQ RUGHU

WR LQLWLDWH D PRUH H[WHQVLYH LQWHUQDWLRQDO GLVFXVVLRQ� ,Q DFFRUGDQFH ZLWK WKH

SUDFWLFDO UHTXLUHPHQWV RI LQYHVWLJDWLRQV LQ WKH ILHOG RI LQIRUPDWLRQ

WHFKQRORJ\ DQG EDVHG RQ WKH YDULRXV FRHUFLYH SRZHUV H[LVWLQJ LQ PRVW

:HVWHUQ OHJDO V\VWHPV� LW ZLOO GLIIHUHQWLDWH EHWZHHQ SROLFH VXUYHLOODQFH RQ

WKH ,QWHUQHW �LQIUD E�� VHDUFK DQG VHL]XUH LQ DXWRPDWHG LQIRUPDWLRQ�V\VWHPV

�LQIUD F�� ZLUHWDSSLQJ RI WHOHFRPPXQLFDWLRQ V\VWHPV DQG �HDYHVGURSSLQJ� RI

��� )RU GHWDLOV VHH WKH IROORZLQJ WH[W DQG UHIHUHQFHV�

��� ,Q VRPH FRXQWULHV DQ DQDORJRXV DSSOLFDWLRQ RI FULPLQDO SURFHGXUDO ODZ LQ PDODP SDUWHP LV

JHQHUDOO\ UHMHFWHG �DW OHDVW LQ WKH ILHOG RI FRHUFLYH SRZHUV LQIULQJLQJ FLYLO OLEHUWLHV�� ZKHUHDV LQ

RWKHU FRXQWULHV LW LV DFFHSWHG E\ WKH SUHYDLOLQJ RSLQLRQ� 6HH� H�J�� IRU $XVWULD� 'HFLVLRQ RI WKH +LJK

&RXUW RI 9LHQQD� ������ gVWHUUHLFKLVFKH -XULVWHQ�=HLWXQJ�(YLGHQ]EODWW� SS� �� HW VHT�� DW ���

3ODW]JXPPHU� *UXQG]�JH GHV |VWHUUHLFKLVFKHQ 6WUDIYHUIDKUHQV� ����� S� �� IRU *HUPDQ\�

(QWVFKHLGXQJHQ GHV %XQGHVYHUIDVVXQJVJHULFKWV� 9ROXPH ��� SS� ��� HW VHT�� DW ��� �FRQFHUQLQJ

OLPLWDWLRQV RI IUHHGRP DFFRUGLQJ WR $UWLFOHV � ��� DQG ��� ��� RI WKH &RQVWLWXWLRQ�� %lU� 'HU =XJULII

DXI &RPSXWHUGDWHQ LQ 6WUDIYHUIDKUHQ� ����� SS� �� HW VHT�� .UH\� 3DUDOOHOLWlWHQ XQG 'LYHUJHQ]HQ

]ZLVFKHQ VWUDIUHFKWOLFKHP XQG |IIHQWOLFKUHFKWOLFKHP *HVHW]HVYRUEHKDOW� )HVWVFKULIW I�U *�QWHU %ODX�

����� SS� ��� HW VHT�� DW ��� HW VHT�� IRU )UDQFH� 6WHIDQL�/HYDVVHXU�%RXORF� 3URFpGXUH 3pQDOH�

��WK HG� ����� SS� �� HW VHT�� IRU 6ZLW]HUODQG� 'HFLVLRQV RI WKH )HGHUDO 6XSUHPH &RXUW� 2IILFLDO

5HFRUGV� 9ROXPH ��� SS� ��� HW VHT� �FRQFHUQLQJ FLYLO SURFHGXUDO ODZ�� 9ROXPH ��� SS� �� HW VHT��

������ 6FKZHL]HULVFKH -XULVWHQ�=HLWXQJ� SS� �� HW VHT� )RU WKH SRVVLELOLW\ RI D GHOLPLWDWLRQ RI

DQDORJRXV LQWHUSUHWDWLRQ �LQ FRQWUDVW WR OLWHUDO DSSOLFDWLRQ� VHH 1DXFNH� ,QWHUSUHWDWLRQ DQG $QDORJ\

LQ &ULPLQDO /DZ� %ULJKDP <RXQJ 8QLYHUVLW\ /DZ 5HYLHZ� ���� 1RV� �� ��� HW VHT� 6HH DOVR LQ WKH

SUHVHQW FRQWH[W .DVSHUVHQ� ,QWHUQDWLRQDO 3URVHFXWLRQ RI &RPSXWHU &ULPH� LQ�

6LHEHU�.DVSHUVHQ�9DQGHQEHUJKH�6WXXUPDQ �HGV��� S� ��� GLVWLQJXLVKLQJ EHWZHHQ ��� V\VWHPV

ZKHUH WKH H[HFXWLRQ RI FRHUFLYH SRZHUV KDV WR EH VWLSXODWHG H[SOLFLWO\ LQ WKH ODZ DQG ��� V\VWHPV

ZKHUH WKH H[HFXWLRQ RI �VRPH� FRHUFLYH SRZHUV LV LPSOLFLWO\ JLYHQ� L�H� FDQ EH GHULYHG IURP RWKHU

SRZHUV�
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FRPSXWHUV �LQIUD G� DV ZHOO DV GXWLHV RI DFWLYH FR�RSHUDWLRQ RI ZLWQHVVHV

�LQIUD H� DQG RI QHWZRUN DQG VHUYLFH SURYLGHUV �LQIUD I��

E� 3ROLFH 6XUYHLOODQFH LQ &RPSXWHU 1HWZRUNV ��(OHFWURQLF 3ROLFH

3DWUROV��

$ ILUVW TXHVWLRQ PRVWO\ XQDQVZHUHG E\ WKH QDWLRQDO OHJLVODWRUV LV ZKHWKHU

DQG WR ZKDW H[WHQW WKH SROLFH FDQ ODZIXOO\ PRQLWRU FRPSXWHU QHWZRUNV� 6XFK

PHDVXUHV FDQ EH HVSHFLDOO\ UHOHYDQW ZKHQ LW FRPHV WR UHYHDOLQJ DQG

SURVHFXWLQJ LOOHJDO DQG KDUPIXO FRQWHQWV RQ WKH ,QWHUQHW� ,Q ILQGLQJ D

VROXWLRQ WR WKLV LVVXH RQH KDV WR GLIIHUHQWLDWH�

*HQHUDOO\� WKH FRPPRQ XQGHUVWDQGLQJ LQ PRVW FRXQWULHV LV WKDW SROLFH

RIILFHUV DOVR FDQ DFW DV XVHUV DQG LQ WKDW FDSDFLW\ EURZVH WKH QHW DQG

GRZQORDG WKH LQIRUPDWLRQ WKH\ ILQG� OLNH RUGLQDU\ FLWL]HQV GR�
���

+RZHYHU�

WKHUH DUH VSHFLILF OLPLWV WR WKLV SULQFLSOH� $ GLIIHUHQW HYDOXDWLRQ KROGV WUXH�

H�J�� LI D SROLFH RIILFHU SDUWLFLSDWHV RQ WKH ,QWHUQHW XQGHU D IDOVH LGHQWLW\ RQO\

IRU WKH SXUSRVH RI REWDLQLQJ HYLGHQFH RI D FULPLQDO RIIHQFH�
���

7KLV W\SH RI

DFWLYLW\ FDQ EH FRQVLGHUHG DV �XQGHUFRYHU DFWLYLW\� ZKLFK VKRXOG� MXVW DV DQ\

RWKHU VXFK DFWLYLW\� RQO\ EH HQJDJHG LQ LI WKH LQIULQJHPHQW RI ULJKWV RI WKH

GHIHQGDQW DQG RI RWKHUV LV SURSRUWLRQDWH WR WKH VHULRXVQHVV RI WKH FULPH DQG

WKH SRVVLELOLWLHV WR ILQG WKH HYLGHQFH DQG WKH SHUSHWUDWRU� 8QGHU *HUPDQ

ODZ� H�J� SDUWLFLSDWLQJ RQ WKH ,QWHUQHW XQGHU D IDOVH LGHQWLW\ FRXOG EH VHHQ

DV D IRUP RI XQGHUFRYHU LQYHVWLJDWLRQ WKDW LV RQO\ SHUPLWWHG XQGHU WKH UXOHV

DQG SURFHGXUHV VHW IRUWK LQ 6HFWLRQV ���D� ���E RI WKH *HUPDQ &ULPLQDO

3URFHGXUDO &RGH� $ GLIIHUHQW HYDOXDWLRQ FRXOG DOVR EH DSSOLFDEOH LI WKH SROLFH

LV LQFLWLQJ VRPHERG\ WR FRPPLW D FULPH� (�J�� XQGHU 'XWFK ODZ� D SROLFH

RIILFHU ZRXOG EH SURKLELWHG IURP HQJDJLQJ D VXVSHFW LQWR FRPPLWWLQJ LOOHJDO

DFWV RWKHU WKDQ WKH RQHV KH DOUHDG\ LQWHQGHG WR FRPPLW� VLQFH LW ZRXOG EH

LOOHJDO IRU D ODZ HQIRUFHPHQW RIILFHU WR DFWXDOO\ SURYRNH D FULPH�
���

,Q VRPH

FRXQWULHV� WKH FRPSHWHQFHV IRU ODZ HQIRUFHPHQW WR WDNH DFWLRQ EHIRUH WKHUH

LV D FOHDU VXVSHFW RI D FULPLQDO DFW ± RIWHQ FDOOHG WKH SUR�DFWLYH VWDJH RI D

FULPLQDO LQYHVWLJDWLRQ ± DUH HQDFWHG LQ VSHFLDO VWDWXWHV� 7KXV� ZKDW LV ODZIXO

LQ RQH FRXQWU\ PD\ QRW EH ODZIXO LQ DQRWKHU�

��� &I� IRU *HUPDQ\ 6LHEHU� LQ� &KHVZLFN�%HOORYLQ �HGV��� )LUHZDOOV XQG 6LFKHUKHLW LP ,QWHUQHW� �����

S� ���� %lU� 3ROL]HLOLFKHU =XJULII DXI NULPLQHOOH 0DLOER[HQ� ������ &RPSXWHU XQG 5HFKW� SS� ����

���� +RZHYHU� ZKHQ DQ LQGLFDWLRQ RQ WKH ,QWHUQHW LV IRXQG� WKH IXUWKHU LQYHVWLJDWLRQ VWLOO FRQWDLQV D

ORW RI SUDFWLFDO SUREOHPV� FI� 5LFKDUG� LQ� FRZLVWUD QHZVOHWWHU 1R� �� SS� �� HW VHT�

��� 7KLV LV HVSHFLDOO\ YDOLG LQ FRXQWULHV LQ ZKLFK ± DV IRU H[DPSOH LQ WKH )HGHUDO 5HSXEOLF RI *HUPDQ\ ±

D �ULJKW RI LQIRUPDWLRQDO VHOI�GHWHUPLQDWLRQ� LV DFNQRZOHGJHG� 6HH IRU WKH ULJKW RI LQIRUPDWLRQDO

VHOI�GHWHUPLQDWLRQ H�J� :HLFKHUW� ,QIRUPDWLRQHOOH 6HOEVWEHVWLPPXQJ XQG VWUDIUHFKWOLFKH (UPLWWOXQJ�

����� HVSHFLDOO\ SS� �� HW VHT�

��� +5 � 'HFHPEHU ����� 1- ����� ����
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6SHFLDO SUREOHPV DULVH ZLWK UHVSHFW WR WUDQVQDWLRQDO �SROLFH SDWUROV� RQ

WKH ,QWHUQHW� ,Q DOO QDWLRQDO OHJDO V\VWHPV DQDO\VHG� WKHUH LV QRW D FOHDU

DQVZHU WR WKH TXHVWLRQ \HW ZKHWKHU VXFK DFWLYLWLHV LQIULQJH WKH VRYHUHLJQW\

ULJKWV RI WKH LQYROYHG VWDWHV�

F� 6HDUFK DQG 6HL]XUH LQ $XWRPDWHG ,QIRUPDWLRQ�6\VWHPV

3UREOHPV RI 7UDGLWLRQDO /DZ

6HDUFK DQG VHL]XUH RI GDWD VWRUHG RU SURFHVVHG LQ FRPSXWHU�V\VWHPV DUH

WKH PRVW LPSRUWDQW PHDQV RI REWDLQLQJ HYLGHQFH LQ FRPSXWHULVHG

HQYLURQPHQWV� ,Q PRVW FDVHV� WKH UHOHYDQW GDWD FDQ EH IRXQG RQ PRYDEOH

DQG WDQJLEOH FDUULHUV� VXFK DV WDSHV� PDJQHWLF RU RSWLFDO GLVFV� FDUGV� RU

SDSHU OLVWLQJV� ,Q RWKHU FDVHV� WKH GDWD PD\ EH SHUPDQHQWO\ VWRUHG LQ IL[HG

GLVF GHYLFHV RU LQ FKLSV ZKLFK FDQQRW EH HDVLO\ UHPRYHG IURP WKH FRPSXWHU

LQVWDOODWLRQ� ,Q VRPH VSHFLILF FRQVWHOODWLRQV �H�J� GDWD VFUROOLQJ RQ D VFUHHQ

RU VWRUHG LQ WKH FRUH�VWRUDJH IRU RQO\ D VKRUW WLPH�� WKH GDWD PD\ QRW HYHQ

KDYH D SHUPDQHQW HPERGLPHQW LQ D FRUSRUHDO GDWD FDUULHU�
���

,Q PRVW FRXQWULHV� WKH WUDGLWLRQDO SRZHUV RI VHDUFK DQG HQWU\ RI

SUHPLVHV� DV ZHOO DV WKH WUDGLWLRQDO SRZHUV RI VHL]XUH DQG UHWHQWLRQ �ZKLFK

DUH RIWHQ FRXSOHG� GR QRW SRVH VSHFLILF SUREOHPV LQ PDQ\ FDVHV� &ROOHFWLQJ

GDWD VWRUHG RU SURFHVVHG LQ FRPSXWHU�V\VWHPV JHQHUDOO\ ILUVW UHTXLUHV HQWU\

WR DQG VHDUFK RI WKH SUHPLVHV LQ ZKLFK WKH FRPSXWHU V\VWHP LV LQVWDOOHG

��SRZHUV RI VHDUFK DQG HQWU\ RI SUHPLVHV��� LW LV WKHQ QHFHVVDU\ WKDW WKH

GDWD FDQ EH VHL]HG RU FDSWXUHG ��SRZHUV RI VHL]XUH DQG UHWHQWLRQ���

:LWK UHVSHFW WR WKH LQYHVWLJDWLRQ RI FRPSXWHU GDWD SHUPDQHQWO\ VWRUHG

RQ D FRUSRUHDO GDWD FDUULHU� WKH ZLGHVSUHDG OLPLWDWLRQ RI WKH SRZHUV RI

VHDUFK DQG VHL]XUH WR WKH VHDUFK DQG VHL]XUH RI �FRUSRUHDO� �REMHFWV�

UHOHYDQW WR WKH SURFHHGLQJV RU WR ILQGLQJ WKH WUXWK
���

GRHV QRW� LQ PRVW

FRXQWULHV� SRVH VHULRXV SUREOHPV� VLQFH WKH ULJKW WR VHL]H DQG WR LQVSHFW WKH

FRUSRUHDO GDWD FDUULHU RU �LQ FDVH RI LQWHUQDO PHPRULHV� WKH FHQWUDO

SURFHVVLQJ XQLW DOVR LQFOXGHV WKH ULJKW WR FRS\ RU LQVSHFW WKH GDWD�
���

,Q RWKHU

��� :KHWKHU LQ WKLV FDVH WKH UXOHV RI VHL]XUH DUH DSSOLFDEOH PD\ EH GRXEWIXO� EHFDXVH RULJLQDOO\ WKH\

DUH JHDUHG WR FRUSRUHDO REMHFWV� 7KRXJK� �VHDUFKLQJ� LQFOXGHV DOVR WKRVH IRUPV RI GDWD� LI LW LV

GHILQHG DV EURZVLQJ� VKRZLQJ GDWD RQ D VFUHHQ� SULQWLQJ RU FRS\LQJ LW RQWR DQRWKHU VWRUDJH

PHGLXP�

��� 6HH� H�J�� IRU $XVWULD� 6HFWLRQV ���� ��� &ULPLQDO 3URFHGXUDO &RGH� IRU %HOJLXP� $UWLFOHV ��� ��

&ULPLQDO 3URFHGXUDO &RGH� IRU &DQDGD� 6HFWLRQ ��� &ULPLQDO &RGH� IRU )UDQFH� $UWLFOHV ��� �����

&ULPLQDO 3URFHGXUDO &RGH�

��� 6HH IRU *HUPDQ\� %XQGHVJHULFKWVKRI� ������ &RPSXWHU XQG 5HFKW� SS� ��� HW VHT� �ZKLFK WDNHV

WKLV LQWHUSUHWDWLRQ DV VHOI�HYLGHQW ZLWKRXW JLYLQJ D VSHFLDO DUJXPHQW�� /HLFKW� 3IOLFKW ]XU
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ZRUGV� WKHUH VKRXOG EH QR GLIIHUHQFH ZKHWKHU WKH GDWD DUH IL[HG ZLWK LQN RQ

SDSHU OLVWLQJV RU E\ PDJQHWLF LPSXOVHV LQ HOHFWURQLF GDWD FDUULHUV�
���

7KLV

FRQFOXVLRQ LV HYHQ PRUH HYLGHQW IRU SURYLVLRQV LQ ZKLFK WKH SRZHUV RI VHDUFK

DQG�RU WKH SRZHUV RI VHL]XUH DUH GLUHFWHG WRZDUGV �DQ\WKLQJ� WKDW ZRXOG EH

DGPLVVLEOH DV HYLGHQFH DW D WULDO�
���

7KH VDPH HYDOXDWLRQ DOVR DSSOLHV PXWDWLV

PXWDQGLV IRU WKH SRZHUV RI FRQILVFDWLRQ�
���

+RZHYHU� WKH DSSOLFDWLRQ RI WKH WUDGLWLRQDO SRZHUV RI VHDUFK DQG VHL]XUH

PLJKW FDXVH SUREOHPV LQ WKH DERYH�PHQWLRQHG FDVHV LQ ZKLFK GDWD DUH QRW

SHUPDQHQWO\ VWRUHG RQ D FRUSRUHDO GDWD FDUULHU� ,Q WKHVH LQVWDQFHV� LW LV

TXHVWLRQDEOH ZKHWKHU SXUH GDWD RU LQIRUPDWLRQ FDQ EH UHJDUGHG DV DQ REMHFW

LQ WKH VHQVH RI FULPLQDO SURFHGXUDO ODZ�
���

7KH VDPH KROGV WUXH LI WKH OHJDO

SULQFLSOH RI PLQLPXP FRHUFLRQ RU RI SURSRUWLRQDOLW\ PDNHV WKH VHL]XUH RI

FRPSUHKHQVLYH GDWD FDUULHUV RU FRPSOHWH FRPSXWHU LQVWDOODWLRQV LQ RUGHU WR

JDWKHU RQO\ D VPDOO DPRXQW RI GDWD XQODZIXO�
���

RU LI WKH VHDUFK DQG VHL]XUH

+HUDXVJDEH YRQ 'DWHQWUlJHUQ XQG 0LWZLUNXQJVSIOLFKWHQ EHL GHU $XIEHUHLWXQJ YRQ 'DWHLHQ LP

6WUDIYHUIDKUHQ� ����� � ,QIRUPDWLN XQG 5HFKW� SS� ��� HW VHT�� ��� HW VHT�� DW ����

��� $QRWKHU TXHVWLRQ LV� ZKHWKHU WKH IXUWKHU HYDOXDWLRQ RI WKH VWRUHG GDWD FDQ EH FDUULHG RXW E\ HYHU\

SROLFH RIILFHU RU RQO\ E\ WKH SXEOLF SURVHFXWRU� FI� IRU *HUPDQ\ 6HFWLRQ ��� RI WKH &ULPLQDO

3URFHGXUDO &RGH� 6HH DOVR %lU� 'XUFKVXFKXQJHQ LP ('9�%HUHLFK ,,� ������ &RPSXWHU XQG 5HFKW�

SS� ���� ��� HW VHT�

��� 6HH IRU &DQDGD� 6HFWLRQ ��� &ULPLQDO &RGH� IRU )UDQFH� $UWLFOH �� &ULPLQDO 3URFHGXUDO &RGH� ,Q

RWKHU SURYLVLRQV� WKH SRZHUV RI HQWU\ DQG VHDUFK RI SUHPLVHV DUH VLPLODUO\ QRW OLPLWHG WR VHDUFKLQJ

IRU �REMHFWV� EXW DOVR LQFOXGH WKH VHDUFK DQG�RU VHL]XUH RI �REMHFWV DQG GRFXPHQWV� �VHH IRU

)UDQFH� $UWLFOH �� &ULPLQDO 3URFHGXUDO &RGH� IRU *UHHFH� $UWLFOH ��� &ULPLQDO 3URFHGXUDO &RGH� RI

�FOXHV� �VHH IRU *HUPDQ\� 6HFWLRQ ��� &ULPLQDO 3URFHGXUDO &RGH� RU �PHDQV RI HYLGHQFH� �VHH IRU

*HUPDQ\� 6HFWLRQ ��� &ULPLQDO 3URFHGXUDO &RGH��

��� )RU WKH SURYLVLRQV SHUPLWWLQJ FRQILVFDWLRQ RI �REMHFWV� DQG�RU �HFRQRPLF DGYDQWDJHV� VHH� H�J�� IRU

%HOJLXP� 6HFWLRQV ��� �� 3HQDO &RGH� IRU *HUPDQ\� 6HFWLRQV ���E HW VHT� &ULPLQDO 3URFHGXUDO

&RGH� 6HFWLRQV �� HW VHT� 3HQDO &RGH� IRU 1RUZD\� 6HFWLRQV ����� 3HQDO &RGH� ,Q )UDQFH D QHZ

FRPSXWHU�VSHFLILF SURYLVLRQ RI FRQILVFDWLRQ ZDV FUHDWHG LQ WKH QHZ FKDSWHU ,,, RQ �&RPSXWHU�

5HODWHG &ULPH� RI WKH 3HQDO &RGH LQWURGXFHG E\ ODZ 1R� ����� RI � -DQXDU\ ���� �UHODWLYH j OD

IUDXGH LQIRUPDWLTXH�� $FFRUGLQJ WR WKH QHZ $UWLFOH ����� 3HQDO &RGH �WKH FRXUW FDQ GHFODUH WKH

FRQILVFDWLRQ RI PDWHULDO EHORQJLQJ WR WKH FRQYLFWHG DQG KDYLQJ KHOSHG WR FRPPLW DQ LQIUDFWLRQ

DFFRUGLQJ WR WKH SUHVHQW FKDSWHU��

��� ,Q WKH ODZ RI *HUPDQ\ DQG RWKHU OHJDO V\VWHPV ZKLFK GR QRW DOORZ DQ DQDORJRXV DSSOLFDWLRQ RI

FULPLQDO SURFHGXUDO ODZ �VHH VXSUD FKDSWHU ,,,� IQ� ����� WKLV TXHVWLRQ VKRXOG EH DQVZHUHG LQ WKH

QHJDWLYH� VHH DOVR /HLFKW� 3IOLFKW ]XU +HUDXVJDEH YRQ 'DWHQWUlJHUQ XQG 0LWZLUNXQJVSIOLFKWHQ EHL

GHU $XIEHUHLWXQJ YRQ 'DWHLHQ LP 6WUDIYHUIDKUHQ� ����� � ,QIRUPDWLN XQG 5HFKW� SS� ��� HW VHT��

DW ���� D GLIIHUHQW UHVXOW VHHPV WR EH DFKLHYHG E\ 7VFKDFNVFK� 'LH VWUDISUR]HVVXDOH (GLWLRQVSIOLFKW�

����� SS� ��� HW VHT� )RU WKH VLPLODU LQWHUSUHWDWLRQ SUREOHPV LQ WKH ILHOG RI VXEVWDQWLYH FULPLQDO

ODZ FRPSDUH 6LHEHU� 7KH ,QWHUQDWLRQDO +DQGERRN RQ &RPSXWHU &ULPH� &RPSXWHU�UHODWHG (FRQRPLF

&ULPH DQG WKH ,QIULQJHPHQWV RI 3ULYDF\� SS� �� HW VHT�

��� )RU WKLV FRQVWHOODWLRQ VHH LQ *HUPDQ\� %XQGHVJHULFKWVKRI� ������ &RPSXWHU XQG 5HFKW� SS� ���

HW VHT� �VWDWLQJ WKH XQSURSRUWLRQDOLW\ RI VHL]LQJ ��� GLVFV DQG WKH FHQWUDO SURFHVVLQJ XQLW RI D

FRPSXWHU V\VWHP�� ,Q WKH 86$ VHH H�J� �� 8�6�&� � �����
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RI FRPSUHKHQVLYH GDWD FDUULHUV ZRXOG FDXVH VHULRXV SUHMXGLFH WR EXVLQHVV

DFWLYLWLHV RU WR WKH SULYDF\ ULJKWV RI WKLUG SDUWLHV�
���

8QFHUWDLQWLHV PD\ IXUWKHU

DULVH LQ FDVHV LQ ZKLFK GDWD FDUULHUV �VXFK DV FRUH�VWRUDJH� IL[HG GLVN

GHYLFHV RU FKLSV� FDQQRW EH WDNHQ DZD\ WR EH HYDOXDWHG RQ D SROLFH

FRPSXWHU EXW PXVW EH DQDO\VHG E\ XVLQJ WKH FRPSXWHU V\VWHP LQ TXHVWLRQ�

,Q DOO WKHVH FDVHV RQH PLJKW FRQVLGHU DSSO\LQJ WKH SRZHUV RI VHDUFK QRW RQO\

IRU GHWHFWLQJ D FRPSXWHU LQVWDOODWLRQ DQG GDWD� EXW DOVR IRU IL[LQJ �HVSHFLDOO\

SULQWLQJ� WKH UHOHYDQW GDWD RQ D VHSDUDWH GDWD FDUULHU DQG WKHQ VHL]LQJ WKLV

QHZ REMHFW �ZKLFK PLJKW EH D GLVN RU D SULQWRXW��
���

+RZHYHU� VXFK D

FRQVWUXFWLRQ GHSHQGV RQ WKH TXHVWLRQ RI ZKHWKHU RU QRW DQG WR ZKDW GHJUHH

WKH SRZHUV RI VHDUFK DQG VHL]XUH LQFOXGH WKH SRZHU WR XVH WHFKQLFDO

HTXLSPHQW DQG �FRS\ULJKWDEOH� SURJUDPV EHORQJLQJ WR D ZLWQHVV RU WR DQ

DFFXVHG LQ RUGHU WR VHDUFK DQG�RU IL[ FRPSXWHU GDWD�
���

2QO\ VRPH ODZV VWDWH

WKDW LQ WKH H[HFXWLRQ RI VHDUFK DQG VHL]XUH DOO �QHFHVVDU\ PHDVXUHV� PD\ EH

WDNHQ�
���

&RQVHTXHQWO\� LQ VRPH OHJDO V\VWHPV DQ HIIHFWLYH VHDUFK IRU �SXUH

GDWD RU LQIRUPDWLRQ� LV QRW SURYLGHG IRU E\ WKH ODZ�

��� 7KLV LV HVSHFLDOO\ WKH FDVH LQ WKH ILHOG RI FRPSXWHU FRPPXQLFDWLRQV ZKLFK DUH SDUWLFXODUO\

YXOQHUDEOH WR VXUYHLOODQFH DQG PRQLWRULQJ� 6HDUFK DQG VHL]XUH RI HOHFWURQLF PDLO� WHOHSKRQH

FRQQHFWLRQV RU EDFN�XS FRSLHV IRU H[DPSOH FRXOG RYHUIORZ WKH LQYHVWLJDWRUV RIILFH ZLWK WKRXVDQGV

RI HOHFWURQLF PHVVDJHV DQG ILOHV� 7KHVH GDWD WKHQ FRXOG HDVLO\ EH DQDO\VHG E\ VSHFLILF SURJUDPV DV

LV DOUHDG\ LOOXVWUDWHG LQ WKH 86$ E\ WKH &RPSXWHU 'LDJQRVWLFV &HQWHU ZKLFK ZDV GHYHORSHG E\ WKH

6HFUHW 6HUYLFH WR VFDQ WKH FRQWHQWV RI HOHFWURQLF PHGLD VHL]HG LQ FRPSXWHU FULPH LQYHVWLJDWLRQV�

6HH 5RWHQEHUJ� &RPSXWHU 3URIHVVLRQDOV IRU 6RFLDO 5HVSRQVLELOLW\� 7HVWLPRQ\ RQ 6HFWLRQ ���� 7KH

&RPSXWHU $EXVH $PHQGPHQWV $FW RI ���� EHIRUH 7KH 6XEFRPPLWWHH RQ 7HFKQRORJ\ DQG /DZ�

&RPPLWWHH RQ WKH -XGLFLDU\� 8QLWHG 6WDWHV 6HQDWH� �� -XO\ ����� ,Q &DQDGD 6HFWLRQ �� ��� &DQDGD

(YLGHQFH $FW DV D JHQHUDO UXOH RQO\ DOORZV FRS\LQJ RI UHFRUGV RI FHUWDLQ ILQDQFLDO LQVWLWXWLRQV DV

RSSRVHG WR WKH XVXDO VHL]XUH RI WKH RULJLQDO UHFRUGV�

��� 6HH DOVR +DUWHYHOG� 'ZDQJPLGGHOHQ HQ FRPSXWHU FULPLQDOLWHLW� �� ������ 'HOLNW HQ 'HOLQTXHQW�

SS� ���� HW VHT�� DW �����

��� )RU *HUPDQ\ D ULJKW WR XVH WKH KDUGZDUH LV GHQLHG E\ /HLFKW� 3IOLFKW ]XU +HUDXVJDEH YRQ

'DWHQWUlJHUQ XQG 0LWZLUNXQJVSIOLFKWHQ EHL GHU $XIEHUHLWXQJ YRQ 'DWHLHQ LP 6WUDIYHUIDKUHQ�

������ ,QIRUPDWLN XQG 5HFKW� SS� ��� HW VHT�� DW ��� DQG ���� )RU WKH 1HWKHUODQGV D ULJKW WR XVH

WKH KDUGZDUH LV DVVXPHG E\ .DVSHUVHQ� ,QWHUQDWLRQDO 3URVHFXWLRQ RI &RPSXWHU &ULPH� LQ�

6LHEHU�.DVSHUVHQ�9DQGHQEHUJKH�6WXXUPDQ �HGV��� S� �� RQ WKH EDVLV RI DQ DUJXPHQWXP D PDLRUH

�L�H� WKH ULJKW WR WDNH DZD\ WKH KDUGZDUH� DG PLQXV �L�H� WKH ULJKW WR XVH WKH KDUGZDUH�� +RZHYHU�

WKLV DUJXPHQWDWLRQ LV TXHVWLRQDEOH� HVSHFLDOO\ VLQFH WKH XVH RI WKH KDUGZDUH VHHPV WR EH DQ DOLXG

LQ FRPSDULVRQ WR WKH WDNLQJ DZD\� 7KH VDPH UHVXOW LV DFKLHYHG E\ +DUWHYHOG� 'ZDQJPLGGHOHQ HQ

FRPSXWHU FULPLQDOLWHLW� �� ������ 'HOLNW HQ 'HOLQTXHQW� SS� ���� HW VHT�� DW ����� ZKR ULJKWO\

MXVWLILHV WKH XVH RI WHFKQLFDO HTXLSPHQW� EXW GRHV QRW FRQVLGHU WKDW WKH WHFKQLFDO HTXLSPHQW PLJKW

EHORQJ WR DQRWKHU SHUVRQ�

��� )RU -DSDQ VHH $UWLFOHV ���� ��� ��� &ULPLQDO 3URFHGXUDO &RGH DQG� VLPLODUO\ � IRU )UDQFH� $UWLFOH ��

RI WKH &ULPLQDO 3URFHGXUDO &RGH� ,Q *UHHFH WKH EURDG IRUPXODWLRQ RI $UWLFOHV ���� ���� ���

&ULPLQDO 3URFHGXUDO &RGH DOVR LQFOXGHV WKH ULJKW WR XVH KDUGZDUH DQG VRIWZDUH EHORQJLQJ WR D

ZLWQHVV RU DQ DFFXVHG�
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���

6SHFLDO SUREOHPV DOVR DULVH ZLWK UHVSHFW WR VHDUFK DQG VHL]XUH LQ

FRPSXWHU QHWZRUNV� $ KRXVH DV DQ REMHFW RI VHDUFK KDV SK\VLFDO ERXQGDULHV�

$V IDU DV FRPSXWHU QHWZRUNV DUH FRQFHUQHG� LW LV TXHVWLRQDEOH ZKHWKHU DQG

WR ZKDW H[WHQW WKH ULJKW WR VHDUFK DQG VHL]H D VSHFLILF FRPSXWHU LQVWDOODWLRQ

LQFOXGHV WKH ULJKW WR VHDUFK GDWDEDVHV DFFHVVLEOH E\ WKLV LQVWDOODWLRQ EXW

VLWXDWHG LQ RWKHU SUHPLVHV�
���

7KLV TXHVWLRQ LV RI JUHDW SUDFWLFDO LPSRUWDQFH

VLQFH SHUSHWUDWRUV LQFUHDVLQJO\ VWRUH WKHLU GDWD LQ RWKHU FRPSXWHU V\VWHPV

ORFDWHG HOVHZKHUH LQ RUGHU WR KLQGHU WKHLU SURVHFXWLRQ� :LWK UHVSHFW WR WKHVH

TXHVWLRQV� $UWLFOH ���M RI WKH 'XWFK &ULPLQDO 3URFHGXUDO &RGH H[WHQGV 'XWFK

VHDUFK DQG VHL]XUH SURYLVLRQV E\ D VR�FDOOHG �DYDLODELOLW\��FULWHULD� L�H� DQ

H[SDQVLRQ RI VHDUFK DQG VHL]XUH IURP WKH VHDUFKHG SUHPLVHV WR RWKHU

FRPSXWHU V\VWHPV EXW RQO\ ZLWKLQ WKH OLPLWDWLRQV RI WKH XVXDO DFFHVV ULJKWV

JLYHQ WR WKH SHUVRQ VXEMHFW WR WKH VHDUFK�

7KLV DSSURDFK PLJKW EH KHOSIXO LQ FDVHV RI GRXEW� +RZHYHU� LQ JHQHUDO

WKH DFWXDO SRZHUV RI VHDUFK DQG VHL]XUH PXVW EH EDVHG RQ D ZULWWHQ VHDUFK

ZDUUDQW ZKLFK ± LQ FDVH RI VHDUFK DQG VHL]XUH RI WHOHFRPPXQLFDWLRQ

QHWZRUNV ± VKRXOG VSHFLI\ WKH FRPSXWHU V\VWHPV WR EH LQYHVWLJDWHG�
���

,Q

DQ\ FDVH� QRWLILFDWLRQ UHTXLUHPHQWV DQG RWKHU VDIHJXDUGV SURWHFWLQJ WKH

SHUVRQV LQ TXHVWLRQ PXVW EH REVHUYHG LQ RUGHU WR SUHYHQW WKH VHDUFK RI D

VSHFLILF FRPSXWHU EHLQJ XVHG IRU VHDUFK ± RU HYHQ VHFUHW VXUYHLOODQFH ± RI

DQ XQGHILQHG QXPEHU RI RWKHU FRPSXWHU V\VWHPV FRQQHFWHG YLD

WHOHFRPPXQLFDWLRQ QHWZRUNV�
���

$GGLWLRQDO OLPLWV RI SXEOLF LQWHUQDWLRQDO ODZ DULVH ZLWK UHVSHFW WR VHDUFK

DQG VHL]XUH RI IRUHLJQ GDWDEDVHV YLD LQWHUQDWLRQDO WHOHFRPPXQLFDWLRQ

��� &I� IRU WKHVH SRZHUV RI DFFHVV LQ GLIIHUHQW FRXQWULHV WKH $UWLFOHV LQ 6LHEHU �HG��� ,QIRUPDWLRQ

7HFKQRORJ\ &ULPH� ����� LQ SDUWLFXODU RQ *HUPDQ\ 0|KUHQVFKODJHU �SS� ��� HW VHT��� RQ )LQODQG

3LKODMDPlNL �S� ����� RQ *UHHFH 9DVVLODNL �SS���� HW VHT��� RQ 8. :DVLN �S� ����� RQ +XQJDU\

.HUWpV]�3XV]WDL �S� ����� RQ ,VUDHO /HGHUPDQ�6KDSLUD �SS� ��� HW VHT��� RQ -DSDQ <DPDJXFKL

�S� ����� RQ /X[HPERXUJ -DHJHU �SS� ��� HW VHT�� ��� HW VHT��� RQ WKH 1HWKHUODQGV .DVSHUVHQ

�SS� ���� ����� RQ 3RODQG %XFKDOD �S� ����� RQ 6RXWK $IULFD YDQ GHU 0HUZH �S� ����� RQ

6ZLW]HUODQG 5RWK �S� ����� RQ 7XQLVLD %HQ +DOLPD �SS� ��� HW VHT��� DQG RQ WKH 86$ :LVH

�S� ����� $OVR FI� LQ GHWDLO IRU WKH OHJDO VLWXDWLRQ LQ *HUPDQ\ %lU� 'HU =XJULII DXI &RPSXWHUGDWHQ

LP 6WUDIYHUIDKUHQ� ����� &I� DOVR 3ULQFLSOH 1R� � RI WKH 5HFRPPHQGDWLRQV RI WKH &RXQFLO RI (XURSH

RQ FULPLQDO 3URFHGXUDO /DZ ����� �'XULQJ WKH H[HFXWLRQ RI D VHDUFK� LQYHVWLJDWLQJ DXWKRULWLHV

VKRXOG KDYH WKH SRZHU� VXEMHFW WR DSSURSULDWH VDIHJXDUGV� WR H[WHQG WKH VHDUFK WR RWKHU FRPSXWHU

V\VWHPV ZLWKLQ WKHLU MXULVGLFWLRQ ZKLFK DUH FRQQHFWHG E\ PHDQV RI D QHWZRUN DQG WR VHL]H WKH GDWD

WKHUHLQ SURYLGHG WKDW LPPHGLDWH DFWLRQ LV UHTXLUHG��

��� )RU GHWDLOV RI WKH IRUPXODWLRQ RI VHDUFK ZDUUDQWV VHH 7DEEHU� 7KH &RPSXWHU &ULPH 6HDUFK :DUUDQW

± $ 8�6� 3HUVSHFWLYH� 9ROXPH � ,VVXH �� ������ 7KH &RPSXWHU /DZ DQG 6HFXULW\ 5HSRUW� SS� �

HW VHT�

��� )RU ZLUH�WDSSLQJ RI WHOHFRPPXQLFDWLRQ V\VWHPV DQG �HDYHVGURSSLQJ� RI FRPSXWHUV VHH LQIUD

FKDSWHU ,,,�)���G�
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���

V\VWHPV� ,Q WKHVH LQWHUQDWLRQDO V\VWHPV� WKH �GLUHFW SHQHWUDWLRQ� RI

SURVHFXWLQJ DXWKRULWLHV WR IRUHLJQ GDWDEDVHV JHQHUDOO\ FRQVWLWXWHV DQ

LQIULQJHPHQW RI WKH VRYHUHLJQW\ RI WKH VWDWH RI VWRUDJH �DQG RIWHQ HYHQ D

SXQLVKDEOH RIIHQFH��
���

KRZHYHU� WKHUH PLJKW EH VRPH VSHFLILF H[FHSWLRQV LQ

ZKLFK �GLUHFW DFFHVV� WR IRUHLJQ GDWDEDVHV YLD WHOHFRPPXQLFDWLRQ QHWZRUNV

FRXOG EH SHUPLVVLEOH
���

DQG WKH OHQJWK\ SURFHGXUH RI PXWXDO DVVLVWDQFH

DYRLGHG�
���

3UREOHPV RI LQWHUSUHWDWLRQ DOVR DULVH ZLWK UHVSHFW WR H[WUD VDIHJXDUGV IRU

VSHFLILF LQIRUPDWLRQ� 7KLV LV QRW RQO\ WKH FDVH ZLWK WKH PDWHULDOV RI

SURIHVVLRQDO OHJDO DGYLVHUV� GRFWRUV� MRXUQDOLVWV� DQG RWKHU SHRSOH ZKR DUH

H[HPSW IURP JLYLQJ HYLGHQFH�
���

,Q WKLV DUHD RQH RI WKH ODWHVW GLVSXWHV

FRQFHUQV WKH TXHVWLRQ RI KRZ IDU WKH SULYLOHJHV RI WKH SUHVV VKRXOG DOVR EH

DSSOLFDEOH WR HOHFWURQLF EXOOHWLQ ERDUGV�
���

(YHQ PRUH LQWULFDWH TXHVWLRQV

DULVH ZLWK WKH DSSOLFDWLRQ RI VDIHJXDUGV DQG VSHFLILF SURYLVLRQV WR SDSHUV�

��� :LWK UHVSHFW WR WKH SXQLVKDELOLW\ XQGHU WKH ODZ RI WKH DFFHVVHG VWDWH� LQ PRVW FRXQWULHV WKH YDULRXV

SURYLVLRQV RQ WUDGH DQG RWKHU VHFUHWV� WKH DQWL�KDFNLQJ SURYLVLRQV DV ZHOO DV VSHFLDO VWDWXWHV �VXFK

DV WKH 6ZLVV $UWLFOH ��� RI WKH 3HQDO &RGH RQ LOOHJDO DFWV RQ EHKDOI RI D IRUHLJQ VWDWH� PLJKW DSSO\�

)RU D FRPSDUDWLYH RYHUYLHZ RI WKH YDULRXV QDWLRQDO WUDGH VHFUHW SURYLVLRQV VHH 6LHEHU� /HJDO

3URWHFWLRQ RI &RPSXWHU 'DWD� 3URJUDPV DQG 6HPLFRQGXFWRU 3URGXFWV� LQ� ,QWHUQDWLRQDO &KDPEHU RI

&RPPHUFH �HG��� ,QWHUQDWLRQDO &RQWUDFWV IRU 6DOH RI ,QIRUPDWLRQ 6HUYLFHV� ����� SS� � HW VHT��

DW �� HW VHT�

��� ([FHSWLRQV PLJKW EH GLVFXVVHG HVSHFLDOO\ LQ WKH IROORZLQJ VLWXDWLRQV� ��� ZKHQ WKH SROLFH ILQGV D

WHUPLQDO VKRZLQJ GDWD VWRUHG DEURDG� ��� ZKHQ GDWD DUH QRW SURWHFWHG �E\ VHFXULW\ PHDVXUHV DQG

OHJDO SURYLVLRQV� EXW DUH IUHHO\ DFFHVVLEOH WR HYHU\ERG\ �VXFK DV SXEOLF GDWD EDVHV�� HVSHFLDOO\ ���

ZKHQ WKHUH LV D FRQVHQW RI WKH VWDWH RI VWRUDJH� ��� ZKHQ WKH SURVHFXWLQJ DJHQF\ GRHV QRW NQRZ

WKDW WKH GDWD LQ TXHVWLRQ DUH VWRUHG DEURDG� ��� ZKHQ WKHUH LV D VLWXDWLRQ RI XUJHQF\ DQG RQO\

SUHSDUDWRU\ PHDVXUHV WR SUHVHUYH HYLGHQFH DUH WDNHQ� )LUVW DWWHPSWV WR GHDO ZLWK WKLV TXHVWLRQ

FDQ EH IRXQG LQ &RXQFLO RI (XURSH� &RPSXWHU�5HODWHG &ULPH� 5HSRUW 1R� 3&�5�&&����� RI

�� )HEUXDU\ ����� SS� �� HW VHT�� 'XWFK &RPPLWWHH RQ &RPSXWHU &ULPH� ,QIRUPDWLRQ 7HFKQRORJ\

DQG &ULPLQDO /DZ ��)UDQNHQ UHSRUW��� (QJOLVK WUDQVODWLRQ� ��������� SS� �� HW VHT�� .DVSHUVHQ�

6WUDIEDDUVWHOOLQJ YDQ FRPSXWHU PLV�EUXLN� ����� LQ� 6LHEHU�.DVSHUVHQ�9DQGHQEHUJKH�6WXXUPDQ

�HGV��� S� ��� 6LHEHU� 7KH ,QWHUQDWLRQDO +DQGERRN RQ &RPSXWHU &ULPH� ����� S� ���� 6HH IRU WKH

VLWXDWLRQ LQ WKH 86$ 3HUULWW� /DZ DQG WKH ,QIRUPDWLRQ 6XSHUKLJKZD\� ����� SS� ��� HW VHT�

��� 6HH WKH UHIHUHQFHV LQ 6LHEHU� 7KH ,QWHUQDWLRQDO (PHUJHQFH RI &ULPLQDO ,QIRUPDWLRQ /DZ� �����

FKDSWHU ,9� IQ� ��

��� 6HH� H�J�� IRU &DQDGD� 6HFWLRQ ����� &ULPLQDO &RGH� IRU *HUPDQ\� 6HFWLRQV ��� ��� ��� ���

&ULPLQDO 3URFHGXUDO &RGH� IRU )UDQFH� $UWLFOHV ����� ��� ��� ��� &ULPLQDO 3URFHGXUDO &RGH LQ

FRQQHFWLRQ ZLWK $UWLFOH ��� 3HQDO &RGH� IRU *UHHFH� $UWLFOHV ���� ��� &ULPLQDO 3URFHGXUDO &RGH�

��� ,Q WKH 86$ WKLV TXHVWLRQ ZDV HVSHFLDOO\ UDLVHG LQ ���� LQ WKH 1HLGRUI�FDVH �8QLWHG 6WDWHV 'LVWULFW

&RXUW 1RUWKHUQ 'LVWULFW RI ,OOLQRLV (DVWHUQ 'LYLVLRQ�� 6HH 5RWHQEHUJ� &RPSXWHU 3URIHVVLRQDOV IRU

6RFLDO 5HVSRQVLELOLW\ �&365�� 7HVWLPRQ\ EHIRUH WKH 6XEFRPPLWWHH RQ 7HFKQRORJ\ DQG /DZ�

&RPPLWWHH RQ WKH -XGLFLDU\� 8QLWHG 6WDWHV 6HQDWH� �� -XO\ ���� �+HFWRJUDSK\�� %lU� 3ROL]HLOLFKHU

=XJULII DXI 0DLOER[HQ� ������ &RPSXWHU XQG 5HFKW� SS� ���� DW ���� 6WHQJHU� 0DLOER[HQ ±

3UREOHPH GHU %HZHLVVLFKHUXQJ LQ 6WUDIVDFKHQ� ������ &RPSXWHU XQG 5HFKW� SS� ��� HW VHT�
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GRFXPHQWV DQG OHWWHUV�
���

HVSHFLDOO\ LQ WKH ILHOGV RI HOHFWURQLF PDLO DQG

WHOHFRPPXQLFDWLRQ V\VWHPV� 'XH WR WKH UDWLRQDOH RI WKHVH SURYLVLRQV WKH\

VKRXOG JHQHUDOO\ DSSO\ LQ WKH VDPH ZD\ WR SDSHU�EDVHG DQG WR FRPSXWHU�

VWRUHG PDWHULDO �HVSHFLDOO\ WR WUDGLWLRQDO PDLO DQG HOHFWURQLF PDLO�� D OLEHUDO

LQWHUSUHWDWLRQ RI FULPLQDO SURFHGXUDO ODZ DQG HYHQ DQ DQDORJRXV DSSOLFDWLRQ

RI VSHFLILF VDIHJXDUGV �LQ ERQDP SDUWHP� VKRXOG EH DGPLVVLEOH�
���

,Q

*HUPDQ\ WKH )HGHUDO &ULPLQDO &RXUW ULJKWO\ VWDWHG WKDW WKH DSSOLFDELOLW\ RI

6HFWLRQ ��� &ULPLQDO 3URFHGXUDO &RGH� UHVHUYLQJ IRU WKH SXEOLF SURVHFXWRU

WKH ULJKW WR LQVSHFW VHL]HG �SDSHUV� �XQGHU H[FOXVLRQ RI WKH SROLFH�� GRHV QRW

GHSHQG RQ WKH LQIRUPDWLRQ FDUULHU XVHG� DQG� FRQVHTXHQWO\� LQFOXGHV ILOPV�

PDJQHWLF WDSHV� GLVFV� DQG WKH FHQWUDO SURFHVVLQJ XQLW RI D FRPSXWHU�
���

$ PRUH SUDFWLFDO SUREOHP FRQFHUQV WKH TXHVWLRQ ZKHWKHU VHL]HG

LQIRUPDWLRQ FDQ EH XQGHUVWRRG �H�J� LI EHLQJ HQFU\SWHG�� 7KHVH SUREOHPV

ZLOO EH GLVFXVVHG LQ WKH FRQWH[W ZLWK GXWLHV RI FR�RSHUDWLRQ�

/DZ 5HIRUP

,Q VRPH FRXQWULHV DWWHPSWV KDYH EHHQ PDGH WR VROYH WKHVH XQFHUWDLQWLHV

DQG ORRSKROHV LQ WKH ILHOG RI VHDUFK DQG VHL]XUH RI GDWD RU LQIRUPDWLRQ E\

OHJLVODWLYH DPHQGPHQWV� ,Q WKH 8QLWHG .LQJGRP WKH JHQHUDO SRZHU RI

VHL]XUH SURYLGHG E\ 6HFWLRQV ��� �� RI WKH 3ROLFH DQG &ULPLQDO (YLGHQFH $FW

RI ���� LV GLUHFWHG WR �DQ\WKLQJ ZKLFK LV RQ WKH SUHPLVHV� DQG� XQGHU

FHUWDLQ FRQGLWLRQV� SURYLGHV WKH SRZHU �WR UHTXLUH DQ\ LQIRUPDWLRQ ZKLFK LV

FRQWDLQHG LQ D FRPSXWHU� �IRU WKH ODWWHU GXW\ RI DFWLYH FR RSHUDWLRQ VHH

LQIUD ���
���

$ PRUH FRPSUHKHQVLYH DWWHPSW WR DGGUHVV FRPSXWHU�UHODWHG LVVXHV RI

FULPLQDO SURFHGXUDO ODZ KDV EHHQ XQGHUWDNHQ LQ WKH 1HWKHUODQGV LQ �����

��� )RU WKH ZRUGLQJ RI WKH YDULRXV VDIHJXDUGV VHH� H�J�� IRU $XVWULD� 6HFWLRQV ������� &ULPLQDO

3URFHGXUDO &RGH� IRU 'HQPDUN� FKDSWHU ��E 6HFWLRQV ������� $GPLQLVWUDWLRQ RI -XVWLFH $FW� IRU

*HUPDQ\� 6HFWLRQV ��� ��� &ULPLQDO 3URFHGXUDO &RGH� IRU )UDQFH� $UWLFOH �� &ULPLQDO 3URFHGXUDO

&RGH� IRU 1RUZD\� 6HFWLRQV ���� ���� ��� -XGLFLDO 3URFHGXUH LQ &ULPLQDO &DVHV $FW RI

�� 0D\ ����� IRU 6ZLW]HUODQG� $UWLFOHV �� ���� �� )HGHUDO &ULPLQDO 3URFHGXUDO &RGH�

��� )RU WKH LQDGPLVVLELOLW\ RI FULPLQDO SURFHGXUDO ODZ LQ PDODP SDUWHP VHH WKH UHIHUHQFHV VXSUD

FKDSWHU ,,,� IQ� ����

��� 6HH IRU *HUPDQ\� %XQGHVJHULFKWVKRI� ������ &RPSXWHU XQG 5HFKW� SS� ��� HW VHT�� DW ����

/DQGJHULFKW .|OQ� ������ &RPSXWHU XQG 5HFKW� S� ��� ZLWK FULWLFDO FRPPHQW E\ 9DVVLODNL� 5HQJLHU�

3UDNWLVFKH )UDJHQ EHL 'XUFKVXFKXQJHQ� LQVEHVRQGHUH LQ :LUWVFKDIWVVWUDIVDFKHQ� ������ 1HXH

=HLWVFKULIW I�U 6WUDIUHFKW� SS� ��� HW VHT�� DW ��� HW VHT� )RU WKH 1HWKHUODQGV� $UWLFOH ���O &ULPLQDO

3URFHGXUDO &RGH�

��� 6HH IRU WKH 8.� 6HFWLRQV ��� �� DQG DOVR 6HFWLRQ �� ��� RI WKH 3ROLFH DQG &ULPLQDO (YLGHQFH $FW�

6HFWLRQ �� &RPSXWHU 0LVXVH $FW ���� �DV DPHQGHG E\ 6HFWLRQ ��� &ULPLQDO -XVWLFH DQG 3XEOLF

2UGHU $FW ������ 6HFWLRQ �� )LQDQFH $FW� 6HFWLRQ �� &KLOGUHQV $FW�
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$UWLFOHV ���I HW VHT� &ULPLQDO 3URFHGXUDO &RGH LQWHU DOLD UHJXODWH WKH LVVXH RI

DFFHVV WR GDWDEDVHV RQ DQG RII WKH VHDUFKHG SUHPLVH DV ZHOO DV WKH GXW\ WR

DVVLVW WKH LQYHVWLJDWLRQ DQG WKH KDQGOLQJ RI GDWD JDWKHUHG GXULQJ WKH

SURFHHGLQJV�

,Q ���� &DQDGD DOVR DPHQGHG LWV JHQHUDO SURYLVLRQ RQ VHDUFK DQG

VHL]XUHV LQ 6HFWLRQ ��� &ULPLQDO &RGH WR LQFOXGH D SURYLVLRQ VLPLODU WR WKH

RQH DOUHDG\ LQFOXGHG EHIRUH LQ 6HFWLRQ �� &RPSHWLWLRQ $FW�
���

7KH QHZ

6HFWLRQ ��� VWDWHV WKDW D SHUVRQ DXWKRULVHG WR VHDUFK D FRPSXWHU V\VWHP

PD\ XVH DQ\ FRPSXWHU V\VWHP DW WKH EXLOGLQJ RU SODFH WR VHDUFK DQ\ GDWD

FRQWDLQHG LQ RU DYDLODEOH WR WKH FRPSXWHU V\VWHP� PD\ UHSURGXFH DQ\ GDWD

LQ WKH IRUP RI SULQWRXW� PD\ VHL]H WKH SULQWRXW RU RXWSXW IRU H[DPLQDWLRQ RU

FRSLQJ DQG PD\ XVH DQ\ FRS\LQJ HTXLSPHQW DW WKH SODFH WR PDNH FRSLHV RI

WKH GDWD� 3HUVRQV LQ SRVVHVVLRQ DQG FRQWURO RI D SODFH WKDW LV EHLQJ VHDUFKHG

DUH REOLJHG WR SHUPLW WKH VHDUFKLQJ RIILFHU WR XVH WKH FRPSXWHU V\VWHP IRU

WKDW SXUSRVHV�

6XFK VXL JHQHULV SURYLVLRQV IRU �JDWKHULQJ GDWD� QRW RQO\ SURYLGH OHJDO

FHUWDLQW\ DQG D EDVLV IRU HIILFLHQW LQYHVWLJDWLRQV LQ D '3�HQYLURQPHQW� EXW

ZLWK UHVSHFW WR OHJDO SROLF\� WKH\ FDQ DOVR EH EDVHG RQ WKH DUJXPHQW WKDW

FRS\LQJ GDWD LV RIWHQ D OHVV VHYHUH LQKLELWLRQ WKDQ WKH VHL]XUH RI GDWD

FDUULHUV� 0RUHRYHU� VXL JHQHULV SURYLVLRQV KDYH WKH DGYDQWDJH WKDW WKH\ DUH

DEOH WR VROYH VSHFLILF TXHVWLRQV RI �VHDUFK DQG VHL]XUH RI GDWD�� VXFK DV WKH

UHFRPSHQVDWLRQ RI FRVWV IRU WKH XVH RI '3�V\VWHPV� WKH VXEVHTXHQW HUDVXUH

RI GDWD ZKLFK DUH QR ORQJHU UHTXLUHG IRU WKH SURVHFXWLRQ� RU WKH VHDUFK DQG

VHL]XUH LQ WHOHFRPPXQLFDWLRQ QHWZRUNV� 6LQFH ���� VSHFLILF UHJXODWLRQV

FRQFHUQLQJ FRPSHQVDWLRQ IRU WKH XVH RI D '3�V\VWHP DUH QRZ SURYLGHG LQ

WKH *HUPDQ �/DZ RQ WKH &RPSHQVDWLRQ RI :LWQHVVHV DQG ([SHUWV��
���

:LWK

UHVSHFW WR WKH ODWHU HUDVXUH RI GDWD� $UWLFOHV ���K DQG ���Q RI WKH 'XWFK

&ULPLQDO 3URFHGXUDO &RGH VWLSXODWH WKDW GDWD RI �QR UHOHYDQFH WR WKH

LQYHVWLJDWLRQ� VKDOO EH GHVWUR\HG RU HUDVHG DV VRRQ DV SRVVLEOH�

7KLV DSSURDFK WR FODULI\ WKH OHJDO VLWXDWLRQ LV UHFRPPHQGHG� VLQFH

HIIHFWLYH LQYHVWLJDWLRQV LQ '3�HQYLURQPHQWV VKRXOG EH SRVVLEOH DQG EDVHG RQ

D FOHDU OHJDO EDVLV� ,W LV WUXH WKDW LQ WKH IXWXUH RQH PXVW FDUHIXOO\ PRQLWRU

WKH IDFW WKDW KXJH SULYDWH GDWD FROOHFWLRQV �HVSHFLDOO\ LQ WKH ILHOG RI

HOHFWURQLF SD\PHQW V\VWHPV�� LQ FRQQHFWLRQ ZLWK HIIHFWLYH SRZHUV RI VHDUFK

DQG VHL]XUH� FDQ FUHDWH WKH GDQJHU RI DQ LQWHQVLYH LQWUXVLRQ RI WKH VWDWH LQWR

��� 6HH 6HFWLRQ ��� ������ &ULPLQDO &RGH� LQWURGXFHG E\ WKH &ULPLQDO /DZ ,PSURYHPHQW $FW� ����

�VHH VXSUD FKDSWHU ,� IQ� ����

��� 6HH IRU *HUPDQ\� 6HFWLRQ ��D RI WKH /DZ RQ WKH &RPSHQVDWLRQ RI :LWQHVVHV DQG ([SHUWV� DV

DPHQGHG E\ WKH /DZ RQ WKH 5HVWUXFWLQJ RI WKH 3RVW DQG 7HOHFRPPXQLFDWLRQ 6\VWHP DQG RI WKH

*HUPDQ )HGHUDO 3RVW 2UJDQLVDWLRQ RI � -XQH �����
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WKH FLWL]HQV
 SULYDF\�
���

+RZHYHU� WKLV GDQJHU LV QRW SULPDULO\ D SUREOHP RI

VXL JHQHULV SURYLVLRQV IRU FRHUFLYH SRZHUV RI SURVHFXWLQJ DJHQFLHV� ,W PXVW

EH KDQGOHG E\ DGHTXDWH GDWD SURWHFWLRQ LQ WKH SULYDWH HFRQRPLF VHFWRU DQG

E\ DGHTXDWH OLPLWDWLRQV DQG SURFHGXUDO VDIHJXDUGV RI WKH QHZ VXL JHQHULV

SURYLVLRQV IRU VHDUFK DQG VHL]XUH LQ '3�HQYLURQPHQWV�

G� :LUH 7DSSLQJ DQG �(DYHVGURSSLQJ�

3UREOHPV RI 7UDGLWLRQDO /DZ ZLWK 5HVSHFW WR (OHFWURQLF 'DWD )ORZ

7DSSLQJ RI WHOHFRPPXQLFDWLRQ OLQHV DQG HDYHVGURSSLQJ RQ FRPSXWHU

V\VWHPV FDQ VXSSRUW FULPLQDO LQYHVWLJDWLRQV HVSHFLDOO\ LQ FDVHV LQ ZKLFK GDWD

DUH RQO\ WUDQVPLWWHG DQG QRW SHUPDQHQWO\ VWRUHG� LQ ZKLFK GDWD DUH PHUHO\

FURVVLQJ D FRXQWU\ RU LQ ZKLFK D SHUPDQHQW REVHUYDWLRQ RI

WHOHFRPPXQLFDWLRQV RU FRPSXWHU DFWLYLWLHV LV QHFHVVDU\� +RZHYHU� WKHVH

LQYHVWLJDWLYH DFWV QRW RQO\ FRQVWLWXWH D KLJKO\ HIILFLHQW PHDQV RI SURVHFXWLRQ�

EXW DOVR D VHYHUH LQWUXVLRQ LQWR WKH FLYLO OLEHUWLHV RI WKH WDSSHG SHUVRQ� 7KLV

LV SULPDULO\ EDVHG RQ WKH IDFW WKDW WKH WDSSLQJ RI WHOHFRPPXQLFDWLRQ

V\VWHPV DQG HDYHVGURSSLQJ RQ FRPSXWHUV JHQHUDOO\ LV D SHUPDQHQW DQG

FODQGHVWLQH LQWUXVLRQ� ZKHUHDV WKH DERYH�PHQWLRQHG SRZHUV RI HQWU\�

VHDUFK DQG VHL]XUH XVXDOO\ FRQVWLWXWH D VLQJOH� �YLVLEOH� LQWHUIHUHQFH ZLWK FLYLO

OLEHUWLHV� &RQVHTXHQWO\� LQ PRVW FRXQWULHV WKH VWDWXWRU\ UHTXLUHPHQWV IRU

WHOHSKRQH WDSSLQJ DQG WKH UHFRUGLQJ RI WHOHFRPPXQLFDWLRQV DUH PXFK KLJKHU

WKDQ IRU RWKHU FRHUFLYH PHDVXUHV�

+RZHYHU� HYHQ ZLWK UHVSHFW WR WUDGLWLRQDO WHOHSKRQH WDSSLQJ WKH OHJDO

VLWXDWLRQ GLIIHUV FRQVLGHUDEO\ LQ WKH YDULRXV :HVWHUQ FRXQWULHV� 7KH W\SH RI

RU WKH VSHFLILF RIIHQFHV IRU ZKLFK LQWHUFHSWLRQ FDQ OHJDOO\ EH RUGHUHG GLIIHU�

,Q VHYHUDO OHJDO V\VWHPV WKH SULQFLSOH RI WKH LQYLRODELOLW\ RI WHOHSKRQH

FRPPXQLFDWLRQV GHULYHV IURP FRQVWLWXWLRQDO JXDUDQWHHV RI FRQILGHQWLDOLW\ RI

FRUUHVSRQGHQFH DQG RI UHVSHFW IRU SULYDF\�
���

LQ RWKHU FRXQWULHV WKH

LQYLRODELOLW\ RI WHOHSKRQH FRPPXQLFDWLRQV RULJLQDWHV IURP RU LV HVWDEOLVKHG

��� 6HH $U]W� =XU %HZHLVEHVFKDIIXQJVSIOLFKW GHU %DQNHQ LP 6WUDIYHUIDKUHQ� LQ� *UDIIHQULHG �HG���

%HLWUlJH ]XP VFKZHL]HULVFKHQ %DQNUHFKW� ����� SS� ��� HW VHT�� DW ����

��� )RU WKH UHOHYDQW JXDUDQWHHV LQ WKH &RQVWLWXWLRQ VHH IRU $XVWULD� $UWLFOH ��� IRU 'HQPDUN� $UWLFOH ���

IRU *HUPDQ\� $UWLFOH �� %DVLF /DZ� IRU *UHHFH� $UWLFOH ��� IRU -DSDQ $UWLFOH ��� )RU 6SDLQ�

6HFWLRQ �� ��� RI WKH &RQVWLWXWLRQ LV HVSHFLDOO\ LQWHUHVWLQJ LQ WKH SUHVHQW FRQWH[W EHFDXVH LW

JXDUDQWHHV E\ D ZLGH ZRUGLQJ WKH �VHFUHF\ RI FRPPXQLFDWLRQV� SDUWLFXODUO\ SRVWDO� WHOHJUDSK DQG

WHOHSKRQH FRPPXQLFDWLRQV�� 6LPLODUO\� IRU 3RUWXJDO $UWLFOH �� ��� RI WKH &RQVWLWXWLRQ FRYHUV WKH

�VHFUHF\ RI FRUUHVSRQGHQFH DQG RI RWKHU PHDQV RI SULYDWH FRPPXQLFDWLRQ�� )RU *UHHFH $UWLFOH ��

RI WKH &RQVWLWXWLRQ HVWDEOLVKHV WKH �VHFUHF\ RI OHWWHUV DQG RI DQ\ RWKHU IUHH FRUUHVSRQGHQFH RU

FRPPXQLFDWLRQ��
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E\ DFWV JRYHUQLQJ WKH DGPLQLVWUDWLRQ RI WKH WHOHSKRQH VHUYLFH
���

DQG�RU E\

FULPLQDO SURYLVLRQV SUHVFULELQJ SHQDOWLHV IRU WKH LQWHUFHSWLRQ RI WHOHSKRQH

FRPPXQLFDWLRQV�
���

7KH H[FHSWLRQV WR WKH SULQFLSOH RI LQYLRODELOLW\ RI

WHOHSKRQH FRPPXQLFDWLRQV DOVR YDU\� ,Q PDQ\ :HVWHUQ FRXQWULHV WKHUH DUH

SUHFLVH OHJDO UHTXLUHPHQWV IRU WHOHSKRQH WDSSLQJ �RIWHQ GHPDQGHG E\

FRQVWLWXWLRQDO UHTXLUHPHQWV��
���

LQ RWKHU FRXQWULHV WHOHSKRQH WDSSLQJ LV

EDVHG RQ JHQHUDO FODXVHV RU RQ DQ DQDORJRXV DSSOLFDWLRQ RI SRZHU WR

LQWHUFHSW FRPPXQLFDWLRQV LQ WKH IRUP RI OHWWHUV DQG WHOHSKRQH

FRQYHUVDWLRQV� RU LW LV RU ZDV HYHQ SUDFWLVHG ZLWKRXW DQ\ OHJDO MXVWLILFDWLRQ�
���

7KH VXEVWDQWLYH UHTXLUHPHQWV IRU WKH XVH RI WHOHSKRQH WDSSLQJ E\

SURVHFXWLQJ DJHQFLHV� DV ZHOO DV WKH UHTXLUHPHQWV IRU FRQWURO DQG

QRWLILFDWLRQ� DOVR GLIIHU FRQVLGHUDEO\�
���

��� 6HH� H�J�� IRU *HUPDQ\� 6HFWLRQ �� 7HOHFRPPXQLFDWLRQV $FW RI �� -XO\ ���� �%XQGHVJHVHW]EODWW ,�

S� ������

��� 6HH IRU %HOJLXP� 6HFWLRQ �� RI WKH /DZ RQ 7HOHFRPPXQLFDWLRQV RI �� 2FWREHU ����� IRU &DQDGD�

SDUW 9,� 6HFWLRQV ��� HW VHT� &ULPLQDO &RGH� IRU 'HQPDUN� $UWLFOH ��� 3HQDO &RGH� IRU *HUPDQ\�

6HFWLRQV ���� ���D 3HQDO &RGH� IRU *UHHFH� $UWLFOHV ���� ���� ��� $� ��� %� ��� & &ULPLQDO &RGH

�$UWLFOH ��� & ZDV LQWURGXFHG E\ WKH /DZ 1R� ������� RI ���� DQG FRYHUV DQ\ LQWHUIHUHQFH ZLWK

GDWD WKDW DUH WUDQVSRUWHG E\ WHOHFRPPXQLFDWLRQ V\VWHPV�� IRU ,WDO\� 6HFWLRQ ��� 3HQDO &RGH� IRU

1RUZD\� $UWLFOH ��� -XGLFLDO 3URFHGXUH LQ &ULPLQDO &DVHV $FW� 6HH DOVR WKH GLVFXVVLRQ VXSUD

FKDSWHU ,,,�%���F�

��� 6HH IRU $XVWULD� $UWLFOH �� RI WKH &RQVWLWXWLRQ� 6HFWLRQV ���D� ���E� ���F� ���D &ULPLQDO

3URFHGXUDO &RGH� IRU 'HQPDUN� $UWLFOH �� RI WKH &RQVWLWXWLRQ� $UWLFOH ��� RI WKH $GPLQLVWUDWLRQ RI

-XVWLFH $FW� IRU *HUPDQ\� $UWLFOH �� ��� %DVLF /DZ� 6HFWLRQV ���D� ���E &ULPLQDO 3URFHGXUDO &RGH�

6HFWLRQV ��� �� ([SRUW &RQWURO $FW� 6HFWLRQ ��� �� 7HOHFRPPXQLFDWLRQV $FW ����� 6HFWLRQ ��

)HUQPHOGHDQODJHQJHVHW]� *HVHW] ]XU %HVFKUlQNXQJ GHV %ULHI�� 3RVW� XQG )HUQPHOGHJHKHLPQLVVHV

�*��� *HVHW]�� IRU *UHHFH� $UWLFOH �� RI WKH &RQVWLWXWLRQ DQG /DZ 1R� ���� RI �� -XO\ ����� IRU

,WDO\� $UWLFOHV �������VH[LHV� ��� &ULPLQDO 3URFHGXUDO &RGH� IRU WKH 1HWKHUODQGV� $UWLFOH �� ��� RI

WKH &RQVWLWXWLRQ� $UWLFOHV ���I� ���J� ���K &ULPLQDO 3URFHGXUDO &RGH� IRU 1RUZD\� $FW 1R� �� RI

�� 'HFHPEHU ���� RQ 7HOHSKRQH�WDSSLQJ LQ &RQQHFWLRQ ZLWK WKH ,QYHVWLJDWLRQ RI 'UXJ &ULPHV�

DQG $FW 1R� � RI �� -XQH ���� RQ 6XSHUYLVLRQ RI 0DLO� 7HOHJUDSKV DQG 7HOHSKRQHV �FRQFHUQLQJ

WHOHSKRQH WDSSLQJ QHFHVVDU\ IRU VWDWH VHFXULW\�� IRU 3RUWXJDO� $UWLFOH �� ���� ��� RI WKH

&RQVWLWXWLRQ� IRU WKH 8.� 6HFWLRQ � RI WKH ,QWHUFHSWLRQ RI &RPPXQLFDWLRQV $FW �����

��� ,Q )UDQFH WHOHSKRQH WDSSLQJ LV EDVHG RQ $UWLFOH �� &ULPLQDO 3URFHGXUDO &RGH� DFFRUGLQJ WR ZKLFK

WKH LQYHVWLJDWLQJ MXGJH� LQ DFFRUGDQFH ZLWK WKH ODZ� DSSOLHV DOO LQIRUPDWLYH DFWV ZKLFK KH FRQVLGHUV

KHOSIXO IRU ILQGLQJ WKH WUXWK ��WRXV OHV DFWHV G
LQIRUPDWLRQ TX
LO MXJH XWLOHV j OD PDQLIHVWDWLRQ GH OD

YpULWp��� )RU WKH VLWXDWLRQ LQ WKH 8. EHIRUH WKH HQDFWPHQW RI WKH ,QWHUFHSWLRQ RI &RPPXQLFDWLRQV

$FW ���� VHH WKH 0DORQH�'HFLVLRQ RI WKH (XURSHDQ &RXUW RI +XPDQ 5LJKWV RI � $XJXVW �����

������ (XURSlLVFKH *UXQGUHFKWH =HLWVFKULIW� SS� �� HW VHT� $OVR /X[HPERXUJ VHHPV WR KDYH QR

ODZ H[SUHVVO\ SHUPLWWLQJ ZLUHWDSSLQJ� )RU WKH UHOHYDQW UHTXLUHPHQWV WR WKH UHVSHFWLYH VWDWXWRU\

SRZHUV FRPSDUH 1ROO� 7HFKQLVFKH 0HWKRGHQ ]XU hEHUZDFKXQJ YHUGlFKWLJHU 3HUVRQHQ LP

6WUDIYHUIDKUHQ� �� ������ 6FKZHL]HULVFKH =HLWVFKULIW I�U 6WUDIUHFKW� SS� �� HW VHT�� DW �� HW VHT�

��� ,Q PRVW FRXQWULHV WKH XVH RI WHOHSKRQH WDSSLQJ LV UHVWULFWHG WR WKH LQYHVWLJDWLRQ RI VHULRXV FULPHV

�ZKLFK DUH GHILQHG HLWKHU E\ WKH QXPEHU RI \HDUV
 RI LPSULVRQPHQW SRVVLEOH� E\ JHQHUDO FODXVHV� RU

E\ HQXPHUDWLQJ VSHFLILF DFWLRQV JLYLQJ JURXQGV IRU WHOHSKRQH WDSSLQJ�� ,Q VRPH FRXQWULHV�

KRZHYHU� FRPSXWHU�UHODWHG FULPHV DUH QRW SDUW RI WKHVH FULPHV� 6HH� H�J� IRU *UHHFH� $UWLFOH � /DZ
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&RQVHTXHQWO\� WKH TXHVWLRQ DV WR ZKHWKHU RU QRW WKH WUDGLWLRQDO SRZHUV

RI ZLUHWDSSLQJ FDQ EH DSSOLHG WR WDSSLQJ RWKHU WHOHFRPPXQLFDWLRQ VHUYLFHV

DQG FRPSXWHU V\VWHPV ZDV DQVZHUHG GLIIHUHQWO\ LQ YDULRXV FRXQWULHV�

+RZHYHU� LQ WKH PHDQWLPH� PRVW FRXQWULHV VHHP WR KDYH DUULYHG DW WKH

SRLQW WKDW LQWHUFHSWLRQ SRZHUV FRQFHUQ QRW RQO\ YRLFH WHOHSKRQ\� EXW LQFOXGH

DOO IRUPV RI PRGHUQ WHOHFRPPXQLFDWLRQ WUDIILF� DV IRU H[DPSOH ID[ RU RWKHU

GDWD FRPPXQLFDWLRQ� 1R FRPSXWHU�VSHFLILF LVVXHV DULVH LQ OHJDO V\VWHPV LQ

ZKLFK WKH VWDWXWRU\ ODZ SHUPLWV� H�J�� WKH �VXUYHLOODQFH RI WKH

WHOHFRPPXQLFDWLRQ WUDIILF LQFOXGLQJ WKH UHFRUGLQJ RI LWV FRQWHQW��
���

2Q WKH

RWKHU KDQG� FRPSXWHU VSHFLILF SUREOHPV RI LQWHUSUHWDWLRQ H[LVW HVSHFLDOO\ LQ

FRXQWULHV ZKLFK RQO\ SHUPLW WKH �PRQLWRULQJ RI FRQYHUVDWLRQV�
���

RU WKH

�VXUYHLOODQFH DQG WDSSLQJ RI WKH WHOHFRPPXQLFDWLRQ WUDIILF RQ VRXQG

FDUULHUV��
���

6XFK FODXVHV DUH SDUWLFXODUO\ SUREOHPDWLF LI DQ DQDORJRXV

DSSOLFDWLRQ RI FRHUFLYH SRZHUV LQ FULPLQDO SURFHGXUDO ODZ LV QRW DFFHSWHG�
���

7KLV ZDV LOOXVWUDWHG LQ WKH 1HWKHUODQGV� ZKHUH WKH MXGLFLDO DXWKRULWLHV ZDQWHG

WR LQWHUFHSW WHOH[ FRPPXQLFDWLRQ E\ DQDORJ\ ZLWK WKH ROG $UWLFOHV ���I HW

VHT� RI WKH 'XWFK &ULPLQDO 3URFHGXUDO &RGH� KRZHYHU� WKH SRVWDO

1R� ���������� IRU WKH 8. 6HFWLRQ � �D� RI WKH ,QWHUFHSWLRQ RI &RPPXQLFDWLRQV $FW ����� &DQDGD

LV FXUUHQWO\ FRQVLGHULQJ DPHQGLQJ LWV &ULPLQDO &RGH WR DOVR LQFOXGH FRPSXWHU FULPHV LQ WKH

UHVSHFWLYH FDWDORJXH RI 6HFWLRQ ��� &ULPLQDO &RGH �VHH WKH &ULPLQDO /DZ ,PSURYHPHQW $FW� �����

VXSUD FKDSWHU ,� IQ� ����8QGHU PRVW OHJLVODWLRQV WHOHSKRQH WDSSLQJ LV DQ H[FHSWLRQDO PHDQV RI

LQYHVWLJDWLRQ DQG VXEMHFW WR RQH RU PRUH DGGLWLRQDO FRQGLWLRQV �LQ SDUWLFXODU WKHUH PXVW EH D

VSHFLILF GHJUHH RI VXVSLFLRQ RI DQ RIIHQFH� PRQLWRULQJ PXVW EH FUXFLDO WR WKH LQTXLU\� WUDGLWLRQDO

PHWKRGV RI LQTXLU\ PXVW EH LPSUDFWLFDO RU PXVW KDYH IDLOHG�� *HQHUDOO\� WHOHSKRQH WDSSLQJ UHTXLUHV

MXGLFLDO DXWKRULVDWLRQ �E\ D MXGJH RU E\ D SXEOLF SURVHFXWRU�� RQO\ LQ D IHZ FDVHV LV WKH XVH RI

WDSSLQJ GHFLGHG E\ WKH DGPLQLVWUDWLYH DXWKRULW\� )LQDOO\� WKHUH DUH OHJDO V\VWHPV ZKLFK FRQVLGHU

DQ\ WHOHSKRQH WDSSLQJ LOOHJDO� )RU D FRPSDUDWLYH RYHUYLHZ VHH &RXQFLO RI (XURSH� /HJLVODWLYH

'RVVLHU 1R� �� 7HOHSKRQH 7DSSLQJ DQG WKH 5HFRUGLQJ RI 7HOHFRPPXQLFDWLRQV LQ VRPH &RXQFLO RI

(XURSH 0HPEHU 6WDWHV� 6WUDVERXUJ� 0D\ ����� (VHU�+XEHU �HGV�� 6WUDIUHFKWVHQWZLFNOXQJ LQ

(XURSD� ����� SS� ��� �,WDO\�� ���� ��� �1HWKHUODQGV�� ��� �3RODQG�� ��� �6ZHGHQ�� ��� HW VHT��

��� HW VHT� �6ZLW]HUODQG�� )RU WKH OHJDO EDVLV RI WHOHSKRQH WDSSLQJ SUDFWLFHG E\ *HUPDQ DQG 86�

$PHULFDQ LQWHOOLJHQFH DJHQFLHV IRU SUHYHQWLYH DLPV VHH %HLHU� *HKHLPH hEHUZDFKXQJVPD�QDKPHQ

]X 6WDDWVVLFKHUKHLWV]ZHFNHQ DX�HUKDOE GHV *HVHW]HV ]XU %HVFKUlQNXQJ YRQ $UWLNHO �� ** �* ����

�����

��� 6HH IRU $XVWULD� 6HFWLRQ ���D &ULPLQDO 3URFHGXUDO &RGH� IRU WKH 1HWKHUODQGV� $UWLFOHV ���I� ���J

&ULPLQDO 3URFHGXUDO &RGH� $OVR FRPSDUH IRU WKH 8. 6HFWLRQ � ��� RI WKH ,QWHUFHSWLRQ RI

&RPPXQLFDWLRQV ���� $FW RI ��WR LQWHUFHSW� LQ WKH FRXUVH RI WKHLU WUDQVPLVVLRQ E\ SRVW RU E\

PHDQV RI SXEOLF WHOHFRPPXQLFDWLRQ V\VWHP� VXFK FRPPXQLFDWLRQV DV DUH GHVFULEHG LQ WKH

ZDUUDQW���

��� 6HH IRU 6ZHGHQ� FKDSWHU �� 6HFWLRQ �� RI WKH &ULPLQDO 3URFHGXUDO &RGH�

��� 6HH IRU *HUPDQ\� 6HFWLRQ ���D &ULPLQDO 3URFHGXUDO &RGH �SULRU WR ������ ,Q &DQDGD LQ SDUW 9, RI

WKH &ULPLQDO &RGH� ZKLFK SURYLGHV D VFKHPH IRU LQWHUFHSWLRQ� �SULYDWH FRPPXQLFDWLRQ� DSSOLHV DOVR

WR FRPSXWHU FRPPXQLFDWLRQ RQ D QHWZRUN� EH LW SULYDWH RU SXEOLF FRPPXQLFDWLRQ QHWZRUN� LI WKH

FRPPXQLFDWLRQ LV EHWZHHQ SHUVRQV�

��� 6HH WKH UHIHUHQFHV VXSUD FKDSWHU ,,,� IQ� ����
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DGPLQLVWUDWLRQ UHIXVHG WR FR�RSHUDWH� LQYRNLQJ WKH H[DFW ZRUGLQJ RI WKH ODZ

UHIHUULQJ WR �WHOHSKRQH FRQYHUVDWLRQV��
���

7KLV UXOH RI LQWHUSUHWDWLRQ RI

FULPLQDO SURFHGXUDO ODZ LV LQ DFFRUGDQFH ZLWK D GHFLVLRQ RI WKH 6ZLVV )HGHUDO

6XSUHPH &RXUW� ZKLFK LQ ���� UHIXVHG WR MXVWLI\ FDQWRQDO WHOHSKRQH WDSSLQJ

E\ DQ DQDORJRXV DSSOLFDWLRQ RI $UWLFOH ��� RI WKH &ULPLQDO 3URFHGXUDO &RGH RI

WKH &DQWRQ RI =XULFK ZKLFK RQO\ SHUPLWWHG WKH FRQWURO RI OHWWHUV� WHOHJUDPV

DQG RWKHU FRQVLJQPHQWV�
���

6RPH FRXQWULHV PD\ DSSO\ SURYLVLRQV RQ

ZDUUDQWV LI FRPSXWHU FRPPXQLFDWLRQ LV FRQFHUQHG WKDW LV QRW DOUHDG\

FRYHUHG E\ SURYLVLRQV RQ WKH LQWHUFHSWLRQ RI �SULYDWH FRPPXQLFDWLRQ��
���

2WKHU FRXQWULHV ± VXFK DV -DSDQ ± KDYH QR SURYLVLRQ DW DOO ZKLFK PLJKW EH

DSSOLFDEOH�

$GGLWLRQDO 3UREOHPV ZLWK 5HVSHFW WR 6WRUHG 0DLO

$GGLWLRQDO SUREOHPV ZLWK UHVSHFW WR ZLUHWDSSLQJ RI FRPSXWHU

FRPPXQLFDWLRQV DULVH LI FRPSXWHU GDWD LV QRW RQO\ WUDQVPLWWHG �DV LQ WKH

FDVH RI ,QWHUQHW UHOD\ FKDW� EXW DOVR VWRUHG SHUPDQHQWO\ �DV LQ WKH FDVH RI

H�PDLO�� ,Q WKLV FDVHV LW LV FOHDU WKDW WKH �FODQGHVWLQH� LQWHUFHSWLRQ RI WKH

WUDQVPLWWHG GDWD IORZ LV RQO\ SRVVLEOH XQGHU WKH VHYHUH UHTXLUHPHQWV RI

ZLUHWDSV VWDWXWHV� +RZHYHU� XQFHUWDLQWLHV H[LVW ZLWK UHVSHFW WR WKH GDWD

VWRUHG H�J� LQ WKH DGGUHVVHV PDLO ER[ FRQWDLQLQJ WKH LQFRPLQJ PDLO� ,Q PRVW

OHJDO V\VWHPV LW LV XQFOHDU ZKHWKHU WKLV VWRUHG PDLO GDWD FDQ EH DFFHVVHG

XQGHU WKH PRUH JHQHURXV SURYLVLRQV RI VHDUFK DQG VHL]XUH� )XUWKHUPRUH LW LV

DQ RSHQ TXHVWLRQ ZKHWKHU D FODQGHVWLQH HYDOXDWLRQ RI WKLV VWRUHG GDWD LV

SRVVLEOH XQGHU WKH ZLUHWDSSLQJ UXOHV RU LI VXFK D FODQGHVWLQH HYDOXDWLRQ

ZRXOG FRQVWLWXWH DQ DFW RI �VWDWH KDFNLQJ� �FRPSDUDEOH WR LOOHJDO

HDYHVGURSSLQJ� QRW SHUPLWWHG E\ FULPLQDO SURFHGXUDO ODZ LQ PDQ\ FRXQWULHV�

7KHVH TXHVWLRQV FRXOG EH VROYHG HLWKHU E\ D PRUH WHFKQLFDO RU D PRUH

IXQFWLRQDO DSSURDFK� ,Q D PRUH WHFKQLFDO DSSURDFK� RQH FRXOG VHSDUDWH WKH

WUDQVPLVVLRQ DQG WKH VWRUDJH IXQFWLRQV� WKXV HQDEOLQJ WKH VHDUFK DQG

VHL]XUH RI VWRUHG H�PDLO �L�H� RI WKH KDUG GLVF WKH H�PDLO LV VWRUHG RQ�� ,Q D

IXQFWLRQDO DSSURDFK� RQH FRXOG UHJDUG WKH VWRUDJH IXQFWLRQ DV D SDUW RI DQ

HQWLUH FRPPXQLFDWLRQ SURFHVV DQG DSSO\ WKH SURYLVLRQV RI ZLUHWDSSLQJ WR WKH

ZKROH SURFHVV LQFOXGLQJ WKH VWRUHG GDWD� +RZHYHU� WKH ODWWHU DSSURDFK� HYHQ

WKRXJK GHPDQGLQJ KLJKHU UHTXLUHPHQWV IRU DFFHVVLQJ WKH VWRUHG PDLO� ZRXOG

��� 6HH IRU WKH 1HWKHUODQGV� 'XWFK &RPPLWWHH RQ &RPSXWHU &ULPH� ,QIRUPDWLRQ 7HFKQRORJ\ DQG

&ULPLQDO /DZ ��)UDQNHQ UHSRUW��� (QJOLVK WUDQVODWLRQ� �������� S� ��� )RU WKH UHYLVHG ZRUGLQJ RI

$UWLFOHV ���I HW VHT� 'XWFK &ULPLQDO 3URFHGXUDO &RGH VHH VXSUD ,,,�(���F�

��� 6HH 'HFLVLRQ RI WKH )HGHUDO &RXUW� ������ 6FKZHL]HULVFKH -XULVWHQ�=HLWXQJ� SS� �� HW VHT�

��� 6HH� H�J�� IRU &DQDGD� 6HFWLRQ ������ &ULPLQDO &RGH LI 3DUW 9, &ULPLQDO &RGH LV QRW DSSOLFDEOH�
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FUHDWH WKH GDQJHU WKDW WKH ZLUHWDS VWDWXWHV �RULJLQDOO\ DSSOLHG RXWVLGH WKH

FRQFHUQHG SHUVRQV SUHPLVHV� ZRXOG EH WUDQVIRUPHG WR SRZHUV RI

�HYHQWXDOO\ FODQGHVWLQH� KDFNLQJ RI PDLO VHUYHUV FRPSDUDEOH WR

HDYHVGURSSLQJ� QRW SHUPLWWHG E\ FULPLQDO SURFHGXUDO ODZ LQ PDQ\ FRXQWULHV�

,Q *HUPDQ\ �ZKHUH WKH LQWHUFHSWLRQ RI DOO PRGHUQ IRUPV RI

FRPPXQLFDWLRQ LV SRVVLEOH XQGHU WKH UHYLVHG SDUDJUDSKV RI WKH &ULPLQDO

3URFHGXUDO &RGH� DQ LQYHVWLJDWLQJ MXGJH RI WKH %XQGHVJHULFKWVKRI KDV WDNHQ

WKH SRVLWLRQ WKDW GLUHFW DFFHVV WR D UHPRWH FRPSXWHU V\VWHP FDQ EH JUDQWHG

WR ODZ�HQIRUFHPHQW E\ XWLOLVLQJ WKH UXOHV RQ LQWHUFHSWLRQ RI

WHOHFRPPXQLFDWLRQ� +RZHYHU� WKLV LQWHUFHSWLRQ ZDV OLPLWHG LQ DQDORJ\ WR

KRXVH VHDUFKHV WR RQH VLQJOH DFFHVV RI WKH V\VWHP� $Q\ IXUWKHU QHHG IRU

PRQLWRULQJ WKH WUDIILF WR DQG IURP VXFK D V\VWHP ZRXOG KDYH WR IROORZ WKH

UXOHV RI ZLUHWDSSLQJ� 7KH GHFLVLRQ UHFHLYHG KDUVK FULWLFLVP E\ DFDGHPLF

OLWHUDWXUH�
���

/DZ 5HIRUP

,Q RUGHU WR DYRLG SUREOHPV RI LQWHUSUHWDWLRQ� PRVW FRXQWULHV KDYH DOUHDG\

HQDFWHG RU SURSRVHG QHZ OHJLVODWLRQ PDNLQJ LW SRVVLEOH WR WDS DOO NLQGV RI

WHOHFRPPXQLFDWLRQ XQGHU WKH VDPH FRQGLWLRQV DV WKH WDSSLQJ RI WHOHSKRQH

FRQYHUVDWLRQV� ,Q 'HQPDUN LQ ���� D QHZ SURYLVLRQ RI WKH $GPLQLVWUDWLRQ RI

-XVWLFH $FW ZDV SDVVHG DFFRUGLQJ WR ZKLFK WKH SROLFH� XQGHU FHUWDLQ

FRQGLWLRQV� PD\ �LQWHUIHUH LQ SULYDWH FRPPXQLFDWLRQ E\ ��� WDSSLQJ WHOHSKRQH

FRQYHUVDWLRQV RU RWKHU VLPLODU WHOHFRPPXQLFDWLRQ��
���

,Q ���� WKH 86$
V

(OHFWURQLF &RPPXQLFDWLRQV 3ULYDF\ $FW H[WHQGHG WKH OHJDO SURWHFWLRQ DQG

WKH SRZHUV RI ZLUH WDSSLQJ IURP RUDO FRPPXQLFDWLRQ �FRYHUHG E\ WKH

2PQLEXV &ULPH &RQWURO DQG 6DYH 6WUHHW $FW RI ����� WR �HOHFWURQLF

FRPPXQLFDWLRQ��
���

6LPLODUO\� LQ WKH )HGHUDO 5HSXEOLF RI *HUPDQ\ DQ

DPHQGPHQW WR WKH &ULPLQDO 3URFHGXUDO &RGH H[WHQGHG WKH SRVVLELOLWLHV RI

ZLUHWDSSLQJ WR SXEOLF WHOHFRPPXQLFDWLRQ QHWZRUNV LQ �����
���

,Q �����

��� &I� %XQGHVJHULFKWVKRI� ������ &RPSXWHU XQG 5HFKW� S� ���� 7R WKLV GHFLVLRQ VHH %lU� ������

&RPSXWHU XQG 5HFKW� S� ��� DQG 3DOP�5R\� ������ 1HXH -XULVWLVFKH :RFKHQVFKULIW� S� �����

��� &KDSWHU ��� 6HFWLRQ ��� RI WKH $GPLQLVWUDWLRQ RI -XVWLFH $FW �DPHQGHG E\ $FW 1R� ��� RI

� -XQH ������

��� 7KH ���� (OHFWURQLF &RPPXQLFDWLRQV 3ULYDF\ $FW ��� 8�6�&� � ���� ����� GHILQHV �HOHFWURQLF

FRPPXQLFDWLRQ� DV �DQ\ WUDQVIHU RI VLJQV� VLJQDOV� ZULWLQJV� LPDJHV� VRXQGV� GDWD� RU LQWHOOLJHQFH

RI DQ\ QDWXUH WUDQVPLWWHG LQ ZKROH RU LQ SDUW E\ D ZLUH� UDGLR� HOHFWURPDJQHWLF� SKRWRHOHFWULF RU

SKRWRRSWLFDO V\VWHP WKDW DIIHFWV LQWHUVWDWH RU IRUHLJQ FRPPHUFH�� 6HH DOVR WKH 'LJLWDO 7HOHSKRQ\

$FW RI ���� ��� 8�6�&� �� �����������

��� $UWLFOH � ���V� RI WKH �3RVWVWUXNWXUJHVHW]� RI �� -XQH ����� DPHQGLQJ 6HFWLRQV ���D� ���E RI WKH

&ULPLQDO 3URFHGXUDO &RGH� $W WKH PRPHQW� D ELOO �%HJOHLWJHVHW] ]XP 7HOHNRPPXQLNDWLRQVJHVHW]�

%XQGHVWDJVGUXFNVDFKH ������� RI �� -XQH ����� SODQV WR DPHQG WKH UHOHYDQW ZLUHWDSSLQJ
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$XVWULD DPHQGHG LWV ODZV RQ ZLUHWDSSLQJ PDNLQJ LW FOHDU WKDW �VXUYHLOODQFH�

UHIHUV QRW RQO\ WR ZLUHWDSSLQJ RI FRQWHQW RI D FRQYHUVDWLRQ EXW DOVR WR WKH

FLUFXPVWDQFHV RI VXFK D FRQYHUVDWLRQ VXFK DV LWV GXUDWLRQ RU ORFDWLRQ� $OVR

VXUYHLOODQFH LV QRW OLPLWHG WR WKH WUDQVPLVVLRQ RI VSHHFK EXW FRYHUV DOO IRUPV

RI WHOHFRPPXQLFDWLRQ� $UWLFOHV ���I�K RI WKH 'XWFK &ULPLQDO 3URFHGXUDO &RGH

KDYH HOLPLQDWHG PDQ\ SUREOHPV E\ H[WHQGLQJ WKH VFRSH RI 'XWFK

ZLUHWDSSLQJ UXOHV WR DQ\ IRUP RI FRPPXQLFDWLRQ YLD WHOHFRPPXQLFDWLRQ

QHWZRUNV�
���

7KH SUREOHP RI H[WHQGLQJ WKH OLVW RI RIIHQFHV IRU ZKLFK ZLUHWDSSLQJ LV

SRVVLEOH ZDV WDNHQ XS LQ &DQDGD� ,Q ����� WKH &ULPLQDO /DZ ,PSURYHPHQW

$FW H[WHQGHG WKH OLVW RI RIIHQFHV WR LQFOXGH WKH IROORZLQJ 6HFWLRQV RI WKH

&ULPLQDO &RGHV� 6HFWLRQ ��� �SRVVHVVLRQ RI D GHYLFH WR REWDLQ WKH XVH RI D

WHOHFRPPXQLFDWLRQ IDFLOLW\ RU VHUYLFH�� 6HFWLRQ ��� �XQDXWKRULVHG XVH RI D

FRPSXWHU�� DQG 6HFWLRQ ����� �SRVVHVVLRQ RI D GHYLFH WR REWDLQ D FRPSXWHU

VHUYLFH��

:LWK UHVSHFW WR IXWXUH SROLF\ PDNLQJ IXUWKHU FODULILFDWLRQV DUH WR EH

UHFRPPHQGHG VLQFH WHOHFRPPXQLFDWLRQ EHWZHHQ FRPSXWHUV GRHV QRW PHULW

PRUH SURWHFWLRQ WKDQ WHOHFRPPXQLFDWLRQ EHWZHHQ SHUVRQV� +RZHYHU� WKH

UHVSHFWLYH FRHUFLYH SRZHUV VKRXOG EH ZRUGHG SUHFLVHO\ DQG VKRXOG HVSHFLDOO\

H[FOXGH WKH GDQJHU RI �DE�XVLQJ WKH SRZHUV RI ZLUHWDSSLQJ

WHOHFRPPXQLFDWLRQ EHWZHHQ FRPSXWHU V\VWHPV IRU JHQHUDO HDYHVGURSSLQJ

RQ �RU EXJJLQJ RI� SHUVRQDO FRPPXQLFDWLRQ�
���

,Q DGGLWLRQ� H[DFW GHILQLWLRQV�

ZKDW V\VWHPV VKRXOG EH VHHQ DV SXEOLF QHWZRUNV� DUH QHFHVVDU\�

SURYLVLRQV LQ RUGHU WR JLYH WKHP D EURDGHU DSSOLFDELOLW\ WKDW FRYHUV HYHU\ �FRPPHUFLDO SURYLVLRQ RI

WHOHFRPPXQLFDWLRQV VHUYLFHV��

��� $GGLWLRQDO UXOHV RQ ZLUHWDSSLQJ LQ WKH 1HWKHUODQGV FDQ EH IRXQG LQ $UWLFOHV ��� ��D

7HOHFRPPXQLFDWLRQV $FW DQG WKH 'HFUHH RQ 7DSSLQJ 0RELOH 7HOHFRPPXQLFDWLRQ *60� 6LPLODUO\� WKH

6FRWWLVK /DZ &RPPLVVLRQ UHFRPPHQGHG D QHZ SURYLVLRQ� VLPLODU WR WKH RQH FRQWDLQHG LQ WKH

,QWHUFHSWLRQ RI &RPPXQLFDWLRQV $FW ����� LQ RUGHU WR REWDLQ UHPRWH� DQG WKHUHIRUH FODQGHVWLQH�

DFFHVV WR D SURJUDP RU GDWD VWRUHG LQ D FRPSXWHU� 7KH /DZ &RPPLVVLRQ VSHFLILHG WKDW WKH JURXQGV

XSRQ ZKLFK DXWKRULVDWLRQ PD\ EH JUDQWHG VKRXOG EH WKH VDPH DV LQ 6HFWLRQ � ��� RI WKH

,QWHUFHSWLRQ RI &RPPXQLFDWLRQV $FW ����� QDPHO\ WKDW LW LV QHFHVVDU\ �D� LQ WKH LQWHUHVWV RI

QDWLRQDO VHFXULW\� �E� IRU WKH SXUSRVH RI SUHYHQWLQJ RU GHWHFWLQJ VHULRXV FULPH� RU �F� IRU WKH

SXUSRVH RI VDIHJXDUGLQJ WKH HFRQRPLF ZHOO�EHLQJ RI WKH 8.� 6HH 6FRWWLVK /DZ &RPPLVVLRQ� 5HSRUW

RQ &RPSXWHU &ULPH� +HU 0DMHVW\
V 6WDWLRQHU\ 2IILFH� ����� SS� �� HW VHT�� �� HW VHT� FRQFHUQLQJ

6HFWLRQ � RI WKH 'UDIW &RPSXWHU &ULPH %LOO �6FRWODQG�� :DVLN� 7KH &RPSXWHU 0LVXVH $FW �����

������ 7KH &ULPLQDO /DZ 5HYLHZ� SS� ��� HW VHT�� DW ��� HW VHT�

��� ,Q PDQ\ FRXQWULHV HDYHVGURSSLQJ RQ SHUVRQDO FRPPXQLFDWLRQ LV QRW D OHJDO PHDQV IRU WKH

UHSUHVVLYH SURVHFXWLRQ RI FULPHV� EXW LV UHVHUYHG IRU WKH SUHYHQWLYH DFWLYLW\ RI LQWHOOLJHQFH

DJHQFLHV� 6HH WKH UHIHUHQFHV VXSUD FKDSWHU ,,,�)���G� )RU D GLIIHUHQW VROXWLRQ ZLWK UHVSHFW WR

VSHFLILF FULPHV VHH 6HFWLRQ ���F ��� 1R� � RI WKH *HUPDQ &ULPLQDO 3URFHGXUDO /DZ� )RU WKH

UHVSHFWLYH TXHVWLRQV RI OHJDO SROLF\ VHH 1ROO� 7HFKQLVFKH 0HWKRGHQ ]XU hEHUZDFKXQJ YHUGlFKWLJHU

3HUVRQHQ LP 6WUDIYHUIDKUHQ� �� ������ 6FKZHL]HULVFKH =HLWVFKULIW I�U 6WUDIUHFKW� SS� �� HW VHT�� DW
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H� 'XWLHV RI $FWLYH &R�RSHUDWLRQ RI :LWQHVVHV

7KH 3UDFWLFDO 3UREOHPV

7KH DIRUHPHQWLRQHG SRZHUV RI HQWU\� VHDUFK DQG VHL]XUH� ZLUHWDSSLQJ DQG

HYHQ D VXL JHQHULV SRZHU RI JDWKHULQJ GDWD GR QRW JXDUDQWHH D VXFFHVVIXO

LQYHVWLJDWLRQ LQ PDQ\ FDVHV VLQFH WKH WUDGLWLRQDO DXWKRULWLHV RIWHQ ODFN WKH

VNLOOV QHFHVVDU\ WR DFFHVV PRGHUQ GDWD SURFHVVLQJ V\VWHPV� $XWKRULWLHV DUH

RIWHQ ZLWKRXW WKH UHTXLUHG NQRZOHGJH DERXW FRPSXWHU KDUGZDUH� RSHUDWLQJ

V\VWHPV DQG VWDQGDUG VRIWZDUH� 7KHVH SUREOHPV FDQ EH VROYHG E\ D EHWWHU

WUDLQLQJ RI LQYHVWLJDWLRQ RIILFHUV�
���

+RZHYHU� DFFHVV WR FRPSXWHU V\VWHPV LV

DOVR IDFHG ZLWK VSHFLILF SUREOHPV RULJLQDWLQJ IURP WKH FRPSOH[ QDWXUH RI

PRGHUQ LQIRUPDWLRQ WHFKQRORJ\ ZKLFK FDQ RQO\ SDUWLDOO\ EH VROYHG E\ EHWWHU

SROLFH WUDLQLQJ� 7KLV LV PDLQO\ WKH FDVH ZLWK UHVSHFW WR VSHFLILF VHFXULW\

VRIWZDUH DQG HQFU\SWLRQ GHVLJQHG IRU WKH SUHYHQWLRQ RI XQDXWKRULVHG DFFHVV

WR LQIRUPDWLRQ�
���

6HULRXV SUREOHPV DUH DOVR FDXVHG E\ WKH PXOWLWXGH RI GDWD

VWRUHG LQ FRPSXWHU V\VWHPV DQG E\ WKH OLPLWHG WLPH DQG WKH OLPLWHG ILQDQFLDO

UHVRXUFHV RI SURVHFXWLQJ DXWKRULWLHV IRU FKHFNLQJ WKHVH GDWD� &RQVHTXHQWO\�

WKH GXWLHV RI FLWL]HQV LQ FR�RSHUDWLQJ ZLWK SURVHFXWLQJ DJHQFLHV EHFRPH RI

PXFK JUHDWHU LPSRUWDQFH LQ FRPSXWHULVHG HQYLURQPHQWV WKDQ WKH\ DUH LQ D

QRQ�WHFKQLFDO �YLVLEOH� DUHD�

$V IDU DV VHDUFK DQG VHL]XUH LV FRQFHUQHG� WKH WUDGLWLRQDO OHJDO V\VWHPV

RI PRVW :HVWHUQ FRXQWULHV LQFOXGH WZR LQVWUXPHQWV ZKLFK PLJKW EH XVHG WR

UHDFK WKH QHFHVVDU\ FR�RSHUDWLRQ LQ RUGHU WR JDWKHU HYLGHQFH LQ D

FRPSXWHULVHG HQYLURQPHQW� WKH GXW\ WR VXUUHQGHU VL]HDEOH REMHFWV RI

HYLGHQFH DQG WKH GXW\ WR WHVWLI\� ,Q VRPH FRXQWULHV DGGLWLRQDO DQG IXUWKHU�

UHDFKLQJ SURYLVLRQV RU UHIRUP SURSRVDOV KDYH EHHQ HQDFWHG RU VXJJHVWHG�

%XW DOVR LQ WKH ILHOG RI ZLUHWDSSLQJ� WKHUH DUH VRPH QHHGV RI DFWLYH

FR�RSHUDWLRQ�

�� HW VHT� )RU WKH UHOHYDQW ZRUN RI LQWHUQDWLRQDO RUJDQLVDWLRQV LQ WKLV FRQWH[W VHH LQIUD

FKDSWHU ,9�(�

��� 6HH &RXQFLO RI (XURSH� 7HDFKLQJ� 5HVHDUFK DQG 7UDLQLQJ LQ WKH )LHOG RI �&RPSXWHU DQG /DZ��

5HFRPPHQGDWLRQ 1R� 5 ���� � DGRSWHG E\ WKH &RPPLWWHH RI 0LQLVWHUV RI WKH &RXQFLO RI (XURSH RQ

�� $SULO ���� DQG ([SODQDWRU\ 0HPRUDQGXP� �����

��� ,Q PDQ\ FRXQWULHV DW SUHVHQW D SXEOLF �FU\SWR��GHEDWH LV EHLQJ KHOG� 7KHUH LV FHUWDLQO\ D QHHG IRU

LQWHOOLJHQFH VHUYLFHV DQG ODZ HQIRUFHPHQW DXWKRULWLHV WKDW WHOHFRPPXQLFDWLRQ IRU FULPLQDO SXUSRVHV

UHPDLQV LQWHUFHSWDEOH DQG XQGHUVWDQGDEOH WR LWV LQWHUFHSWRUV� RQ WKH RWKHU KDQG EXVLQHVV

RUJDQLVDWLRQV DQG SULYDWH SHUVRQV KDYH D OHJLWLPDWH LQWHUHVW LQ DSSO\LQJ HQFU\SWLRQ LQ WKHLU

FRPPXQLFDWLRQV� 6HH LQIUD ,,,�)���E DQG ,9�)���E�
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'XWLHV WR 6XUUHQGHU 6HL]HDEOH 2EMHFWV

7KH GXW\ WR VXUUHQGHU VL]HDEOH REMHFWV LV RIWHQ FRXSOHG ZLWK WKH SRZHUV RI

VHDUFK DQG VHL]XUH� ,Q PDQ\ FRXQWULHV WKH KROGHU RI D VL]HDEOH REMHFW LV

REOLJHG WR GHOLYHU LW RQ UHTXHVW WR WKH �MXGLFLDO� DXWKRULWLHV�
���

KRZHYHU� VRPH

OHJDO V\VWHPV GR QRW SURYLGH IRU VXFK DQ REOLJDWLRQ� DQG LQ VRPH FRXQWULHV

WKH UHVSHFWLYH FRXUW RUGHUV DUH QRW HQIRUFHDEOH�
���

7KH GXW\ WR VXUUHQGHU

VL]HDEOH REMHFWV FDQ KHOS WKH LQYHVWLJDWLRQ DXWKRULWLHV HVSHFLDOO\ LQ VHOHFWLQJ

VSHFLILF GDWD FDUULHUV DPRQJ WKH PDQ\ WDSHV DQG GLVNV ZKLFK DUH XVXDOO\

VWRUHG LQ D FRPSXWHU FHQWUH� +RZHYHU� WKH REOLJDWLRQ WR VXUUHQGHU VL]HDEOH

REMHFWV JHQHUDOO\ GRHV QRW LQFOXGH WKH GXW\ WR SULQW RU GHOLYHU VSHFLILF

LQIRUPDWLRQ VWRUHG RQ D GDWD FDUULHU� VLQFH LQ PRVW FRXQWULHV WKH UHVSHFWLYH

OHJDO REOLJDWLRQV DUH GLUHFWHG WR FRUSRUHDO REMHFWV DQG� LQ JHQHUDO� WKH GXW\

WR VXUUHQGHU GRHV QRW JR IXUWKHU WKDQ WKH SRZHUV RI VHL]XUH �DOVR ZLWK

UHVSHFW WR SULYLOHJHV RI ZLWQHVVHV��
���

&RQVHTXHQWO\� WKH GXW\ WR VXUUHQGHU

RQO\ FRYHUV H[LVWLQJ �FRUSRUHDO� REMHFWV�
���

$Q DQDORJRXV DSSOLFDWLRQ RI WKHVH

SURYLVLRQV SHUPLWWLQJ WKH SURGXFWLRQ RI VSHFLILF LQIRUPDWLRQ RU WKH

UHFRJQLWLRQ RI D UHVSHFWLYH XQFRGLILHG �FLWL]HQ
V GXW\�
���

VHHPV GRXEWIXO�

VLQFH WKH H[FOXVLYH HQXPHUDWLRQ RI VSHFLILF FRHUFLYH SRZHUV LQ FULPLQDO

SURFHGXUDO ODZ LV DQ HVVHQWLDO SULQFLSOH LQ WKH SURWHFWLRQ RI FLYLO OLEHUWLHV� 7KH

VDPH KROGV WUXH IRU DQ DQDORJRXV DSSOLFDWLRQ RI WKH GXWLHV WR SURGXFH

FRPSXWHU GDWD DFFRUGLQJ WR WD[ DQG FRPSDQ\ ODZ�
���

&RQVHTXHQWO\� LQ PDQ\

FRXQWULHV WKH SRZHUV RI VHL]XUH DQG WKH GXWLHV WR VXUUHQGHU VL]HDEOH REMHFWV

��� 6HH IRU $XVWULD� 6HFWLRQ ��� ��� &ULPLQDO 3URFHGXUDO &RGH� IRU *HUPDQ\� 6HFWLRQV �� ���� ��

&ULPLQDO 3URFHGXUDO &RGH�

��� 6HH� H�J�� WKH OHJDO VLWXDWLRQ LQ %HOJLXP RU )UDQFH� )RU D FRPSDUDWLYH RYHUYLHZ FRPSDUH $U]W� =XU

%HZHLVEHVFKDIIXQJVSIOLFKW GHU %DQNHQ LP 6WUDIYHUIDKUHQ� LQ� *UDIIHQULHG �HG��� S� ����

��� 6HH $U]W� =XU %HZHLVEHVFKDIIXQJVSIOLFKW GHU %DQNHQ LP 6WUDIYHUIDKUHQ� LQ� *UDIIHQULHG �HG���

S� ���� /HLFKW� 3IOLFKW ]XU +HUDXVJDEH YRQ 'DWHQWUlJHUQ XQG 0LWZLUNXQJVSIOLFKWHQ EHL GHU

$XIEHUHLWXQJ YRQ 'DWHLHQ LP 6WUDIYHUIDKUHQ� ������ ,QIRUPDWLN XQG 5HFKW� SS� ��� HW VHT��

DW ���� 7VFKDFNVFK� 'LH VWUDISUR]HVVXDOH (GLWLRQVSIOLFKW� ����� SS� �� HW VHT� �KRZHYHU� LQ

FRQWUDGLFWLRQ WR SS� ��� HW VHT�� ZKHUH WKH OLPLWDWLRQ RI 6HFWLRQV ��� �� &ULPLQDO 3URFHGXUDO &RGH

WR �FRUSRUHDO REMHFWV� LV QRW WDNHQ LQWR DFFRXQW��

��� 6HH $U]W� =XU %HZHLVEHVFKDIIXQJVSIOLFKW GHU %DQNHQ LP 6WUDIYHUIDKUHQ� LQ� *UDIIHQULHG �HG���

S� ����

��� )RU WKH UHMHFWLRQ RI VXFK D FLWL]HQ
V GXW\ WR FR�RSHUDWH ��VWDDWVE�UJHUOLFKH 0LWZLUNXQJVSIOLFKW�� LQ

WKH ODZ RI *HUPDQ\ VHH 1HOOHV� 6WUDISUR]H�UHFKW� 6SXUHQ DXV GHU 'DWHQVDPPOXQJ� ������

-XULVWLVFKH 6FKXOXQJ� SS� �� HW VHT�� DW ���

��� ,Q *HUPDQ\� 6HFWLRQV ��� &RPPHUFLDO &RGH� �� ��� FO� �� ��� ��� 7D[ &RGH� �� &RGH RI 3URFHGXUH

IRU )LVFDO &RXUWV DUH QRW DSSOLFDEOH LQ WKH ILHOG RI FULPLQDO SURFHGXUDO ODZ� VHH /HLFKW� 3IOLFKW ]XU

+HUDXVJDEH YRQ 'DWHQWUlJHUQ XQG 0LWZLUNXQJVSIOLFKWHQ EHL GHU $XIEHUHLWXQJ YRQ 'DWHLHQ LP

6WUDIYHUIDKUHQ� ������ ,QIRUPDWLN XQG 5HFKW� SS� ��� HW VHT�� DW ��� HW VHT�� 1HOOHV�

6WUDISUR]H�UHFKW� 6SXUHQ DXV GHU 'DWHQVDPPOXQJ� ������ -XULVWLVFKH 6FKXOXQJ� SS� �� HW VHT��

DW ��� 7VFKDFNVFK� 'LH VWUDISUR]HVVXDOH (GLWLRQVSIOLFKW� ����� SS� ��� HW VHT�
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FDQ RQO\ VXSSRUW �YROXQWDU\� SULQWLQJ RI VSHFLILF LQIRUPDWLRQ� 7KH *HUPDQ

SUDFWLFH ZLWK UHVSHFW WR VHDUFK DQG VHL]XUH LQ WKH ILHOG RI EDQNLQJ VKRZV

WKDW EDQNV RIWHQ YROXQWDULO\ SULQW RXW VSHFLILF GDWD LQ RUGHU WR SUHYHQW WKH

VHL]XUH RI ODUJH YROXPHV RI GDWD FDUULHUV�
���

+RZHYHU� WKH WKUHDW RI D

FRPSUHKHQVLYH VHL]XUH DQG VHULRXV SUHMXGLFH WR EXVLQHVV DFWLYLWLHV FDQQRW

EH UHJDUGHG DV D VDWLVIDFWRU\ OHJDO VROXWLRQ IRU WKH UHOHYDQW SUREOHPV�

'XWLHV WR 7HVWLI\

,Q PDQ\ FDVHV DQ LPSRUWDQW GXW\ RI DFWLYH FR�RSHUDWLRQ FDQ EH EDVHG RQ WKH

GXWLHV WR WHVWLI\� L�H� WKH GXW\ RI �XQVXVSHFWHG� ZLWQHVVHV WR �WHVWLI\�� �WR WHOO

WKH WUXWK�� �WR DQVZHU TXHVWLRQV�� HW DO�
���

7KLV LV HVSHFLDOO\ WKH FDVH LQ

FRXQWULHV LQ ZKLFK WKH WUDGLWLRQDO GXWLHV WR WHVWLI\ FRQWDLQ WKH IXUWKHU�

UHDFKLQJ REOLJDWLRQ RI WKH ZLWQHVV �WR UHIUHVK KLV NQRZOHGJH RI WKH FDVH� H�J�

E\ H[DPLQLQJ DFFRXQW ERRNV� OHWWHUV� GRFXPHQWV� DQG REMHFWV WKDW DUH

DYDLODEOH WR WKH VDLG ZLWQHVV ZLWKRXW VSHFLDO LQFRQYHQLHQFH� DQG WR PDNH

QRWHV DQG EULQJ WKHP DORQJ WR WKH FRXUW��
���

7KHVH GXWLHV WR WHVWLI\ FDQ EH

XVHG VXFFHVVIXOO\ IRU H[DPSOH WR ILQG RXW D VSHFLILF SDVVZRUG QHFHVVDU\ WR

DFFHVV D FRPSXWHU V\VWHP RU WR ORFDWH VSHFLILF LQIRUPDWLRQ LQ ODUJH GDWD

VWRUDJHV� ,Q WKHRU\� LW LV SRVVLEOH WR VHL]H D FRPSXWHU V\VWHP ± LQ RUGHU WR

LQYHVWLJDWH LWV FRQWHQW� EXW LQ SUDFWLVH WKLV ZLOO QRW KHOS ZKHQ WKH DFFHVV WR

WKH V\VWHP LV ORJLFDOO\ VHFXUHG� 7R D FHUWDLQ H[WHQW LW PLJKW DOVR EH SRVVLEOH

WR XVH D VHULHV DQG�RU FRPELQDWLRQ RI TXHVWLRQV WR JDLQ H[SODQDWLRQV RQ WKH

IXQFWLRQLQJ RI D GLIILFXOW VHFXULW\ V\VWHP� +RZHYHU� LQ PRVW OHJDO V\VWHPV

��� ,Q *HUPDQ\ WKLV SURFHGXUH LV GLVSXWHG HVSHFLDOO\ ZLWK UHVSHFW WR WKH FRPSHQVDWLRQ RI FRVWV� 6HH

'HFLVLRQ RI WKH )HGHUDO &ULPLQDO &RXUW �%*+�� ������ 1HXH =HLWVFKULIW I�U 6WUDIUHFKW �16W=��

SS� ��� HW VHT�� 'HFLVLRQ RI WKH +LJK &RXUW RI %UHPHQ� ������ 1HXH -XULVWLVFKH :RFKHQVFKULIW

�1-:�� SS� ��� HW VHT�� 6DQQZDOG� (QWVFKlGLJXQJVDQVSU�FKH YRQ .UHGLWLQVWLWXWHQ JHJHQ�EHU

DXVNXQIWVHUVXFKHQGHQ (UPLWWOXQJVEHK|UGHQ� ������ 1HXH -XULVWLVFKH :RFKHQVFKULIW �1-:��

SS� ���� HW VHT� 7VFKDFNVFK� 'LH VWUDISUR]HVVXDOH (GLWLRQVSIOLFKW� ����� SS� ��� HW VHT�� ���

HW VHT�

��� 6HH IRU $XVWULD� 6HFWLRQV ������ &ULPLQDO 3URFHGXUDO &RGH� IRU %HOJLXP� $UWLFOHV ��� �� &ULPLQDO

3URFHGXUDO &RGH� IRU &DQDGD� 6HFWLRQV ��� HW VHT� &ULPLQDO &RGH� IRU 'HQPDUN� FKDSWHU ���

6HFWLRQV ������� $GPLQLVWUDWLRQ RI -XVWLFH $FW� IRU *HUPDQ\� 6HFWLRQV ��� ��� �� &ULPLQDO

3URFHGXUDO &RGH� IRU )UDQFH� $UWLFOHV ���� ���� ���� ��� &ULPLQDO 3URFHGXUDO &RGH� IRU *UHHFH�

$UWLFOH ��� &ULPLQDO 3URFHGXUDO &RGH� IRU -DSDQ� $UWLFOH ��� &ULPLQDO 3URFHGXUDO &RGH� IRU 1RUZD\�

6HFWLRQV ������� &ULPLQDO 3URFHGXUDO &RGH�

��� 6HH IRU 1RUZD\� 6HFWLRQ ��� RI WKH &ULPLQDO 3URFHGXUDO &RGH� $OVR IRU &DQDGD� 6HFWLRQV �������

&ULPLQDO &RGH� 6RPH OHJDO V\VWHPV FRQVLGHU VXFK D GXW\ WR EH LPSOLHG LQ WKH GXW\ WR WHVWLI\� 6HH�

H�J�� IRU *HUPDQ\� (QWVFKHLGXQJHQ GHV 5HLFKVJHULFKWV� 9ROXPH ��� SS� ��� HW VHT��

%XQGHVJHULFKWVKRI� ������ *ROWGDPPHU
V $UFKLY I�U 6WUDIUHFKW� SS� ��� HW VHT�� 7VFKDFNVFK� 'LH

VWUDISUR]HVVXDOH (GLWLRQVSIOLFKW� ����� SS� �� HW VHT� ,Q RWKHU FRXQWULHV WKH SUHSDUDWRU\ GXWLHV RI

ZLWQHVVHV DUH PRUH OLPLWHG� 6HH� H�J�� IRU 6ZLW]HUODQG� $U]W� =XU %HZHLVEHVFKDIIXQJVSIOLFKW GHU

%DQNHQ LP 6WUDIYHUIDKUHQ� LQ� *UDIIHQULHG �HG��� S� ����
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WKH WUDGLWLRQDO GXWLHV WR WHVWLI\ FDQQRW EH H[WHQGHG WR HIILFLHQW GXWLHV RI

FR�RSHUDWLRQ� HVSHFLDOO\ QRW WR SULQWLQJ RXW VSHFLILF LQIRUPDWLRQ�
���

7KH PDLQ

UHDVRQ IRU WKLV FRQFOXVLRQ LV WKH IDFW WKDW WKH GXW\ WR WHVWLI\ ± DQG

FRQVHTXHQWO\ WKH GXW\ RI ZLWQHVVHV WR UHIUHVK WKHLU NQRZOHGJH ± UHIHUV RQO\

WR NQRZOHGJH ZKLFK WKH ZLWQHVV DOUHDG\ KDG LQ KLV PLQG DQG QRW WR QHZ

LQIRUPDWLRQ�
���

$ GLIIHUHQW FRQFOXVLRQ ZRXOG DOVR FRQIXVH WKH UROHV RI

ZLWQHVVHV DQG H[SHUWV� )XUWKHUPRUH� LQ PDQ\ FRXQWULHV WKH ZLWQHVV PXVW

WHVWLI\ EHIRUH D MXGJH �DQG LQ VRPH FRXQWULHV WR WKH SXEOLF SURVHFXWRU�� EXW

QRW EHIRUH SROLFH FRQGXFWLQJ WKH LQYHVWLJDWLRQ LQ SUDFWLFH�
���

LQ VRPH OHJDO

V\VWHPV WKH GXWLHV WR WHVWLI\ H[LVW RQO\ LQ D ODWHU VWDJH RI WKH SURFHHGLQJV

DQG QRW GXULQJ WKH SROLFH LQYHVWLJDWLRQ� 0RUHRYHU� WKH UHTXLUHPHQW RI D

�ZULWWHQ RU DQ RUDO� FRXUW VXPPRQV WR EH JLYHQ WR WKH ZLWQHVV LQ GXH WLPH

FRXOG PDNH VXFK SURFHHGLQJV LQHIIHFWLYH�
���

/DZ 5HIRUP DQG (YDOXDWLRQ

,Q RUGHU WR PDNH LQYHVWLJDWLRQV LQ FRPSXWHULVHG HQYLURQPHQWV PRUH

HIILFLHQW� VRPH FRXQWULHV KDYH HQDFWHG RU VXJJHVWHG QHZ FRPSXOVRU\ GXWLHV

WR SURGXFH VSHFLILF LQIRUPDWLRQ� $FFRUGLQJ WR WKH 3ROLFH DQG &ULPLQDO

(YLGHQFH $FW ���� RI WKH 8QLWHG .LQJGRP WKH FRQVWDEOH �PD\ UHTXLUH DQ\

LQIRUPDWLRQ ZKLFK LV FRQWDLQHG LQ D FRPSXWHU DQG LV DFFHVVLEOH IURP WKH

SUHPLVHV WR EH SURGXFHG LQ D IRUP LQ ZKLFK LW FDQ EH WDNHQ DZD\ DQG LQ

ZKLFK LW LV YLVLEOH DQG OHJLEOH��
���

,Q &DQDGD WKH 0XWXDO /HJDO $VVLVWDQFH $FW

SURYLGHV IRU DQ HYLGHQFH JDWKHULQJ RUGHU DGGUHVVHG WR D SHUVRQ �WR PDNH D

FRS\ RI D UHFRUG RU WR PDNH D UHFRUG IURP GDWD DQG WR EULQJ WKH FRS\ RU

UHFRUG ZLWK KLP��
���

��� 6HH DOVR /HLFKW� 3IOLFKW ]XU +HUDXVJDEH YRQ 'DWHQWUlJHUQ XQG 0LWZLUNXQJVSIOLFKWHQ EHL GHU

$XIEHUHLWXQJ YRQ 'DWHLHQ LP 6WUDIYHUIDKUHQ� ������ ,QIRUPDWLN XQG 5HFKW� SS� ��� HW VHT��

DW ���� ��� HW VHT�� ����

��� 6HH IRU *HUPDQ\� 'HFLVLRQ RI WKH 2EHUODQGHVJHULFKW .|OQ� ������ 1HXH -XULVWLVFKH :RFKHQVFKULIW�

SS� ���� HW VHT�� (QJLVFK� 'LH 9HUOHW]XQJ GHU (UNXQGLJXQJVSIOLFKW� �� ������ =HLWVFKULIW I�U GLH

JHVDPWH 6WUDIUHFKWVZLVVHQVFKDIW� SS� ��� HW VHT�� IRU 6ZLW]HUODQG� $U]W� =XU

%HZHLVEHVFKDIIXQJVSIOLFKW GHU %DQNHQ LP 6WUDIYHUIDKUHQ� LQ� *UDIIHQULHG �HG��� S� ����

��� 6HH� H�J�� WKH OHJDO VLWXDWLRQ LQ *HUPDQ\ �QR GXW\ WR WHVWLI\ WR WKH SROLFH� LQ FRQWUDVW WR WKH OHJDO

VLWXDWLRQ LQ ,WDO\� )RU UHIHUHQFHV RI WKH GXWLHV WR WHVWLI\ VHH VXSUD FKDSWHU ,,,� IQ� ����

��� 6HH IRU *HUPDQ\� /HLFKW� 3IOLFKW ]XU +HUDXVJDEH YRQ 'DWHQWUlJHUQ XQG 0LWZLUNXQJVSIOLFKWHQ EHL

GHU $XIEHUHLWXQJ YRQ 'DWHLHQ LP 6WUDIYHUIDKUHQ� ������ ,QIRUPDWLN XQG 5HFKW� SS� ��� HW VHT��

DW ��� HW VHT�� 5HQJLHU� 3UDNWLVFKH )UDJHQ EHL 'XUFKVXFKXQJHQ� LQVEHVRQGHUH LQ

:LUWVFKDIWVVWUDIVDFKHQ� ������ 1HXH =HLWVFKULIW I�U 6WUDIUHFKW� SS� ��� HW VHT�� DW ����

��� 6HH IRU WKH 8.� 6HFWLRQV �� ���� �� ��� 3ROLFH DQG &ULPLQDO (YLGHQFH $FW�

��� 6HH IRU &DQDGD� 6HFWLRQ �� ��� 0XWXDO /HJDO $VVLVWDQFH LQ &ULPLQDO 0DWWHUV $FW� 6�&� ����� F� ���

LQ IRUFH VLQFH � 2FWREHU ����� 6HFWLRQ � ��� GHILQHV �GDWD� DV �UHSUHVHQWDWLRQV� LQ DQ\ IRUP� RI
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7KH 'XWFK &ULPLQDO 3URFHGXUDO &RGH SURYLGHV IRU FRPSUHKHQVLYH DQG

IDU�UHDFKLQJ DFWLYH GXWLHV RI ZLWQHVVHV WR DVVLVW ODZ�HQIRUFHPHQW LQ WKHLU

HIIRUW WR VHDUFK DQG VHL]H GDWD VWRUHG RQ FRPSXWHU V\VWHPV� $UWLFOH ���L

&ULPLQDO 3URFHGXUDO &RGH VWDWHV WKDW DQ\RQH ZKR FDQ UHDVRQDEO\ EH

H[SHFWHG WR KDYH DFFHVV WR WKH UHOHYDQW GDWD KDV D OHJDO REOLJDWLRQ WR

SURGXFH WKLV GDWD LQ D ZD\ WKH FRXUW VHHV ILW� 8QGHU $UWLFOH ���N &ULPLQDO

3URFHGXUDO &RGH D SHUVRQ FDQ EH RUGHUHG WR SURYLGH DFFHVV WR GDWD E\ XVLQJ

GHFU\SWLRQ WRROV DYDLODEOH WR WKH SHUVRQ RU E\ KHOSLQJ WKH SROLFH EUHDN WKH

VHFXULW\ V\VWHPV RI D FRPSXWHU�
���

+RZHYHU� ZLWK UHVSHFW WR GDWD DFFHVVLEOH YLD LQWHUQDWLRQDO

WHOHFRPPXQLFDWLRQ QHWZRUNV� DOO RI WKHVH SURYLVLRQV OHDYH WKH TXHVWLRQ RSHQ

ZKHWKHU DQG WR ZKDW GHJUHH D VWDWH� LQ DFFRUGDQFH ZLWK LQWHUQDWLRQDO SXEOLF

ODZ� KDV WKH ULJKW WR REOLJH LWV FLWL]HQV WR JDWKHU HYLGHQFH LQ IRUHLJQ

FRXQWULHV�
���

)XUWKHUPRUH� LW LV XQFOHDU XQGHU ZKLFK FRQGLWLRQV WKH FLWL]HQV

KDYH WKH ULJKW WR GHQ\ FR�RSHUDWLRQ�

7KH TXHVWLRQ ZKHWKHU RU QRW VXFK GXWLHV WR SURGXFH DQG KDQG RYHU

FRPSXWHU SULQWRXWV VKRXOG EH UHFRPPHQGHG GH OHJH IHUHQGD WKHUHIRUH

UHTXLUHV D GLIIHUHQWLDWLRQ EHWZHHQ WKH GXWLHV RI ZLWQHVVHV DQG WKH GXWLHV RI

GHIHQGDQWV RU VXVSHFWHG SHUVRQV� :LWK UHVSHFW WR �XQVXVSHFWHG� ZLWQHVVHV

WKHUH DUH JRRG DUJXPHQWV IRU WKH LQWURGXFWLRQ RI VXFK D GXW\�
���

)LUVW� WKH

GXW\ WR SULQW RXW VSHFLILF LQIRUPDWLRQ DOVR H[LVWV LQ WD[ DQG FRPSDQ\ ODZ DQG

LV QRW D WRR LQWHQVLYH LQWUXVLRQ RI WKH VWDWH LQWR WKH FLWL]HQ
V ULJKWV�

HVSHFLDOO\ ZLWK UHVSHFW WR WKH DLP RI ILQGLQJ WKH WUXWK LQ FULPLQDO

SURFHHGLQJV�
���

6HFRQGO\� WKH GXW\ WR SULQW RXW VSHFLILF LQIRUPDWLRQ LV RIWHQ

OHVV LQIULQJLQJ WR WKH FLWL]HQ
V ULJKWV WKDQ D FRPSUHKHQVLYH VHDUFK RI D

FRPSDQ\ DQG VHL]XUH RI GDWD FDUULHUV �ZKLFK FDQ RIWHQ EULQJ WKH RSHUDWLRQV

RI WKH FRPSDQ\ LQ TXHVWLRQ WR D FRPSOHWH VWDQGVWLOO DQG MHRSDUGLVH YDOXDEOH

LQIRUPDWLRQ�� 7KLUGO\� LQ PDQ\ FDVHV D GXW\ WR SULQW RXW FRPSXWHU�VWRUHG

HYLGHQFH FDQ EH RI HVVHQWLDO VLJQLILFDQFH IRU FULPLQDO SURFHHGLQJV� +RZHYHU�

LQIRUPDWLRQ RU FRQFHSWV� DV ZHOO DV �UHFRUG� DV �DQ\ PDWHULDO RQ ZKLFK GDWD DUH UHFRUGHG RU

PDUNHG DQG ZKLFK LV FDSDEOH RI EHLQJ UHDG RU XQGHUVWRRG E\ D SHUVRQ RU D FRPSXWHU V\VWHP RU

RWKHU GHYLFH��

��� ,Q WKH 8. WKH QHZO\ HOHFWHG /DERXU�JRYHUQPHQW KDV SXW IRUZDUG VLPLODU SURSRVDOV� 6HH

�KWWS���ZZZ�ODERXU�RUJ�XN�YLHZV�LQIR�KLJKZD\�FRQWHQW�KWPO! �DFFHVVHG RQ �� -DQXDU\ ������

��� 6HH 6LHEHU� 7UDQVQDWLRQDO (QWHUSULVHV DQG &ULPLQDO /DZ� LQ� 7LHGHPDQQ �HG��� 0XOWLQDWLRQDOH

8QWHUQHKPHQ XQG 6WUDIUHFKW� ����� SS� ��� HW VHT�� DW ��� HW VHT� $OVR FRPSDUH WKH UHIHUHQFHV

IRU WKH VLPLODU TXHVWLRQ GHDOW ZLWK LQ FKDSWHU ,,,�(���F�

��� )RU WKH VDPH UHVXOW VHH .DVSHUVHQ� ,QWHUQDWLRQDO 3URVHFXWLRQ RI &RPSXWHU &ULPH� LQ�

6LHEHU�.DVSHUVHQ�9DQGHQEHUJKH�6WXXUPDQ �HGV��� S� ���

��� )RU WKH MXVWLILFDWLRQ DQG WKH OLPLWV RI GXWLHV RI DFWLYH FR�RSHUDWLRQ LQ WKHVH DUHDV RI ODZ VHH (LOHUV�

'DV 6WHXHUJHKHLPQLV DOV *UHQ]H GHV LQWHUQDWLRQDOHQ $XVNXQIWVYHUNHKUV� ����� SS� �� HW VHT�
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WKH HYDOXDWLRQ DQG UHFRPPHQGDWLRQ RI VXFK D GXW\ RI DFWLYH FR�RSHUDWLRQ

SUHVXSSRVHV WKDW WKH WUDGLWLRQDO ULJKWV WR UHIXVH WR WHVWLI\ DSSO\ PXWDWLV

PXWDQGLV� WKDW WKH ZLWQHVVHV DUH ILQDQFLDOO\ FRPSHQVDWHG IRU WKHLU HIIRUWV�

DQG WKDW VSHFLDO UHVSHFW LV JLYHQ WR WKH UDQJH RI WKLV GXW\ LQ LQWHUQDWLRQDO

WHOHFRPPXQLFDWLRQ QHWZRUNV�

2Q WKH RWKHU KDQG� ZLWK UHVSHFW WR WKH GHIHQGDQW RU VXVSHFW� D GXW\ RI

DFWLYH FR�RSHUDWLRQ VKRXOG EH GHFLVLYHO\ UHMHFWHG VLQFH WKLV GXW\ FRXOG

LPSHGH WKH DFFXVHG
V ULJKW WR UHPDLQ VLOHQW DQG LQIULQJH WKH IXQGDPHQWDO

SULQFLSOH WKDW WKH GHIHQGDQW GRHV QRW KDYH WR LQFULPLQDWH KLPVHOI� ,W LV WUXH

WKDW WKH ZRUGLQJ RI $UWLFOH �� ��� J RI WKH ,QWHUQDWLRQDO &RYHQDQW RQ &LYLO

DQG 3ROLWLFDO 5LJKWV RI ���� RQO\ JXDUDQWHHV WKDW� LQ WKH GHWHUPLQDWLRQ RI

DQ\ FULPLQDO FKDUJH DJDLQVW KLP� HYHU\RQH VKDOO EH HQWLWOHG WR WKH �PLQLPXP

JXDUDQWHH� RI �QRW WR EH FRPSHOOHG WR WHVWLI\ DJDLQVW KLPVHOI RU WR FRQIHVV

JXLOW��
���

6LPLODUO\� WKH ILIWK DPHQGPHQW WR WKH &RQVWLWXWLRQ RI WKH 86$ ± DQG

VLPLODUO\ SDUW � 6HFWLRQ �� �F� RI WKH &DQDGLDQ &RQVWLWXWLRQ RI ���� ±

GHFODUHV WKDW �QR SHUVRQ VKDOO EH KHOG WR DQVZHU IRU D FDSLWDO� RU RWKHUZLVH

LQIDPRXV FULPH� XQOHVV RQ D SUHVHQWPHQW RU LQGLFWPHQW RI D *UDQG -XU\ ���

QRU VKDOO EH FRPSHOOHG LQ DQ\ FULPLQDO FDVH WR EH D ZLWQHVV DJDLQVW KLPVHOI��

6SHFLILF JXDUDQWHHV LQ WKH FULPLQDO SURFHGXUDO ODZ RI RWKHU FRXQWULHV DUH DOVR

OLPLWHG WR RUDO WHVWLPRQ\�
���

7KH UHDVRQV XQGHUO\LQJ WKHVH JXDUDQWHHV MXVWLI\

DQG GHPDQG D JHQHUDO SULYLOHJH DJDLQVW DQ\ DFWLYH VHOI�LQFULPLQDWLRQ�
���

&RQVHTXHQWO\� WKH ULJKW RI WKH DFFXVHG QRW WR WHVWLI\ DJDLQVW KLPVHOI ± DQG

VLPLODUO\ DOO RWKHU SURFHGXUDO H[HPSWLRQV WR WHVWLI\ ± VKRXOG DSSO\ PXWDGLV

PXWDQGLV WR WKH GXW\ WR SURGXFH FRPSXWHU GDWD DQG WR DQ\ GXW\ RI DFWLYH

FR�RSHUDWLRQ�
���

��� ,QWHUQDWLRQDO &RYHQDQW RQ &LYLO DQG 3ROLWLFDO 5LJKWV� $GRSWHG E\ *HQHUDO $VVHPEO\ 5HVROXWLRQ ����

$ �;;,� RI �� 'HFHPEHU ����� SXEOLVKHG LQ 2IILFLDO 5HFRUGV RI WKH 7ZHQW\�ILUVW 6HVVLRQ RI WKH

*HQHUDO $VVHPEO\� 6XSSOHPHQW 1R� �� �$������ ���

��� 6HH IRU *HUPDQ\� 6HFWLRQ �� �DQG IXUWKHUPRUH 6HFWLRQ ��� ���� RI WKH &ULPLQDO 3URFHGXUDO &RGH�

�(YHU\ ZLWQHVV KDV WKH ULJKW WR UHIXVH WR DQVZHU WR VXFK TXHVWLRQV ZKLFK ZRXOG VXEMHFW KLP RU RQH

RI KLV UHODWLYHV PHQWLRQHG LQ 6HFWLRQ �� ��� WR WKH GDQJHU RI FULPLQDO RU UHJXODWRU\ SURVHFXWLRQ�� $

VLPLODU SURYLVLRQ FRQVWLWXWHV� H�J�� IRU *UHHFH� $UWLFOH ��� 6HFWLRQ � &ULPLQDO 3URFHGXUDO &RGH�

��� 6HH IRU *HUPDQ\� (QWVFKHLGXQJHQ GHV %XQGHVYHUIDVVXQJVJHULFKWV� 9ROXPH ��� SS� �� HW VHT��

5HL�� %HVWHXHUXQJVYHUIDKUHQ XQG 6WUDIYHUIDKUHQ� ����� SS� ��� HW VHT�� 5RJDOO� 'HU %HVFKXOGLJWH

DOV %HZHLVPLWWHO JHJHQ VLFK VHOEVW� ����� IRU 6ZLW]HUODQG� $U]W� =XU %HZHLVEHVFKDIIXQJVSIOLFKW GHU

%DQNHQ LP 6WUDIYHUIDKUHQ� LQ� *UDIIHQULHG �HG��� S� ���� IRU WKH 8.� =XFNHUPDQ� 7ULDO E\ 8QIDLU

0HDQV ± 7KH 5HSRUW RI WKH :RUNLQJ *URXS RQ WKH 5LJKW RI 6LOHQFH� ������ 7KH &ULPLQDO /DZ

5HYLHZ� SS� ��� HW VHT� 1HYHUWKHOHVV� LQ WKH 1HWKHUODQGV WKH LQWURGXFWLRQ RI VXFK D GXW\ RI WKH

DFFXVHG ZDV VHULRXVO\ GLVSXWHG�

��� 6SHFLILFDOO\ H[FOXGLQJ WKH VXVSHFW IURP DQ\ GXW\ WR DFWLYHO\ FR�RSHUDWH� H�J�� $UWLFOH ���P ���

'XWFK &ULPLQDO 3URFHGXUDO &RGH�
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I� 6SHFLDO 'XWLHV RI $FWLYH &R�RSHUDWLRQ ZLWK 5HVSHFW WR

:LUHWDSSLQJ

$ VXFFHVVIXO LQWHUFHSWLRQ RI WHOHFRPPXQLFDWLRQ VHUYLFHV UHTXLUHV D

FR�RSHUDWLRQ EHWZHHQ WKH ODZ HQIRUFHPHQW DXWKRULWLHV DQG WKH QHWZRUN DQG

VHUYLFH SURYLGHUV� )LUVW RI DOO� WKH SURYLGHU RI D WHOHFRPPXQLFDWLRQ V\VWHP WR

EH LQWHUFHSWHG PXVW LQ JHQHUDO EH UHTXLUHG WR PDNH LQWHUFHSWLRQ SRVVLEOH�

7KHQ LW LV QHFHVVDU\ WR SURYLGH WKH UHOHYDQW FXVWRPHU GDWD �HVSHFLDOO\

QDPHV� DGGUHVVHV� DQG QXPEHUV�� $GGLWLRQDO� FR�RSHUDWLRQ LV QHHGHG WR

REWDLQ WKH VR�FDOOHG WUDIILF GDWD� L�H� GDWD DERXW D WKH WLPH RI D

FRPPXQLFDWLRQ� LWV GXUDWLRQ� WKH LQYROYHG VXEVFULEHU�QXPEHUV DQG VR RQ�
���

)XUWKHUPRUH� WKH XQGHUVWDQGLQJ RI WKH LQWHUFHSWHG GDWD UHTXLUHV NQRZOHGJH

RI WKH SDUWLFXODU DSSOLFDWLRQ SURJUDP� $OO WKHVH TXHVWLRQV DQG WKH GXW\ RI

FR�RSHUDWLRQ RI VHUYLFH SURYLGHUV KDYH EHFRPH HVSHFLDOO\ FUXFLDO GXH WR WKH

SULYDWLVDWLRQ RI WHOHFRPPXQLFDWLRQ VHUYLFHV LQ UHFHQW \HDUV�

$V D FRQVHTXHQFH� LQ VRPH FRXQWULHV QHZ VSHFLDO GXWLHV RI QHWZRUN DQG

VHUYLFH SURYLGHUV ZLWK UHVSHFW WR WKH LQWHUFHSWLRQ RI WHOHFRPPXQLFDWLRQV

KDYH EHHQ FUHDWHG� 2IWHQ� WKH QHZ SURYLVLRQV ZHUH QRW LQFOXGHG LQ WKH

FULPLQDO SURFHGXUDO FRGHV EXW LQ VSHFLILF WHOHFRPPXQLFDWLRQ OHJLVODWLRQ� (�J�

LQ *HUPDQ\� WKH QHZ 7HOHFRPPXQLFDWLRQV $FW RI ���� FRQWDLQV SUHFLVH

SURYLVLRQV ZLWK UHVSHFW WR WKH GXWLHV RI �QRZ� SULYDWH� QHWZRUN DQG VHUYLFH

SURYLGHUV WR VXSSO\ FXVWRPHU GDWD IRU SURVHFXWLQJ DJHQFLHV� WR LQVWDOO

WHFKQLFDO LQWHUIDFHV IRU ZLUHWDSSLQJ� WR H[HFXWH MXGLFLDO ZLUHWDS RUGHUV DQG

QRW WR GLVFORVH UXQQLQJ ZLUHWDS RSHUDWLRQV�
���

,Q WKH DJH RI SULYDWHO\ RZQHG

WHOHFRPPXQLFDWLRQ QHWZRUNV� VXFK SUHFLVH GXWLHV DUH QHFHVVDU\ LQ RUGHU WR

PDNH MXGLFLDO ZLUHWDS RUGHUV H[HFXWDEOH�
���

�� 6SHFLILF�3UREOHPV�ZLWK�3HUVRQDO�'DWD

7KH FRHUFLYH SRZHUV RI FROOHFWLQJ HYLGHQFH LQ WKH ILHOG RI LQIRUPDWLRQ

WHFKQRORJ\ DQDO\VHG FRYHU ERWK SHUVRQDO DQG QRQ SHUVRQDO GDWD� +RZHYHU�

ZLWK UHVSHFW WR SHUVRQDO GDWD WKHUH DUH DGGLWLRQDO OHJDO SUREOHPV ZKLFK

PDLQO\ FRQFHUQ WKH JDWKHULQJ� VWRULQJ DQG OLQNLQJ RI SHUVRQDO GDWD LQ WKH

FRXUVH RI FULPLQDO SURFHHGLQJV� ,Q WKLV ILHOG RI �SULYDF\ SURWHFWLRQ LQ FULPLQDO

��� )RU H[DPSOH 6HFWLRQ ����� RI WKH &DQDGLDQ &ULPLQDO &RGH SURYLGHV IRU WKH LVVXDQFH RI D MXGLFLDO

ZDUUDQW WR LQVWDOO� PDLQWDLQ� UHPRYH DQG PRQLWRU D �QXPEHU UHFRUGHU� IRU WKH SXUSRVH RI UHFRUGLQJ

RU LGHQWLI\LQJ WKH WHOHSKRQH QXPEHU RU ORFDWLRQ RI WKH WHOHSKRQH IURP ZKLFK D FDOO RULJLQDWHV�

��� 6HH 6HFWLRQV ��� �� 7HOHNRPPXQLNDWLRQVJHVHW] RI � $XJXVW ����� %XQGHVJHVHW]EODWW ,� �����

SS� ���� HW VHT�

��� )RU GHWDLOV VHH 6LHEHU� LQ� %D\HULVFKHV 6WDDWVPLQLVWHULXP I�U 8QWHUULFKW� .XOWXV� :LVVHQVFKDIW XQG

.XQVW �HG��� +RFKVFKXOQHW]H LQ %D\HUQ� ����� SS� ��� HW VHT�
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PDWWHUV� WKH OHJDO UHTXLUHPHQWV YDU\ FRQVLGHUDEO\ LQ :HVWHUQ FRXQWULHV�
���

7KH GLIIHUHQFHV EHWZHHQ WKH YDULRXV OHJDO V\VWHPV DUH QRW RQO\ GLIIHUHQFHV

LQ VXEVWDQWLYH ODZ UHTXLUHPHQWV� EXW DOVR FRQFHUQ WKH FRQVWLWXWLRQDO

EDFNJURXQG� WKH OHJDO FRQWH[W DQG WKH OHJLVODWLYH WHFKQLTXH RI WKH UHOHYDQW

SURYLVLRQV� 6SHFLDO SUREOHPV ZLWK GDWD SURWHFWLRQ DSSHDU� ZKHQ SHUVRQDO

GDWD DUH WUDQVIHUUHG IRUP RQH FRXQWU\ WR DQRWKHU�
���

D� &RQVWLWXWLRQDO 5HTXLUHPHQWV

$Q H[WHQVLYH GLVFXVVLRQ RI WKH XQGHUO\LQJ FRQVWLWXWLRQDO UHTXLUHPHQWV IRU

JDWKHULQJ� VWRULQJ DQG OLQNLQJ SHUVRQDO GDWD H[LVWV RQO\ LQ IHZ FRXQWULHV� )RU

H[DPSOH� LQ WKH )HGHUDO 5HSXEOLF RI *HUPDQ\� WKH %XQGHVYHUIDVVXQJVJHULFKW

UHFRJQLVHG LQ LWV IDPRXV �&HQVXV�'HFLVLRQ� WKDW WKH VWDWH
V VWRUDJH RI

SHUVRQDO GDWD �HVSHFLDOO\ LQ FRPSXWHU V\VWHPV� FRXOG LQIOXHQFH WKH FLWL]HQV


EHKDYLRXU DQG HQGDQJHU WKHLU JHQHUDO OLEHUW\ RI DFWLRQ� DQG PXVW WKHUHIRUH

EH FRQVLGHUHG DV D YLRODWLRQ RI FLYLO OLEHUWLHV ��ULJKW RI LQIRUPDWLRQDO VHOI�

GHWHUPLQDWLRQ�
���

� UHTXLULQJ DQ H[SUHVV DQG SUHFLVH OHJDO EDVLV� WKLV OHJDO

EDVLV PXVW EDODQFH WKH LQWHUHVWV RI WKH LQGLYLGXDO DQG KLV ULJKW WR SULYDF\ RQ

WKH RQH KDQG DQG WKH LQWHUHVWV RI VRFLHW\ LQ WKH VXSSUHVVLRQ RI FULPLQDO

RIIHQFHV DQG WKH PDLQWHQDQFH RI SXEOLF RUGHU RQ WKH RWKHU KDQG�
���

7KH QHZ

6SDQLVK &RQVWLWXWLRQ RI �����
���

WKH QHZ UHYLVHG 3RUWXJXHVH &RQVWLWXWLRQ RI

����� WKH 'XWFK &RQVWLWXWLRQ RI ���� DQG WKH QHZ %UD]LOLDQ &RQVWLWXWLRQ RI

��� )RU WKH UHVSHFWLYH SURSRVDOV RI LQWHUQDWLRQDO RUJDQLVDWLRQ VHH LQIUD FKDSWHU ,9�(�

��� &I� IRU WKH FRPSDUDEOH WUDQVPLVVLRQ EHWZHHQ WD[ RIILFHV &DUO�.ORV� ,QWHUQDWLRQDOH

.RQWUROOPLWWHLOXQJHQ ]ZLVFKHQ 6WHXHUEHK|UGHQ� ������ &RPSXWHU XQG 5HFKW� SS� ��� HW VHT�

��� &I� IRU WKH ULJKW RI LQIRUPDWLRQDO VHOI�GHWHUPLQDWLRQ LQ FULPLQDO SURFHGXUDO ODZ :HLFKHUW�

,QIRUPDWLRQHOOH 6HOEVWEHVWLPPXQJ XQG VWUDIUHFKWOLFKH (UPLWWOXQJ� ����� )RU WKH FRQVHTXHQFHV IRU

WKH WUHDWPHQW RI SHUVRQDO GDWD HVSHFLDOO\ DW SS� ��� HW VHT� )RU WKH FRQVWLWXWLRQDO SUREOHPV RI

�VWUDWHJLF ZLUH WDSSLQJ� �L�H� ZLWKRXW DQ\ FRQFUHWH VXVSLFLRQ� %XQGHVYHUIDVVXQJVJHULFKW� ������

1HXH -XULVWLVFKH :RFKHQVFKULIW� S� ����

��� (QWVFKHLGXQJHQ GHV %XQGHVYHUIDVVXQJVJHULFKWV� 9ROXPH ��� SS� � HW VHT� ��&HQVXV�'HFLVLRQ�� DQG

9ROXPH ��� SS� ��� HW VHT� ��)OLFN�'HFLVLRQ��� )RU WKH XQGHUO\LQJ FRQVWLWXWLRQDO ODZ TXHVWLRQV VHH

+lEHUOH� 'LH :HVHQVJHKDOWVJDUDQWLH GHV $UWLNHO �� ,, **� �UG HG� ����� SS� ��� HW VHT�� 6FKPLWW

*ODHVHU� 6FKXW] GHU 3ULYDWVSKlUH� LQ� ,VHQVHH�.LUFKKRI �HGV��� +DQGEXFK GHV 6WDDWVUHFKWV� �WK HG�

����� 6HFWLRQ ���� 1RV� �� HW VHT�� 6FKRO]�3LWVFKDV� ,QIRUPDWLRQHOOH 6HOEVWEHVWLPPXQJ XQG

VWDDWOLFKH ,QIRUPDWLRQVYHUDQWZRUWXQJ� ����� 9RJHOJHVDQJ� *UXQGUHFKW DXI LQIRUPDWLRQHOOH

6HOEVWEHVWLPPXQJ� ����� )RU WKH FRQVHTXHQFHV LQ WKH ILHOG RI FULPLQDO SURFHGXUDO ODZ FRPSDUH

5RJDOO� 0RGHUQH )DKQGXQJVPHWKRGHQ LP /LFKWH JHZDQGHOWHQ *UXQGUHFKWVYHUVWlQGQLVVHV� ������

*ROWGDPPHU
V $UFKLY I�U 6WUDIUHFKW� SS� � HW VHT�� :ROWHU� +HLPOLFKH XQG DXWRPDWLVLHUWH

,QIRUPDWLRQVHLQJULIIH LQ GHQ 'DWHQJUXQGUHFKWVVFKXW]� ������ *ROWGDPPHU
V $UFKLY I�U 6WUDIUHFKW

�*$�� SS� �� HW VHT�� ��� HW VHT�

��� 6HH IRU 6SDLQ� $UWLFOH �� ��� RI WKH &RQVWLWXWLRQ RI ����� �7KH ODZ VKDOO OLPLW WKH XVH RI

LQIRUPDWLRQ� WR JXDUDQWHH SHUVRQDO DQG IDPLO\ KRQRU� WKH SULYDF\ RI FLWL]HQV DQG WKH IXOO H[HUFLVH

RI WKHLU ULJKWV�� )RU WKH UHOHYDQW FULPLQDO ODZ SUREOHPV FI� 0RUDOHV� 3UREOHPiWLFD MXUtGLFR�SHQDO GH

ODV OLEHUWDGHV LQIRUPiWLFDV HQ (VSDxD WUDV GLH] DxRV GH YLJHQFLD GH OD &RQVWLWXFLyQ GH ����� �����
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���� HYHQ FRQWDLQ VSHFLILF VDIHJXDUGV SURWHFWLQJ WKH FLWL]HQV
 SULYDF\

DJDLQVW WKH ULVN RI PRGHUQ FRPSXWHU WHFKQRORJ\�
���

2Q WKH RWKHU KDQG� LQ

PDQ\ RWKHU FRXQWULHV VXFK DV 'HQPDUN� )UDQFH RU 6ZLW]HUODQG� WKH

JDWKHULQJ DQG VWRULQJ RI SHUVRQDO GDWD LV QRW �\HW� FRQVLGHUHG WR EH RI

FRQVWLWXWLRQDO UHOHYDQFH� EXW LV RQO\ GHDOW ZLWK E\ WKH OHJLVODWXUH LQ RUGLQDU\

VWDWXWRU\ �QRQ�FRQVWLWXWLRQDO� ODZ RQ D �YROXQWDU\ EDVLV��
���

E� /HJDO 5HJXODWLRQV

7KH YDULRXV OHJDO V\VWHPV
 UHJXODWLQJ WKH OHJDOLW\ RI JDWKHULQJ� VWRULQJ DQG

OLQNLQJ RI SHUVRQDO GDWD �HLWKHU RQ D FRQVWLWXWLRQDO �FRPSXOVRU\� RU RQ DQ

RUGLQDU\ �YROXQWDU\� OHJDO EDVLV� SODFH WKH UHOHYDQW SURYLVLRQV LQ GLIIHUHQW

FRQWH[WV DQG ODZV� $ IHZ FRXQWULHV� VXFK DV *HUPDQ\� SODFHG PRVW RI WKH

UHVSHFWLYH SURYLVLRQV ZLWKLQ WKH SXUYLHZ RI WKHLU FULPLQDO SURFHGXUDO ODZ�
���

7KLV OHJLVODWLYH WHFKQLTXH KDV WKH DGYDQWDJH WKDW WKH FULPLQDO SURFHGXUDO

FRGH XSKROGV LWV PRQRSRO\ LQ WKH DSSOLFDWLRQ RI FULPLQDO ODZ DQG WKXV

UHPDLQV WKH H[FOXVLYH HQXPHUDWLRQ IRU DQ\ LQIULQJHPHQW RI FLYLO OLEHUWLHV LQ

WKH FRXUVH RI FULPLQDO SURVHFXWLRQ� +RZHYHU� PRVW FRXQWULHV �XQLTXHO\ RU LQ

SDUW� UHJXODWH WKH OHJDOLW\ RI SROLFH ILOHV LQ WKHLU JHQHUDO GDWD SURWHFWLRQ DFWV�

LQ WKH PDMRULW\ RI FDVHV WKH UHOHYDQW SURYLVLRQV DUH DSSOLFDEOH ERWK WR WKH

UHSUHVVLYH DFWLYLW\ RI WKH SROLFH �SURVHFXWLRQ RI FULPHV� DQG WR LWV SUHYHQWLYH

DFWLRQ �PDLQWHQDQFH RI SXEOLF RUGHU��
���

6RPH FRXQWULHV H[FOXGH SROLFH ILOHV ±

��� 6HH� H�J�� IRU 3RUWXJDO� $UWLFOH �� ��8VH RI GDWD SURFHVVLQJ�� RI WKH UHYLVHG &RQVWLWXWLRQ RI �����

��� $OO FLWL]HQV VKDOO KDYH WKH ULJKW WR LQIRUPDWLRQ RQ WKH FRQWHQWV RI GDWD EDVHV FRQFHUQLQJ WKHP

DQG RQ WKH XVH IRU ZKLFK LW LV LQWHQGHG� 7KH\ VKDOO EH HQWLWOHG WR UHTXLUH WKH VDLG FRQWHQWV WR EH

FRUUHFWHG DQG EURXJKW XS WR GDWH� �� 'DWD SURFHVVLQJ VKDOO QRW EH XVHG IRU LQIRUPDWLRQ FRQFHUQLQJ

D SHUVRQ
V SROLWLFDO FRQYLFWLRQV� UHOLJLRXV EHOLHIV RU SULYDWH OLIH H[FHSW LQ WKH FDVH RI QRQ�LGHQWLILDEOH

GDWD IRU VWDWLVWLFDO SXUSRVHV� �� &LWL]HQV VKDOO QRW EH JLYHQ DOO�SXUSRVH QDWLRQDO LGHQWLILFDWLRQ

QXPEHUV��

��� 6HH� H�J�� IRU )UDQFH� $UWLFOH �� RI WKH �ORL UHODWLYH j O
LQIRUPDWLTXH� DX[ ILFKLHUV HW DX[ OLEHUWpV�

DQG 3RXOOHW� /H IRQGHPHQW GX GURLW j OD SURWHFWLRQ GHV GRQQpHV QRPLQDWLYHV� SURSULpWp RX OLEHUWpV�

&RQJUHVV 3URFHHGLQJV� 0RQWUHDO ����� )RU D FRPSDUDWLYH VWXG\ RI WKH FRQVWLWXWLRQDO ODZ RI

*HUPDQ\ DQG WKH 86$ FI� 6FKZDUW]� 7KH &RPSXWHU LQ *HUPDQ DQG $PHULFDQ &RQVWLWXWLRQDO /DZ�

7RZDUGV DQ $PHULFDQ 5LJKW RI ,QIRUPDWLRQDO 6HOI�'HWHUPLQDWLRQ� �� ������ 7KH $PHULFDQ -RXUQDO

RI &RPSDUDWLYH /DZ� SS� ��� HW VHT�

��� ,Q *HUPDQ\ WKH 'UDIW RI D 'UDIW RI D &ULPLQDO 3URFHGXUDO &RGH $PHQGPHQW $FW�

%XQGHVUDWVGUXFNVDFKH ������ RI �� 'HFHPEHU ����� LQFOXGHV QHZ SURYLVLRQV RQ GDWD SURFHVVLQJ

DQG WKH XVH RI SHUVRQDO�UHODWHG LQIRUPDWLRQ LQ FULPLQDO SURFHGXUHV� $W SUHVHQW� WKH JDWKHULQJ�

VWRULQJ DQG OLQNLQJ RI SHUVRQDO GDWD LQ WKH FRXUVH RI FULPLQDO SURFHHGLQJV LQ *HUPDQ\ LV RQO\

JRYHUQHG E\ 6HFWLRQV ��D� ��E� ��F �FRPSXWHU PDWFKLQJ�� 6HFWLRQ ���G &ULPLQDO 3URFHGXUDO &RGH

�VSHFLILF FRPSXWHU PDWFKLQJ� DQG E\ WKH JHQHUDO 'DWD 3URWHFWLRQ /DZ �VHH VXSUD FKDSWHU ,�

IQ� ���� ,Q )UDQFH $UWLFOHV ��� HW VHT� RI WKH &ULPLQDO 3URFHGXUDO &RGH FRQWDLQ VSHFLILF SURYLVLRQV

RQ WKH DXWRPDWHG QDWLRQDO UHJLVWHU�

��� ,Q $XVWULD WKH XVH RI SHUVRQDO GDWD IRU FULPLQDO LQYHVWLJDWLRQV LV UHJXODWHG E\ WKH 'DWD 3URWHFWLRQ

$FW� GDWD SURFHVVLQJ LV OHJDO DV IDU DV LW LV DQ HVVHQWLDO SUHUHTXLVLWH IRU IXOILOOLQJ WDVNV SURYLGHG IRU
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FRPSOHWHO\ RU SDUWO\ ± IURP WKHLU JHQHUDO GDWD SURWHFWLRQ ODZV DQG�RU FUHDWH

VSHFLILF DFWV RU GHFUHHV IRU DOO W\SHV RI �UHSUHVVLYH RU SUHYHQWLYH� SROLFH

GDWD�
���

,Q D QXPEHU RI FRXQWULHV DGGLWLRQDO VSHFLILF DFWV FRQFHUQLQJ FULPLQDO

UHFRUGV H[LVW�
���

+RZHYHU� WKHUH DUH DOVR OHJDO V\VWHPV ZLWKRXW DQ\ OHJDO

SURYLVLRQV �HQDFWHG E\ 3DUOLDPHQW� UHJXODWLQJ WKH JHQHUDO XVH RI SHUVRQDO

GDWD LQ WKH SROLFH VHFWRU�

$SDUW IURP WKHVH TXHVWLRQV RI SODFHPHQW DQG FRQWH[W RI WKH UHOHYDQW

VWDWXWHV� WKH OHJLVODWLYH WHFKQLTXH� WKH FRQWHQW� DQG WKH FRQWURO PHFKDQLVPV

RI WKH UHOHYDQW ODZV DOVR YDU\� :LWK UHVSHFW WR WKH OHJLVODWLYH WHFKQLTXH

VRPH FRXQWULHV VXFK DV *HUPDQ\� FRQVLGHU D PRUH GHWDLOHG DQG SUHFLVH

UHJXODWLRQ QHFHVVDU\� RWKHU FRXQWULHV UHVRUW WR PRUH RU OHVV JHQHUDO FODXVHV�

$V IDU DV WKH FRQWHQWV RI WKH YDULRXV ODZV DUH FRQFHUQHG VHULRXV

OLPLWDWLRQV VHHP WR EH UDUHO\ DSSOLFDEOH WR SROLFH ILOHV� )DU�UHDFKLQJ DQG

SUHFLVH UHJXODWLRQV RQ WKH GHOHWLRQ RI HQWULHV H[LVW RQO\ ZLWK UHVSHFW WR

UHJLVWHUV RI FULPLQDO FRQYLFWLRQV�
���

�� $GPLVVLELOLW\�RI�&RPSXWHU�*HQHUDWHG�(YLGHQFH

7KH DGPLVVLELOLW\ RI FRPSXWHU�JHQHUDWHG HYLGHQFH LV QRW RQO\ LPSRUWDQW IRU

WKH XVH RI FRPSXWHU UHFRUGV LQ FULPLQDO WULDO SURFHVV� EXW LV DOVR HVVHQWLDO IRU

GHILQLQJ WKH H[WHQW RI WKH DERYH�GHVFULEHG FRHUFLYH SRZHUV DQG RI PXWXDO

DVVLVWDQFH� VLQFH LQ PRVW FRXQWULHV FRHUFLYH SRZHUV DUH RQO\ DSSOLFDEOH WR

PDWHULDO WKDW ZRXOG EH DGPLVVLEOH LQ HYLGHQFH DW D WULDO� FRQVHTXHQWO\� LI

VSHFLILF FRPSXWHU GDWD RU SULQWRXWV FRXOG QRW EH XVHG DV HYLGHQFH� WKH\

FRXOG DOVR QRW EH VHDUFKHG DQG VHL]HG� ,Q SUDFWLFH WKH YDULRXV OHJDO

SUREOHPV DUH SDUWLFXODUO\ FUXFLDO VLQFH FRPSXWHU SULQWRXWV DQG FRPSXWHU

LQ WKH ODZ �6HFWLRQV � DQG � RI WKH $FW�� ,Q &DQDGD WKH )HGHUDO 3ULYDF\ $FW �5�6�&� ����� F� 3����

JRYHUQV WKH FROOHFWLRQ� UHWHQWLRQ DQG XVH RI SHUVRQDO LQIRUPDWLRQ E\ IHGHUDO LQVWLWXWLRQV LQFOXGLQJ

WKH 5R\DO &DQDGLDQ 0RXQWHG 3ROLFH� GDWD SURFHVVLQJ RI SURYLQFLDO SROLFH IRUFHV LV UHJXODWHG� H�J��

LQ WKH 2QWDULR )UHHGRP RI ,QIRUPDWLRQ DQG 3URWHFWLRQ RI 3ULYDF\ $FW �6�2� ����� F� ��� HVSHFLDOO\

6HFWLRQ ��� DQG WKH 4XHEHF $FW UHVSHFWLQJ $FFHVV WR 'RFXPHQWV +HOG E\ 3XEOLF %RGLHV DQG WKH

3URWHFWLRQ RI 3HUVRQDO ,QIRUPDWLRQ �5�6�4�� F� $�� �� VHH HVSHFLDOO\ 6HFWLRQ �� DQG 6HFWLRQ ������

,Q )UDQFH /DZ 1R� ����� RI � -DQXDU\ ���� �UHODWLYH j O
LQIRUPDWLTXH� DX[ ILFKLHUV HW DX[ OLEHUWpV�

LV DSSOLFDEOH IRU SROLFH ILOHV�

��� 6HH� H�J�� IRU *HUPDQ\� H�J�� 6HFWLRQV � HW VHT� )HGHUDO &ULPLQDO 3ROLFH 2IILFH $FW RI � -XO\ �����

IRU ,WDO\� $UWLFOH � 'DWD 3URWHFWLRQ $FW RI ����� IRU 1RUZD\ 6HFWLRQ � RI $FW 1R� �� RI � -XQH ����

5HODWLQJ WR 3HUVRQDO 'DWD 5HJLVWHUV UHTXLUHV SHUPLVVLRQ RI WKH .LQJ �L�H� D JRYHUQPHQW FRQFHVVLRQ�

IRU WKH HVWDEOLVKPHQW RI VSHFLILF �HVSHFLDOO\ HOHFWURQLF� SHUVRQDO GDWD UHJLVWHUV�

��� 6HH� H�J�� IRU *HUPDQ\� WKH /DZ RQ WKH &HQWUDO DQG WKH (GXFDWLRQ 5HJLVWHU RI �� -XO\ �����

��� )RU WKH UHOHYDQW ZRUN RI LQWHUQDWLRQDO RUJDQLVDWLRQV VHH LQIUD FKDSWHU ,9�$���E� IQ� ����
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GDWD FDQ HDVLO\ EH PDQLSXODWHG �D SKHQRPHQRQ ZKLFK LV LOOXVWUDWLYHO\

GHVFULEHG DV WKH �VHFRQG�KDQG QDWXUH� RI FRPSXWHU SULQWRXWV��
���

7KH DGPLVVLELOLW\ RI HYLGHQFH IURP FRPSXWHU UHFRUGV LQ FRXUWV GHSHQGV

WR D JUHDW H[WHQW RQ WKH XQGHUO\LQJ IXQGDPHQWDO SULQFLSOHV RI HYLGHQFH LQ

WKH UHVSHFWLYH FRXQWU\� 7ZR PDLQ JURXSV RI FRXQWULHV PXVW EH

GLIIHUHQWLDWHG� FRQWLQHQWDO ODZ FRXQWULHV RQ RQH WKH KDQG �LQIUD D� DQG

FRPPRQ ODZ FRXQWULHV RQ WKH RWKHU KDQG �LQIUD E��

D� &RQWLQHQWDO /DZ &RXQWULHV

7KH &RQWLQHQWDO ODZ FRXQWULHV DQG PDQ\ RWKHUV RSHUDWH DFFRUGLQJ WR WKH

SULQFLSOH RI IUHH LQWURGXFWLRQ DQG IUHH HYDOXDWLRQ RI HYLGHQFH ��V\VWqPH GH

O
LQWLPH�FRQYLFWLRQ���
���

,Q WKHVH FRXQWULHV WKH MXGJH FDQ� LQ SULQFLSOH� XVH DOO

NLQGV RI HYLGHQFH DQG WKHQ KDV WR ZHLJK WKH H[WHQW WR ZKLFK KH FDQ UHO\ RQ

WKH HYLGHQFH �HVSHFLDOO\ KLV RZQ REVHUYDWLRQV� WKH VWDWHPHQWV RI VXVSHFWV�

ZLWQHVVHV DQG H[SHUWV� DV ZHOO DV ZULWWHQ GRFXPHQWV�� /HJDO V\VWHPV EDVHG

RQ WKHVH SULQFLSOHV LQ JHQHUDO GR QRW KHVLWDWH WR LQWURGXFH FRPSXWHU UHFRUGV

DV HYLGHQFH�
���

3UREOHPV RFFXU RQO\ ZKHQ SURFHGXUDO SURYLVLRQV SURYLGH

VSHFLILF UHJXODWLRQV IRU WKH SURRI RI MXGLFLDO DFWV RU SURRI ZLWK OHJDO

GRFXPHQWV�
���

)RU H[DPSOH� LQ )UDQFH� LQ WKH ILHOG RI FLYLO ODZ� D OHJDO

DPHQGPHQW RI ���� RQ 3URRI RI -XGLFLDO $FWV LQWURGXFHG QHZ SRVVLELOLWLHV RI

SURRI RI MXGLFLDO DFWV DFFRUGLQJ WR ZKLFK� XQGHU FHUWDLQ FRQGLWLRQV� RULJLQDOV

FDQ EH UHSODFHG E\ UHOLDEOH FRSLHV�
���

��� 6HH $PRU\�3RXOOHW� &RPSXWHU (YLGHQFH ± $ &RPSDUDWLYH $SSURDFK LQ &LYLO DQG &RPPRQ /DZ

6\VWHPV� ,QWHUQDWLRQDO &RPSXWHU /DZ $GYLVHU 9ROXPH �� 1R� �� -DQXDU\ ����� SS� � HW VHT��

)HEUXDU\ ����� SS� �� HW VHT�� 6LHEHU� 7KH ,QWHUQDWLRQDO +DQGERRN RQ &RPSXWHU &ULPH� �����

SS� ��� ��� HW VHT� 7KH IROORZLQJ FKDSWHU LV EDVHG RQ FKDSWHU ,9�&�� RI WKLV ERRN�

��� )RU *HUPDQ\ VHH IRU H[DPSOH 6HFWLRQ ��� RI WKH &ULPLQDO 3URFHGXUDO &RGH�

��� $QRWKHU TXHVWLRQ LV KRZ DQ HOHFWURQLF HYLGHQFH LV FRQVLGHUHG E\ WKH FRXUW� 7KH )HGHUDO &RXUW RI

-XVWLFH LQ *HUPDQ\ IRU H[DPSOH KDV GHFLGHG� WKDW WKH �R�N���VLJQ RI D ID[ PDVFKLQH GRHV QRW

DOZD\V SURYH WKH DUULYDO ������� 1HXH -XULVWLVFKH :RFKHQVFKULIW� SS� ��� HW VHT��� %HFDXVH RI WKH

SRVVLELOLWLHV RI PDQLSXODWLRQ WKH YDOXH RI DQ HOHFWURQLF HYLGHQFH GHSHQGV RQ WKH JHQHUDO UHOLDELOLW\

DQG PDQLSXODELOLW\ RI D FHUWDLQ V\VWHP� ,Q DGGLWLRQ WR WKDW� FRPSXWHU IRU H[DPSOH FRPSXWHU

SULQWRXWV �HVSHFLDOO\ E\ ODVHU SULQWHUV� DUH PXFK OHVV LQGLYLGXDO WKDQ IRUPHU WLPHV
 W\SHZULWHUV�

��� 6HH� H�J�� IRU WKH GHOLPLWDWLRQ RI �GRFXPHQW� DQG �REMHFW RI UHDO HYLGHQFH� ��8UNXQGH� DQG

�$XJHQVFKHLQVREMHNW�� LQ WKH FULPLQDO SURFHGXUDO ODZ RI *HUPDQ\� (QWVFKHLGXQJHQ GHV

%XQGHVJHULFKWVKRIV� 9ROXPH ��� SS� ��� HW VHT� DQG 9ROXPH ��� SS� ��� HW VHT�� IRU WKH

GHOLPLWDWLRQ RI �ZULWWHQ PDWHULDO� LQ WKH ILHOG RI LQIRUPDWLRQ WHFKQRORJ\ LQ WKH 1HWKHUODQGV� 'XWFK

&RPPLWWHH RQ &RPSXWHU &ULPH� ,QIRUPDWLRQ 7HFKQRORJ\ DQG &ULPLQDO /DZ ��)UDQNHQ UHSRUW���

(QJOLVK WUDQVODWLRQ� �������� SS� �� HW VHT� �QRV� ���� ����� IRU *UHHFH� $UWLFOHV ���� ���

&ULPLQDO 3URFHGXUDO &RGH�

��� 6HH IRU )UDQFH� /DZ 1R� ������ RI �� -XO\ ���� RQ 3URRI RI -XGLFLDO $FWV� 6HFWLRQ ���� &LYLO &RGH�

IRU VLPLODU TXHVWLRQV RI FLYLO SURFHGXUDO ODZ LQ *HUPDQ\ FRPSDUH %RKDWLXN� %HZHLVZHUW

JHVSHLFKHUWHU ,QIRUPDWLRQHQ� ������ &RPSXWHU XQG 5HFKW� SS� ��� HW VHT�� DW ��� HW VHT�� .|KOHU�
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���

E� &RPPRQ /DZ &RXQWULHV

&RQWUDU\ WR WKH OHJDO VLWXDWLRQ LQ FRQWLQHQWDO ODZ FRXQWULHV� WKH FRPPRQ ODZ

FRXQWULHV� HVSHFLDOO\ $XVWUDOLD� &DQDGD� WKH 8QLWHG .LQJGRP DQG WKH 8QLWHG

6WDWHV RI $PHULFD� DUH� WR D JUHDWHU H[WHQW� FKDUDFWHULVHG E\ DQ RUDO DQG

DGYHUVDULDO SURFHGXUH� ,Q WKHVH FRXQWULHV D ZLWQHVV FDQ RQO\ WHVWLI\

FRQFHUQLQJ KLV SHUVRQDO NQRZOHGJH� SHUPLWWLQJ KLV VWDWHPHQWV WR EH YHULILHG

E\ FURVV�H[DPLQDWLRQ� .QRZOHGJH IURP VHFRQGDU\ VRXUFHV� VXFK DV RWKHU

SHUVRQV� ERRNV� RU UHFRUGV� LV UHJDUGHG DV �KHDUVD\ HYLGHQFH�� DQG LV� LQ

SULQFLSOH� LQDGPLVVLEOH� 6R WKH TXDOLILFDWLRQV RI HOHFWURQLF HYLGHQFH DV

KHDUVD\ DQG WUDGLWLRQDO UXOHV RI EHVW HYLGHQFH GR QRW IDYRXU WKHLU XVH�

+RZHYHU� LQ JHQHUDO LW FDQ EH VDLG WKDW WKHUH DUH VHYHUDO H[FHSWLRQV WR WKH

KHDUVD\ HYLGHQFH UXOH� VXFK DV WKH �EXVLQHVV UHFRUGV H[FHSWLRQ� RU WKH

�SKRWRJUDSKLF FRSLHV H[FHSWLRQ� DQG WKDW PRUHRYHU WKH PRGHUQ MXGJH GRHV

QRW DQ\ ORQJHU FORVH KLV H\HV IRU HOHFWURQLF HYLGHQFH�
���

7KH EXVLQHVV UHFRUGV

H[FHSWLRQ� IRU H[DPSOH� SHUPLWV D EXVLQHVV UHFRUG FUHDWHG LQ WKH FRXUVH RI

HYHU\GD\ FRPPHUFLDO DFWLYLW\ WR EH LQWURGXFHG DV HYLGHQFH HYHQ LI WKHUH LV

QR LQGLYLGXDO ZKR FDQ WHVWLI\ IURP SHUVRQDO NQRZOHGJH� 6LQFH PRVW RI WKHVH

FRPPRQ ODZ UXOHV ZHUH GHYHORSHG LQ WKH ��WK FHQWXU\ DQG UHIOHFW WKH

SUREOHPV RI 9LFWRULDQ VRFLHW\� WKH TXHVWLRQ ZKHWKHU FRPSXWHU ILOHV DUH �UHDO

HYLGHQFH� DQG WKH TXHVWLRQ ZKHWKHU RU QRW FRPSXWHU SULQWRXWV IDOO XQGHU

RQH RI WKLV H[FHSWLRQV RI WKH KHDUVD\ UXOH KDYH EHHQ WKH VXEMHFW RI

H[WHQVLYH GHEDWH�
���

6RPH FRPPRQ ODZ FRXQWULHV KDYH DFFHSWHG FRPSXWHU

SULQWRXWV DV IDOOLQJ ZLWKLQ WKH EXVLQHVV UHFRUGV H[FHSWLRQ� 2WKHUV KDYH

HODERUDWHG QHZ ODZV DOORZLQJ FRPSXWHU UHFRUGV WR EH DGPLWWHG DV HYLGHQFH

LI FHUWDLQ FRQGLWLRQV DUH PHW�

'LH 3UREOHPDWLN DXWRPDWLVFKHU 5HFKWVYRUJlQJH� LQVEHVRQGHUH YRQ :LOOHQVHUNOlUXQJHQ� ��� ������

$UFKLY I�U GLH ]LYLOLVWLVFKH 3UD[LV� SS� ��� HW VHT�

��� &I� DOVR WKH 5HFRPPHQGDWLRQ RI WKH &RXQFLO RI (XURSH RQ &ULPLQDO 3URFHGXUDO /DZ ����� SULQFLSOH

��� �7KH FRPPRQ QHHG WR FROOHFW� SUHVHUYH DQG SUHVHQW HOHFWURQLF HYLGHQFH LQ ZD\V WKDW EHVW

HQVXUH DQG UHIOHFW WKHLU LQWHJULW\ DQG LUUHIXWDEOH DXWKHQWLFLW\� ERWK IRU WKH SXUSRVHV RI GRPHVWLF

SURVHFXWLRQ DQG LQWHUQDWLRQDO FR�RSHUDWLRQ� VKRXOG EH UHFRJQLVHG� 7KHUHIRUH� SURFHGXUHV DQG

WHFKQLFDO PHWKRGV IRU KDQGOLQJ HOHFWURQLF HYLGHQFH VKRXOG EH IXUWKHU GHYHORSHG� DQG SDUWLFXODUO\ LQ

VXFK ZD\ DV WR HQVXUH WKHLU FRPSDWLELOLW\ EHWZHHQ VWDWHV� &ULPLQDO SURFHGXUDO ODZ SURYLVLRQV RQ

HYLGHQFH UHODWLQJ WR WUDGLWLRQDO GRFXPHQWV VKRXOG VLPLODUO\ DSSO\ WR GDWD VWRUHG LQ D FRPSXWHU

V\VWHP��

��� 6HH� H�J�� 7KH $XVWUDOLDQ /DZ 5HIRUP &RPPLVVLRQ� (YLGHQFH 9ROXPH �� ,QWHULP 5HSRUW 1R� ���

����� SS� ��� HW VHT�� %HTXDL� +RZ WR 3UHYHQW &RPSXWHU &ULPH� ����� SS� �� HW VHT�� %URZQ�

&RPSXWHU�3URGXFHG (YLGHQFH LQ $XVWUDOLD� 8QLYHUVLW\ RI 7DVPDQLD /DZ 5HYLHZ 9ROXPH � �������

.HOPDQ�6L]HU� &RPSXWHU *HQHUDWHG 2XWSXW DV $GPLVVLEOH (YLGHQFH� ����� .\HU� &RPSXWHU

5HFRUGV DV &RXUWURRP (YLGHQFH� 9ROXPH � 1R� � �$XJXVW ����� &RPSXWHU /DZ� SS� �� HW VHT��

9ROXPH �� 1R� ���� �6HSWHPEHU�2FWREHU ������ SS� �� HW VHT�� 5HHG� $ 1RWH RQ &ULPLQDO

(YLGHQFH� LQ� 5HHG �HG��� &RPSXWHU /DZ� ����� SS� ��� HW VHT�� 7DSSHU� &RPSXWHU /DZ� �UG HG�

����� SS� �� HW VHT�
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,Q WKH 8QLWHG .LQJGRP� WKH 3ROLFH DQG &ULPLQDO (YLGHQFH $FW RI ����
���

SURYLGHV LQ 6HFWLRQ �� �D� WKDW D VWDWHPHQW LQ D GRFXPHQW SURGXFHG E\ D

FRPSXWHU PXVW VDWLVI\ WKH IROORZLQJ FRQGLWLRQV LQ DGGLWLRQ WR WKH JHQHUDO

UHTXLUHPHQWV IRU DGPLVVLELOLW\ RI GRFXPHQWV WR EH XVHG DV HYLGHQFH�

���� 7KDW WKHUH DUH QR UHDVRQDEOH JURXQGV IRU EHOLHYLQJ WKDW WKH VWDWHPHQW

LV LQDFFXUDWH EHFDXVH RI LPSURSHU XVH RI WKH FRPSXWHU� ��� 7KDW DW DOO

PDWHULDO WLPHV WKH FRPSXWHU ZDV RSHUDWLQJ SURSHUO\� RU� LI QRW� WKDW DQ\

UHVSHFW LQ ZKLFK LW ZDV QRW RSHUDWLQJ SURSHUO\ RU ZDV RXW RI RSHUDWLRQ ZDV

QRW VXFK DV WR DIIHFW WKH SURGXFWLRQ RI WKH GRFXPHQW RU WKH DFFXUDF\ RI LWV

FRQWHQWV� DQG ��� 7KDW DQ\ UHOHYDQW FRQGLWLRQV VSHFLILHG LQ UXOHV RI FRXUW

XQGHU 6XEVHFWLRQ � EHORZ DUH VDWLVILHG�� 3DUW ,, RI 6FKHGXOH � RI WKH $FW

ZKLFK VXSSOHPHQWV 6HFWLRQ �� E\ PDNLQJ PRUH GHWDLOHG SURYLVLRQV DV WR WKH

DGPLVVLELOLW\ RI FRPSXWHU HYLGHQFH� SURYLGHV LQ SDUDJUDSK �� WKDW LQ

HVWLPDWLQJ WKH ZHLJKW RI D VWDWHPHQW DGPLVVLEOH XQGHU 6HFWLRQ ��

FRQVLGHUDWLRQ VKDOO EH JLYHQ WR DOO WKH FLUFXPVWDQFHV� LQFOXGLQJ

FRQWHPSRUDQHLW\ DQG WKH TXHVWLRQ ZKHWKHU DQ\ SHUVRQ ZKR ZDV LQ D

SRVLWLRQ WR GR VR KDG DQ\ LQFHQWLYH WR FRQFHDO RU PLVUHSUHVHQW WKH IDFWV� ,Q

DGGLWLRQ WR WKH DFFXUDF\ UHTXLUHPHQWV RI WKH 3ROLFH DQG &ULPLQDO (YLGHQFH

$FW ����� GRFXPHQWV PXVW FRPH XQGHU RQH RI WKH H[FHSWLRQV WR WKH

KHDUVD\ UXOH RI WKH &ULPLQDO -XVWLFH $FW ���� LI WKH\ DUH QRW �UHDO HYLGHQFH�

�VXFK DV LQIRUPDWLRQ FROOHFWHG GLUHFWO\ E\ WKH FRPSXWHU LWVHOI� EXW �KHDUVD\

HYLGHQFH� �VXFK DV UHFRUGV FRQWDLQLQJ REVHUYDWLRQV PDGH E\ D KXPDQ

EHLQJ��
���

$XVWUDOLDQ ODZ WDFNOHV WKH SUREOHP E\ XVLQJ WZR GLIIHUHQW DSSURDFKHV

ZKLFK FDQ EH FODVVLILHG DV WKH �FRPSXWHU�VSHFLILF� DSSURDFK DQG WKH

�EXVLQHVV UHFRUGV� DSSURDFK� LQ VRPH MXULVGLFWLRQV ERWK FRQFHSWV DUH

DGRSWHG VLPXOWDQHRXVO\� 7KH �FRPSXWHU�VSHFLILF� DSSURDFK XVHV OHJLVODWLYH

SURYLVLRQV WKDW DUH VSHFLILFDOO\ DLPHG DW WKH DGPLVVLELOLW\ RI FRPSXWHU�

��� )RU GHWDLOV RI WKH DFW VHH =DQGHU� 7KH 3ROLFH DQG &ULPLQDO (YLGHQFH $FW ����� ����

�5HSULQW ������ +DUJUHDYHV�/HYHQVRQ� $ 3UDFWLWLRQHU
V *XLGH WR WKH 3ROLFH DQG &ULPLQDO (YLGHQFH

$FW ����� ����� )RU WKH DGPLVVLELOLW\ RI FRPSXWHU SULQWRXWV XQGHU 6HFWLRQV �� DQG �� RI WKH DFW

FRPSDUH 5� Y� 0LQRUV�5� Y� +DUSHU� 'HFLVLRQ RI WKH &RXUW RI $SSHDO �&ULPLQDO 'LYLVLRQ�� ������ 7KH

&ULPLQDO /DZ 5HYLHZ� SS� ��� HW VHT�

��� 6HFWLRQ �� RI WKH &ULPLQDO -XVWLFH $FW ���� �UHSODFLQJ 6HFWLRQ �� RI WKH 3ROLFH DQG &ULPLQDO

(YLGHQFH $FW ����� SURYLGHV WKDW GRFXPHQWV DULVLQJ IURP WUDGH� EXVLQHVV� SURIHVVLRQDO�

RFFXSDWLRQDO RU RIILFLDO DFWLYLWLHV ZKLFK UHFRUG LQIRUPDWLRQ VXSSOLHG E\ D SHUVRQ ZKR KDV SHUVRQDO

NQRZOHGJH RI WKH PDWWHUV UHFRUGHG DUH DGPLVVLEOH LQ FULPLQDO SURFHHGLQJV XQGHU WKH UHTXLUHPHQWV

RI 6HFWLRQ �� ��� RU 6HFWLRQ �� ��� �LLL�� 8QGHU 6HFWLRQ �� ��� WKH GRFXPHQW LV DGPLVVLEOH LI WKH

SHUVRQ ZKR ZRXOG RWKHUZLVH JLYH RUDO HYLGHQFH LV GHDG RU XQILW WR WHVWLI\� LI KH LV DEURDG DQG LW LV

QRW SUDFWLFDEOH IRU KLP WR WHVWLI\� RU LI KH FDQQRW EH IRXQG DOWKRXJK UHDVRQDEOH VWHSV KDYH EHHQ

WDNHQ WR ILQG KLP� 6HFWLRQ �� ��� �LLL� SHUPLWV WKH GRFXPHQW WR EH JLYHQ LQ HYLGHQFH LI WKH PDNHU RI

WKH VWDWHPHQW FDQQRW UHDVRQDEO\ EH H[SHFWHG WR UHPHPEHU WKH PDWWHUV FRQWDLQHG LQ WKH UHFRUG�
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SURGXFHG HYLGHQFH�
���

7KH �EXVLQHVV UHFRUGV� DSSURDFK FRQVLGHUV FRPSXWHU�

SURGXFHG HYLGHQFH RQO\ DV RQH DVSHFW LQ WKH JHQHUDO TXHVWLRQ RI

DGPLVVLELOLW\ RI EXVLQHVV UHFRUGV�
���

,Q WKH 8QLWHG 6WDWHV RI $PHULFD� VHYHUDO VWDWH ODZV FRQWDLQ SURYLVLRQV

ZKLFK VSHFLILFDOO\ DGGUHVV SUREOHPV RI HYLGHQFH� ,Q ���� WKH (YLGHQFH &RGH

RI &DOLIRUQLD ZDV DPHQGHG E\ 6HFWLRQ ������ ZKLFK LV LGHQWLFDO WR 6HFWLRQ �

RI WKH 6XJJHVWHG 6WDWH /HJLVODWLRQ RI WKH 6WDWH *RYHUQPHQWV &RPPLWWHH�

7KH VHFWLRQ VWDWHG WKDW �FRPSXWHU�UHFRUGHG LQIRUPDWLRQ RU FRPSXWHU

SURJUDPV� RU FRSLHV RI FRPSXWHU�UHFRUGHG LQIRUPDWLRQ RU FRPSXWHU

SURJUDPV� VKDOO QRW EH UHQGHUHG LQDGPLVVLEOH E\ WKH EHVW HYLGHQFH UXOH�� $

SULQWHG UHSUHVHQWDWLRQ RI FRPSXWHU LQIRUPDWLRQ RU FRPSXWHU SURJUDPV VKDOO

EH DGPLVVLEOH WR SURYH WKH H[LVWHQFH DQG FRQWHQW RI WKH FRPSXWHU

LQIRUPDWLRQ� 7KH SULQWHG UHSUHVHQWDWLRQV ZLOO EH SUHVXPHG WR EH DFFXUDWH

UHSUHVHQWDWLRQV RI WKH FRPSXWHU LQIRUPDWLRQ ZKLFK WKH\ SXUSRUW WR SUHVHQW�

7KLV SUHVXPSWLRQ� KRZHYHU� RQO\ DIIHFWV WKH EXUGHQ RI SURGXFLQJ HYLGHQFH

VLQFH WKH SDUW\ ZKLFK LQWURGXFHV WKH SULQWHG UHSUHVHQWDWLRQ ZLOO KDYH WKH

EXUGHQ RI SURYLQJ� E\ D SUHSRQGHUDQFH RI HYLGHQFH� WKDW LW LV WKH EHVW

DYDLODEOH HYLGHQFH RI WKH H[LVWHQFH DQG FRQWHQW RI WKH UHVSHFWLYH FRPSXWHU

LQIRUPDWLRQ RU FRPSXWHU SURJUDPV� ZKHQ WKHUH LV SURRI WKDW WKH GRFXPHQW

LV LQDFFXUDWH RU XQUHOLDEOH� ,Q ,RZD WKH FRPSXWHU FULPH ODZ RI ���� LQ

6HFWLRQ ���$��� VLPSO\ FUHDWHG D QHZ UXOH� VD\LQJ WKDW �LQ D SURVHFXWLRQ

XQGHU WKLV FKDSWHU� FRPSXWHU SULQWRXWV VKDOO EH DGPLWWHG DV HYLGHQFH RI DQ\

FRPSXWHU VRIWZDUH� SURJUDP� RU GDWD FRQWDLQHG LQ RU WDNHQ IURP D

FRPSXWHU� QRWZLWKVWDQGLQJ DQ DSSOLFDEOH UXOH RI HYLGHQFH WR WKH FRQWUDU\��
���

6LPLODU SUREOHPV DUH GLVFXVVHG LQ -DSDQ� ZKHUH KHDUVD\ HYLGHQFH

JHQHUDOO\ LV H[FOXGHG DV HYLGHQFH DQG WKH H[FHSWLRQ RI EXVLQHVV UHFRUGV FDQ

EH DSSOLHG LQ VSHFLILF FDVHV�
���

��� 6XFK SURYLVLRQV FDQ EH IRXQG IRU $XVWUDOLD LQ WKH &DSLWDO 7HUULWRU\ �3DUW 9,, RI WKH (YLGHQFH

2UGLQDQFH ������ LQ 4XHHQVODQG �6HFWLRQ �� RI WKH (YLGHQFH $FW ������ DQG LQ 6RXWK $XVWUDOLD

�3DUW 9, $ RI WKH (YLGHQFH $FW ���������

��� )RU $XVWUDOLD LW LV XVHG LQ WKH &DSLWDO 7HUULWRU\ �6HFWLRQ �� ��� RI WKH (YLGHQFH 2UGLQDQFH ������ LQ

WKH &RPPRQZHDOWK �3DUW ,,, $ RI WKH (YLGHQFH $FW ������ LQ 1HZ 6RXWK :DOHV �3DUW ,, & RI WKH

(YLGHQFH $FW ������ LQ 4XHHQVODQG �6HFWLRQ �� RI WKH (YLGHQFH $FW ������ LQ 6RXWK $XVWUDOLD

�6HFWLRQ ��D RI WKH (YLGHQFH $FW ��������� DQG LQ 9LFWRULD �6HFWLRQ �� RI WKH (YLGHQFH $FW ������

��� )RU DQ RYHUYLHZ RQ WKH UHOHYDQW ODZ RI WKH 86$ VHH %ORRP�%HFNHU� 7KH &RPSXWHU &ULPH /DZ

5HSRUWHU �ORRVH�OHDI HGLWHG E\ WKH 1DWLRQDO &HQWUH IRU &RPSXWHU &ULPH 'DWD� /RV $QJHOHV��

��� 6HH IRU -DSDQ� $UWLFOHV ���� ��� &ULPLQDO 3URFHGXUDO &RGH�
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�� �([WUDWHUULWRULDO��$SSOLFDWLRQ�RI�1DWLRQDO�&RPSXWHU�&ULPH
6WDWXWHV

7KH LQWHUQDWLRQDO UDQJH RI FULPLQDO ODZ SURYLVLRQV FUHDWHV SUREOHPV LQ

LQWHUQDWLRQDO FRPSXWHU QHWZRUNV HVSHFLDOO\ VLQFH WKH PLGGOH RI WKH ����V

ZLWK UHVSHFW WR LOOHJDO DQG KDUPIXO FRQWHQWV RQ WKH ,QWHUQHW� %DVHG RQ WKH

SULQFLSOH RI WHUULWRULDOLW\� PDQ\ VWDWHV GR QRW RQO\ DSSO\ WKHLU FULPLQDO ODZV

RQ LOOHJDO FRQWHQWV �VXFK DV SRUQRJUDSK\ RU KDWH VSHHFK� LQ FDVHV LQ ZKLFK

WKHVH FRQWHQWV DUH VWRUHG RQ D VHUYHU LQ WKHLU FRXQWU\� &RQVLGHULQJ QRW RQO\

WKH SODFH RI FRPPLVVLRQ EXW DOVR WKH SODFH RI SRWHQWLDO UHVXOWV�
���

WKH\ DOVR

H[WHQG WKHLU MXULVGLFWLRQ WR FDVHV LQ ZKLFK VHUYHUV DUH VHW XS DEURDG EXW FDQ

EH DFFHVVHG IURP WKHLU FRXQWU\� 8VLQJ WKLV GRFWULQH RI ��SRWHQWLDO� HIIHFW RI

WKH FULPH�� H�J� WKH *HUPDQ FULPLQDO ODZ V\VWHP FODLPV MXULVGLFWLRQ RQ WKH

DXWKRUV RI VWDWHPHQWV DQG WKH RSHUDWRUV RI VHUYHUV LQ &DQDGD ZKLFK DFW LQ

DFFRUGDQFH ZLWK &DQDGLDQ ODZ EXW ZKLFK LQIULQJH *HUPDQ DQWL�QD]L

OHJLVODWLRQ LI WKH &DQDGLDQ VHUYHUV DUH DFFHVVLEOH IURP *HUPDQ\� $

FRQVHTXHQW DSSOLFDWLRQ RI WKLV GRFWULQH RI ��SRWHQWLDO� HIIHFW RI WKH FULPH�

OHDGV WR WKH UHVXOW WKDW (XURSHDQ VHUYLFH SURYLGHUV DUH DOVR VXEMHFW WR

,VODPLF ODZ LI WKHLU FRQWHQWV DUH DFFHVVLEOH H�J� IURP ,UDQ� *HQHUDOO\

VSHDNLQJ� RQH FRXOG VD\ WKDW XQGHU WKLV GRFWULQH RI ODZ� D VHUYLFH SURYLGHU

RQ WKH ,QWHUQHW LV VXEMHFW WR QHDUO\ DOO OHJDO RUGHUV RI WKH ZRUOG�
���

$ IHZ

DXWKRUV KROG GH OHJH ODWD WKH RSLQLRQ WKDW QDWLRQDO FULPLQDO ODZ LV RQO\

DSSOLFDEOH LI WKH SHUSHWUDWRU KDV DFWHG LQ WKH VWDWH RU LQWHQGHG WR SURGXFH D

UHVXOW MXVW LQ D FHUWDLQ VWDWH�
���

7KH UHVXOWLQJ FRQIOLFWV RI ODZ DUH DJJUDYDWHG E\ WKH IDFW WKDW MXULVGLFWLRQ

LQ FULPLQDO PDWWHUV LQ PDQ\ FRXQWULHV LW QRW RQO\ GHWHUPLQHG E\ WKH SULQFLSOH

RI WHUULWRULDOLW\� EXW DOVR E\ RWKHU SULQFLSOHV VXFK DV WKH SULQFLSOH RI XQLYHUVDO

��� 6HH� H�J�� 6HFWLRQV �� � *HUPDQ &ULPLQDO &RGH� 6HFWLRQV ��� �� ��� $XVWULDQ &ULPLQDO &RGH�

6HFWLRQ � 'DQLVK &ULPLQDO &RGH� 6HFWLRQ �� )LQQLVK 3HQDO &RGH DQG 6HFWLRQV � ���� � ��� 6ZLVV

&ULPLQDO &RGH�

��� 6HH IRU WKH LQWHUQDWLRQDO DSSOLFDELOLW\ RI QDWLRQDO FULPLQDO ODZ ZLWK UHVSHFW WR RIIHQFHV RQ WKH

,QWHUQHW +LOJHQGRUI� hEHUOHJXQJHQ ]XU VWUDIUHFKWOLFKHQ ,QWHUSUHWDWLRQ GHV 8ELTXLWlWVSULQ]LSV LP

=HLWDOWHU GHV ,QWHUQHW� ������ 1HXH -XULVWLVFKH :RFKHQVFKULIW� SS� ���� HW VHT� 5LNOLQ� ,QIRUPDWLRQ

+LJKZD\ XQG 6WUDIUHFKW� LQ� +LOW\ �HG��� ,QIRUPDWLRQ +LJKZD\� ����� SS� ��� HW VHT�� DW SS� ���

HW VHT�� 5LQJHO� 5HFKWVH[WUHPLVWLVFKH 3URSDJDQGD DXV GHP $XVODQG LP ,QWHUQHW� ������ &RPSXWHU

XQG 5HFKW� SS� ��� HW VHT� )RU DQ GLVFXVVLRQ LQ WKH ,QWHUQHW LWVHOI VHH WKH GHEDWH EHWZHHQ 3RVW

DQG *ROGVPLWK �KWWS���ZZZ�KRWZLUHG�FRP�V\QDSVH�EUDLQWHQQLV�������LQGH[�D�KWPO! �DFFHVVHG

RQ �� -DQXDU\ ������ 6LPLODU SUREOHPV DSSHDU LQ LQWHUQDWLRQDO FLYLO ODZ� VHH IRU H[DPSOH 6WlKHOL�

.ROOLVVLRQVUHFKW DXI GHP ,QIRUPDWLRQ +LJKZD\� LQ� +LOW\ �HG��� ,QIRUPDWLRQ +LJKZD\� ����� SS� ���

HW VHT�

��� &I� 3LHWWH�&RQGRO�%HUWUDQG� ,QWHUQHW HW OD ORL� ����� S� ��� :LGPHU�%lKOHU� 5HFKWVIUDJHQ EHLP

(OHFWURQLF &RPPHUFH� ����� SS� ��� HW VHT�� &ROODUGLQ� 6WUDIWDWHQ LP ,QWHUQHW� ������ &RPSXWHU

XQG 5HFKW� SS� ��� HW VHT�
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SURVHFXWLRQ �DSSOLFDEOH H�J� ZLWK UHVSHFW WR FKLOG SRUQRJUDSK\ LQ PDQ\

FRXQWULHV��
���

,Q DOO FRXQWULHV XQWLO QRZ� WKHUH DUH QR VROXWLRQV KRZ WR SURWHFW FLWL]HQV

HIILFLHQWO\ DJDLQVW LOOHJDO FRQWHQWV RQ WKH ,QWHUQHW ZKLOH DYRLGLQJ LQWROHUDEOH

FRQIOLFWV RI ODZ DW WKH VDPH WLPH� 6XFK VROXWLRQV FDQQRW EH IRXQG RQ WKH

QDWLRQDO OHYHO EXW RQO\ RQ WKH LQWHUQDWLRQDO OHYHO E\ FUHDWLQJ D XQLYHUVDO

PLQLPXP FRGH RI UXOHV ZKLFK DUH DSSOLFDEOH LQ DOO FRXQWULHV�

�� &RQVHTXHQFHV�IRU�,QWHUQDWLRQDO�&R�RSHUDWLRQ

&RPSXWHU�UHODWHG FULPHV KDYH D VWURQJ LQWHUQDWLRQDO GLPHQVLRQ DQG VR KDV

LWV LQYHVWLJDWLRQ� 7KH XELTXLW\ RI LQIRUPDWLRQ LQ PRGHUQ FRPPXQLFDWLRQ

V\VWHPV PDNHV LW LUUHOHYDQW DV WR ZKHUH SHUSHWUDWRUV DQG YLFWLPV RI FULPHV

DUH VLWXDWHG LQ WHUPV RI JHRJUDSK\� 7KHUH LV QR QHHG IRU WKH SHUSHWUDWRU RU

WKH YLFWLP RI D FULPH WR PRYH RU WR PHHW LQ SHUVRQ� ,OOHJDO DFWLRQV VXFK DV

FRPSXWHU PDQLSXODWLRQV LQ RQH FRXQWU\ FDQ KDYH GLUHFW� LPPHGLDWH HIIHFWV

LQ WKH FRPSXWHU V\VWHPV RI DQRWKHU FRXQWU\� WKXV OHDGLQJ WR GDPDJHV H�J�

WR OLIH RU SURSHUW\ RU WR WKH GLVVHPLQDWLRQ RI XQODZIXO PDWHULDO LQ

LQWHUQDWLRQDO FRPSXWHU QHWZRUNV�
���

7KH ,QWHUQHW VKRZV WKDW IURQWLHUV

EHWZHHQ FRXQWULHV GR QRW IDFWXDOO\ LQWHUIHUH ZLWK WKH ,QWHUQHW WUDIILF DQG GR

QRW SUHYHQW ,QWHUQHW XVHUV WR H[FKDQJH LQIRUPDWLRQ DQG HYHQWXDOO\ WR HQWHU

LQWR HOHFWURQLF DJUHHPHQWV� 2Q WKH FRQWUDU\� ODZ HQIRUFHPHQW DXWKRULWLHV

JHQHUDOO\ KDYH WR UHVSHFW WKH ERUGHUV RI WKHLU VWDWHV� $V UHSUHVHQWDWLYHV RI

WKH QDWLRQDO VWDWH WKH\ FDQ RQO\ DFW OHJDOO\ ZLWKLQ WKHLU RZQ MXULVGLFWLRQ�

XQOHVV LQWHUQDWLRQDO WUHDWLHV SURYLGH D FOHDU OHJDO EDVLV�
���

7KXV� WKH LQWHUQDWLRQDO FKDUDFWHU RI FRPSXWHU QHWZRUNV FDOOV IRU

LQWHUQDWLRQDO FR�RSHUDWLRQ RI SROLFH DQG ODZ�HQIRUFHPHQW DXWKRULWLHV� 7KH

SUHFRQGLWLRQ IRU VXFK DQ LQWHUQDWLRQDO FR�RSHUDWLRQ LV WKDW SROLFH DQG RWKHU

ODZ HQIRUFHPHQW DXWKRULWLHV GLVSRVH RI DGHTXDWH DQG VLPLODU SRZHUV RQ WKH

EDVLV RI QDWLRQDO ODZ� 8QGHU DOO DJUHHPHQWV RQ SROLFH FR�RSHUDWLRQ DQG

��� 6HH� H�J�� 6HFWLRQ � 1R� � RI WKH *HUPDQ &ULPLQDO &RGH� FI� DOVR 6HFWLRQ �� �,� 1R� �D $XVWULDQ

&ULPLQDO &RGH�

��� 6HH 6LHEHU� 7KH ,QWHUQDWLRQDO +DQGERRN RQ &RPSXWHU &ULPH� ����� SS� ��� HW VHT�� 6LHEHU� 7KH

,QWHUQDWLRQDO (PHUJHQFH RI &ULPLQDO /DZ� ����� SS� �� HW VHT� 7KDW LV DOVR ZK\ LQ WKH ILHOG RI

VXEVWDQWLYH FULPLQDO ODZ FRPSXWHU FULPHV DUH WKH ILHOG ZKHUH KDUPRQLVDWLRQ LV LQGLVSHQVDEOH�

EHFDXVH D QDWLRQDO FRQWURO LV QR ORQJHU SRVVLEOH�

��� &I� WKH UHFRPPHQGDWLRQV LQ WKH 8QLWHG 1DWLRQV 0DQXDO RQ WKH SUHYHQWLRQ DQG FRQWURO RI FRPSXWHU�

UHODWHG GDWD� SDUW 9, '� 81� LQWHUQDWLRQDO UHYLHZ RI FULPLQDO SROLF\ 1RV� �� DQG ��� ����� $V D

W\SLFDO H[DPSOH RI LQWHUQDWLRQDO FR�RSHUDWLRQ VHH WKH %HQHOX[ 7UHDW\ RI �� -XQH ���� RQ

([WUDGLWLRQ DQG 0XWXDO $VVLVWDQFH LQ &ULPLQDO 0DWWHUV�
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PXWXDO DVVLVWDQFH� VWDWHV FDQ RQO\ SURYLGH PHDVXUHV ZKLFK DUH DGPLVVLEOH

XQGHU WKHLU QDWLRQDO ODZ�
���

7KXV� WKHUH LV DQ LQWHUQDWLRQDO LQWHUHVW WKDW WKH

OHJDO V\VWHPV RI DOO FRXQWULHV FRQWDLQ QRW RQO\ KDUPRQLVHG SURYLVLRQV LQ WKH

ILHOG RI VXEVWDQWLYH ODZ� EXW DOVR DGHTXDWH FULPLQDO SURFHGXUDO ODZ

SURYLVLRQV� HVSHFLDOO\ LQ WKH ILHOG RI FRHUFLYH SRZHUV�

�� &RPSDUDWLYH�$QDO\VLV

7KH DSSOLFDELOLW\ RI FRPSXWHU�UHODWHG FULPLQDO SURFHGXUDO ODZ LV QRW RQO\

UHOHYDQW LQ WKH SURVHFXWLRQ RI VXEVWDQWLYH FRPSXWHU FULPH DV GHVFULEHG

DERYH LQ WKLV UHSRUW EXW UDWKHU KDV LPSOLFDWLRQV IRU D ZLGH YDULHW\ RI FULPLQDO

DFWV� +RZHYHU� WKLV IXQGDPHQWDO LPSRUWDQFH RI FRPSXWHU�UHODWHG FULPLQDO

SURFHGXUDO ODZ LV DW SUHVHQW RQO\ SDUWLDOO\ UHIOHFWHG LQ WKH ODZV RI WKH

FRXQWULHV DQDO\VHG�

:LWK UHVSHFW WR WKH JDWKHULQJ RI LQIRUPDWLRQ WKH VFRSH RI FRHUFLYH SRZHUV RI

WKH SURVHFXWLQJ DXWKRULWLHV SURYHV SDUWLFXODUO\ SUREOHPDWLF� :KLOH DFWLYLWLHV

QRW DIIHFWLQJ D WKLUG SDUW\¶V FRQVWLWXWLRQDO ULJKWV �VXFK DV �HOHFWURQLF SROLFH

SDWUROV� LQ SXEOLF DUHDV RI WKH ,QWHUQHW� GR QRW SRVH OHJDO SUREOHPV� DOO

FRHUFLYH SRZHUV LQ JHQHUDO UHTXLUH D VWDWXWRU\ EDVLV� ,Q SDUWLFXODU LQ

FRXQWULHV ZKHUH DQ DQDORJRXV DSSOLFDWLRQ RI FULPLQDO SURFHGXUDO ODZ LV QRW

SRVVLEOH� WKLV PD\ FUHDWH VLJQLILFDQW SUREOHPV IRU ODZ�HQIRUFHPHQW XQOHVV

ODZV DUH DPHQGHG WR FRYHU WKH VSHFLILF QHHGV RI FRPSXWHU� DQG QHWZRUN

EDVHG LQYHVWLJDWLRQV�

,Q WKH DUHD RI VHDUFK DQG VHL]XUH� LW VWLOO UHPDLQV DQ RSHQ LVVXH LQ PRVW

FRXQWULHV ZKHWKHU GDWD SHU VH FDQ EH WKH VXEMHFW RI VHDUFK DQG VHL]XUH RU

ZKHWKHU WKH UHOHYDQW VWDWXWHV RQO\ DSSO\ WR WKH GDWD FDUULHU LWVHOI� 7KH ODWWHU

PD\ EH GLVSURSRUWLRQDWH LI IRU H[DPSOH D FRPSOHWH VHUYHU LV VHL]HG RQO\ WR

VHFXUH RQH VPDOO ILOH� ,Q PDQ\ FRXQWULHV� LW LV DOVR XQFOHDU ZKR VKRXOG

XOWLPDWHO\ EHDU WKH FRVWV RI VXFK D PHDVXUH� ZKHWKHU SROLFH FDQ XVH

FRPSXWHU HTXLSPHQW RI VXVSHFWV DQG ZLWQHVVHV DQG ZKHWKHU WKH SROLFH

VKRXOG EH DOORZHG WR DFFHVV FRQQHFWHG VHUYHUV RQOLQH �HVSHFLDOO\ LI WKH\ DUH

ORFDWHG RXWVLGH WKH SUHPLVHV PHQWLRQHG LQ WKH VHDUFK ZDUUDQW RU HYHQ

ORFDWHG DEURDG��

:LWK UHVSHFW WR ZLUH�WDSSLQJ LW LV DFFHSWHG LQ PRVW FRXQWULHV WKDW WKH

UHOHYDQW SURYLVLRQV DSSO\ QRW RQO\ WR YRLFH WHOHSKRQ\ EXW WR DOO NLQGV RI

FRPPXQLFDWLRQV YLD WHOHFRPPXQLFDWLRQ� ,W LV� KRZHYHU� XQFOHDU LQ PRVW

��� 7KLV SURFHGXUDO ODZ UHTXLUHPHQW PXVW QRW EH PL[HG XS ZLWK WKH VXEVWDQWLYH ODZ UHTXLUHPHQWV RI

�GRXEOH FULPLQDOLW\� ZKLFK H[LVW LQ DGGLWLRQ�
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MXULVGLFWLRQV ZKHWKHU WKHVH UXOHV FDQ DOVR EH XVHG ZKHQ D PDLO VHUYHU LV

DFFHVVHG RQOLQH LQ RUGHU WR UHWULHYH GDWD VWRUHG WKHUH�

'XWLHV LPSRVHG RQ WKLUG SDUWLHV WR DFWLYHO\ FR�RSHUDWH ZLWK ODZ

HQIRUFHPHQW �IRU H[DPSOH ZKHQ GDWD DUH HQFU\SWHG RU RWKHUZLVH FDQQRW EH

UHDG ZLWKRXW WKH KHOS RI D WKLUG SDUW\� DUH KLJKO\ UHOHYDQW LQ WKH ILHOG RI

FRPSXWHU�UHODWHG FULPLQDO SURFHGXUDO ODZ� +RZHYHU� RQO\ D IHZ VWDWHV

DOUHDG\ GLVSRVH RI VXFK SRZHUV LQ WKHLU SURFHGXUDO ODZ� ,Q RUGHU WR VROYH WKH

UHOHYDQW SUREOHPV� FRXQWULHV VKRXOG UHJXODWH DFWLYH GXWLHV RI FR�RSHUDWLRQ

DV ZDV GRQH LQ WKH 1HWKHUODQGV�

7KH XVH RI FRPSXWHU�JHQHUDWHG HYLGHQFH LQ FRXUW KDV SRVHG OHJDO

GLIILFXOWLHV LQ WKH SDVW RQO\ LQ FRPPRQ ODZ FRXQWULHV� 7KLV W\SH RI HYLGHQFH

KDV EHFRPH ZLGHO\ DGPLVVLEOH QRZ� +RZHYHU� LQ DOO FRXQWULHV� RQH KDV WR

EHDU LQ PLQG WKH IDFW WKDW VXFK GDWD DUH DOVR KLJKO\ VXVFHSWLEOH WR

PDQLSXODWLRQV�

&UHDWLQJ DQ DGHTXDWH V\VWHP RI SURFHGXUDO ODZ LV QRW RQO\ D QDWLRQDO ODZ

SUREOHP� 6LQFH FRXQWULHV LQ OHJDO DVVLVWDQFH PDWWHUV �HYHQ LI GRXEOH

FULPLQDOLW\ LV SURYLGHG� FDQ RQO\ SURYLGH PHDVXUHV DGPLVVLEOH XQGHU WKHLU

QDWLRQDO ODZ� WKHUH LV D VWURQJ LQWHUQDWLRQDO LQWHUHVW LQ FUHDWLQJ D FOHDU OHJDO

EDVLV IRU LQYHVWLJDWLRQV LQ FRPSXWHU DQG FRPPXQLFDWLRQ V\VWHPV DOO RYHU WKH

ZRUOG�

)� 5HJXODWLRQV�RQ�3URWHFWLRQ�0HDVXUHV

7KH FRPSXWHU FULPH FDVHV GHVFULEHG DERYH KDYH QRW RQO\ OHG WR SUREOHPV RI

VXEVWDQWLYH DQG SURFHGXUDO FULPLQDO ODZ� 7KH\ KDYH DOVR UDLVHG WKH TXHVWLRQ

ZKHWKHU VHFXULW\ PHDVXUHV DJDLQVW FRPSXWHU FULPH VKRXOG EH UHJXODWHG E\

DGPLQLVWUDWLYH ODZ� 7KH GLVFXVVLRQ RI WKHVH TXHVWLRQV ZKLFK JRHV EH\RQG

WKH WRSLF RI WKLV UHSRUW LV TXLWH FRPSOH[ DQG FDQ RQO\ EH EULHIO\ SRLQWHG RXW

KHUH� ,Q SULQFLSOH� WKUHH GLIIHUHQW TXHVWLRQV PXVW EH GLVWLQJXLVKHG�

REOLJDWLRQV WR LPSOHPHQW SURWHFWLRQ PHDVXUHV �LQIUD �� � SURKLELWLRQV RI

FHUWDLQ SURWHFWLRQ PHDVXUHV �LQIUD ��� DQG FRQVHTXHQFHV RI SRVVLEOH

PDQLSXODWLRQV IRU WKH XVH RI HOHFWURQLF FRQWUDFWV �LQIUD ���

�� 2EOLJDWLRQV�IRU�6HFXULW\�0HDVXUHV

$ JHQHUDO GXW\ WR LPSOHPHQW VDIHJXDUG PHDVXUHV IRU WKH SURWHFWLRQ RI GDWD

SURFHVVLQJ V\VWHPV GRHV QRW H[LVW IRU WKH SULYDWH VHFWRU �XQOLNH WKH VLWXDWLRQ

LQ WKH SXEOLF VHFWRU�� ,Q D IUHH VRFLHW\ DQG PDUNHW HFRQRP\� WKH LQGLYLGXDO

FLWL]HQV DUH IUHH WR GHFLGH ZKHWKHU WKH\ ZDQW WR SURWHFW WKHLU LQGLYLGXDO
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LQWHUHVWV RU DW OHDVW WKHLU FRPSXWHU V\VWHPV E\ FRVWO\ PHDVXUHV RU ZKHWKHU

WKH\ DUH UHDG\ WR DFFHSW WKH ULVN RI DQ �HOHFWURQLF EXUJODU\��

+RZHYHU� WKLV SULQFLSOH LV QRW YDOLG LI WKH ODFN RI VDIHJXDUG PHDVXUHV

GRHV QRW RQO\ OHDG WR WKH LQIULQJHPHQW RI LQWHUHVWV RI WKH UHVSHFWLYH

FRPSXWHU XVHU� EXW DOVR LQIULQJHV WKH LQWHUHVWV RI WKLUG SDUWLHV �HVSHFLDOO\

SULYDF\ ULJKWV� DQG RI SXEOLF LQWHUHVWV �VXFK DV WKH LQWHUHVW LQ D IXQFWLRQLQJ

QHWZRUN�� ,Q WKHVH FDVHV� WKH OHJLVODWRU VRPHWLPHV GHPDQGV DGHTXDWH

PHDVXUHV IRU WKH SURWHFWLRQ RI WKHVH SHUVRQV �ZKR LQ PRVW FDVHV FDQQRW

GHFLGH WKHPVHOYHV DERXW WKH LPSOHPHQWDWLRQ RI VDIHJXDUG PHDVXUHV� DQG

IRU WKH SURWHFWLRQ RI JHQHUDO LQWHUHVWV�

D� 3URWHFWLRQ RI 3HUVRQDO 'DWD

2EOLJDWLRQ IRU VHFXULW\ PHDVXUHV H[LVW DERYH DOO IRU FRPSXWHU XVHUV WKDW

SURFHVV SHUVRQDO GDWD RI WKLUG SDUWLHV� H�J�� LQVXUDQFH FRPSDQLHV� FUHGLW

LQTXLU\ DJHQFLHV RU WHOHFRPPXQLFDWLRQV RSHUDWRUV� ,Q WKLV UHVSHFW� UHIHUHQFH

FDQ EH PDGH WR WKH JHQHUDO H[SODQDWLRQV DERYH FRQFHUQLQJ WKH ILHOG RI GDWD

SURWHFWLRQ ODZ�
���

(�J�� LQ *HUPDQ\� 6HFWLRQ � RI WKH JHQHUDO 'DWD 3URWHFWLRQ

/DZ UHTXLUHV WHFKQLFDO DQG RUJDQLVDWLRQDO VHFXULW\ PHDVXUHV ZKLFK DUH

VSHFLILHG LQ DQ DQQH[ WR WKDW ODZ� 0RUHRYHU� WKHUH DUH VSHFLILF SURYLVLRQV LQ

VHFWRULDO UHJXODWLRQV� H�J�� IRU WKH SURWHFWLRQ RI WHOHFRPPXQLFDWLRQ VHFUHF\

�6HFWLRQ �� ��� 7HOHFRPPXQLFDWLRQV $FW
���

DQG 6HFWLRQ � ��� 1R� �

7HOHVHUYLFHV 'DWD 3URWHFWLRQ $FW� DQG IRU WKH VHFUHF\ RI WHOHFRPPXQLFDWLRQV

VXSHUYLVLRQ �6HFWLRQ �� 7HOHFRPPXQLFDWLRQV 6XSHUYLVLRQ 2UGLQDQFH��
���

&RUUHVSRQGLQJ UHJXODWLRQV FDQ EH IRXQG LQ WKH QHZ 7HOHFRPPXQLFDWLRQV

6HUYLFHV &RPSDQLHV 'DWD 3URWHFWLRQ 2UGLQDQFH�
���

7KH GHYHORSPHQW LQ RWKHU FRXQWULHV LV VLPLODU DV IDU DV WKH JHQHUDO

SURYLVLRQV RI GDWD SURWHFWLRQ ODZ DUH FRQFHUQHG�
���

ZKHUHDV UHJXODWLRQV LQ

VHFWRULDO ODZV DUH QRW VR ZLGHVSUHDG� H�J� LQ )LQODQG� 6HFWLRQ �� RI WKH

3HUVRQDO 'DWD )LOH $FW UHJXODWHV WKH GXW\ WR LPSOHPHQW DGHTXDWH VHFXULW\

PHDVXUHV�
���

,Q 6SDLQ� $UWLFOHV � DQG �� RI WKH /DZ ������ IRU WKH 5HJXODWLRQ

RI WKH $XWRPDWHG 3URFHVVLQJ RI 3HUVRQDO 'DWD �/257$'� SURYLGH WKDW WKH

SHUVRQV UHVSRQVLEOH IRU WKH GDWD SURFHVVLQJ PXVW WDNH WKH QHFHVVDU\ VDIHW\

��� &I� DERYH ,,�$�

��� %XQGHVJHVHW]EODWW ,� ����� SS� ���� HW VHT�

��� %XQGHVJHVHW]EODWW ,� ����� S� ����

��� %XQGHVJHVHW]EODWW ,� ����� SS� ��� HW VHT�

��� &I� WKH VXPPDU\ RI 6LHEHU� LQ� &KHVZLFN�%HOORYLQ �HGV��� )LUHZDOOV XQG 6LFKHUKHLW LP ,QWHUQHW�

����� SS� ��� HW VHT�

��� &I� WKH )LQQLVK UHSRUW LQ WKH $QQH[� SDJH ����
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PHDVXUHV LQ RUGHU WR SURWHFW SHUVRQDO GDWD DJDLQVW XQDXWKRULVHG DFFHVV�

FKDQJHV HWF�
���

0RUHRYHU� UHJXODWLRQV ZLWK UHJDUG WR WKH SURWHFWLRQ RI GDWD RI

WKLUG SDUWLHV FDQ EH IRXQG LQ &DQDGD� H�J�� 6HFWLRQ ��� %DQN $FW�

6HFWLRQ ��� &RRSHUDWLYH &UHGLW $VVRFLDWLRQV $FW� 6HFWLRQ �� $FW FRQFHUQLQJ

&DQDGLDQ %XVLQHVV &RUSRUDWLRQV� 6HFWLRQ ��� ,QVXUDQFH &RPSDQLHV $FW DQG

6HFWLRQ ��� 7UXVW DQG /RDQ &RPSDQLHV $FW�
���

E� 3URWHFWLRQ RI 3XEOLF ,QWHUHVWV

'XWLHV WR LPSOHPHQW VHFXULW\ PHDVXUHV FDQ DOVR H[LVW WR SURWHFW VSHFLDO

SXEOLF LQWHUHVWV� 7KLV LQFOXGHV H�J� WKH SURWHFWLRQ RI WHOHFRPPXQLFDWLRQV

IDFLOLWLHV DJDLQVW GDPDJH� $QRWKHU H[DPSOH LV WKH FDOO IRU VDIH WHFKQLFDO

FRPSRQHQWV ZKHQ FUHDWLQJ VLJQDWXUH NH\V ZKLFK DUH QHFHVVDU\ IRU WKH XVH

RI GLJLWDO VLJQDWXUHV�
���

LQ RUGHU WR SUHYHQW� H�J�� WKDW D SULYDWH VLJQDWXUH NH\

LV XVHG E\ DQ XQDXWKRULVHG SHUVRQ�

,Q *HUPDQ\� WKHUH DUH FRUUHVSRQGLQJ VSHFLDO OHJDO UXOHV� H�J�� IRU WKH

SURWHFWLRQ RI WKH SXEOLF WHOHFRPPXQLFDWLRQV QHWZRUN DJDLQVW GDPDJHV E\

�WHUPLQDO HTXLSPHQW� �6HFWLRQ �� 7HOHFRPPXQLFDWLRQV $FW�� ,Q WKH ILHOG RI

GLJLWDO VLJQDWXUHV� 6HFWLRQ � ��� DQG ���� 6HFWLRQV �� DQG �� *HUPDQ 'LJLWDO

6LJQDWXUH $FW UHJXODWH WKH VHFXULW\ UHTXLUHPHQWV WR EH REVHUYHG E\ WKH

FHUWLILFDWLRQ DXWKRULWLHV� PDLQO\ LQ RUGHU WR HQVXUH WKH LQWHJULW\ RI WKH

VLJQDWXUH NH\V DQG WKH FRUUHVSRQGLQJ SHUVRQDO GDWD�
���

7KHVH UHTXLUHPHQWV

DUH VSHFLILHG LQ IXUWKHU GHWDLO E\ WKH 'LJLWDO 6LJQDWXUH 2UGLQDQFH HQDFWHG RQ

WKH EDVLV RI 6HFWLRQ �� 'LJLWDO 6LJQDWXUH $FW� 7KH 2UGLQDQFH SURYLGHV IRU

FRUUHVSRQGLQJ UXOHV LQ 6HFWLRQV ��� ��� ��� ��� ��� �� DQG ���
���

7KH OHJDO

VLWXDWLRQ LQ WKH RWKHU FRXQWULHV WKDW DUH WKH VXEMHFW RI WKLV VWXG\ KDV QRW

EHHQ H[DPLQHG \HW�
���

��� &I� WKH 6SDQLVK UHSRUW LQ WKH $QQH[� SDJH ����

��� &I� FKDSWHU �� SS� � HW VHT� RI WKH VWXG\ RI WKH &DQDGLDQ 0LQLVWU\ RI -XVWLFH �$ 6XUYH\ RI /HJDO

,VVXHV 5HODWLQJ WR WKH 6HFXULW\ RI (OHFWURQLF ,QIRUPDWLRQ�� WR EH IRXQG DW

�KWWS���FDQDGD�MXVWLFH�JF�FD�&RPPHUFH�LQGH[BHQ�KWPO! �DFFHVVHG RQ �� -DQXDU\ ������

��� )RU GLJLWDO VLJQDWXUHV� VHH VXSUD ,,,�)���

��� %XQGHVJHVHW]EODWW ,� ����� SS� ����� ���� HW VHT�

��� 7KH 'LJLWDO 6LJQDWXUH 2UGLQDQFH FDQ EH REWDLQHG DW �KWWS���ZZZ�LLG�GH�UDKPHQ�VLJY�KWPO!

�DFFHVVHG RQ �� -DQXDU\ ������ DOVR FI� WKH OHJLVODWLYH LQWHQW RI WKH *HUPDQ )HGHUDO *RYHUQPHQW

FRQFHUQLQJ WKLV 2UGLQDQFH DW �KWWS���ZZZ�LLG�GH�UDKPHQ�VLJYBEHJU�KWPO! �DFFHVVHG RQ

�� -DQXDU\ ������

��� $V IDU DV ZH NQRZ� UHJXODWLRQV LQ VSHFLDO ODZV WKDW GHDO ZLWK VHFXULW\ PHDVXUHV LQ WKH SXEOLF

LQWHUHVW GR QRW H[LVW LQ WKH RWKHU 0HPEHU 6WDWHV RI WKH (8�



3URI� 'U� 8OULFK 6LHEHU ± &20&5,0(�6WXG\ ± ,,,� 1DWLRQDO /DZ

���

�� 3URKLELWLRQV�RI�6HFXULW\�0HDVXUHV

6LPLODULO\� SURKLELWLRQV RI VHFXULW\ PHDVXUHV FDQ H[LVW PDLQO\ IRU WZR

UHDVRQV� 6XFK SURKLELWLRQV FDQ SURWHFW WKLUG SDUW\ LQWHUHVWV �VXFK DV SULYDF\

ULJKWV�� 7KH\ FDQ DOVR SURWHFW SXEOLF LQWHUHVWV �VXFK DV WKH LQWHUHVWV RI

SURVHFXWLQJ DJHQFLHV WR VXSHUYLVH HQFU\SWHG GDWD��

D� 3URWHFWLRQ RI 3ULYDF\

3URKLELWLRQV RI VHFXULW\ PHDVXUHV ZLWK UHVSHFW WR SULYDF\ ULJKWV FDQ EH

DSSOLFDEOH LI SHUVRQDO DFWLYLWLHV RI LQWHUQDO RU H[WHUQDO XVHUV RI D FRPSXWHU

V\VWHP DUH UHFRUGHG IRU VDIHW\ UHDVRQV� 7KH VFRSH RI UHOHYDQW FDVHV UDQJHV

IURP WKH UHFRUGLQJ RI DWWHPSWV WR JHW XQDXWKRULVHG DFFHVV WR D FRPSXWHU�

YLD WKH UHFRUGLQJ RI FRQQHFWLRQ GDWD DW WKH URXWHU� WR WKH FRQWHQW

VXSHUYLVLRQ RI GLVFXVVLRQ IRUXPV DQG HOHFWURQLF PDLO� ,W LV REYLRXV WKDW VXFK

UHFRUGLQJV FDQ LQIULQJH SULYDF\ ULJKWV RI WKH VXSHUYLVHG RU FRQWUROOHG

SHUVRQV�

,Q *HUPDQ\� WKH UHVSHFWLYH VXSHUYLVLRQ PHDVXUHV DUH QRW FRYHUHG E\

WKH SURYLVLRQV RI WKH &ULPLQDO &RGH� EXW RQO\ E\ JHQHUDO DQG VSHFLILF GDWD

SURWHFWLRQ ODZV� 6SHFLILF *HUPDQ UHJXODWLRQV FDQ PDLQO\ EH IRXQG LQ

6HFWLRQ �� ��� 7HOHFRPPXQLFDWLRQV $FW
���

DQG LQ 6HFWLRQV � HW VHT�

7HOHFRPPXQLFDWLRQV 6HUYLFHV &RPSDQLHV 'DWD 3URWHFWLRQ 2UGLQDQFH�
���

,Q

WKH ILHOG RI WKH XVH RI WHOHVHUYLFHV� 6HFWLRQV �� �� � DQG � 7HOHVHUYLFHV 'DWD

3URWHFWLRQ $FW UHJXODWH WKH DGPLVVLELOLW\ RI WKH FROOHFWLQJ DQG SURFHVVLQJ RI

SHUVRQDO GDWD�
���

&RPSDUDWLYH VWXGLHV DV ZHOO DV DQ LQWHUQDWLRQDO

FR�RUGLQDWLRQ DUH VWLOO ODFNLQJ LQ WKLV ILHOG�

E� 3URKLELWLRQV RI &U\SWRJUDSK\

*HQHUDO SURKLELWLRQV RI VHFXULW\ PHDVXUHV IRU WKH SURWHFWLRQ RI SXEOLF

LQWHUHVWV DUH GLVFXVVHG LQ SDUWLFXODU LQ WKH ILHOG RI FU\SWRJUDSK\ LQ RUGHU WR

DOORZ ODZ HQIRUFHPHQW DXWKRULWLHV DQG VHFUHW VHUYLFHV WR OLVWHQ LQ RQ GDWD

FRPPXQLFDWLRQ� ,Q VSLWH RI WKLV GLVFXVVLRQ� OHJDO SURYLVLRQV SURKLELWLQJ WKH

XVH RI FU\SWRJUDSK\ H[LVW RQO\ RQ D YHU\ OLPLWHG VFDOH LQ WKH 0HPEHU 6WDWHV

RI WKH (&�

7KH PRVW UHVWULFWLYH SURYLVLRQV LQ WKLV UHVSHFW FDQ EH IRXQG LQ )UDQFH�

7KH XVH RI FU\SWRJUDSK\� LQ SDUWLFXODU IRU WKH SURWHFWLRQ RI VHFUHF\� XVHG WR

��� %XQGHVJHVHW]EODWW ,� ����� SS� ���� HW VHT�

��� %XQGHVJHVHW]EODWW ,� ����� SS� ��� HW VHT�

��� %XQGHVJHVHW]EODWW ,� ����� SS� ����� ���������



3URI� 'U� 8OULFK 6LHEHU ± &20&5,0(�6WXG\ ± ,,,� 1DWLRQDO /DZ

���

EH SUDFWLFDOO\ IRUELGGHQ E\ WKH /DZ 1R� �������
���

RI �� 'HFHPEHU ����

�WRJHWKHU ZLWK WKH 'HFUHH 1R� ������� RI �� 'HFHPEHU ������ 7KH

VLWXDWLRQ LV QRZ VRPHZKDW OHVV UHVWULFWLYH EHFDXVH RI $UWLFOH �� RI WKH /DZ

1R� ������ RI �� -XO\ ���� �)UHQFK 7HOHFRPPXQLFDWLRQV $FW��
���

ZKLFK KDV

VWLOO JRW WR EH LPSOHPHQWHG E\ D GHFUHH� $FFRUGLQJ WR WKLV SURYLVLRQ� WKH XVH

RI FU\SWRJUDSK\ VRIWZDUH DQG�RU KDUGZDUH LV SHUPLWWHG LI LW LV H[FOXVLYHO\

XVHG IRU WKH DXWKHQWLFDWLRQ RU VHFXULQJ RI WKH LQWHJULW\ RI LQIRUPDWLRQ� 7KLV

FRQFHUQV PDLQO\ WKH XVH RI GLJLWDO VLJQDWXUHV� +RZHYHU� LI WKH HQFU\SWLRQ

WHFKQRORJ\ LV DOVR XVHG IRU WKH VDIHJXDUGLQJ RI VHFUHF\� WKH VHFUHW NH\ XVHG

PXVW EH GHSRVLWHG DW D �WUXVWHG WKLUG SDUW\� ��773��� 7KLV WUXVWHG WKLUG SDUW\

KDV WR KDQG RXW WKH VHFUHW NH\ WR WKH SXEOLF DXWKRULWLHV XQGHU FHUWDLQ

FLUFXPVWDQFHV GHVFULEHG LQ IXUWKHU GHWDLO LQ WKH )UHQFK 7HOHFRPPXQLFDWLRQV

$FW� 7KH )UHQFK OHJLVODWRU WKXV LQ SULQFLSOH UHTXLUHV ± XQOLNH DOO RWKHU

0HPEHU 6WDWHV ± WKH FUHDWLRQ RI D �NH\ HVFURZ V\VWHP� IRU WKH XVH RI

FU\SWRJUDSK\ IRU WKH SURWHFWLRQ RI VHFUHF\� 7KH 7HOHFRPPXQLFDWLRQV $FW

IXUWKHU SURYLGHV WKDW 773V QHHG D SXEOLF DXWKRULVDWLRQ DQG PXVW EH

HVWDEOLVKHG LQ )UDQFH� ,UUHVSHFWLYH RI WKH GHSRVLW RI D VHFUHW NH\ ZLWK D

�WUXVWHG WKLUG SDUW\�� WKH )UHQFK 3ULPH 0LQLVWHU FDQ JUDQW SHUPLVVLRQ IRU WKH

XVH RI FU\SWRJUDSK\� $ :RUNLQJ *URXS RI WKH )UHQFK 0LQLVWU\ IRU )LQDQFH

DQG (FRQRP\ GHPDQGV� KRZHYHU� LQ LWV ILQDO UHSRUW RQ WKH GHYHORSPHQW RI

HOHFWURQLF FRPPHUFH SXEOLVKHG DW WKH EHJLQQLQJ RI ����� WKDW IXWXUH UXOHV LQ

WKH ILHOG RI FU\SWRJUDSK\ PXVW EH PDUNHG E\ D �OLEHUDO VSLULW�� VR WKDW WKH

H[LVWLQJ RSSRUWXQLWLHV LQ WKH ILHOG RI HOHFWURQLF FRPPHUFH FDQ EH HIIHFWLYHO\

XVHG�
���

,Q $XVWULD� 6HFWLRQ �� RI WKH %XVLQHVV 5DGLR &RPPXQLFDWLRQ 2UGLQDQFH

��%HWULHEVIXQNYHURUGQXQJ�� SURKLELWV WKH XVH RI FU\SWRJUDSK\ LQ UDGLR

QHWZRUNV� XQOHVV WKH FRPPXQLFDWLRQ LV HIIHFWXDWHG DPRQJ RUJDQLVDWLRQDO

HQWLWLHV RI WKH )HGHUDO 0LQLVWU\ RI WKH ,QWHULRU�
���

,Q WKH 8QLWHG .LQJGRP� WKH FUHDWLRQ RI D 773 LQIUDVWUXFWXUH FRPSDUDEOH

WR WKH V\VWHP HQYLVDJHG LQ )UDQFH ZDV GLVFXVVHG�
���

6SHFLILF ODZV� KRZHYHU�

GR QRW \HW H[LVW� ZKLFK LV LQ SDUWLFXODU GXH WR WKH FKDQJH RI WKH %ULWLVK

*RYHUQPHQW� 7KH QHZ /DERXU *RYHUQPHQW KDV SRLQWHG RXW LQ DQ RIILFLDO

��� &I� �KWWS���ZZZ�GPL�HQV�IU�HTXLSHV�JUHFF�&U\SWR�ORL�KWPO! �DFFHVVHG RQ �� -DQXDU\ ������

��� &I� �KWWS���ZZZ�WHOHFRP�JRXY�IU�HQJOLVK�DFWLY�WHOHFRP�QORL���KWP! �DFFHVVHG RQ �� -DQX�

DU\ ������

��� &I� �KWWS���ZZZ�ILQDQFHV�JRXY�IU�FRPPHUFHBHOHFWURQLTXH�ORUHQW]�DQJODLVH�UDSSRUWH�KWP! �DF�

FHVVHG RQ � -DQXDU\ ������

��� $XVWULDQ %XQGHVJHVHW]EODWW 1R� ���������

��� &I� �KWWS���GWLLQIR��GWL�JRY�XN�SXEV�! �DFFHVVHG RQ �� -DQXDU\ ������
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���

VWDWHPHQW WKDW LW GRHV QRW HQYLVDJH WKH FUHDWLRQ RI D NH\ HVFURZ V\VWHPV�
���

6LPLODULO\� LQ *HUPDQ\� SODQV RI WKH 0LQLVWU\ IRU ,QWHULRU $IIDLUV IRU

UHJXODWLRQV RI FU\SWRJUDSK\ FRXOG QRW ZLQ WKURXJK DJDLQVW WKH PRUH OLEHUDO

SRVLWLRQV RI WKH 0LQLVWU\ IRU (FRQRPLF $IIDLUV�

7KH VLWXDWLRQ LQ WKH 86 LV D ORW PRUH FRPSOH[� HYHQ WKRXJK WKHUH DUH QR

ODZV UHVWULFWLQJ WKH GRPHVWLF XVH RI FU\SWRJUDSK\ HLWKHU� ,Q WKH 86� WKH

GLVFXVVLRQ DOUHDG\ EHJDQ LQ ���� ZLWK WKH VR�FDOOHG �&OLSSHU�,QLWLDWLYH�� $W

WKDW WLPH� WKH &OLQWRQ $GPLQLVWUDWLRQ LQWURGXFHG WKH �(VFURZHG (QFU\SWLRQ

6WDQGDUG� �((6�� ZKLFK HQDEOHG SXEOLF DXWKRULWLHV WR GLUHFWO\ GHFRGH

HQFRGHG FRPPXQLFDWLRQ�
���

7KH ((6 ZDV ILUVW LPSOHPHQWHG RQ WKH &OLSSHU

&KLS� ZKLFK ZDV WR EH XVHG� H�J�� LQ FHOOXODU SKRQHV� (YHQ WKRXJK WKH ((6

FRXOG QRW VXFFHHG GXH WR FRQVLGHUDEOH FRQFHUQV LQ YLHZ RI WKH SURWHFWLRQ RI

SULYDF\� WKH 86 *RYHUQPHQW DW ILUVW SXUVXHG WKH FUHDWLRQ RI D �NH\ HVFURZ

V\VWHP� �VR�FDOOHG &OLSSHU ,,�� &OLSSHU ,,,� DQG &OLSSHU ,9�LQLWLDWLYHV�� LQ

ZKLFK WKH SXEOLF DXWKRULWLHV VKRXOG EH LQ SRVVHVVLRQ RI WKH NH\V QHFHVVDU\

IRU GHFRGLQJ� 2QO\ DW WKH EHJLQQLQJ RI ����� WKH &OLQWRQ $GPLQLVWUDWLRQ

WXUQHG WRZDUGV D �NH\ UHFRYHU\ V\VWHP�� L�H� WRZDUGV WKH FUHDWLRQ RI D

�SXEOLF NH\ LQIUDVWUXFWXUH �3.,��� $FFRUGLQJ WR WKLV FRQFHSW� WKH UHTXLUHG

LQIRUPDWLRQ VKDOO EH GHSRVLWHG DW VR�FDOOHG �NH\ UHFRYHU\ DJHQFLHV �.5$���

VR WKDW WKH GHFRGLQJ RI HQFRGHG LQIRUPDWLRQ RU FRPPXQLFDWLRQ LV SRVVLEOH�

7KLV LQIRUPDWLRQ VKDOO EH LVVXHG WR SXEOLF DXWKRULWLHV XQGHU FHUWDLQ

FLUFXPVWDQFHV VSHFLILHG E\ ODZ� 0RUHRYHU� UHJLVWHUHG FHUWLILFDWLRQ DXWKRULWLHV

�&$V� ± ZKLFK DUH LQ FKDUJH RI WKH FHUWLILFDWLRQ RI SXEOLF NH\V ± VKDOO RQO\

FHUWLI\ D SXEOLF NH\� LI WKH KROGHU RI WKLV NH\ KDV UHYHDOHG VXIILFLHQW

LQIRUPDWLRQ WR WKH .5$�
���

6LPLODU OHJLVODWLYH SURSRVDOV KDYH EHHQ ZRUNHG

RXW LQ &RQJUHVV DQG DUH QDPHG DIWHU RQH RU PRUH VHQDWRUV UHVSHFWLYHO\�
���

%HFDXVH RI D OHQJWK\ $PHULFDQ OHJLVODWLYH SURFHGXUH DQG WKH LQWHQVH SXEOLF

GLVFXVVLRQ LQ WKH 86$� D GHILQLWH OHJDO UHJXODWLRQ LV SUREDEO\ QRW WR EH

H[SHFWHG VRRQ�

F� ([SRUW &RQWUROV RQ &U\SWRJUDSK\

7KH VLWXDWLRQ LQ WKH ILHOG RI WKH H[SRUW RI FU\SWRJUDSK\ LV VRPHZKDW

GLIIHUHQW� ,Q %HOJLXP� D OLFHQFH LV UHTXLUHG LI FU\SWRJUDSK\ LV WR EH H[SRUWHG

��� &I� �KWWS���ZZZ�ODERXU�RUJ�XN�YLHZV�LQIR�KLJKZD\�FRQWHQW�KWPO! �DFFHVVHG RQ �� -DQXDU\ ������

��� $ VXUYH\ FDQ EH IRXQG DW �KWWS���ZZZ�HSLF�RUJ�FU\SWR�FOLSSHU�ILSVB���BFOLSSHUBIHEB���KWPO!

�DFFHVVHG RQ � -DQXDU\ ������

��� &I� �KWWS���ZZZ�FGW�RUJ�FU\SWR�������BDGPLQ�KWPO! �DFFHVVHG RQ �� -DQXDU\ ������

��� 6HH IRU WKH UHVSHFWLYH GUDIW ELOOV �KWWS���ZZZ�FGW�RUJ�FU\SWR�OHJLVB����SURB&2'(�! �DFFHVVHG RQ

�� -DQXDU\ ������
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���

WR FRXQWULHV RXWVLGH WKH %HQHOX[�FRXQWULHV�
���

,Q )UDQFH� WKH H[SRUW LV

UHJXODWHG E\ WKH DERYH�PHQWLRQHG /DZ 1R� ������� RI

�� 'HFHPEHU ����
���

DQG LQ 6ZHGHQ E\ WKH /DZV 6)6 ��������� DQG

6)6 ����������
���

$GGLWLRQDOO\� WKH H[SRUW RI FU\SWRJUDSK\ WHFKQRORJ\ LQ DOO

0HPEHU 6WDWHV RI WKH (8 LV UHJXODWHG E\ WKH ���� &RXQFLO 5HJXODWLRQ RQ

GXDO�XVH JRRGV
���

DQG VXSSOHPHQWHG E\ YDULRXV QDWLRQDO ODZV�
���

,Q &DQDGD� H[SRUW UHVWULFWLRQV IRU FU\SWRJUDSK\ DUH GHWHUPLQHG E\ WKH

�([SRUW DQG ,PSRUW 3HUPLWV $FW��
���

,Q WKH 86� WKH SLHFH RI OHJLVODWLRQ

DSSOLFDEOH WR WKH H[SRUW RI FU\SWRJUDSK\ XS WR WKH HQG RI ���� ZDV WKH

�,QWHUQDWLRQDO 7UDIILF LQ $UPV 5HJXODWLRQ �,7$5��� EHFDXVH FU\SWRJUDSK\ ZDV

RQ WKH �8QLWHG 6WDWHV 0XQLWLRQ /LVW�� 7KH 6WDWH 'HSDUWPHQW ZDV LQ FKDUJH RI

JUDQWLQJ H[SRUW OLFHQFHV�
���

2Q WKH EDVLV RI WKH &OLQWRQ $GPLQLVWUDWLRQ
V

�([HFXWLYH 2UGHU RQ ([SRUW &RQWUROV� RI �� 1RYHPEHU �����
���

WKH

'HSDUWPHQW RI &RPPHUFH LV QRZ LQ FKDUJH RI WKH OLFHQVLQJ� LQ ZKLFK RWKHU

*RYHUQPHQW 'HSDUWPHQWV VXFK DV WKH 'HSDUWPHQW RI -XVWLFH PXVW

SDUWLFLSDWH� &U\SWRJUDSK\ QRZ ILJXUHV LQ WKH �&RPPHUFH &RQWURO /LVW� DQG LV

WKXV VXEMHFW WR WKH �([SRUW $GPLQLVWUDWLRQ 5HJXODWLRQV� RI

�� 'HFHPEHU �����
���

$FFRUGLQJ WR WKHVH UXOHV� D VL[�PRQWKV H[SRUW OLFHQFH

LV JUDQWHG DIWHU D VLQJOH FRQWURO IRU FU\SWRJUDSK\ WKDW XVHV DW PRVW D ���ELW

NH\� LI WKH PDQXIDFWXUHU DJUHHV WR LPSOHPHQW D NH\ UHFRYHU\ V\VWHP ZLWKLQ

WZR \HDUV� 7KLV WLPH SHULRG EHJLQV RQ � -DQXDU\ ���� DQG HQGV RQ

�� 'HFHPEHU ����� ,I QR NH\ UHFRYHU\ V\VWHP LV LPSOHPHQWHG E\ WKLV GDWH�

WKH ROG UXOH LV YDOLG DJDLQ� L�H� RQO\ WKH H[SRUW RI FU\SWRJUDSK\ ZLWK D

PD[LPXP NH\ OHQJWK RI �� ELW LV SHUPLWWHG� $FFRUGLQJ WR D VWDWHPHQW RI WKH

&OLQWRQ $GPLQLVWUDWLRQ RI � 2FWREHU ����� D VWURQJHU FU\SWRJUDSK\ WKDQ D

���ELW NH\ ZLOO EH DOORZHG LI D NH\ UHFRYHU\ V\VWHP LV LPPHGLDWHO\ SURYLGHG

��� &I� �KWWS���ZZZ�FZLV�NXE�QO�∼IUZ�SHRSOH�NRRSV�FOV��KWP! �DFFHVVHG RQ �� -DQXDU\ ������

��� &I� VXSUD IQ� ����

��� 6HH �KWWS���ZZZ�QRWLVXP�VH�UQS�VOV�ODJ����������KWP! �DFFHVVHG RQ �� -DQXDU\ ����� DQG

�KWWS���ZZZ�QRWLVXP�VH�UQS�VOV�ODJ����������KWP! �DFFHVVHG RQ �� -DQXDU\ ������

��� &RXQFLO 5HJXODWLRQ �(&� 1R� ������� RI �� 'HFHPEHU ���� RQ VHWWLQJ XS D &RPPXQLW\ UHJLPH IRU

WKH FRQWURO RI H[SRUW RI GXDO�XVH JRRGV� 2- / ����� RI ����������� DPHQGHG E\ &RXQFLO

5HJXODWLRQ �(&� 1R� ������ RI �� $SULO ����� 2- / ���� RI �����������

��� &I�� H�J�� IRU *HUPDQ\ $X�HQZLUWVFKDIWVJHVHW]� %XQGHVJHVHW]EODWW ,� ����� SS� ��� HW VHT� DQG

$X�HQZLUWVFKDIWVYHURUGQXQJ� %XQGHVJHVHW]EODWW ����� SS� ���� HW VHT�

��� &I� 3LUDJRII� &DQDGLDQ UHSRUW� S� ���

��� &I� �KWWS���ZZZ�FZLV�NXE�QO�∼IUZ�SHRSOH�NRRSV�FOV��KWP! �DFFHVVHG RQ �� -DQXDU\ ������

��� &I� �KWWS���ZZZ�HSLF�RUJ�FU\SWR�H[SRUWBFRQWUROV�H[HFXWLYHBRUGHUB��B��B���KWPO! �DFFHVVHG RQ

�� -DQXDU\ ������

��� &I� �KWWS���ZZZ�HII�RUJ�SXE�3ULYDF\�,7$5BH[SRUW�������BFRPPHUFH�UHJV! �DFFHVVHG RQ

�� -DQXDU\ ������
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���

E\ WKH PDQXIDFWXUHU�
���

%HFDXVH RI WKLV OHJDO VLWXDWLRQ ZKLFK LV GLVVDWLVI\LQJ

HVSHFLDOO\ IRU WKH PDQXIDFWXUHUV RI VRIWZDUH DQG KDUGZDUH WKDW XVH

HQFU\SWLRQ WHFKQRORJ\� WKHUH DUH VRPH SURSRVDOV WKDW LQWHQG WR IDFLOLWDWH WKH

H[SRUW RI FU\SWRJUDSK\� $PRQJ WKH SURSRVDOV WR EH PHQWLRQHG DUH WKH GUDIW

�6HFXULW\ DQG )UHHGRP WKURXJK (QFU\SWLRQ $FW� �6$)(� DQG WKH GUDIW

�3URPRWLRQ RI &RPPHUFH 2QOLQH LQ WKH 'LJLWDO (UD $FW� �3UR�&2'(��
���

%RWK

GUDIW ELOOV DLP WR IDFLOLWDWH WKH H[SRUW RI JHQHUDOO\ DFFHVVLEOH DQG

SXEOLF�GRPDLQ FU\SWRJUDSK\ VRIWZDUH� 0RUHRYHU� WKH )HGHUDO 'LVWULFW &RXUW

RI 6DQ )UDQFLVFR KDV GHFLGHG LQ WKH �%HUQVWHLQ &DVH� WKDW H[SRUW UHVWULFWLRQV

IRU FU\SWRJUDSK\ LQ WKLV SDUWLFXODU FDVH YLRODWH WKH )LUVW $PHQGPHQW DQG DUH

WKXV DQWL�FRQVWLWXWLRQDO�
���

�� 'LJLWDO�6LJQDWXUHV

7KH PDQLSXODWLRQ SRVVLELOLWLHV GHVFULEHG DERYH OHDG WR WKH DGGLWLRQDO

TXHVWLRQ DV WR ZKDW H[WHQW FRQWUDFWV FRQFOXGHG YLD GDWD QHWZRUNV VKRXOG EH

UHFRJQLVHG� ,Q SUDFWLFH� WKH XVH RI GLJLWDO� HQFRGHG VLJQDWXUHV WULHV WR

VDIHJXDUG WKDW D GRFXPHQW RULJLQDWHV IURP D FHUWDLQ SHUVRQ �DXWKHQWLFDWLRQ�

DQG WKDW LW FDQQRW EH IDOVLILHG�

,Q *HUPDQ\� WKH 'LJLWDO 6LJQDWXUHV $FW LV LQ IRUFH VLQFH � $XJXVW �����
���

7KH OHJLVODWRU KDV NQRZLQJO\ UHIUDLQHG IURP UHJXODWLQJ ZKHWKHU GLJLWDO

VLJQDWXUHV DUH OHJDOO\ ELQGLQJ DQG RQO\ GHDOV ZLWK WKH QHFHVVDU\

LQIUDVWUXFWXUH IRU WKH XVH RI GLJLWDO VLJQDWXUHV VXFK DV WKH WDVNV RI WKH

FHUWLILFDWLRQ HQWLWLHV� )XUWKHU GHWDLOHG OHJDO UXOHV DUH SURYLGHG E\ WKH 'LJLWDO

6LJQDWXUH 2UGLQDQFH RI � 2FWREHU ���� HQDFWHG RQ WKH EDVLV RI 6HFWLRQ ��

'LJLWDO 6LJQDWXUHV $FW� ,Q WKH RWKHU (8 0HPEHU 6WDWHV� WKHUH DUH QR ODZV

GHDOLQJ ZLWK WKH XVH RI GLJLWDO VLJQDWXUHV� ,QLWLDWLYHV RU GUDIW ELOOV FDQ EH

IRXQG LQ 'HQPDUN�
���

WKH 8.�
���

,WDO\
���

� DQG 6ZHGHQ
���

DV ZHOO DV LQ -DSDQ�
���

��� &I� �KWWS���ZZZ�HII�RUJ�SXE�3ULYDF\�,7$5BH[SRUW�������BZKBFOLSSHU��VWDWHPHQW! �DFFHVVHG RQ

�� -DQXDU\ ������

��� &I� �KWWS���ZZZ�FGW�RUJ�FU\SWR�OHJLVB����6$)(! �DFFHVVHG RQ �� -DQXDU\ ����� DQG

�KWWS���ZZZ�FGW�RUJ�FU\SWR�OHJLVB����SURB&2'(! �DFFHVVHG RQ �� -DQXDU\ ������

��� +RZHYHU� WKLV GHFLVLRQ RQO\ PHDQV WKDW WKH PDWKHPDWLFLDQ %HUQVWHLQ FDQ H[SRUW WKH VRXUFH FRGH

RI KLV FU\SWRJUDSK\ VRIWZDUH� &I� �KWWS���ZZZ�FGW�RUJ�FU\SWR�EHUQVWHLQ�VKWPO! �DFFHVVHG RQ

�� -DQXDU\ ������

��� 6HH $UWLFOH � ,QIRUPDWLRQ DQG &RPPXQLFDWLRQ 6HUYLFHV $FW�

��� &I� �KWWS���ZZZ�IVN�GN�IVN�SXEO�HOFRP�NDS���KWP! �DFFHVVHG RQ �� -DQXDU\ ������

��� &I� �KWWS���GWLLQIR��GWL�JRY�XN�SXEV! �DFFHVVHG RQ �� -DQXDU\ ������

��� &I� �KWWS���ZZZ�DLSD�LW�QRWDULD�DWWLBHOH�KWP! �DFFHVVHG RQ �� -DQXDU\ ������
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,Q WKH 86 WKH VLWXDWLRQ LV GLIIHUHQW� ,Q PRVW IHGHUDO VWDWHV� WKHUH DUH

ODZV WKDW IUHTXHQWO\ QRW RQO\ UHJXODWH WKH LQIUDVWUXFWXUH� EXW DOVR GHDO ZLWK

WKH OHJDO HIIHFWV RI GLJLWDO VLJQDWXUHV�
���

0RUHRYHU� RQ WKH IHGHUDO OHYHO� WKHUH

LV WKH �'LJLWDO 6LJQDWXUH 6WDQGDUG �'66��� ZKLFK SURYLGHV D PHDQV RI

DXWKHQWLFDWLQJ WKH LQWHJULW\ RI HOHFWURQLFDOO\ WUDQVPLWWHG GDWD DQG WKH

LGHQWLW\ RI WKH VHQGHU� 7KH VWDQGDUG LV DSSOLFDEOH WR DOO IHGHUDO GHSDUWPHQWV

DQG DJHQFLHV IRU WKH SURWHFWLRQ RI XQFODVVLILHG LQIRUPDWLRQ�
���

�� &RPSDUDWLYH�$QDO\VLV

2EOLJDWLRQV WR LPSOHPHQW VHFXULW\ PHDVXUHV LQ WKH SULYDWH LQWHUHVW PDLQO\

UHVXOW IURP JHQHUDO GDWD SURWHFWLRQ ODZV LQ VR IDU DV WKH SURWHFWLRQ RI

SHUVRQDO GDWD LV FRQFHUQHG� 6SHFLDO OHJDO UXOHV LQ WKLV UHJDUG DUH TXLWH UDUH

DQG FRQFHUQ YDULRXV ILHOGV VXFK DV WHOHFRPPXQLFDWLRQV LQ *HUPDQ\ RU WKH

EDQNLQJ DQG LQVXUDQFH VHFWRU LQ &DQDGD� )XUWKHU UHJXODWLRQV ZLWK UHVSHFW WR

VHFXULW\ PHDVXUHV H[LVW LQ WKH ILHOG RI WKH UHOLDEOH FUHDWLRQ RI FU\SWRJUDSKLF

NH\V� ,Q WKLV ILHOG WKHUH LV D SDUWLFXODU QHHG IRU QDWLRQDO OHJLVODWRUV WR FDWFK

XS�

$V IDU DV WKH SURKLELWLRQ RI VHFXULW\ PHDVXUHV LV FRQFHUQHG� JHQHUDO GDWD

SURWHFWLRQ ODZV DV ZHOO DV VRPH VSHFLILF VHFWRULDO SULYDF\ ODZV SURKLELW D WRR

H[FHVVLYH FROOHFWLRQ RI SHUVRQDO GDWD� +RZHYHU� LQ WKLV ILHOG �ZKLFK OLHV

RXWVLGH WKH VFRSH RI WKH SUHVHQW VWXG\ DQG LVW XQGHUO\LQJ FRQWUDFW�� OHJDO

FRPSDUDWLYH DQDO\VLV KDV QRW \HW UHDOO\ VWDUWHG� )XUWKHUPRUH� WKH SURKLELWLRQ

RI FU\SWRJUDSK\ LV FRQWURYHUVLDOO\ GLVFXVVHG� (YHQ DPRQJ WKH 0HPEHU

6WDWHV RI WKH (8� WKHUH DUH GLIIHUHQW DSSURDFKHV� :KHUHDV )UDQFH

FRPSOHWHO\ SURKLELWV� UHVSHFWLYHO\ OLPLWV� WKH XVH RI FU\SWRJUDSK\� LW FDQ EH

XVHG ZLWKRXW UHVWULFWLRQV� H�J�� LQ *HUPDQ\ DQG DOVR ZLWKLQ WKH 86� 6RPH

FRXQWULHV VXFK DV WKH 86 DQG DOVR %HOJLXP� )UDQFH RU 6ZHGHQ� UHJXODWH WKH

H[SRUW RI HQFU\SWLRQ WHFKQRORJ\�

7KH XVH RI FU\SWRJUDSK\ LV DOVR QHHGHG IRU WKH FUHDWLRQ RI GLJLWDO

VLJQDWXUHV� ZKLFK DOORZ VDIH FRPPHUFH YLD RSHQ GDWD QHWZRUNV� +RZHYHU� LQ

PRVW FRXQWULHV WKHUH DUH QR OHJDO SURYLVLRQV IRU WKLV SUREOHP� 7KLV VLWXDWLRQ

LV HVSHFLDOO\ GLVVDWLVI\LQJ EHFDXVH D PRUH UDSLG JURZWK RI HOHFWURQLF

FRPPHUFH DQG WKXV WKH FUHDWLRQ RI QHZ MREV LQ WKH VHUYLFH VHFWRU LV

��� &I� �KWWS���ZZZ�GVY�VX�VH�aMSDOPH�628���������HQJ�KWPO�57)7R&��! �DFFHVVHG RQ �� -DQX�

DU\ ������

��� &I� �KWWS���ZZZ�HFRP�RU�MS�HQJ�RXWSXW�FD�HQJ�JXLGHOLQH�KWP! �DFFHVVHG RQ �� -DQXDU\ ������

��� &I� �KWWS���ZZZ�PEF�FRP�GVBVXP�KWPO! �DFFHVVHG RQ �� -DQXDU\ ������

��� &I� �KWWS���ZZZ�HSLF�RUJ�FU\SWR�GVV! �DFFHVVHG RQ �� -DQXDU\ ������
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KLQGHUHG� +RZHYHU� LW ZRXOG QRW EH XVHIXO LI LQGLYLGXDO FRXQWULHV DGRSWHG

QDWLRQDO UXOHV WKDW DUH QRW FR�RUGLQDWHG� ,I H�J� LQ WKH ILHOG RI GLJLWDO

VLJQDWXUHV� D SXEOLF NH\ LV FHUWLILHG RQO\ E\ D QDWLRQDO SXEOLF DXWKRULW\� WKLV

FHUWLILFDWH FDQQRW HQMR\ DQ DGHTXDWH OHYHO RI WUXVW ZLWKRXW UHVSHFWLYH

DJUHHPHQWV DPRQJ WKH LQGLYLGXDO FRXQWULHV�

*� &RQFOXVLRQV

7KH PXOWLWXGH RI QHZ OHJDO SUREOHPV RI FRPSXWHU FULPH FRXOG EH WUDFHG

EDFN WR VL[ DUHDV RI FRPSXWHU�VSHFLILF ODZ SUREOHPV DQG ODZ UHIRUP�

3URWHFWLRQ RI SULYDF\� HFRQRPLF FULPLQDO ODZ� SURWHFWLRQ RI LQWHOOHFWXDO

SURSHUW\� SURWHFWLRQ DJDLQVW LOOHJDO DQG KDUPIXO FRQWHQWV� FULPLQDO

SURFHGXUDO ODZ DV ZHOO DV OHJDO UHJXODWLRQV RQ SURWHFWLRQ PHDVXUHV�

7KH DERYH DQDO\VLV VKRZHG WKDW WKH LQWHUQDWLRQDO KDUPRQLVDWLRQ LQ WKLV

DUHD KDV UHDFKHG GLIIHUHQW OHYHOV� 7KHVH GLIIHUHQW OHYHOV RI LQWHUQDWLRQDO

KDUPRQLVDWLRQ DUH QRW RQO\ D UHVXOW RI KLVWRULFDO FRLQFLGHQFH DQG FDQQRW RQO\

EH WUDFHG EDFN WR WKH DJH RI WKH UHVSHFWLYH SUREOHPV �ZKLFK FDQ� H�J��

H[SODLQ WKH PLVVLQJ GHYHORSPHQW DQG KDUPRQLVDWLRQ RI WKH QHZ TXHVWLRQ RI

ODZ RQ VHFXULW\ PHDVXUHV�� $Q LPSRUWDQW UHDVRQ IRU WKH GLIIHULQJ OHYHOV RI

KDUPRQLVDWLRQ LV DOVR GXH WR WKH IDFW WKDW ± FRQWUDU\ WR FLYLO DQG

DGPLQLVWUDWLYH ODZ ± FULPLQDO ODZ LV VWLOO FRQVLGHUHG DV D FRUH PDWWHU RI VWDWH

VRYHUHLJQW\ DQG WKHUHIRUH SURYHG WR EH PRUH UHVLVWDQW WR LQWHUQDWLRQDO

KDUPRQLVDWLRQ� 7KLV ODWWHU UHDVRQ IRU WKH GLIIHUHQW OHYHOV RI KDUPRQLVDWLRQ LQ

WKH ILHOG RI FRPSXWHU FULPH OHJLVODWLRQ EHFRPHV REYLRXV LI WKH OHJDO DQDO\VLV

GLIIHUHQWLDWHV EHWZHHQ WKH UHOHYDQW SURKLELWLRQV DQG WKH UHVSHFWLYH VDQFWLRQV

�ZKLFK DUH WKH WZR EDVLF HOHPHQWV LQ FULPLQDO ODZ SURYLVLRQV� ZLWK UHVSHFW WR

FRPSXWHU FULPH�
���

− ,Q VRPH RI WKH DERYH DQDO\VHG DUHDV RI FRPSXWHU FULPH OHJLVODWLRQ� WKH

SURKLELWLRQV DUH ODLG GRZQ LQ LQGHSHQGHQW �FLYLO RU DGPLQLVWUDWLYH� QRUPV

WR ZKLFK WKH FULPLQDO VWDWXWH UHIHUV WR� 7KLV LV WKH FDVH LQ WKH ILHOG RI

SULYDF\ SURWHFWLRQ �ZKHUH WKH OHJDOLW\ RI SURFHVVLQJ SHUVRQDO GDWD LV

UHJXODWHG LQ DGPLQLVWUDWLYH DQG FLYLO ODZV� DQG WKH ILHOG RI FRS\ULJKW ODZ

�ZKHUH WKH SURWHFWHG ZRUNV DQG WKH LOOHJDO DFWV DUH GHILQHG LQ FLYLO

��� 7KH SURYLVLRQ HOHPHQW RI D FULPLQDO ODZ VWDWXWH LV SULPDULO\ DGGUHVVHG WR WKH FLWL]HQ DQG OD\V GRZQ

WKH SURKLELWHG DFWV �VXFK DV NLOOLQJ D SHUVRQ RU LJQLWLQJ D EXLOGLQJ�� 7KH VDQFWLRQ SDUW RI FULPLQDO

VWDWXWH LV SULPDULO\ DGGUHVVHG WR WKH MXGJH DQG LQGLFDWHV KRZ LQIULQJHPHQWV DJDLQVW WKH SURYLVLRQ

VKDOO EH VDQFWLRQHG� 6HH IRU WKLV EDVLF GLVWLQFWLRQ EHWZHHQ �9HUERWVQRUP� DQG �6DQNWLRQVQRUP�

LQIUD 9,�$���E�
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FRS\ULJKW ODZV�� ,Q ERWK DUHDV WKH FULPLQDO ODZ VWDWXWHV DUH EDVHG RQ DQG

UHIHU WR WKHVH DGPLQLVWUDWLYH DQG FLYLO SURYLVLRQV� 6LQFH WKHVH

DGPLQLVWUDWLYH DQG FLYLO ODZ SURYLVLRQV DUH DOUHDG\ KDUPRQLVHG WR D

FRQVLGHUDEOH GHJUHH� WKH VFRSH RI WKH FULPLQDO SURYLVLRQV UHIHUULQJ WR WKLV

DFFHVVRU\ QRQ�FULPLQDO SURYLVLRQV DUH DOVR KDUPRQLVHG WR D FHUWDLQ

GHJUHH�
���

− ,Q RWKHU DUHDV WKH SURKLELWLRQV DUH FUHDWHG E\ FULPLQDO ODZ VWDWXWHV

WKHPVHOYHV �DV LV WKH FDVH LQ WUDGLWLRQDO FULPLQDO ODZ�� 7KLV LV WKH FDVH LQ

WKH ILHOG RI HFRQRPLF FULPLQDO ODZ DV ZHOO DV ZLWK UHVSHFW WR LOOHJDO DQG

KDUPIXO FRQWHQWV LQ FRPSXWHU QHWZRUNV� 6LQFH LQ WKHVH DUHDV WKH UHOHYDQW

SURKLELWLRQV DUH JHQHUDOO\ QRW KDUPRQLVHG LQ DGPLQLVWUDWLYH RU FLYLO ODZV�

EXW LQ WKH FULPLQDO VWDWXWHV WKHPVHOYHV� WKH\ VKRZ FRQVLGHUDEOH

GLIIHUHQFHV� ,Q WKH ILHOG RI FRPSXWHU�UHODWHG HFRQRPLF FULPH� WKHVH

GLIIHUHQFHV KDYH DOUHDG\ EHHQ EDODQFHG WR D FRQVLGHUDEOH GHJUHH E\ WKH

HDUO\ LQWHUYHQWLRQ RI LQWHUQDWLRQDO RUJDQLVDWLRQV� KRZHYHU� WKHUH DUH VWLOO

FRQVLGHUDEOH GLIIHUHQFHV ZLWK UHVSHFW WR WKH FULPLQDOLVDWLRQ RI KDFNLQJ�

WUDGH VHFUHW SURWHFWLRQ DV ZHOO DV FRPSXWHU YLUXVHV� ,Q WKH ILHOG RI LOOHJDO

DQG KDUPIXO FRQWHQWV� KDUPRQLVDWLRQ RI ODZ KDV QRW \HW UHDOO\ VWDUWHG�

7KH VDPH LV WUXH ZLWK UHVSHFW WR SURFHGXUDO ODZ ZKLFK LV D FRUH PDWWHU RI

FULPLQDO ODZ DQG LQ ZKLFK PDQ\ FRPSXWHU�UHODWHG SUREOHPV KDYH QRW

EHHQ DGHTXDWHO\ GHDOW ZLWK LQ PRVW QDWLRQDO OHJDO RUGHUV�

:LWK UHVSHFW WR WKH IXQFWLRQLQJ RI WKH LQWHUQDO PDUNHW LW LV RI QR PDWWHU

ZKHWKHU GLIIHUHQW SURKLELWLRQV LQ QDWLRQDO ODZV DUH FUHDWHG E\ FLYLO�

DGPLQLVWUDWLYH RU FULPLQDO ODZ� ,Q SUDFWLFDO EXVLQHVV LW GRHV QRW PDNH DQ\

GLIIHUHQFH ZKHWKHU LQWHUQDWLRQDO GDWD IORZV DUH KLQGHUHG E\ DGPLQLVWUDWLYH

SURYLVLRQV �H�J� RQ SULYDF\ SURWHFWLRQ� RU E\ FULPLQDO VWDWXWHV �H�J� RQ

SRUQRJUDSK\ RU LOOHJDO JDPEOLQJ�� )RU WKDW UHDVRQ D KDUPRQLVDWLRQ RI WKH

SURKLELWLRQV LQ WKH ILHOGV RI HFRQRPLF FULPH DV ZHOO DV ZLWK UHVSHFW WR LOOHJDO

DQG KDUPIXO FRQWHQWV ZLOO DOVR EH QHFHVVDU\� ,I WKLV KDUPRQLVDWLRQ VKRXOG

QRW EH SRVVLEOH LQ WKH ILHOG RI FULPLQDO ODZ GXH WR RQ�JRLQJ UHVLVWDQFH RI WKH

QDWLRQDO VWDWHV DJDLQVW WKH KDUPRQLVDWLRQ RI FULPLQDO ODZ� RQH KDV WR

FRQVLGHU WR RQO\ KDUPRQLVH WKH XQGHUO\LQJ SURKLELWLRQV �HVSHFLDOO\ ZLWK

UHVSHFW WR HFRQRPLF FULPLQDO ODZ DV ZHOO DV LOOHJDO DQG KDUPIXO FRQWHQWV� DQG

OHDYH LW XS WKH 0HPEHU 6WDWHV KRZ WR VDQFWLRQ LQIULQJHPHQWV RI WKHVH

SURKLELWLRQV� 7KLV LGHD RI GLIIHUHQWLDWLQJ EHWZHHQ SURKLELWLRQV DQG VDQFWLRQV

ZLOO EH WDNHQ XS LQ WKH ILQDO SDUW RI WKLV UHSRUW GHDOLQJ ZLWK WKH UHOHYDQW

FRPSHWHQFHV RI WKH (XURSHDQ 8QLRQ�

��� (YHQ LI WKH FULPLQDOLVHG DFWV GLIIHU LQ WKHLU VFRSH �VXFK DV LQ WKH ILHOG RI SULYDF\ SURWHFWLRQ� WKHUH

DUH QR FRQVLGHUDEOH GLVFUHSDQFLHV VLQFH WKH GLIIHUHQFHV LQ FULPLQDO ODZ DUH FRPSHQVDWHG E\ WKH

VLPLODU SURKLELWLRQV RI DGPLQLVWUDWLYH DQG FLYLO ODZ�
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,Q WKH ILHOG RI FULPLQDO SURFHGXUDO ODZ LQ PRVW FRXQWULHV DGHTXDWH OHJDO

DQVZHUV WR WKH QHZ FKDOOHQJHV RI FRPSXWHU�EDVHG LQYHVWLJDWLRQV DUH VWLOO

PLVVLQJ� 6RPH H[HSWLRQV IURP WKLV QHJDWLYH UHVXOW FDQ EH IRXQG HVSHFLDOO\ LQ

&DQDGD� WKH 1HWKHUODQGV DQG WKH 8QLWHG .LQJGRP�
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���

,9� ,QWHUQDWLRQDO�DQG�6XSUDQDWLRQDO

$FWLYLWLHV

9DULRXV LQWHUQDWLRQDO DQG VXSUDQDWLRQDO RUJDQLVDWLRQV UHDOLVHG WKH DERYH

GHVFULEHG PRELOLW\ RI GDWD� WKH WUDQVQDWLRQDO FKDUDFWHU RI FRPSXWHU FULPH�

DQG WKH UHVXOWLQJ QHHG IRU LQWHUQDWLRQDO KDUPRQLVDWLRQ RI WKH UHVSHFWLYH ODZV

DW DQ HDUO\ VWDJH� :LWK UHVSHFW WR WKH LQWHUQDWLRQDO KDUPRQLVDWLRQ RI ODZ�

WKH LQWHUQDWLRQDO RUJDQLVDWLRQV VWDUWHG YDULRXV DFWLRQV ZKLFK KDYH DOUHDG\

FRQVLGHUDEO\ LQIOXHQFHG DQG FR�RUGLQDWHG WKH OHJDO GHYHORSPHQW RI QDWLRQDO

ODZV� 7RGD\� WKHVH LQWHUQDWLRQDO DFWLRQV FRQFHUQ DOO RI WKH OHJDO DUHDV GHDOW

ZLWK DERYH� FRPSXWHU�UHODWHG LQIULQJHPHQWV RI SULYDF\ �LQIUD $�� FRPSXWHU�

UHODWHG HFRQRPLF FULPH �LQIUD %�� LQWHOOHFWXDO SURSHUW\ SURWHFWLRQ �LQIUD &��

LOOHJDO DQG KDUPIXO FRQWHQWV �LQIUD '�� FRPSXWHU�UHODWHG SURFHGXUDO ODZ

�LQIUD (�� DV ZHOO DV OHJDO UHJXODWLRQV RQ VHFXULW\ PHDVXUHV �LQIUD )��

$� 3URWHFWLRQ�RI�3ULYDF\

�� +DUPRQLVDWLRQ�RI�8QGHUO\LQJ�$GPLQLVWUDWLYH�DQG�&LYLO
/DZ

,Q WKH ILHOG RI DGPLQLVWUDWLYH DQG FLYLO SULYDF\ OHJLVODWLRQ� YDULRXV

LQWHUQDWLRQDO RUJDQLVDWLRQV KDYH GHYHORSHG D FRPPRQ DSSURDFK WR SULYDF\

SURWHFWLRQ DW DQ HDUO\ VWDJH LQ RUGHU WR SUHYHQW GLIIHUHQW FRQFHSWV DQG

QDWLRQDO UHJXODWLRQV WKDW ZRXOG LPSHGH WKH WUDQVERUGHU IORZ RI GDWD� 7KH

PDMRU ZRUN LQ WKLV ILHOG KDV VR IDU EHHQ DFFRPSOLVKHG E\ WKH 2(&'� WKH

&RXQFLO RI (XURSH� DQG WKH (XURSHDQ 8QLRQ� IXUWKHU LQLWLDWLYHV ZHUH

FRQGXFWHG E\ WKH 8QLWHG 1DWLRQV� WKH *� DQG WKH :72�

D� 2UJDQLVDWLRQ IRU (FRQRPLF &R�RSHUDWLRQ DQG 'HYHORSPHQW

,Q ����� WKH 2UJDQLVDWLRQ IRU (FRQRPLF &R�RSHUDWLRQ DQG 'HYHORSPHQW

�2(&'� EHJDQ WR HODERUDWH JXLGHOLQHV JRYHUQLQJ WKH SURWHFWLRQ RI SULYDF\

DQG WKH WUDQVERUGHU IORZ RI SHUVRQDO GDWD� 7KHVH JXLGHOLQHV ZHUH DGRSWHG

E\ WKH &RXQFLO RI WKH 2(&' LQ ���� DV D UHFRPPHQGDWLRQ WR WKH 0HPEHU

6WDWHV� 7KH\ DUH QRW OHJDOO\ ELQGLQJ IRU WKH 0HPEHUV EXW UHFRPPHQG WKH
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LPSOHPHQWDWLRQ RI WKH JHQHUDO SULQFLSOHV VHW IRUZDUG LQ WKH WH[W� 7KH VFRSH

RI WKH JXLGHOLQHV FRYHUV RQO\ QDWXUDO SHUVRQV� DSSOLHV WR ERWK WKH SULYDWH

DQG SXEOLF VHFWRUV� DQG LQFOXGHV DXWRPDWHG DQG QRQ�DXWRPDWHG GDWD

SURFHVVLQJ� 7KH HLJKW PDLQ SRLQWV RI WKH JXLGHOLQHV FRQFHUQ WKH SULQFLSOHV RI

FROOHFWLRQ�OLPLWDWLRQ� GDWD TXDOLW\� SXUSRVH�VSHFLILFDWLRQ� XVH�OLPLWDWLRQ�

VHFXULW\�VDIHJXDUGV� RSHQQHVV� LQGLYLGXDO SDUWLFLSDWLRQ DQG DFFRXQWDELOLW\�

$V IDU DV WKH LQWHUQDWLRQDO DSSOLFDWLRQ RI SULYDF\ ODZV LV FRQFHUQHG� WKH

JXLGHOLQHV LQ SULQFLSOH UHTXHVW IUHH WUDQVERUGHU IORZ RI SHUVRQDO GDWD�

+RZHYHU� VRPH LQWHUHVWV ZDUUDQW D UHVWULFWLRQ RI VXFK IORZ� HVSHFLDOO\ LI GDWD

LV UH�H[SRUWHG WR FLUFXPYHQW WKH GRPHVWLF SULYDF\ OHJLVODWLRQ� ,Q WKH

PHDQWLPH� DOO �� 0HPEHU 6WDWHV
���

RI WKH 2(&' KDYH HQGRUVHG WKH

JXLGHOLQHV�
���

E� &RXQFLO RI (XURSH

$ PRUH ELQGLQJ LQWHUQDWLRQDO DJUHHPHQW ZDV DFKLHYHG E\ WKH &RXQFLO RI

(XURSH� ZKLFK KDV VSHFLDO UHVSRQVLELOLWLHV FRQFHUQLQJ KXPDQ ULJKWV� 7KH

(XURSHDQ &RQYHQWLRQ RI +XPDQ 5LJKWV DQG )XQGDPHQWDO )UHHGRPV RI ����

DOUHDG\ JLYHV SURWHFWLRQ WR WKH SULYDF\ RI LQGLYLGXDOV LQ $UWLFOH � �SRVWXODWLQJ

WKDW LQGLYLGXDOV PXVW EH SURWHFWHG IURP DUELWUDU\ LQWHUIHUHQFH ZLWK WKHLU

SULYDWH DQG IDPLO\ OLYHV� DQG $UWLFOH �� �VHFXULQJ WKH ULJKW RI DFFHVV WR

LQIRUPDWLRQ�� $V D FRQVHTXHQFH� WKH &RXQFLO RI (XURSH DGGUHVVHG WKH

TXHVWLRQV RI GDWD SURWHFWLRQ PDLQO\ DV D TXHVWLRQ RI SURWHFWLRQ RI KXPDQ

ULJKWV DQG SULYDF\ ZKHUHDV LQ WKH GLVFXVVLRQ RI WKH 2(&'� WKH TXHVWLRQ RI

IUHH IORZ RI LQIRUPDWLRQ ZDV GRPLQDWLQJ�

,Q ���� WKH &RPPLWWHH RI 0LQLVWHUV RI WKH &RXQFLO RI (XURSH� ZKLFK KDG

DOUHDG\ DGGUHVVHG SULYDF\ FRQFHUQV VLQFH ����� DGRSWHG WKH �&RQYHQWLRQ

IRU WKH 3URWHFWLRQ RI ,QGLYLGXDOV ZLWK 5HJDUG WR $XWRPDWLF 3URFHVVLQJ RI

3HUVRQDO 'DWD�� 6R IDU� �� 0HPEHU 6WDWHV
���

KDYH UDWLILHG WKLV &RQYHQWLRQ

FDPH LQWR HIIHFW RQ � 2FWREHU ����� ,Q FRQWUDVW WR WKH 2(&' JXLGHOLQHV�

ZKLFK DUH YROXQWDU\ LQ QDWXUH� WKH &RXQFLO RI (XURSH &RQYHQWLRQ LV D

��� $XVWUDOLD� $XVWULD� %HOJLXP� &DQDGD� 'HQPDUN� )LQODQG� )UDQFH� *HUPDQ\� *UHHFH� +XQJDU\�

,FHODQG� ,UHODQG� ,WDO\� -DSDQ� 6RXWK .RUHD� /X[HPERXUJ� 0H[LFR� WKH 1HWKHUODQGV� 1HZ =HDODQG�

1RUZD\� 3RODQG� 3RUWXJDO� 6SDLQ� 6ZHGHQ� 6ZLW]HUODQG� &]HFK 5HSXEOLF� 7XUNH\� 8QLWHG .LQJGRP�

WKH 8QLWHG 6WDWHV RI $PHULFD�

��� )RU WKH 2(&' *XLGHOLQHV VHH 2(&'� *XLGHOLQHV RQ WKH 3URWHFWLRQ RI 3ULYDF\ DQG 7UDQVERUGHU )ORZV

RI 3HUVRQDO 'DWD� ����� 2(&'� 7UDQVERUGHU 'DWD )ORZV DQG WKH 3URWHFWLRQ RI 3ULYDF\� �����

2(&'� 7UDQVERUGHU 'DWD )ORZV� $Q 2YHUYLHZ RI ,VVXHV� 5HSRUW '67,�,&&3������ RI

�� 2FWREHU ����� )RU FXUUHQW LQIRUPDWLRQ VHH �KWWS���ZZZ�RHFG�RUJ�GVWL�VWL�LW�VHFXU�SURG�35,9�

(1�+70! �DFFHVVHG RQ �� -DQXDU\ ������

��� $XVWULD� %HOJLXP� 'HQPDUN� )LQODQG� )UDQFH� *HUPDQ\� *UHHFH� ,UHODQG� ,WDO\� /X[HPERXUJ� WKH

1HWKHUODQGV� 1RUZD\� 3RUWXJDO� 6ZHGHQ� 6ORYHQLD� 6SDLQ� 8QLWHG .LQJGRP�



3URI� 'U� 8OULFK 6LHEHU ± &20&5,0(�6WXG\ ± ,9� ,QWHUQDWLRQDO DQG 6XSUDQDWLRQDO $FWLYLWLHV

���

FRQWUDFWXDO FRPPLWPHQW RI WKH VLJQDWRU\ VWDWHV DQG LV OHJDOO\ ELQGLQJ� 7KH

VFRSH RI WKH &RQYHQWLRQ LV OLPLWHG WR QDWXUDO SHUVRQV DQG WR DXWRPDWHG ILOHV�

,W DSSOLHV WR DXWRPDWHG ILOHV ERWK LQ WKH SULYDWH DQG LQ WKH SXEOLF VHFWRU� 7KH

&RQYHQWLRQ H[SUHVVHV WHQ EDVLF SULQFLSOHV UHSUHVHQWLQJ PLQLPDO VWDQGDUGV

ZKLFK PXVW EH LQFRUSRUDWHG LQ WKH OHJLVODWLRQ RI WKH FRQWUDFWLQJ VWDWHV�

7KRXJK VLPLODU� WKHVH SULQFLSOHV DUH QDUURZHU DQG PRUH VSHFLILF WKDQ WKRVH

RI WKH 2(&'� 7KH\ GHPDQG VRFLDO MXVWLILFDWLRQ� FROOHFWLRQ�OLPLWDWLRQ�

LQIRUPDWLRQ�TXDOLW\� SXUSRVH�VSHFLILFDWLRQ� OLPLWDWLRQ RI GLVFORVXUH� VHFXULW\�

VDIHJXDUGV� RSHQQHVV� WLPH OLPLWDWLRQ� DFFRXQWDELOLW\� DQG SDUWLFLSDWLRQ E\

LQGLYLGXDOV� %DVHG RQ WKH SULQFLSOH RI HTXLYDOHQW SURWHFWLRQ� WKH PDLQ UXOH RI

WKH FRQYHQWLRQ FRYHULQJ WUDQVERUGHU GDWD IORZV EHWZHHQ FRQWUDFWLQJ SDUWLHV

LV WKDW GDWD IORZ WR D FRXQWU\ SURYLGLQJ HTXLYDOHQW SURWHFWLRQ FDQQRW EH

KLQGHUHG� +RZHYHU� WKHUH DUH DOVR H[FHSWLRQV WR WKLV UXOH�
���

)XUWKHU LQLWLDWLYHV RI WKH &RXQFLO RI (XURSH ZHUH XQGHUWDNHQ E\ WKH

&RXQFLO RI (XURSH
V &RPPLWWHH RI ([SHUWV RQ 'DWD 3URWHFWLRQ� 6LQFH WKH

RSHQLQJ WR VLJQDWXUH RI WKH &RQYHQWLRQ� WKH &RPPLWWHH KDV SXUVXHG D

VHFWRULDO DSSURDFK WR GDWD SURWHFWLRQ LVVXHV DLPHG DW HODERUDWLQJ JXLGHOLQHV�

LQ WKH IRUP RI QRQ�ELQGLQJ UHFRPPHQGDWLRQV DGGUHVVHG WR WKH JRYHUQPHQWV

RI WKH 0HPEHU 6WDWHV� IRU VSHFLILF GDWD SURFHVVLQJ IDFWV� 7KH

UHFRPPHQGDWLRQV DGRSWHG E\ WKH &RPPLWWHH RI 0LQLVWHUV FRQFHUQ

DXWRPDWHG PHGLFDO GDWDEDVHV� SHUVRQDO GDWD XVHG IRU SXUSRVHV RI VFLHQWLILF

UHVHDUFK DQG VWDWLVWLFV� SHUVRQDO GDWD XVHG IRU SXUSRVHV RI GLUHFW PDUNHWLQJ�

SHUVRQDO GDWD XVHG IRU VRFLDO VHFXULW\ SXUSRVHV� SHUVRQDO GDWD LQ WKH SROLFH

VHFWRU� SHUVRQDO GDWD XVHG IRU HPSOR\PHQW SXUSRVHV DQG SHUVRQDO GDWD LQ

WKH DUHD RI WHOHFRPPXQLFDWLRQ VHUYLFHV�
���

$ VSHFLDO ZRUNLQJ SDUW\ RI WKH

��� )RU WKH &RQYHQWLRQ RI WKH &RXQFLO RI (XURSH VHH� &RXQFLO RI (XURSH� 3URWHFWLRQ RI WKH 3ULYDF\ RI

,QGLYLGXDOV YLV�j�YLV (OHFWURQLF 'DWDEDVHV LQ WKH 3ULYDWH 6HFWRU� 5HVROXWLRQ 1R� ���� ��� DGRSWHG

E\ WKH &RPPLWWHH RI 0LQLVWHUV RI WKH &RXQFLO RI (XURSH RQ �� 6HSWHPEHU ���� ������ DQG

5HVROXWLRQ 1R� ���� ��� DGRSWHG E\ WKH &RPPLWWHH RI 0LQLVWHUV RI WKH &RXQFLO RI (XURSH RQ

�� 6HSWHPEHU ���� ������� &RXQFLO RI (XURSH� ([SODQDWRU\ 5HSRUW RQ WKH &RQYHQWLRQ IRU WKH

3URWHFWLRQ RI ,QGLYLGXDOV ZLWK 5HJDUG WR $XWRPDWLF 3URFHVVLQJ RI 3HUVRQDO 'DWD� &RQYHQWLRQ

RSHQHG IRU VLJQDWXUH RQ �� -DQXDU\ ���� ������� &RXQFLO RI (XURSH�&RPPLWWHH RI 0LQLVWHUV�

5HFRPPHQGDWLRQ 1R� 5 ���� �� RI WKH &RPPLWWHH RI 0LQLVWHUV WR 0HPEHU 6WDWHV RQ ([FKDQJH RI

/HJDO ,QIRUPDWLRQ 5HODWLQJ WR 'DWD 3URWHFWLRQ �DGRSWHG E\ WKH &RPPLWWHH RI 0LQLVWHUV RQ

�� 6HSWHPEHU ������ &VRQND� &RXQFLO RI (XURSH $FWLYLWLHV 5HODWHG WR ,QIRUPDWLRQ 7HFKQRORJ\�

'DWD 3URWHFWLRQ DQG &RPSXWHU &ULPH� � ������ ,QIRUPDWLRQ 	 &RPPXQLFDWLRQV 7HFKQRORJ\ /DZ�

SS� ��� HW VHT�

��� 6HH 5HFRPPHQGDWLRQ 1R� 5 ���� � RQ 5HJXODWLRQV IRU $XWRPDWHG 0HGLFDO 'DWD%DVHV RI

�� -DQXDU\ ����� 5HFRPPHQGDWLRQ 1R� 5 ���� � RQ WKH 3URWHFWLRQ RI 8VHUV RI &RPSXWHULVHG /HJDO

,QIRUPDWLRQ 6HUYLFHV RI �� )HEUXDU\ ����� 5HFRPPHQGDWLRQ 1R� 5 ���� �� RQ WKH 3URWHFWLRQ RI

3HUVRQDO 'DWD 8VHG IRU 6FLHQWLILF 5HVHDUFK DQG 6WDWLVWLFV RI �� 6HSWHPEHU ����� 5HFRPPHQGDWLRQ

1R� 5 ���� �� RQ WKH 3URWHFWLRQ RI 3HUVRQDO 'DWD 8VHG IRU WKH 3XUSRVHV RI 'LUHFW 0DUNHWLQJ RI

�� 2FWREHU ����� 5HFRPPHQGDWLRQ 1R� 5 ���� � RQ WKH 3URWHFWLRQ RI 3HUVRQDO 'DWD 8VHG IRU
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&RPPLWWHH H[DPLQHG WKH GDWD SURWHFWLRQ SUREOHPV SRVHG E\ FHUWDLQ DVSHFWV

RI WKH EDQNLQJ VHFWRU� LQ SDUWLFXODU E\ VPDUW FDUGV DQG SRLQW�RI�VDOH

WUDQVIHUV�
���

,Q DGGLWLRQ� WKH &RQVXOWDWLYH &RPPLWWHH� SURYLGHG E\ $UWLFOH �� RI WKH

'DWD 3URWHFWLRQ &RQYHQWLRQ� VXJJHVWHG FODXVHV IRU LQFOXVLRQ LQ D PRGHO

FRQWUDFW GHVLJQHG WR HQVXUH HTXLYDOHQW GDWD SURWHFWLRQ LQ WKH FRQWH[W RI

WUDQVERUGHU GDWD IORZV LQ �����
���

F� (XURSHDQ 8QLRQ

/LNHZLVH� WKH (XURSHDQ &RPPXQLW\ VWDUWHG WR KDUPRQLVH SULYDF\ ODZV LQ

����� ,Q LWV 5HVROXWLRQV RI � $SULO ���� �UHODWLQJ WR WKH SURWHFWLRQ RI WKH

LQGLYLGXDO DJDLQVW WKH WHFKQLFDO HYROXWLRQ RI LQIRUPDWLFV��
���

RI � 0D\ ����

�RQ WKH SURWHFWLRQ RI WKH ULJKWV RI WKH LQGLYLGXDO LQ WKH IDFH RI WHFKQLFDO

GHYHORSPHQWV LQ GDWD SURFHVVLQJ��
���

DQG RI � 0DUFK ���� �RQ WKH SURWHFWLRQ

RI WKH ULJKWV RI WKH LQGLYLGXDO LQ WKH IDFH RI WHFKQLFDO GHYHORSPHQWV LQ GDWD

SURFHVVLQJ��
���

WKH (XURSHDQ 3DUOLDPHQW XUJHG WKH (& &RPPLVVLRQ WR

SUHSDUH D &RPPXQLW\ DFWLRQ DQG UHFRPPHQGHG WKDW WKH 0HPEHU 6WDWHV

VKRXOG VLJQ DQG UDWLI\ WKH &RXQFLO RI (XURSH &RQYHQWLRQ�
���

7KLV ZDV

DFFRPSOLVKHG E\ WKH &RPPLVVLRQ RQ �� -XO\ ���� E\ LVVXLQJ D

5HFRPPHQGDWLRQ WR WKH 0HPEHU 6WDWHV WR VLJQ WKH &RXQFLO RI (XURSH

&RQYHQWLRQ� ,Q DGGLWLRQ� VLQFH 1RYHPEHU ����� WKH SULYDF\ SURWHFWLRQ RI

QDWXUDO DQG OHJDO SHUVRQV ZDV GLVFXVVHG E\ WKH �/HJDO $GYLVRU\ %RDUG�

�IRUPDOO\� WKH �/HJDO 2EVHUYDWRU\�� RI WKH (& &RPPLVVLRQ�
���

6RFLDO 6HFXULW\ 3XUSRVHV RI �� -DQXDU\ ����� 5HFRPPHQGDWLRQ 1R� 5 ���� �� RQ WKH 8VH RI

3HUVRQDO 'DWD LQ WKH 3ROLFH 6HFWRU RI �� 6HSWHPEHU ����� 5HFRPPHQGDWLRQ 1R� 5 ���� � RQ WKH

3URWHFWLRQ RI 3HUVRQDO 'DWD 8VHG IRU (PSOR\PHQW 3XUSRVHV RI �� -DQXDU\ ����� 5HFRPPHQGDWLRQ

1R� 5 ���� � RQ WKH 3URWHFWLRQ RI 3HUVRQDO 'DWD LQ WKH DUHD RI 7HOHFRPPXQLFDWLRQ 6HUYLFHV� ZLWK

SDUWLFXODU UHIHUHQFH WR 7HOHSKRQH 6HUYLFHV RI � )HEUXDU\ �����

��� 6HH &RXQFLO RI (XURSH� 'DWD 3URWHFWLRQ LQ WKH %DQNLQJ 6HFWRU� :RUNLQJ 3DUW\ 1R� 5 ����� 5HSRUW RI

WKH �VW PHHWLQJ� 'RF� 1R� &-�3'�*7 �� ���� � RI � -XO\ �����

��� 6HH &RXQFLO RI (XURSH� &RQVXOWDWLYH &RPPLWWHH RI WKH &RQYHQWLRQ IRU WKH 3URWHFWLRQ RI ,QGLYLGXDOV

ZLWK 5HJDUG WR $XWRPDWLF 3URFHVVLQJ RI 3HUVRQDO 'DWD RI �� -DQXDU\ ����� 'RF� 1R� 7�3' ���� ��

RI �� 0D\ �����

��� 2- & ������ RI �����������

��� 2- & ������ RI �����������

��� 2- & ����� RI �����������

��� 2- & ������ RI �����������

��� 6HH :RUNLQJ 3DSHU �2ULHQWDWLRQ 3URSRVDOV IRU D &RPPXQLW\ $SSURDFK RQ 3HUVRQDO 'DWD

3URWHFWLRQ�� 'RF� /$% RI � 2FWREHU ����� $ FULWLFDO DQDO\VLV RI WKH UROH RI WKH (XURSHDQ

&RPPXQLWLHV LQ WKH ILHOG RI GDWD SURWHFWLRQ LV JLYHQ E\ (LQZDJ� *UHQ]�EHUVFKUHLWHQGHU

'DWHQYHUNHKU DXV GHU 6LFKW GHV %XQGHVEHDXIWUDJWHQ I�U GHQ 'DWHQVFKXW]� ������ 5HFKW GHU
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$ GHFLVLYH EUHDN�WKURXJK IRU WKH (XURSHDQ SULYDF\ SURWHFWLRQ FDPH LQ

6HSWHPEHU ���� ZKHQ WKH &RPPLVVLRQ VXEPLWWHG D GUDIW SDFNDJH ZLWK VL[

SURSRVDOV LQ WKH ILHOG RI SHUVRQDO GDWD SURWHFWLRQ DQG LQIRUPDWLRQ VHFXULW\�

− D JHQHUDO GDWD SURWHFWLRQ GLUHFWLYH DSSOLFDEOH WR DOO SHUVRQDO GDWD ILOHV

FRPLQJ ZLWKLQ WKH VFRSH RI &RPPXQLW\ ODZ�

− D UHVROXWLRQ H[WHQGLQJ SURWHFWLRQ WR SHUVRQDO GDWD ILOHV QRW FRPLQJ ZLWKLQ

WKH VFRSH RI WKH &RPPXQLW\ ODZ�

− D GHFODUDWLRQ DVNLQJ IRU WKH DSSOLFDWLRQ RI WKH GDWD SURWHFWLRQ SULQFLSOHV WR

WKH SHUVRQDO GDWD KHOG E\ &RPPXQLW\ LQVWLWXWLRQV DQG ERGLHV�

− D UHFRPPHQGDWLRQ LQ IDYRXU RI QHJRWLDWLRQV IRU WKH &RPPXQLW\
V

DGKHVLRQ WR WKH UHOHYDQW &RXQFLO RI (XURSH &RQYHQWLRQ 1R� ����

− D VHFWRULDO GDWD SURWHFWLRQ GLUHFWLYH FRYHULQJ WKH VSHFLILF UHTXLUHPHQWV RI

WKH ,6'1 DQG SXEOLF GLJLWDO PRELOH QHWZRUNV VHFWRU� DQG

− D GHFLVLRQ LQ WKH ILHOG RI LQIRUPDWLRQ V\VWHPV VHFXULW\�
���

,Q ����� WKH 'LUHFWLYH ������(& RQ WKH SURWHFWLRQ RI LQGLYLGXDOV ZLWK UHJDUG

WR WKH SURFHVVLQJ RI SHUVRQDO GDWD DQG RQ WKH IUHH PRYHPHQW RI VXFK GDWD

ZDV DGRSWHG E\ WKH &RXQFLO DQG WKH (XURSHDQ 3DUOLDPHQW�
���

7KH 0HPEHU

6WDWHV RI WKH (XURSHDQ 8QLRQ KDYH WR LPSOHPHQW WKH 'LUHFWLYH ZLWKLQ WKUHH

\HDUV VR WKDW WKH GHDGOLQH IRU WKH LPSOHPHQWDWLRQ HQGV LQ 2FWREHU �����
���

7KH (& 'DWD 3URWHFWLRQ 'LUHFWLYH FRYHUV WKH IROORZLQJ DUHDV�

− ODZIXOQHVV RI WKH SURFHVVLQJ RI SHUVRQDO GDWD

− SULQFLSOHV UHODWLQJ WR GDWD TXDOLW\

− SULQFLSOHV UHODWLQJ WR WKH JURXQGV IRU SURFHVVLQJ GDWD

− VSHFLDO FDWHJRULHV RI SURFHVVLQJ

− LQIRUPDWLRQ WR EH JLYHQ WR WKH GDWD VXEMHFW

− WKH GDWD VXEMHFW
V ULJKW RI DFFHVV WR GDWD

'DWHQYHUDUEHLWXQJ� SS� � HW VHT�� 6LPLWLV� 'DWHQVFKXW] XQG (XURSlLVFKH *HPHLQVFKDIW� ������

5HFKW GHU 'DWHQYHUDUEHLWXQJ� SS� � HW VHT�

��� 6HH &RPPLVVLRQ RI WKH (XURSHDQ &RPPXQLWLHV� &20���� ��� ILQDO ± 6<1 ��� DQG ��� RI

�� 6HSWHPEHU �����

��� 'LUHFWLYH ������(& RI WKH (XURSHDQ 3DUOLDPHQW DQG RI WKH &RXQFLO RI �� 2FWREHU ���� RQ WKH

SURWHFWLRQ RI LQGLYLGXDOV ZLWK UHJDUG WR WKH SURFHVVLQJ RI SHUVRQDO GDWD DQG RQ WKH IUHH PRYHPHQW

RI VXFK GDWD� 2- / ������ RI �����������

��� )RU WKH QHFHVVDU\ VWHSV LQ WKLV SURFHVV DQG WKH FXUUHQW LPSOHPHQWDWLRQ VWDWXV LQ WKH 0HPEHU

6WDWHV VHH WKH ILUVW DQQXDO UHSRUW RI WKH :RUNLQJ 3DUW\ RQ WKH 3URWHFWLRQ RI ,QGLYLGXDOV ZLWK UHJDUG

WR WKH 3URFHVVLQJ RI 3HUVRQDO 'DWD �;9��������ILQDO '(��
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− H[FHSWLRQV DQG UHVWULFWLRQV

− WKH GDWD VXEMHFW
V ULJKW WR REMHFW

− FRQILGHQWLDOLW\ DQG VHFXULW\ RI SURFHVVLQJ

− QRWLILFDWLRQ

− MXGLFLDO UHPHGLHV� OLDELOLW\ DQG SHQDOWLHV

− WUDQVIHU RI SHUVRQDO GDWD WR WKLUG FRXQWULHV

− FRGHV RI FRQGXFW

− VXSHUYLVRU\ DXWKRULW\

− UXOH�PDNLQJ SRZHUV RI WKH &RPPLVVLRQ

:LWK UHVSHFW WR GDWD SURWHFWLRQ LQ WKH DUHD RI WHOHFRPPXQLFDWLRQV� WKH

'LUHFWLYH ZLOO EH VXSSOHPHQWHG E\ WKH ,6'1 'DWD 3URWHFWLRQ 'LUHFWLYH� 7KH

&RXQFLO KDV DGRSWHG D FRPPRQ SRVLWLRQ RQ WKLV 'LUHFWLYH RQ

�� 6HSWHPEHU �����
���

PRVW UHFHQWO\� WKH (XURSHDQ 3DUOLDPHQW DQG WKH

&RXQFLO DJUHHG RQ WKH ILQDO YHUVLRQ RI WKH 'LUHFWLYH DIWHU D ORQJ FRQFLOLDWLRQ

SURFHGXUH�
���

7KH LPSOHPHQWDWLRQ GDWH LV 2FWREHU ����� LQ OLQH ZLWK WKH

JHQHUDO 'DWD 3URWHFWLRQ 'LUHFWLYH�
���

7KH 'LUHFWLYH FRYHUV WKH IROORZLQJ

DUHDV�

− VHFXULW\ RI VHUYLFHV DQG RI QHWZRUNV

− FRQILGHQWLDOLW\ RI FRPPXQLFDWLRQV

− WUDIILF DQG ELOOLQJ GDWD

− WKH ULJKW WR UHFHLYH QRQ�LWHPLVHG ELOOV

− SUHVHQWDWLRQ DQG UHVWULFWLRQ RI FDOOHU DQG FRQQHFWHG OLQH LGHQWLILFDWLRQ

− DXWRPDWLF FDOO IRUZDUGLQJ

− GDWD FRQWDLQHG LQ GLUHFWRULHV RI VXEVFULEHUV

− XQVROLFLWHG FDOOV IRU WKH SXUSRVHV RI GLUHFW PDUNHWLQJ�

)XUWKHUPRUH� WKH 7UHDW\ RI $PVWHUGDP ZLOO LQFRUSRUDWH D QHZ $UWLFOH ���E

�UHVSHFWLYHO\ $UWLFOH ��� DFFRUGLQJ WR WKH QHZ QXPEHULQJ LQWURGXFHG E\ WKH

$PVWHUGDP 7UHDW\� LQWR WKH (& 7UHDW\� $FFRUGLQJ WR WKH QHZ $UWLFOH� IURP

� -DQXDU\ ���� RQZDUGV� &RPPXQLW\ DFWV RQ WKH SURWHFWLRQ RI LQGLYLGXDOV

��� &RPPRQ SRVLWLRQ �(&� 1R� ����� DGRSWHG E\ WKH &RXQFLO RQ �� 6HSWHPEHU ���� ZLWK D YLHZ WR

DGRSWLQJ 'LUHFWLYH �������(& RI WKH (XURSHDQ 3DUOLDPHQW DQG RI WKH &RXQFLO FRQFHUQLQJ WKH

SURFHVVLQJ RI SHUVRQDO GDWD DQG WKH SURWHFWLRQ RI SULYDF\ LQ WKH WHOHFRPPXQLFDWLRQV VHFWRU� LQ

SDUWLFXODU LQ WKH LQWHJUDWHG VHUYLFHV GLJLWDO QHWZRUN �,6'1� DQG LQ WKH SXEOLF GLJLWDO PRELOH

QHWZRUNV �2- & ������ RI ������������ 7KH &RPPRQ SRVLWLRQ LV DOVR DYDLODEOH RQ WKH ,QWHUQHW�

�KWWS���ZZZ��HFKR�OX�OHJDO�HQ�GDWDSURW�LVGQ�LVGQ�KWPO! �DFFHVVHG RQ �� -DQXDU\ ������

��� 7KH 7HOHFRPPXQLFDWLRQV 'DWD 3URWHFWLRQ 'LUHFWLYH ZDV DGRSWHG RQ � 'HFHPEHU ���� DQG LV QRW

\HW SXEOLVKHG LQ WKH 2IILFLDO -RXUQDO�

��� 7KH 'LUHFWLYH ZLOO KDYH WR EH WUDQVSRVHG LQWR QDWLRQDO ODZ E\ �� 2FWREHU ����� H[FHSW IRU FHUWDLQ

DVSHFWV RI FRQILGHQWLDOLW\ RI FRPPXQLFDWLRQV IRU ZKLFK DQ DGGLWLRQDO SHULRG XQWLO �� 2FWREHU ����

KDV EHHQ JUDQWHG�
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ZLWK UHJDUG WR WKH SURFHVVLQJ RI SHUVRQDO GDWD DQG WKH IUHH PRYHPHQW RI

VXFK GDWD VKDOO DSSO\ WR WKH LQVWLWXWLRQV DQG ERGLHV VHW XS E\� RU RQ WKH

EDVLV RI� WKH (& 7UHDW\� %HIRUH WKDW GDWH� WKH &RXQFLO� DFWLQJ LQ DFFRUGDQFH

ZLWK WKH SURFHGXUH UHIHUUHG WR LQ $UWLFOH ���E� VKDOO HVWDEOLVK DQ

LQGHSHQGHQW VXSHUYLVRU\ ERG\ UHVSRQVLEOH IRU PRQLWRULQJ WKH DSSOLFDWLRQ RI

VXFK &RPPXQLW\ DFWV WR &RPPXQLW\ LQVWLWXWLRQV DQG ERGLHV DQG VKDOO DGRSW

DQ\ RWKHU UHOHYDQW SURYLVLRQV DV DSSURSULDWH�

G� 8QLWHG 1DWLRQV

,Q ����� WKH *HQHUDO $VVHPEO\ RI WKH 8QLWHG 1DWLRQV �81� DGRSWHG WKH

�*XLGHOLQHV RQ WKH 8VH RI &RPSXWHULVHG 3HUVRQDO 'DWD )ORZ��
���

2Q

�� 'HFHPEHU ����� WKH *HQHUDO $VVHPEO\ DGRSWHG WKH �*XLGHOLQHV IRU WKH

5HJXODWLRQ RI &RPSXWHULVHG 3HUVRQDO 'DWD )LOHV� LQ WKHLU UHYLVHG YHUVLRQ�
���

7KH *XLGHOLQHV FRQWDLQ VLPLODU SULQFLSOHV DV WKH 2(&' *XLGHOLQHV DQG WKH

&RXQFLO RI (XURSH &RQYHQWLRQ� 7KH\ DUH QRQ�ELQGLQJ UHFRPPHQGDWLRQV WR

WKH 0HPEHU 6WDWHV DQG FRQWDLQ SULQFLSOHV ZLWK UHVSHFW WR DFFXUDF\� SXUSRVH

VSHFLILFDWLRQ� DFFHVV ULJKWV� QRQ�GLVFULPLQDWLRQ DV ZHOO DV VHFXULW\�
���

$GGLWLRQDO HIIRUWV IRU SULYDF\ SURWHFWLRQ ZHUH PDGH E\ WKH &RPPLVVLRQ RQ

+XPDQ 5LJKWV RI WKH (FRQRPLF DQG 6RFLDO &RXQFLO RI WKH 81�

H� *� &RXQWULHV

7KH *� &RXQWULHV
���

DGGUHVVHG TXHVWLRQV RI SULYDF\ SURWHFWLRQ LQ ���� LQ D

FRQIHUHQFH RQ WKH LQIRUPDWLRQ VRFLHW\� 7KH VXPPDU\ RI WKH FKDLUPDQ

UHFRPPHQGHG WR UHVSHFW SULYDF\ ULJKWV DQG WR SURWHFW SHUVRQDO GDWD�
���

I� :RUOG 7UDGH 2UJDQLVDWLRQ

7KH :RUOG 7UDGH 2UJDQLVDWLRQ �:72� KDV DOVR GLVFXVVHG SULYDF\ LVVXHV ZLWK

UHVSHFW WR WKH IUHH IORZ RI GDWD� (VSHFLDOO\ LQ WKH *$76 DJUHHPHQW� LW

��� 6HH 81� *XLGHOLQHV RQ WKH 8VH RI &RPSXWHULVHG 3HUVRQDO 'DWD )ORZ� 5HVROXWLRQ ������� DGRSWHG LQ

'HFHPEHU ����� DSSURYHG RQ � 'HFHPEHU ����� 81 'RF� (�&1���6XE�����������

��� 81 *HQHUDO $VVHPEO\ 2IILFLDO 5HFRUGV ��WK 6HVVLRQ ����� 6XSSOHPHQW 1R� �� �$��������

��� 6HH 81 'RF� (�&1���6XE����������� S� �� $QQH[ ,� 81 'RF� (�&1���������� RI

�� )HEUXDU\ �����

��� &DQDGD� )UDQFH� ,WDO\� -DSDQ� *HUPDQ\� WKH 8.� WKH 8QLWHG 6WDWHV RI $PHULFD�

��� &I� ILQDO UHPDUNV RI WKH *� KHDGPHHWLQJ �.RQIHUHQ] �EHU GLH ,QIRUPDWLRQVJHVHOOVFKDIW� RQ

�� )HEUXDU\ ����� 'RF������ %U�KDQQ� (8�'DWHQVFKXW]ULFKWOLQLH ± 8PVHW]XQJ LQ HLQHP YHUQHW]WHQ

(XURSD� ������ 5HFKW GHU 'DWHQYHUDUEHLWXQJ� S� �� �����



3URI� 'U� 8OULFK 6LHEHU ± &20&5,0(�6WXG\ ± ,9� ,QWHUQDWLRQDO DQG 6XSUDQDWLRQDO $FWLYLWLHV

���

DFFHSWHG SULYDF\ LVVXHV DV D MXVWLILFDWLRQ IRU OLPLWLQJ LQWHUQDWLRQDO GDWD

IORZV�
���

�� +DUPRQLVDWLRQ�RI�&ULPLQDO�/DZ

&RQWUDU\ WR WKH SURJUHVV DFKLHYHG LQ WKH ILHOG RI DGPLQLVWUDWLYH DQG FLYLO

SULYDF\ ODZ� LQWHUQDWLRQDO KDUPRQLVDWLRQ LQ WKH GRPDLQ RI FULPLQDO SULYDF\

ODZ KDV QRW UHDOO\ SURJUHVVHG \HW� 2QO\ ILUVW DSSURDFKHV WR GHDO ZLWK WKHVH

TXHVWLRQV KDYH EHHQ XQGHUWDNHQ E\ WKH &RXQFLO RI (XURSH� WKH 8QLWHG

1DWLRQV DQG WKH $VVRFLDWLRQ ,QWHUQDWLRQDO GH 'URLW 3pQDO�

D� &RXQFLO RI (XURSH

7KH PDLQ VWHSV LQ WKH ILHOG RI FULPLQDO SULYDF\ ODZ KDYH EHHQ WDNHQ E\ WKH

&RXQFLO RI (XURSH� 7KH DERYH�PHQWLRQHG 'DWD 3URWHFWLRQ &RQYHQWLRQ RI WKH

&RXQFLO RI (XURSH RI ���� FRQWDLQV� LQ LWV $UWLFOH ��� D SURYLVLRQ VWDWLQJ WKDW

�HDFK SDUW\ XQGHUWDNHV WR HVWDEOLVK DSSURSULDWH VDQFWLRQV DQG UHPHGLHV IRU

YLRODWLRQ RI ��� WKH EDVLF SULQFLSOHV IRU GDWD SURWHFWLRQ�� +RZHYHU� WKLV FODXVH

OHDYHV LW XS WR WKH 0HPEHU 6WDWHV WR GHWHUPLQH WKH QDWXUH RI WKHVH

VDQFWLRQV DQG UHPHGLHV �FLYLO� DGPLQLVWUDWLYH RU FULPLQDO�� DV ZHOO DV WKHLU

VFRSH RI DSSOLFDWLRQ�

)XUWKHU VWXGLHV RQ WKH KDUPRQLVDWLRQ RI FULPLQDO SULYDF\ ODZ ZHUH

XQGHUWDNHQ LQ WKH FRXUVH RI WKH 6HOHFW &RPPLWWHH RI ([SHUWV IRU &RPSXWHU�

5HODWHG &ULPH RI WKH &RXQFLO RI (XURSH� ,Q KLV FRPSDUDWLYH UHSRUW RQH RI WKH

&RPPLWWHH
V 6FLHQWLILF ([SHUWV VXJJHVWHG DOUHDG\ LQ ���� WKDW WKH

KDUPRQLVDWLRQ RI ODZ VKRXOG EH H[WHQGHG WR WKH ILHOG RI FULPLQDO ODZ

SURYLVLRQV E\ D WZR VWHS ZRUNLQJ SODQ LQ RUGHU WR DUULYH DW DQ LQWHUQDWLRQDO

FRQVHQVXV LQ WKLV ILHOG� )LUVW� DQ DSSURSULDWH LQWHUQDWLRQDO RUJDQLVDWLRQ

VKRXOG DLP WRZDUGV GHYHORSLQJ FHUWDLQ EDVLF SULQFLSOHV ZKLFK ZRXOG WKHQ EH

FRQVLGHUHG E\ DOO QDWLRQDO OHJLVODWLRQV LQ WKH ILHOG RI FRPSXWHU�UHODWHG

FULPLQDO SULYDF\ OHJLVODWLRQ DQG ZKLFK FRXOG EH SUHVHQWHG LQ WKH IRUP RI D

UHFRPPHQGDWLRQ RU FRQYHQWLRQ� %DVHG RQ WKHVH SULQFLSOHV� D OLVW RI DFWV RI

FULPLQDO SULYDF\ LQIULQJHPHQWV VKRXOG WKHQ EH GHYHORSHG� 7KLV OLVW RI DFWV

FRXOG VXSSOHPHQW WKH 2(&' OLVW PHQWLRQHG DERYH� VKRXOG SUHYHQW ERWK

XQGHU� DQG RYHU�FULPLQDOLVDWLRQ� DQG FRXOG EH SXW GRZQ LQ WKH IRUP RI D

PRGHO ODZ�
���

)ROORZLQJ WKHVH VXJJHVWLRQV� WKH &RPPLWWHH UHFRPPHQGHG

��� 6HH %U�KDQQ� (8�'DWHQVFKXW]ULFKWOLQLH ± 8PVHW]XQJ LQ HLQHP YHUQHW]WHQ (XURSD� ������ 5HFKW

GHU 'DWHQYHUDUEHLWXQJ� S� �� �����

��� 6HH 6LHEHU� 3URSRVDO IRU D &RXQFLO RI (XURSH ,QLWLDWLYH LQ WKH )LHOG RI &RPSXWHU�5HODWHG

,QIULQJHPHQWV RI 3ULYDF\� &RXQFLO RI (XURSH 'RF� 1R� 3&�5�&& ���� �� RI �� 0DUFK ����� DQG
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EDVLF SULQFLSOHV ZKLFK VKRXOG EH WDNHQ LQWR DFFRXQW E\ DOO 0HPEHU 6WDWHV

ZKHQ DFWLQJ LQ WKH ILHOG RI FRPSXWHU�UHODWHG FULPLQDO SULYDF\ OHJLVODWLRQ�

7KHVH EDVLF SULQFLSOHV ZHUH WKH IROORZLQJ�

���� 7KH SURWHFWLRQ RI SULYDF\ DJDLQVW RIIHQFHV FDXVHG E\ PRGHUQ FRPSXWHU WHFKQRORJ\

LV RI JUHDW LPSRUWDQFH� +RZHYHU� WKLV SURWHFWLRQ VKRXOG EH EDVHG SULPDULO\ RQ

DGPLQLVWUDWLYH DQG FLYLO ODZ UHJXODWLRQV� 5HFRXUVH WR FULPLQDO ODZ VKRXOG EH PDGH

RQO\ DV D ODVW UHVRUW� 7KLV PHDQV WKDW FULPLQDO VDQFWLRQV VKRXOG EH XVHG RQO\ LQ

FDVHV RI VHYHUH RIIHQFHV LQ ZKLFK DGHTXDWH UHJXODWLRQ FDQQRW EH DFKLHYHG E\

DGPLQLVWUDWLYH RU FLYLO ODZ PHDVXUHV �8OWLPD UDWLR SULQFLSOH��

��� 7KH UHVSHFWLYH FULPLQDO SURYLVLRQV PXVW GHVFULEH WKH IRUELGGHQ DFWV SUHFLVHO\ DQG

VKRXOG DYRLG YDJXH JHQHUDO FODXVHV� 3UHFLVH GHVFULSWLRQ RI LOOHJDO DFWV� ZLWKRXW

KRZHYHU UHVRUWLQJ WR D FDVXLVWLF OHJLVODWLRQ WHFKQLTXH� FDQ HDVLO\ EH DFKLHYHG� IRU

H[DPSOH� IRU VSHFLILF XQIDLU PHWKRGV RI REWDLQLQJ GDWD RU IRU VSHFLILF VHQVLWLYH

GDWD� ,Q FDVHV LQ ZKLFK SUHFLVH GHVFULSWLRQV RI LOOHJDO DFWV DUH QRW SRVVLEOH GXH WR

WKH QHFHVVLW\ RI D GLIILFXOW EDODQFLQJ RI LQWHUHVWV �SULYDF\ YHUVXV IUHHGRP RI

LQIRUPDWLRQ�� FULPLQDO ODZ VKRXOG GHFOLQH IURP LQFULPLQDWLQJ VXEVWDQWLYH

LQIULQJHPHQWV RI SULYDF\ DQG DGRSW D IRUPDO DSSURDFK� EDVHG RQ DGPLQLVWUDWLYH

UHTXLUHPHQWV RI QRWLILFDWLRQ RI SRWHQWLDOO\ KDUPIXO '3�DFWLYLWLHV� )DLOXUH WR FRPSO\

ZLWK WKHVH QRWLILFDWLRQ UHTXLUHPHQWV DQG WR REH\ UHJXODWLRQV RI WKH GDWD

SURWHFWLRQ DXWKRULWLHV FRXOG WKHQ EH VXEMHFW WR VDQFWLRQV� 7KHVH IRUPDO RIIHQFHV

DUH LQ DFFRUGDQFH ZLWK WKH SULQFLSOH RI FXOSDELOLW\ DV ORQJ DV WKH\ FDQ EH

FRQVLGHUHG EDQV SHU VH �*HIlKUGXQJVGHOLNWH� GpOLWV�REVWDFOH�� ZKLFK SXQLVK WKH

HQGDQJHULQJ RI SULYDF\ ULJKWV� ,Q PDQ\ DUHDV FULPLQDO SULYDF\ LQIULQJHPHQWV�

WKHUHIRUH� ZRXOG SUHVXSSRVH ERWK WKH LQIULQJHPHQW RI IRUPDO UHTXLUHPHQWV� DV

ZHOO DV WKH HQGDQJHULQJ RI VXEVWDQWLYH SULYDF\ ULJKWV �3ULQFLSOH RI SUHFLVLRQ LQ WKH

ZRUGLQJ RI FULPLQDO ODZ��

��� 7KH FULPLQDOLVHG DFWV VKRXOG EH GHVFULEHG DV FOHDUO\ DV SRVVLEOH E\ WKH UHVSHFWLYH

SHQDO ODZ SURYLVLRQV� 7KHUHIRUH� D WRR�H[WHQVLYH XVH RI WKH UHIHUUDO WHFKQLTXH

�L�H�� WKH WHFKQLTXH SXUVXDQW WR ZKLFK DFWLYLWLHV UHJXODWHG RXWVLGH WKH SHQDO ODZ

SURYLVLRQV DUH FULPLQDOLVHG E\ UHIHUHQFH� PDNHV FULPLQDO SURYLVLRQV XQFOHDU DQG

LQFRPSUHKHQVLEOH DQG VKRXOG EH DYRLGHG� ,I LPSOLFLW RU H[SOLFLW UHIHUHQFHV RI WKH

FULPLQDO ODZ DUH XVHG� WKH FULPLQDO SURYLVLRQ LWVHOI VKRXOG DW OHDVW JLYH DQ

DGHTXDWH LGHD RI WKH IRUELGGHQ DFWV �&OHDUQHVV SULQFLSOH��

��� 'LIIHUHQW FRPSXWHU�UHODWHG LQIULQJHPHQWV RI SULYDF\ VKRXOG QRW EH FULPLQDOLVHG LQ

RQH JOREDO SURYLVLRQ� 7KH SULQFLSOH RI FXOSDELOLW\ UHTXLUHV D GLIIHUHQWLDWLRQ

DFFRUGLQJ WR WKH LQWHUHVWV DIIHFWHG� WKH DFWV FRPPLWWHG� WKH VWDWXV RI WKH

SHUSHWUDWRU� DV ZHOO DV RI KLV LQWHQGHG DLPV DQG RWKHU PHQWDO HOHPHQWV �3ULQFLSOH

RI GLIIHUHQWLDWLRQ��

��� ,Q SULQFLSOH� FRPSXWHU�UHODWHG LQIULQJHPHQWV RI SULYDF\ VKRXOG RQO\ EH SXQLVKDEOH

LI WKH SHUSHWUDWRU DFWV ZLWK LQWHQW� &ULPLQDOLVDWLRQ RI QHJOLJHQW DFWV VKRXOG EH DQ

H[FHSWLRQ UHTXLULQJ D VSHFLDO MXVWLILFDWLRQ �3ULQFLSOH RI LQWHQW��

��� 0LQRU FRPSXWHU�UHODWHG RIIHQFHV DJDLQVW SULYDF\ VKRXOG EH SXQLVKHG RQO\ LQ

DFFRUGDQFH ZLWK UHFRPPHQGDWLRQ 1R� ���� �� RQ WKH 6LPSOLILFDWLRQ RI &ULPLQDO

6LHEHU� 3URSRVDO IRU D &RXQFLO RI (XURSH ,QLWLDWLYH LQ WKH )LHOG RI &RPSXWHU�5HODWHG ,QIULQJHPHQWV

RI 3ULYDF\� $PHQGPHQW ,� &RXQFLO RI (XURSH 'RF� 1R� 3&�5�&& ���� �� RI � 'HFHPEHU �����
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-XVWLFH� RQ FRPSODLQW RI WKH YLFWLP RU RI WKH 3ULYDF\ 3URWHFWLRQ &RPPLVVLRQHU RU RI

WKH 3ULYDF\ 3URWHFWLRQ $XWKRULW\ �3ULQFLSOH RI FRPSODLQW���
���

(VSHFLDOO\ GXH WR ODFN RI WLPH� WKH &RPPLWWHH GLG QRW GLVFXVV IXUWKHU�JRLQJ

SURSRVDOV FRQFHUQLQJ JXLGHOLQHV IRU QDWLRQDO OHJLVODWRUV LQ WKH ILHOG RI

FULPLQDO SULYDF\ OHJLVODWLRQ� +RZHYHU� WKH DERYH�PHQWLRQHG SURSRVDO RI WKH

&RXQFLO RI (XURSH
V 6FLHQWLILF ([SHUWV KDG VXJJHVWHG WKDW ILUVW LW VKRXOG EH

FOHDUO\ GHFLGHG LI WKH LQWHQWLRQ RI VXFK JXLGHOLQHV ZDV WR FUHDWH HLWKHU D

�PLQLPXP OLVW� �WR JXDUDQWHH D PLQLPXP SURWHFWLRQ RI SULYDF\ LQ DOO 0HPEHU

6WDWHV�� DQ �RSWLRQDO OLVW� �WR LOOXVWUDWH DGGLWLRQDO DFWV ZKLFK PLJKW EH

FULPLQDOLVHG LQ 0HPEHU 6WDWHV�� RU D �PD[LPXP OLVW� �WR SUHYHQW RYHU�

FULPLQDOLVDWLRQ DQG LPSUHFLVH FULPLQDO ODZV� DQG�RU D PRGHO ODZ� 7KH

SURSRVDO KDG HVSHFLDOO\ VXJJHVWHG WR FRQFHQWUDWH FULPLQDO SULYDF\ ODZ RQ WKH

IROORZLQJ DFWV�

���� 7KH ZLOIXO DQG LOOHJDO GLVFORVXUH RI SHUVRQDO VHFUHWV FRPPLWWHG E\ SXEOLF RIILFLDOV�

HPSOR\HHV RI WKH 377 VHUYLFHV DQG VSHFLILF KROGHUV RI SURIHVVLRQDO VHFUHF\

�HVSHFLDOO\ PHGLFDO SHUVRQQHO� ODZ\HUV DQG EDQN HPSOR\HHV� ZKR KDYH REWDLQHG

WKH VHFUHWV LQ WKH FRXUVH RI SURIHVVLRQDO ZRUN�

��� WKH ZLOIXO DQG LOOHJDO GLVFORVXUH DQG�RU REWDLQPHQW RI DXWRPDWLFDOO\�VWRUHG

SHUVRQDO GDWD� LI WKLV DFW FRQVLGHUDEO\ HQGDQJHUV WKH SULYDF\ ULJKWV RI DQ LQGLYLGXDO

DQG LQIULQJHV XSRQ WKH IRUPDO QRWLILFDWLRQ UHTXLUHPHQWV RI SULYDF\ OHJLVODWLRQ RU

LQIULQJHV XSRQ D �QRQ�DSSHDODEOH RU SURYLVLRQDOO\ HQIRUFHDEOH� DGPLQLVWUDWLYH RU

FRXUW GHFLVLRQ�

��� WKH ZLOIXO DQG LOOHJDO REWDLQPHQW RI DXWRPDWLFDOO\�VWRUHG SHUVRQDO GDWD E\ IDOVH

SUHWHQFHV DQG�RU E\ LQIULQJHPHQW RI VHFXULW\ PHDVXUHV�

��� WKH ZLOIXO GLVFORVXUH RI LQFRUUHFW �DXWRPDWLFDOO\�VWRUHG� SHUVRQDO GDWD �LI WKLV DFW

HQGDQJHUV WKH SULYDF\ ULJKWV RI DQ LQGLYLGXDO��

��� WKH ZLOIXO DOWHUDWLRQ� VWRUDJH� HUDVXUH DQG�RU VXSSUHVVLRQ RI �DXWRPDWLFDOO\�

VWRUHG� SHUVRQDO GDWD FRPPLWWHG E\ XQDXWKRULVHG SHUVRQV �HVSHFLDOO\ E\ RXWVLGH

SDUWLHV� ZLWK WKH LQWHQW WR FDXVH GDPDJH WR DQRWKHU SDUW\ RU WR JDLQ DQ LOOHJDO

SURILW��
���

E� 8QLWHG 1DWLRQV

,Q ����� WKH 81 SXEOLVKHG WKH �81 0DQXDO RQ WKH 3UHYHQWLRQ DQG &RQWURO RI

&RPSXWHU�5HODWHG &ULPH�� $PRQJ RWKHUV� WKH PDQXDO FRQWDLQV D FKDSWHU RQ

�6XEVWDQWLYH &ULPLQDO /DZ 3URWHFWLQJ 3ULYDF\��
���

7KH PDLQ OLQHV RI WKLQNLQJ

��� 6HH &RXQFLO RI (XURSH� &RPSXWHU�5HODWHG &ULPH� ����� SS� �� HW VHT�

��� 6HH 6LHEHU� 3URSRVDO IRU D &RXQFLO RI (XURSH ,QLWLDWLYH LQ WKH )LHOG RI &RPSXWHU�5HODWHG

,QIULQJHPHQWV RI 3ULYDF\� $PHQGPHQW ,� &RXQFLO RI (XURSH 'RF� 1R� 3&�5�&& ���� �� RI

� 'HFHPEHU �����

��� 81 2IILFH DW 9LHQQD� ,QWHUQDWLRQDO 5HYLHZ RI &ULPLQDO 3ROLF\� 81 0DQXDO RQ WKH 3UHYHQWLRQ DQG

&RQWURO RI &RPSXWHU�5HODWHG &ULPH� 1RV� �� DQG ��� ����� SS� �� HW VHT�
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LQ WKH PDQXDO IROORZ WKH DERYH PHQWLRQHG SURSRVDOV RI WKH &RXQFLO RI

(XURSH�
���

F� $VVRFLDWLRQ ,QWHUQDWLRQDO GH 'URLW 3pQDO

7KH UHFRPPHQGDWLRQV RI WKH ;9WK ,QWHUQDWLRQDO &RQJUHVV RQ 3HQDO /DZ

6HFWLRQ ,, RQ &RPSXWHU &ULPHV DQG RWKHU &ULPHV DJDLQVW ,QIRUPDWLRQ

7HFKQRORJ\ KHOG LQ 5LR GH -DQHLUR� ���� 6HSWHPEHU ���� DOVR FRQWDLQ D

FKDSWHU RQ �6SHFLILF ,VVXHV RI 3ULYDF\ 3URWHFWLRQ�� 7KH FKDSWHU LV LQ OLQH ZLWK

WKH DERYH�PHQWLRQHG SULQFLSOHV RI WKH &RXQFLO RI (XURSH DQG WKH 81�
���

:LWK

UHVSHFW WR SULYDF\ SURWHFWLRQ WKH UHFRPPHQGDWLRQV VWDWH�

���� 7KH VLJQLILFDQFH RI SURWHFWLQJ SULYDF\ LQWHUHVWV LQ WKH WUDQVIRUPHG LQIRUPDWLRQ DJH

DJDLQVW QHZ GDQJHUV HPDQDWLQJ IURP WKH LQIRUPDWLRQ WHFKQRORJ\ VKRXOG EH

UHFRJQL]HG� +RZHYHU� WKH OHJLWLPDWH LQWHUHVWV LQ WKH IUHH IORZ DQG GLVWULEXWLRQ RI

LQIRUPDWLRQ ZLWKLQ VRFLHW\ PXVW DOVR EH UHVSHFWHG� 3ULYDF\ LQWHUHVWV LQFOXGH WKH ULJKW RI

FLWL]HQV WR DFFHVV� E\ OHJDO PHDQV FRQVLVWHQW ZLWK LQWHUQDWLRQDO KXPDQ ULJKWV�

LQIRUPDWLRQ DERXW WKHPVHOYHV ZKLFK LV KHOG E\ RWKHUV�

��� 7KH GLVFXVVLRQ GHPRQVWUDWHG WKDW WKHUH DUH VLJQLILFDQW GLIIHUHQFHV LQ RSLQLRQ DV WR

ERWK WKH PHDQV E\� DQG WKH GHJUHH WR ZKLFK SURWHFWLRQ VKRXOG EH DIIRUGHG E\

DGPLQLVWUDWLYH� FLYLO� UHJXODWRU\ DQG FULPLQDO ODZ� 7KHUH DUH DOVR VHULRXV GLVDJUHHPHQWV

DV WR WKH H[WHQW WR ZKLFK FULPLQDO ODZ VKRXOG EH LQYROYHG LQ WKH SURWHFWLRQ RI SULYDF\�

7KHUHIRUH� QRQ�SHQDO PHDVXUHV VKRXOG EH JLYHQ SULRULW\� HVSHFLDOO\ ZKHUH WKH UHODWLRQV

EHWZHHQ WKH SDUWLHV DUH JRYHUQHG E\ FRQWUDFW�

��� &ULPLQDO SURYLVLRQV VKRXOG RQO\ EH XVHG ZKHUH FLYLO ODZ RU GDWD SURWHFWLRQ ODZ GR

QRW SURYLGH DGHTXDWH OHJDO UHPHGLHV� 7R WKH H[WHQW WKDW FULPLQDO VDQFWLRQV DUH XVHG�

WKH $,'3 QRWHV WKH EDVLF SULQFLSOHV ZKLFK VKRXOG EH WDNHQ LQWR DFFRXQW E\ VWDWHV ZKHQ

HQDFWLQJ FULPLQDO OHJLVODWLRQ LQ WKLV ILHOG� DV UHFRPPHQGHG LQ 5HFRPPHQGDWLRQ ���� �

RI WKH &RXQFLO RI (XURSH� 7KH $,'3 SURSRVHV IXUWKHU WKDW FULPLQDO SURYLVLRQV LQ WKH

SULYDF\ DUHD VKRXOG LQ SDUWLFXODU�

− EH XVHG RQO\ LQ VHULRXV FDVHV� HVSHFLDOO\ WKRVH LQYROYLQJ KLJKO\ VHQVLWLYH GDWD RU

FRQILGHQWLDO LQIRUPDWLRQ WUDGLWLRQDOO\ SURWHFWHG E\ ODZ�

− EH GHILQHG FOHDUO\ DQG SUHFLVHO\ UDWKHU WKDQ E\ WKH XVH RI YDJXH RU JHQHUDO FODXVHV

�*HQHUDONODXVHOQ�� HVSHFLDOO\ LQ UHODWLRQ WR VXEVWDQWLYH SULYDF\ ODZ�

− HVWDEOLVK D GLIIHUHQFH EHWZHHQ WKH YDULRXV OHYHOV RI JUDYLW\ RI WKH RIIHQVHV DQG WR

UHVSHFW WKH UHTXLUHPHQWV RI FXOSDELOLW\�

− EH UHVWULFWHG SULPDULO\ WR LQWHQWLRQDO DFWV� DQG

− SHUPLW WKH SURVHFXWLRQ DXWKRULWLHV WR WDNH LQWR DFFRXQW� LQ UHVSHFW RI VRPH W\SHV RI

RIIHQFHV� WKH ZLVKHV RI WKH YLFWLP UHJDUGLQJ SURVHFXWLRQ�

��� )XUWKHU VWXG\ VKRXOG EH XQGHUWDNHQ WR DWWHPSW� ZLWK VSHFLDO UHJDUG WR SXEOLF

GDWDEDVHV� WR GHILQH D OLVW RI DFWV ZKLFK VKRXOG DSSURSULDWHO\ EH FULPLQDOLVHG� 7KLV

FRXOG LQFOXGH LQWHQWLRQDO DFWV RI LQIULQJHPHQW RI VHFUHF\ DQG VHULRXV IRUPV RI LOOHJDO

FROOHFWLRQ� XVH� WUDQVIHU DQG DOWHUDWLRQ RI SHUVRQDO GDWD ZKLFK FUHDWH D GDQJHU WR

SHUVRQDO ULJKWV� $ VWDUWLQJ SRLQW IRU WKLV VWXG\ PLJKW EH WKH WHQWDWLYH SURSRVDOV WKDW

��� 7KH UHVSHFWLYH FKDSWHU ZDV ZULWWHQ E\ WKH VDPH H[SHUW ZKR KDG ZRUNHG IRU WKH &RXQFLO RI (XURSH�

��� 6HFWLRQ ,, RI WKH ;9WK ,QWHUQDWLRQDO &RQJUHVV RQ 3HQDO /DZ ZDV FKDLUHG E\ WKH VDPH H[SHUW ZKR

KDG ZRUNHG IRU WKH &RXQFLO RI (XURSH�
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ZHUH FRQVLGHUHG E\ WKH VHOHFW FRPPLWWHH RI H[SHUWV RQ FRPSXWHU�UHODWHG FULPH RI WKH

&RXQFLO RI (XURSH��

G� (XURSHDQ 8QLRQ

7KH DERYH PHQWLRQHG ���� JHQHUDO (& 'DWD 3URWHFWLRQ 'LUHFWLYH
���

DGGUHVVHV FULPLQDO ODZ TXHVWLRQV RQO\ JOREDOO\� $UWLFOH �� RI WKH 'LUHFWLYH

SURYLGHV WKDW 0HPEHU 6WDWHV VKDOO DGRSW VXLWDEOH PHDVXUHV WR HQVXUH WKH

IXOO LPSOHPHQWDWLRQ RI WKH SURYLVLRQV RI WKH 'LUHFWLYH DQG VKDOO LQ SDUWLFXODU

OD\ GRZQ WKH VDQFWLRQV WR EH LPSRVHG LQ FDVH RI LQIULQJHPHQW RI WKH

SURYLVLRQV DGRSWHG SXUVXDQW WR WKH 'LUHFWLYH�

%� (FRQRPLF�&ULPLQDO�/DZ

7KH PDLQ LQWHUQDWLRQDO DFWLYLWLHV ILJKWLQJ FRPSXWHU�UHODWHG HFRQRPLF FULPH

KDYH EHHQ XQGHUWDNHQ E\ WKH 2(&' DQG WKH &RXQFLO RI (XURSH� +RZHYHU�

WKHUH DUH DOVR DFWLRQV RI WKH (XURSHDQ &RPPXQLW\� WKH 81 DQG WKH

$VVRFLDWLRQ ,QWHUQDWLRQDO GH 'URLW 3pQDO�

�� 2UJDQLVDWLRQ�IRU�(FRQRPLF�&R�RSHUDWLRQ�DQG
'HYHORSPHQW

D� $G KRF &RPPLWWHH RQ &RPSXWHU &ULPH

7KH ILUVW FRPSUHKHQVLYH LQWHUQDWLRQDO HIIRUW GHDOLQJ ZLWK WKH FULPLQDO ODZ

SUREOHPV RI FRPSXWHU FULPH ZDV LQLWLDWHG E\ WKH 2UJDQLVDWLRQ IRU (FRQRPLF

&R�RSHUDWLRQ DQG 'HYHORSPHQW �2(&'�� )URP ���� WR ���� DQ DG KRF

FRPPLWWHH RI WKH 2(&' GLVFXVVHG WKH SRVVLELOLWLHV RI DQ LQWHUQDWLRQDO

KDUPRQLVDWLRQ RI FULPLQDO ODZV ILJKWLQJ FRPSXWHU�UHODWHG HFRQRPLF FULPH� ,Q

6HSWHPEHU ���� WKH &RPPLWWHH UHFRPPHQGHG WKDW 0HPEHU 6WDWHV VKRXOG

FRQVLGHU WKH H[WHQW WR ZKLFK NQRZLQJO\ FRPPLWWHG DFWV LQ WKH ILHOG RI

FRPSXWHU�UHODWHG FULPH VKRXOG EH FRYHUHG E\ QDWLRQDO SHQDO OHJLVODWLRQ�

%DVHG RQ D FRPSDUDWLYH DQDO\VLV RI VXEVWDQWLYH ODZ� WKH DG KRF

&RPPLWWHH DQG WKH ,&&3�&RPPLWWHH RI WKH 2(&' VXJJHVWHG WKH IROORZLQJ

OLVW RI DFWV ZKLFK FRXOG FRQVWLWXWH D FRPPRQ GHQRPLQDWRU IRU WKH GLIIHUHQW

DSSURDFKHV WDNHQ E\ 0HPEHU 6WDWHV�

��� 'LUHFWLYH ������(& RI WKH (XURSHDQ 3DUOLDPHQW DQG RI WKH &RXQFLO RI �� 2FWREHU ���� RQ WKH

SURWHFWLRQ RI LQGLYLGXDOV ZLWK UHJDUG WR WKH SURFHVVLQJ RI SHUVRQDO GDWD DQG RQ WKH IUHH PRYHPHQW

RI VXFK GDWD� 2- / ������ RI �����������
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��� WKH LQSXW� DOWHUDWLRQ� HUDVXUH DQG�RU VXSSUHVVLRQ RI FRPSXWHU GDWD DQG�RU

FRPSXWHU SURJUDPV PDGH ZLOIXOO\ ZLWK WKH LQWHQW WR FRPPLW DQ LOOHJDO WUDQVIHU RI

IXQGV RU RI DQRWKHU WKLQJ RI YDOXH�

��� WKH LQSXW� DOWHUDWLRQ� HUDVXUH DQG�RU VXSSUHVVLRQ RI FRPSXWHU GDWD DQG�RU

FRPSXWHU SURJUDPV PDGH ZLOIXOO\ ZLWK WKH LQWHQW WR FRPPLW D IRUJHU\�

��� WKH LQSXW� DOWHUDWLRQ� HUDVXUH DQG�RU VXSSUHVVLRQ RI FRPSXWHU GDWD DQG�RU

FRPSXWHU SURJUDPV� RU RWKHU LQWHUIHUHQFH ZLWK FRPSXWHU V\VWHPV� PDGH ZLOIXOO\

ZLWK WKH LQWHQW WR KLQGHU WKH IXQFWLRQLQJ RI D FRPSXWHU DQG�RU RI D

WHOHFRPPXQLFDWLRQ V\VWHP�

��� WKH LQIULQJHPHQW RI WKH H[FOXVLYH ULJKW RI WKH RZQHU RI D SURWHFWHG FRPSXWHU

SURJUDP ZLWK WKH LQWHQW WR H[SORLW FRPPHUFLDOO\ WKH SURJUDP DQG SXW LW RQ WKH

PDUNHW�

��� WKH DFFHVV WR RU WKH LQWHUFHSWLRQ RI D FRPSXWHU DQG�RU WHOHFRPPXQLFDWLRQ V\VWHP

PDGH NQRZLQJO\ DQG ZLWKRXW WKH DXWKRULVDWLRQ RI WKH SHUVRQ UHVSRQVLEOH IRU WKH

V\VWHP� HLWKHU E\ LQIULQJHPHQW RI VHFXULW\ PHDVXUHV RU IRU RWKHU GLVKRQHVW RU

KDUPIXO LQWHQWLRQV�
���

E� *XLGHOLQHV IRU WKH 6HFXULW\ RI ,QIRUPDWLRQ 6\VWHPV

,Q ���� WKH 2(&' FRQWLQXHG LWV ZRUN ZLWK VSHFLDO UHVSHFW WR WKH VHFXULW\ RI

LQIRUPDWLRQ V\VWHPV� 2Q �� 1RYHPEHU ����� WKH &RXQFLO RI WKH 2(&'

DGRSWHG WKH 5HFRPPHQGDWLRQ &RQFHUQLQJ *XLGHOLQHV IRU WKH 6HFXULW\ RI

,QIRUPDWLRQ 6\VWHPV� 7KH JXLGHOLQHV DUH DGGUHVVHG WR WKH SXEOLF DQG SULYDWH

VHFWRUV� 7KH\ IRFXV RQ WKH LPSOHPHQWDWLRQ RI PLQLPXP VWDQGDUGV IRU WKH

VHFXULW\ RI LQIRUPDWLRQ V\VWHPV� +RZHYHU� WKH\ DOVR GHPDQG DGHTXDWH

SHQDO� DGPLQLVWUDWLYH RU RWKHU VDQFWLRQV IRU PLVXVH RI LQIRUPDWLRQ V\VWHPV�

DV ZHOO DV PXWXDO DVVLVWDQFH� H[WUDGLWLRQ DQG RWKHU LQWHUQDWLRQDO FR�

RSHUDWLRQ LQ PDWWHUV UHODWLQJ WR WKH VHFXULW\ RI LQIRUPDWLRQ V\VWHPV�
���

��� 6HH 2(&'� &RPSXWHU�5HODWHG &ULPLQDOLW\� $QDO\VLV RI /HJDO 3ROLF\ LQ WKH 2(&'�$UHD� 5HSRUW

'67,�,&&3 ����� RI �� $SULO ����� )LQDO 5HSRUW �E\ %ULDW DQG 6LHEHU�� SS� �� HW VHT�

��� 6HH 2(&'� $G +RF *URXS RI ([SHUWV RQ ,QIRUPDWLRQ 6HFXULW\� 6XPPDU\ 5HFRUG RI WKH 0HHWLQJ RI

([SHUWV RQ � DQG � 0DUFK ����� '67,�,&&3����� RI �� 0DUFK ����� 2(&'� $G +RF *URXS RI

([SHUWV RQ *XLGHOLQHV IRU WKH 6HFXULW\ RI ,QIRUPDWLRQ 6\VWHPV� 6XPPDU\ 5HFRUG RI WKH )LUVW

0HHWLQJ RI ([SHUWV� �� DQG �� -DQXDU\ ����� '67,�,&&3�$+�0 ���� � RI �� 0DUFK ���� DQG

6XPPDU\ 5HFRUG RI WKH 6HFRQG 0HHWLQJ RI ([SHUWV� � DQG � 0DUFK ����� '67,�,&&3�$+�0 ���� �

RI �� 0D\ ����� 2(&'� $G +RF *URXS RI ([SHUWV RQ *XLGHOLQHV IRU WKH 6HFXULW\ RI ,QIRUPDWLRQ

6\VWHPV� 'UDIW *XLGHOLQHV IRU WKH 6HFXULW\ RI ,QIRUPDWLRQ 6\VWHPV� '67,�,&&3�$+ ���� ���5(9 �

RI �� -DQXDU\ ����� 2(&'� *XLGHOLQHV IRU WKH 6HFXULW\ RI ,QIRUPDWLRQ 6\VWHPV� ����� 2(&'�*'

���� ���� 6HH IRU WKH ILQDO YHUVLRQ RI WKH *XLGHOLQHV DOVR �KWWS���ZZZ�RHFG�RUJ�

GVWL�VWL�LW�VHFXU�SURG�HBVHFXU�KWP! �DFFHVVHG RQ �� -DQXDU\ ������
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�� &RXQFLO�RI�(XURSH

D� 7KH )LUVW &RPSXWHU &ULPH &RPPLWWHH DQG 5HFRPPHQGDWLRQ

1R� 5 ����

)URP ���� WR ���� WKH 6HOHFW &RPPLWWHH RI ([SHUWV RQ &RPSXWHU�5HODWHG

&ULPH RI WKH &RXQFLO RI (XURSH GLVFXVVHG WKH OHJDO SUREOHPV RI FRPSXWHU

FULPH�
���

7KH &RPPLWWHH HODERUDWHG D UHSRUW ZKLFK ZDV DGRSWHG E\ WKH

(XURSHDQ &RPPLWWHH RQ &ULPH 3UREOHPV DW LWV ��WK 3OHQDU\ 6HVVLRQ LQ

-XQH �����
���

7KH ZRUN RI WKH 6HOHFW &RPPLWWHH RI ([SHUWV RQ &RPSXWHU�

5HODWHG &ULPH DQG RI WKH (XURSHDQ &RPPLWWHH RQ &ULPH 3UREOHPV SUHSDUHG

5HFRPPHQGDWLRQ 1R� 5 ���� ZKLFK ZDV DGRSWHG RQ �� 6HSWHPEHU ���� DW

WKH PHHWLQJ RI WKH 0LQLVWHUV
 GHSXWLHV�

7KLV 5HFRPPHQGDWLRQ VXJJHVWV WKDW WKH 0HPEHU 6WDWHV JRYHUQPHQWV

VKRXOG WDNH LQWR DFFRXQW� ZKHQ UHYLHZLQJ WKHLU OHJLVODWLRQ RU LQLWLDWLQJ QHZ

OHJLVODWLRQ� WKH UHSRUW RQ FRPSXWHU�UHODWHG FULPH DQG LQ SDUWLFXODU WKH VR�

FDOOHG �JXLGHOLQHV IRU WKH QDWLRQDO OHJLVODWXUHV�� 7KHVH JXLGHOLQHV IRU QDWLRQDO

OHJLVODWXUHV LQFOXGH D �PLQLPXP OLVW� �VKRZLQJ WKH FRQVHQVXV RI WKH

&RPPLWWHH UHJDUGLQJ FHUWDLQ FRPSXWHU�UHODWHG DEXVHV WKDW VKRXOG EH GHDOW

ZLWK E\ FULPLQDO ODZ�� DV ZHOO DV DQ �RSWLRQDO OLVW� �GHVFULELQJ DFWV ZKLFK

KDYH DOUHDG\ SOD\HG D SUDFWLFDO UROH LQ VRPH VWDWHV� EXW RQ ZKLFK DQ

LQWHUQDWLRQDO FRQVHQVXV IRU FULPLQDOLVDWLRQ FRXOG QRW EH UHDFKHG��

7KH �PLQLPXP OLVW� IRU RIIHQFHV QHFHVVDU\ IRU XQLIRUP FULPLQDO SROLF\ RQ

OHJLVODWLRQ FRQFHUQLQJ FRPSXWHU�UHODWHG FULPH HQXPHUDWHV�

�&RPSXWHU )UDXG�� 7KH LQSXW� DOWHUDWLRQ� HUDVXUH RU VXSSUHVVLRQ RI FRPSXWHU GDWD RU

FRPSXWHU SURJUDPV� RU RWKHU LQWHUIHUHQFH ZLWK WKH FRXUVH RI GDWD SURFHVVLQJ� WKDW

LQIOXHQFHV WKH UHVXOW RI GDWD SURFHVVLQJ WKHUHE\ FDXVLQJ HFRQRPLF RU SRVVHVVRU\ ORVV

RI SURSHUW\ RI DQRWKHU SHUVRQ �$OWHUQDWLYH GUDIW� ZLWK WKH LQWHQW WR XQODZIXOO\ GHSULYH

��� ,Q WKHVH ILHOGV WKH &RXQFLO RI (XURSH LV XSKROGLQJ DQ ROG WUDGLWLRQ LQ WKH KDUPRQLVDWLRQ RI FULPLQDO

DQG FULPLQDO SURFHGXUDO ODZ� ,Q WKH SUHVHQW FRQWH[W LW PLJKW EH HVSHFLDOO\ LQWHUHVWLQJ WR QRWH WKDW

DOUHDG\ LQ ����� WKH 6WDQGLQJ &RPPLWWHH RI WKH &RQVXOWDWLYH $VVHPEO\ RI WKH &RXQFLO RI (XURSH

KDG DGRSWHG D FULPLQDO PRGHO ODZ RQ WKH SURWHFWLRQ RI PDQXIDFWXULQJ DQG FRPPHUFLDO VHFUHWV�

�6HH &RQVXOWDWLYH $VVHPEO\ RI WKH &RXQFLO RI (XURSH� 5HFRPPHQGDWLRQ ��� ������ DQG 5HVROXWLRQ

��� ������ RQ WKH SURWHFWLRQ RI PDQXIDFWXULQJ DQG FRPPHUFLDO VHFUHWV�� 5HIHUHQFH PLJKW DOVR EH

PDGH WR WKH &RXQFLO RI (XURSH
V DERYH PHQWLRQHG �5HFRPPHQGDWLRQ WR 0HPEHU 6WDWHV RQ

0HDVXUHV WR &RPEDW 3LUDF\ LQ WKH )LHOG RI &RS\ULJKW DQG 1HLJKERXULQJ 5LJKWV�� ZKLFK GHPDQGV

WKDW SHQDOWLHV SURYLGHG IRU E\ OHJLVODWLRQ LQ UHVSHFW WR SLUDF\ RIIHQFHV VKRXOG EH DW DQ

DSSURSULDWHO\ KLJK OHYHO �VHH LQIUD FKDSWHU ,9�%���H� IQ� �����

��� 6HH &RXQFLO RI (XURSH� &RPSXWHU�5HODWHG &ULPH� 5HFRPPHQGDWLRQ 1R� 5 ���� �� DGRSWHG E\ WKH

&RPPLWWHH RI 0LQLVWHUV RI WKH &RXQFLO RI (XURSH RQ �� 6HSWHPEHU ���� DQG 5HSRUW E\ WKH

(XURSHDQ &RPPLWWHH RQ &ULPH 3UREOHPV� 6WUDVERXUJ ����� &VRQND� &RXQFLO RI (XURSH $FWLYLWLHV

5HODWHG WR ,QIRUPDWLRQ 7HFKQRORJ\� 'DWD 3URWHFWLRQ DQG &RPSXWHU &ULPH� � ������ ,QIRUPDWLRQ 	

&RPPXQLFDWLRQV 7HFKQRORJ\ /DZ� SS� ��� HW VHT�
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WKDW SHUVRQ RI KLV SURSHUW\�� ZLWK WKH LQWHQW RI SURFXULQJ DQ XQODZIXO HFRQRPLF JDLQ IRU

KLPVHOI RU IRU DQRWKHU SHUVRQ�

�&RPSXWHU )RUJHU\�� 7KH LQSXW� DOWHUDWLRQ� HUDVXUH RU VXSSUHVVLRQ RI FRPSXWHU GDWD RU

FRPSXWHU SURJUDPV� RU RWKHU LQWHUIHUHQFH ZLWK WKH FRXUVH RI GDWD SURFHVVLQJ� LQ D

PDQQHU RU XQGHU VXFK FRQGLWLRQV� DV SUHVFULEHG E\ QDWLRQDO ODZ� WKDW LW ZRXOG

FRQVWLWXWH WKH RIIHQFH RI IRUJHU\ LI LW KDG EHHQ FRPPLWWHG ZLWK UHVSHFW WR D WUDGLWLRQDO

REMHFW RI VXFK DQ RIIHQFH�

�'DPDJH WR &RPSXWHU 'DWD RU &RPSXWHU 3URJUDPV�� 7KH HUDVXUH� GDPDJLQJ�

GHWHULRUDWLRQ RU VXSSUHVVLRQ RI FRPSXWHU GDWD RU FRPSXWHU SURJUDPV ZLWKRXW ULJKW�

�&RPSXWHU 6DERWDJH�� 7KH LQSXW� DOWHUDWLRQ� HUDVXUH RU VXSSUHVVLRQ RI FRPSXWHU GDWD

RU FRPSXWHU SURJUDPV� RU LQWHUIHUHQFH ZLWK FRPSXWHU V\VWHPV� ZLWK WKH LQWHQW WR

KLQGHU WKH IXQFWLRQLQJ RI D FRPSXWHU RU D WHOHFRPPXQLFDWLRQ V\VWHP�

�8QDXWKRULVHG $FFHVV�� 7KH DFFHVV ZLWKRXW ULJKW WR D FRPSXWHU V\VWHP RU QHWZRUN E\

LQIULQJLQJ VHFXULW\ PHDVXUHV�

�8QDXWKRULVHG ,QWHUFHSWLRQ�� 7KH LQWHUFHSWLRQ� PDGH ZLWKRXW ULJKW DQG E\ WHFKQLFDO

PHDQV� RI FRPPXQLFDWLRQV WR� IURP DQG ZLWKLQ D FRPSXWHU V\VWHP RU QHWZRUN�

�8QDXWKRULVHG 5HSURGXFWLRQ RI D 3URWHFWHG &RPSXWHU 3URJUDP�� 7KH UHSURGXFWLRQ�

GLVWULEXWLRQ RU FRPPXQLFDWLRQ WR WKH SXEOLF ZLWKRXW ULJKW RI D FRPSXWHU SURJUDP ZKLFK

LV SURWHFWHG E\ ODZ�

�8QDXWKRULVHG 5HSURGXFWLRQ RI D 7RSRJUDSK\�� 7KH UHSURGXFWLRQ ZLWKRXW ULJKW RI D

WRSRJUDSK\ SURWHFWHG E\ ODZ� RI D VHPL�FRQGXFWRU SURGXFW� RU WKH FRPPHUFLDO

H[SORLWDWLRQ RU WKH LPSRUWDWLRQ IRU WKDW SXUSRVH� GRQH ZLWKRXW ULJKW� RI D WRSRJUDSK\ RU

RI D VHPL�FRQGXFWRU SURGXFW PDQXIDFWXUHG E\ XVLQJ WKH WRSRJUDSK\�

7KH FDWDORJXH RI WKH �RSWLRQDO OLVW� FRQWDLQV�

�$OWHUDWLRQ RI &RPSXWHU 'DWD RU &RPSXWHU 3URJUDPV�� 7KH DOWHUDWLRQ RI FRPSXWHU GDWD

RU FRPSXWHU SURJUDPV ZLWKRXW ULJKW�

�&RPSXWHU (VSLRQDJH�� 7KH DFTXLVLWLRQ E\ LPSURSHU PHDQV RU WKH GLVFORVXUH� WUDQVIHU

RU XVH RI D WUDGH RU FRPPHUFLDO VHFUHW ZLWKRXW ULJKW RU DQ\ RWKHU OHJDO MXVWLILFDWLRQ�

ZLWK LQWHQW HLWKHU WR FDXVH HFRQRPLF ORVV WR WKH SHUVRQ HQWLWOHG WR WKH VHFUHW RU WR

REWDLQ DQ XQODZIXO HFRQRPLF DGYDQWDJH IRU RQHVHOI RU D WKLUG SHUVRQ�

�8QDXWKRULVHG 8VH RI D &RPSXWHU�� 7KH XVH RI D FRPSXWHU V\VWHP RU QHWZRUN ZLWKRXW

ULJKW� WKDW HLWKHU� �D� LV PDGH ZLWK WKH DFFHSWDQFH RI D VLJQLILFDQW ULVN RI ORVV EHLQJ

FDXVHG WR WKH SHUVRQ HQWLWOHG WR XVH WKH V\VWHP RU KDUP WR WKH V\VWHP RU LWV

IXQFWLRQLQJ� RU �E� LV PDGH ZLWK WKH LQWHQW WR FDXVH ORVV WR WKH SHUVRQ HQWLWOHG WR XVH

WKH V\VWHP RU KDUP WR WKH V\VWHP RU LWV IXQFWLRQLQJ� RU �F� FDXVHV ORVV WR WKH SHUVRQ

HQWLWOHG WR XVH WKH V\VWHP RU KDUP WR WKH V\VWHP RU LWV IXQFWLRQLQJ�

�8QDXWKRULVHG 8VH RI D 3URWHFWHG &RPSXWHU 3URJUDP�� 7KH XVH ZLWKRXW ULJKW RI D

FRPSXWHU SURJUDP ZKLFK LV SURWHFWHG E\ ODZ DQG ZKLFK KDV EHHQ UHSURGXFHG ZLWKRXW

ULJKW� ZLWK WKH LQWHQW� HLWKHU WR SURFXUH DQ XQODZIXO HFRQRPLF JDLQ IRU KLPVHOI RU IRU

DQRWKHU SHUVRQ RU WR FDXVH KDUP WR WKH KROGHU RI WKH ULJKW��

E� 7KH 7ZR )ROORZ�8S &RPPLWWHHV

,Q WKH IROORZLQJ� WKH &RXQFLO RI (XURSH VHW XS WZR DGGLWLRQDO VHOHFW

FRPPLWWHHV GHDOLQJ ZLWK FRPSXWHU FULPH� 7KH �&RPPLWWHH RI ([SHUWV RQ

3URFHGXUDO /DZ 3UREOHPV &RQQHFWHG ZLWK &RPSXWHU�5HODWHG &ULPH� �3&3&�

ZDV IRFXVLQJ RQ SURFHGXUDO ODZ LVVXHV DQG ZLOO WKHUHIRUH EH GHDOW ZLWK LQIUD

LQ FKDSWHU ,9�(� 7KH �&RPPLWWHH RI ([SHUWV RQ &ULPH LQ &\EHUVSDFH� �3&�
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&,� ZDV FUHDWHG LQ )HEUXDU\ ���� DQG GHDOV ZLWK VXEVWDQWLYH ODZ DVSHFWV DV

ZHOO DV SURFHGXUDO ODZ TXHVWLRQV� 7KH DLP RI WKLV FRPPLWWHH ZLOO EH WR GUDIW

ELQGLQJ OHJDO LQVWUXPHQWV VXFK DV D FRQYHQWLRQ� ,W ZLOO DOVR EH GHDOW ZLWK

LQIUD LQ FKDSWHU ,9�( LQ PRUH GHWDLO LQ FRQQHFWLRQ ZLWK SURFHGXUDO ODZ

DVSHFWV�

�� (XURSHDQ�&RPPXQLW\

D� /HJDO $GYLVRU\ %RDUG

7KH OHJDO TXHVWLRQV RI FRPSXWHU FULPH ZHUH DOVR GLVFXVVHG E\ WKH �/HJDO

$GYLVRU\ %RDUG� �/$%� RI WKH (& &RPPLVVLRQ� ,Q 'HFHPEHU ����� D ILUVW

UHSRUW RQ �7KH /HJDO $VSHFWV RI &RPSXWHU &ULPH DQG 6HFXULW\� ZDV

GHOLYHUHG WR WKH /$%
���

ZKLFK GLVFXVVHG LW LQ 0D\ �����
���

,Q 0DUFK ���� WKH

UHOHYDQW TXHVWLRQV ZHUH WDNHQ XS LQ D MRLQW FRQIHUHQFH RI WKH (XURSHDQ

&RPPLVVLRQ DQG RI WKH &RXQFLO RI (XURSH LQ /X[HPERXUJ� ,Q ERWK PHHWLQJV�

WKHUH ZDV D FOHDU VXSSRUW IRU IXWXUH LQWHUQDWLRQDO DFWLRQV RI WKH &RXQFLO RI

(XURSH DQG WKH (XURSHDQ &RPPXQLW\ LQ WKLV ILHOG�

E� &RXQFLO 'HFLVLRQV LQ WKH )LHOG RI ,QIRUPDWLRQ 6HFXULW\

,Q 6HSWHPEHU ����� WKH &RPPLVVLRQ RI WKH (XURSHDQ &RPPXQLW\ SXEOLVKHG

D SURSRVDO IRU D &RXQFLO 'HFLVLRQ LQ WKH ILHOG RI LQIRUPDWLRQ VHFXULW\� ZKLFK LV

SDUW RI WKH DERYH�PHQWLRQHG VL[ SURSRVDOV LQ WKH ILHOG RI SHUVRQDO GDWD

SURWHFWLRQ DQG LQIRUPDWLRQ VHFXULW\�
���

7KLV SURSRVDO LQFOXGHG� IRU D SHULRG RI

WZR \HDUV� DQ DFWLRQ SODQ LQ WKH ILHOG RI LQIRUPDWLRQ VHFXULW\ LQ RUGHU WR

GHYHORS D JOREDO VWUDWHJ\ SURWHFWLQJ WKH XVHUV RI HOHFWURQLFDOO\ VWRUHG

LQIRUPDWLRQ DJDLQVW DFFLGHQWDO RU GHOLEHUDWH WKUHDWV� +RZHYHU� WKH DFWLRQ

SODQ GLG QRW H[SOLFLWO\ LQFOXGH FULPLQDO ODZ UHPHGLHV� EXW FRPSULVHG WKH

IROORZLQJ OLQHV RI DFWLRQ�

− GHYHORSPHQW RI DQ LQIRUPDWLRQ VHFXULW\ VWUDWHJ\ IUDPHZRUN�

− DQDO\VLV RI LQIRUPDWLRQ VHFXULW\ UHTXLUHPHQWV�

��� 6HH 6LHEHU�.DVSHUVHQ�9DQGHQEHUJKH�6WXXUPDQ� 7KH /HJDO $VSHFWV RI &RPSXWHU &ULPH DQG

6HFXULW\� �����

��� 6HH &RPPLVVLRQ RI WKH (XURSHDQ &RPPXQLWLHV� 'LUHFWRUDWH�*HQHUDO 7HOHFRPPXQLFDWLRQ�

,QIRUPDWLRQ ,QGXVWULHV DQG ,QQRYDWLRQ� /HJDO $GYLVRU\ %RDUG� %XOOHWLQ ���, DQG ���,,� DV ZHOO DV

WKH XQGHUO\LQJ UHSRUW RI 6LHEHU�.DVSHUVHQ�9DQGHQEHUJKH�6WXXUPDQ� 7KH /HJDO $VSHFWV RI

&RPSXWHU &ULPH DQG 6HFXULW\� �����

��� 6HH &RPPLVVLRQ RI WKH (XURSHDQ &RPPXQLWLHV� &20���� ��� ILQDO ± 6<1 ��� DQG ��� RI

�� 6HSWHPEHU ����� )RU WKH RWKHU SURSRVDOV LQ WKH ILHOG RI SULYDF\ SURWHFWLRQ VHH VXSUD

FKDSWHU ,9�$���F�
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− VROXWLRQV IRU LPPHGLDWH DQG LQWHULP QHHGV�

− VSHFLILFDWLRQV� VWDQGDUGLVDWLRQ DQG YHULILFDWLRQ RI LQIRUPDWLRQ VHFXULW\�

− LQWHJUDWLRQ RI WHFKQRORJLFDO DQG RSHUDWLRQDO GHYHORSPHQWV IRU LQIRUPDWLRQ VHFXULW\

ZLWKLQ D JHQHUDO VWUDWHJ\� DV ZHOO DV

− LQWHJUDWLRQ RI FHUWDLQ VHFXULW\ IXQFWLRQV LQ LQIRUPDWLRQ V\VWHPV�
���

�� 8QLWHG�1DWLRQV

,Q ���� WKH OHJDO DVSHFWV RI FRPSXWHU FULPH ZHUH DOVR GLVFXVVHG E\ WKH 81�

HVSHFLDOO\ GXULQJ WKH (LJKWK 81 &RQJUHVV RQ WKH 3UHYHQWLRQ RI &ULPH DQG

7UHDWPHQW RI 2IIHQGHUV LQ +DYDQQD� DV ZHOO DV LQ WKH DFFRPSDQ\LQJ

6\PSRVLXP RQ WKH 3UHYHQWLRQ DQG 3URVHFXWLRQ RI &RPSXWHU &ULPH�

RUJDQLVHG E\ WKH )RXQGDWLRQ IRU 5HVSRQVLEOH &RPSXWLQJ� %DVHG RQ DQ

LQLWLDWLYH RI WKH &DQDGLDQ GHOHJDWLRQ WKH (LJKWK 81 &RQJUHVV RQ WKH

3UHYHQWLRQ RI &ULPH DQG 7UHDWPHQW RI 2IIHQGHUV DGRSWHG D UHVROXWLRQ ZKLFK

DPRQJ RWKHUV�

�&DOOV XSRQ 0HPEHU 6WDWHV� LQ YLHZ RI WKH ZRUN DOUHDG\ GRQH LQ WKH ILHOG RI FRPSXWHU�

UHODWHG FULPHV� WR LQWHQVLI\ WKHLU HIIRUW WR PRUH HIIHFWLYHO\ FRPEDW FRPSXWHU DEXVHV

WKDW GHVHUYH WKH DSSOLFDWLRQ RI FULPLQDO VDQFWLRQV DW WKH QDWLRQDO OHYHO� LQFOXGLQJ WKH

FRQVLGHUDWLRQ� LI QHFHVVDU\� RI WKH IROORZLQJ PHDVXUHV�

��� 0RGHUQLVDWLRQ RI QDWLRQDO FULPLQDO ODZV DQG SURFHGXUHV� LQFOXGLQJ PHDVXUHV WR�

�D� (QVXUH WKDW H[LVWLQJ RIIHQFHV DQG ODZV FRQFHUQLQJ LQYHVWLJDWLYH SRZHUV DQG

DGPLVVLELOLW\ RI HYLGHQFH LQ MXGLFLDO SURFHHGLQJV DGHTXDWHO\ DSSO\ DQG� LI

QHFHVVDU\� PDNH DSSURSULDWH FKDQJHV�

�E� ,Q WKH DEVHQFH RI ODZV WKDW DGHTXDWHO\ DSSO\� FUHDWH RIIHQFHV DQG

LQYHVWLJDWLYH DQG HYLGHQWLDU\ SURFHGXUHV� ZKHUH QHFHVVDU\� WR GHDO ZLWK WKLV

QRYHO DQG VRSKLVWLFDWHG IRUP RI FULPLQDO DFWLYLW\�

�F� 3URYLGH IRU WKH IRUIHLWXUH RU UHVWLWXWLRQ RI LOOHJDOO\ DFTXLUHG DVVHWV UHVXOWLQJ

IURP WKH FRPPLVVLRQ RI FRPSXWHU�UHODWHG FULPHV�

��� ,PSURYHPHQW RI FRPSXWHU VHFXULW\ DQG SUHYHQWLRQ PHDVXUHV� WDNLQJ LQWR DFFRXQW

WKH SUREOHPV UHODWHG WR WKH SURWHFWLRQ RI SULYDF\� WKH UHVSHFW IRU KXPDQ ULJKWV

DQG IXQGDPHQWDO IUHHGRPV DQG DQ\ UHJXODWRU\ PHFKDQLVPV SHUWDLQLQJ WR

FRPSXWHU XVDJH�

��� $GRSWLRQ RI PHDVXUHV WR VHQVLWLVH WKH SXEOLF� WKH MXGLFLDU\ DQG ODZ HQIRUFHPHQW

DJHQFLHV WR WKH SUREOHP DQG WKH LPSRUWDQFH RI SUHYHQWLQJ FRPSXWHU�UHODWHG

FULPHV�

��� $GRSWLRQ RI DGHTXDWH WUDLQLQJ PHDVXUHV IRU MXGJHV� RIILFLDOV DQG DJHQFLHV

UHVSRQVLEOH IRU WKH SUHYHQWLRQ� LQYHVWLJDWLRQ� SURVHFXWLRQ DQG DGMXGLFDWLRQ RI

HFRQRPLF DQG FRPSXWHU�UHODWHG FULPHV�

��� 6HH &RPPLVVLRQ RI WKH (XURSHDQ &RPPXQLWLHV� &20���� ��� ILQDO ± 6<1 ��� DQG ��� RI

�� 6HSWHPEHU �����
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��� (ODERUDWLRQ� LQ FROODERUDWLRQ ZLWK LQWHUHVWHG RUJDQLVDWLRQV� RI UXOHV RI HWKLFV LQ WKH

XVH RI FRPSXWHUV DQG WKH WHDFKLQJ RI WKHVH UXOHV DV SDUW RI WKH FXUULFXOXP DQG

WUDLQLQJ LQ LQIRUPDWLFV�

��� $GRSWLRQ RI SROLFLHV IRU WKH YLFWLPV RI FRPSXWHU�UHODWHG FULPHV ZKLFK DUH

FRQVLVWHQW ZLWK WKH 81 'HFODUDWLRQ RI %DVLF 3ULQFLSOHV RI -XVWLFH IRU 9LFWLPV RI

&ULPH DQG $EXVH RI 3RZHU �*HQHUDO $VVHPEO\ UHVROXWLRQ ������� LQFOXGLQJ WKH

UHVWLWXWLRQ RI LOOHJDOO\ REWDLQHG DVVHWV� DQG PHDVXUHV WR HQFRXUDJH YLFWLPV WR

UHSRUW VXFK FULPHV WR WKH DSSURSULDWH DXWKRULWLHV��
���

,Q ODWH ����� WKH 5HSRUW RI WKH (LJKWK 81 &RQJUHVV RQ WKH 3UHYHQWLRQ RI

&ULPH DQG WKH 7UHDWPHQW RI 2IIHQGHUV ZDV FRQVLGHUHG E\ WKH 7KLUG

&RPPLWWHH RI WKH *HQHUDO $VVHPEO\� 7KH 7KLUG &RPPLWWHH SUHSDUHG D

QXPEHU RI UHVROXWLRQV UHODWLQJ WR WKH UHSRUW IRU DGRSWLRQ E\ WKH *HQHUDO

$VVHPEO\� 2SHUDWLYH 3DUDJUDSK � RI 5HVROXWLRQ ;9 RI WKH 5HSRUW RI WKH 7KLUG

&RPPLWWHH �ZHOFRPHV WKH LQVWUXPHQWV DQG UHVROXWLRQV DGRSWHG E\ WKH

(LJKWK &RQJUHVV� DQG LQYLWHV *RYHUQPHQWV WR EH JXLGHG E\ WKHP LQ WKH

IRUPXODWLRQ RI DSSURSULDWH OHJLVODWLRQ DQG SROLF\ GLUHFWLYHV ��� LQ DFFRUGDQFH

ZLWK WKH HFRQRPLF� VRFLDO� OHJDO� FXOWXUDO DQG SROLWLFDO FLUFXPVWDQFHV RI HDFK

FRXQWU\��
���

7KH *HQHUDO $VVHPEO\ DGRSWHG WKLV UHVROXWLRQ RQ

�� 'HFHPEHU �����

,Q ���� WKH 81 SXEOLVKHG WKH DERYH�PHQWLRQHG �0DQXDO RQ WKH

3UHYHQWLRQ DQG &RQWURO RI &RPSXWHU�UHODWHG &ULPH� LQ DOO RIILFLDO 81

ODQJXDJHV�
���

7KH PDQXDO H[DPLQHV WKH SKHQRPHQRQ RI FRPSXWHU FULPH�

VXEVWDQWLYH FULPLQDO ODZ SURWHFWLRQ� SURFHGXUDO ODZ� FULPH SUHYHQWLRQ DQG

LQWHUQDWLRQDO FR�RSHUDWLRQ�

,Q ����� WKH 81 VWDUWHG WR SUHSDUH D QHZ PDQXDO RQ FULPH LQ

&\EHUVSDFH� ,Q 2FWREHU�1RYHPEHU ���� WKH *HQHUDO &RQIHUHQFH RI 81(6&2

GHFLGHG WR VXSSRUW D QHZ �3URMHFW RQ HWKLFDO� OHJDO DQG VRFLDO FKDOOHQJHV RI

WKH ,QIRUPDWLRQ 6RFLHW\�� ,W ZLOO LQFOXGH OHJDO SUREOHPV RI F\EHUVSDFH�

�� $VVRFLDWLRQ�,QWHUQDWLRQDO�GH�'URLW�3pQDO

,Q ����� WKH $VVRFLDWLRQ ,QWHUQDWLRQDO GH 'URLW 3pQDO �$,'3� DGRSWHG WKH

DERYH�PHQWLRQHG UHVROXWLRQ RQ FRPSXWHU�UHODWHG FULPH�
���

,Q WKH ILHOG RI

��� 6HH 81� (LJKWK 81 &RQJUHVV RQ WKH 3UHYHQWLRQ RI &ULPH DQG WKH 7UHDWPHQW RI 2IIHQGHUV�

'RF� $�&21)� ����/� �� RI � 6HSWHPEHU ����� 6HFWLRQ ��

��� 6HH 81 *HQHUDO $VVHPEO\� &ULPH 3UHYHQWLRQ DQG &ULPLQDO -XVWLFH 5HSRUW RI WKH 7KLUG &RPPLWWHH�

'RF� 1R� $������� RI � 'HFHPEHU ����� S� ����

��� 6HH VXSUD ,9�$���E� IQ� ����

��� 6HH VXSUD ,9�$���F�
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FRPSXWHU�UHODWHG HFRQRPLF FULPH� WKLV UHVROXWLRQ HODERUDWHG VRPH RI WKH

SRLQWV RI WKH &RXQFLO RI (XURSH
V 5HFRPPHQGDWLRQ 1R� 5 ���� � DQG

VXJJHVWHG WKDW WKH OLVW RI WKH &RXQFLO RI (XURSH UHTXLUHG IXUWKHU UHILQHPHQW

DQG WKH DGGLWLRQ RI RWKHU W\SHV RI DEXVH DV FDQGLGDWHV IRU FULPLQDOLVDWLRQ LQ

WKH OLJKW RI DGYDQFHV LQ LQIRUPDWLRQ WHFKQRORJ\�

&� 3URWHFWLRQ�RI�,QWHOOHFWXDO�3URSHUW\

,QWHUQDWLRQDO HIIRUWV DLPLQJ IRU D EHWWHU SURWHFWLRQ RI FRPSXWHU�VWRUHG

HFRQRPLF YDOXHV GLG QRW VWDUW LQ WKH ILHOG RI FULPLQDO ODZ� EXW LQ WKH ILHOG RI

FLYLO ODZ� ,Q WKLV DUHD� LQWHUQDWLRQDO DFWLRQ FRXOG FRQWLQXH ZLWK ROG WUDGLWLRQV

LQ LQWHOOHFWXDO SURSHUW\ SURWHFWLRQ ZKLFK KDG DOUHDG\ OHG WR YDULRXV JHQHUDO

DJUHHPHQWV �VXFK DV WKH %HUQ &RQYHQWLRQ IRU WKH 3URWHFWLRQ RI /LWHUDU\ DQG

$UWLVWLF :RUNV RI ����� WKH 8QLYHUVDO &RS\ULJKW &RQYHQWLRQ RI ����� RU WKH

(XURSHDQ 3DWHQW &RQYHQWLRQ RI ������ ,Q UHFHQW \HDUV LQWHUQDWLRQDO HIIRUWV

HVSHFLDOO\ FRQFHUQ WKH SURWHFWLRQ RI FRPSXWHU SURJUDPV� WRSRJUDSKLHV DQG

GDWDEDVHV� DV ZHOO DV SURGXFW SLUDF\�

�� 3URWHFWLRQ�RI�&RPSXWHU�3URJUDPV

D� :RUOG ,QWHOOHFWXDO 3URSHUW\ 2UJDQLVDWLRQ

7KH PDLQ VSHFLILFDOO\ FRPSXWHU�UHODWHG HIIRUWV LQ WKH ILHOG RI LQWHOOHFWXDO

SURSHUW\ SURWHFWLRQ KDYH GHDOW ZLWK WKH SURWHFWLRQ RI FRPSXWHU SURJUDPV�

:KHWKHU FRPSXWHU SURJUDPV VKRXOG EH SURWHFWHG E\ FRS\ULJKW ODZ RU E\ VXL

JHQHULV OHJLVODWLRQ ZDV GLVFXVVHG LQ SDUWLFXODU E\ WKH :RUOG ,QWHOOHFWXDO

3URSHUW\ 2UJDQLVDWLRQ �:,32� ZKLFK KDG� DOUHDG\ LQ ����� SXEOLVKHG PRGHO

SURYLVLRQV IRU SURWHFWLQJ FRPSXWHU SURJUDPV VLPLODU WR� EXW PRUH

FRPSUHKHQVLYH WKDQ� FRS\ULJKW SURWHFWLRQ� 7KH :,32 DOVR SURSRVHG D WUHDW\

FRQFHUQLQJ LQWHUQDWLRQDO SURWHFWLRQ� +RZHYHU� LQ YLHZ RI WKH LQFUHDVLQJ WUHQG

WRZDUGV FRS\ULJKW SURWHFWLRQ DW WKH QDWLRQDO OHYHO� D FRPPLWWHH RI H[SHUWV RI

WKH :,32 UHFRPPHQGHG LQ ���� WKDW QHLWKHU D VSHFLDO SURWHFWLRQ VWUXFWXUH

QRU WUHDWLHV VKRXOG EH FRQVLGHUHG DW WKDW WLPH� EXW LI QHFHVVDU\� DW VRPH

ODWHU SRLQW� 'XULQJ D MRLQW PHHWLQJ RI :,32�81(6&2 KHOG LQ *HQHYD LQ

����� WKH PDMRULW\ RI SDUWLFLSDQWV UHJDUGHG FRPSXWHU SURJUDPV DV ZRUNV
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ZKLFK GHVHUYH SURWHFWLRQ E\ FRS\ULJKW� RQO\ D VPDOO QXPEHU RI GHOHJDWLRQV

DQG SDUWLFLSDQWV YRWHG IRU LPPHGLDWH VXL JHQHULV SURWHFWLRQ�
���

E� (XURSHDQ &RPPXQLW\

2WKHU RUJDQLVDWLRQV KDYH DOVR GHYRWHG JUHDW HIIRUWV WR FRS\ULJKW SURWHFWLRQ�

$IWHU D ���� &RPPLVVLRQ SURSRVDO IRU D GUDIW (& GLUHFWLYH
���

DQG D ����

&RPPRQ 3RVLWLRQ RI WKH &RXQFLO�
���

WKH (& DGRSWHG� RQ �� 0D\ ����� WKH

&RXQFLO 'LUHFWLYH �������((& RQ WKH OHJDO SURWHFWLRQ RI FRPSXWHU

SURJUDPV�
���

7KH &RXQFLO GHFLGHG WR SURWHFW RI FRPSXWHU SURJUDPV XQGHU

FRS\ULJKW ODZ DV OLWHUDU\ ZRUNV� $UWLFOH � ��� RI WKH 'LUHFWLYH VSHFLILHV WKDW �D

FRPSXWHU SURJUDP VKDOO EH SURWHFWHG LI LW LV RULJLQDO LQ WKH VHQVH WKDW LW LV

WKH DXWKRU
V RZQ LQWHOOHFWXDO FUHDWLRQ� DQG WKDW �QR RWKHU FULWHULD VKDOO EH

DSSOLHG WR GHWHUPLQH LWV HOLJLELOLW\ IRU SURWHFWLRQ�� 7KH GLUHFWLYH DOVR

UHJXODWHV ZKR VKRXOG EH SURWHFWHG� ZKLFK DFWV VKRXOG EH SURKLELWHG� DQG IRU

KRZ ORQJ WKH SURWHFWLRQ VKRXOG ODVW� $UWLFOH � FRQWDLQV D VSHFLILF H[FHSWLRQ WR

GHFRPSLOH D SURJUDP IRU WKH SXUSRVH RI FUHDWLQJ DQ LQWHU�RSHUDEOH SURJUDP�

7KH 0HPEHU 6WDWHV KDG WR LPSOHPHQW WKH 'LUHFWLYH EHIRUH � -DQXDU\ �����

�� 3URWHFWLRQ�RI�7RSRJUDSKLHV

$ FRQVLGHUDEOH LQWHUQDWLRQDO KDUPRQLVDWLRQ RI FLYLO ODZ KDV DOVR EHHQ

DFKLHYHG ZLWK UHJDUG WR WKH SURWHFWLRQ RI WRSRJUDSKLHV RI LQWHJUDWHG FLUFXLWV�

%DVHG RQ D SURSRVDO RI WKH (& &RPPLVVLRQ� WKH &RXQFLO HQDFWHG D 'LUHFWLYH

RQ WKH OHJDO SURWHFWLRQ RI WRSRJUDSKLHV RI VHPLFRQGXFWRU SURGXFWV LQ �����
���

7KLV 'LUHFWLYH KDV FRQVLGHUDEO\ FRQWULEXWHG WR WKH KDUPRQLVDWLRQ RI WKH

DERYH�PHQWLRQHG (XURSHDQ ODZV RQ WKH SURWHFWLRQ RI WKH WRSRJUDSKLHV RI

FKLS GHVLJQV�

��� 6HH :RUOG ,QWHOOHFWXDO 3URSHUW\ 2UJDQLVDWLRQ �:,32�� 0RGHO 3URYLVLRQV RQ WKH 3URWHFWLRQ RI

&RPSXWHU 6RIWZDUH� ����� &RS\ULJKW� ����� SS� ���� ����

��� 6HH &RPPLVVLRQ RI WKH (XURSHDQ &RPPXQLWLHV� 'UDIW 'LUHFWLYH RQ WKH /HJDO 3URWHFWLRQ RI

&RPSXWHU 3URJUDPV� 2- & ���� RI �����������

��� &RPPRQ 3RVLWLRQ RI WKH &RXQFLO� 2- & ������ RI �����������

��� &RXQFLO 'LUHFWLYH �������((& RI �� 0D\ ���� RQ WKH OHJDO SURWHFWLRQ RI FRPSXWHU SURJUDPV� 2-

/ ������ RI �����������

��� &RXQFLO 'LUHFWLYH ������((& RI �� 'HFHPEHU ���� RQ WKH OHJDO SURWHFWLRQ RI WRSRJUDSKLHV RI

VHPLFRQGXFWRU SURGXFWV� 2- / ����� RI �����������
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�� 3URWHFWLRQ�RI�'DWDEDVHV

D� (XURSHDQ &RPPXQLW\

2Q �� 0DUFK ����� WKH 'LUHFWLYH �����(& RQ WKH OHJDO SURWHFWLRQ RI

GDWDEDVHV ZDV ILQDOO\ DGRSWHG E\ WKH &RXQFLO�
���

7KH 'LUHFWLYH HVWDEOLVKHV D

QHZ H[FOXVLYH VXL JHQHULV ULJKW IRU GDWDEDVH FUHDWRUV� YDOLG IRU �� \HDUV� WR

SURWHFW WKHLU LQYHVWPHQW RI WLPH� PRQH\ DQG HIIRUW� LUUHVSHFWLYH RI ZKHWKHU

WKH GDWDEDVH LV LQ LWVHOI LQQRYDWLYH� 7KH 'LUHFWLYH ZLOO DOVR KDUPRQLVH

FRS\ULJKW ODZ DSSOLFDEOH WR WKH VWUXFWXUH RI GDWDEDVHV� ,WV SURYLVLRQV ZLOO

DSSO\ WR ERWK HOHFWURQLF DQG SDSHU�EDVHG GDWDEDVHV� ,W VWULNHV D EDODQFH

EHWZHHQ WKH LQWHUHVWV RI WKH PDQXIDFWXUHUV RI GDWDEDVHV DQG WKH OHJLWLPDWH

LQWHUHVWV RI WKHLU XVHUV� 3DUWLFXODU DWWHQWLRQ KDV EHHQ SDLG WR VLWXDWLRQV LQ

ZKLFK DFFHVV WR GDWDEDVH FRQWHQWV LV UHTXLUHG IRU WHDFKLQJ SXUSRVHV DV ZHOO

DV IRU VFLHQWLILF UHVHDUFK�

E� :,32

:,32 LV DOVR DFWLYH LQ WKH ILHOG RI GDWDEDVH SURWHFWLRQ� 7KH ���� 'LSORPDWLF

&RQIHUHQFH RI :,32 SURGXFHG D SURSRVDO IRU D WUHDW\ RQ LQWHOOHFWXDO

SURSHUW\ ZLWK UHVSHFW WR GDWDEDVHV� 7KH HVVHQFH RI WKH SURSRVDO ZDV D VXL

JHQHULV OHJDO SURWHFWLRQ RI WKH LQYHVWPHQW LQ HVWDEOLVKLQJ DQG PDUNHWLQJ

GDWDEDVHV� ,Q 6HSWHPEHU ���� WKH :,32 LQIRUPDWLRQ PHHWLQJ RQ

,QWHOOHFWXDO 3URSHUW\ LQ 'DWDEDVHV LQ *HQHYD WROOHG XS WKH TXHVWLRQ ZLWK

UHVSHFW WR SURYLGLQJ D VXL JHQHULV SURWHFWLRQ IRU GDWDEDVHV HYHQ LI WKH\ GR

QRW TXDOLI\ IRU FRS\ULJKW SURWHFWLRQ�

�� *HQHUDO�&RS\ULJKW�3URWHFWLRQ

7KH SURWHFWLRQ RI LQWHOOHFWXDO SURSHUW\ LQ FRPSXWHU DQG FRPPXQLFDWLRQ

V\VWHPV LV DOVR LQIOXHQFHG E\ YDULRXV� PRUH JHQHUDO LQLWLDWLYHV LQ WKH ILHOG RI

FRS\ULJKW ODZ�

D� (XURSHDQ &RPPXQLW\

,Q ���� DQG ����� HVSHFLDOO\ WKH IROORZLQJ 'LUHFWLYHV KDYH EHHQ DGRSWHG�

��� 7KH 'LUHFWLYH LV GXH WR EH LPSOHPHQWHG E\ 0HPEHU 6WDWHV QR ODWHU WKDQ � -DQXDU\ ����� 'LUHFWLYH

�����(& RI WKH (XURSHDQ 3DUOLDPHQW DQG RI WKH &RXQFLO RI �� 0DUFK ���� RQ WKH OHJDO SURWHFWLRQ RI

GDWDEDVHV� 2- / ����� RI �����������
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− &RXQFLO 'LUHFWLYH �������((& RQ UHQWDO DQG OHQGLQJ ULJKWV DQG FHUWDLQ

ULJKWV UHODWLQJ WR FRS\ULJKW�
���

− &RXQFLO 'LUHFWLYH ������((& RQ FRS\ULJKW DQG ULJKWV UHODWHG WR FRS\ULJKW

DSSOLFDEOH WR VDWHOOLWH EURDGFDVWLQJ DQG FDEOH UHWUDQVPLVVLRQ�
���

− &RXQFLO 'LUHFWLYH ������((& RQ WHUPV RI SURWHFWLRQ RI FRS\ULJKW�
���

)XUWKHU LQLWLDWLYHV RI WKH &RPPLVVLRQ ZHUH GHVFULEHG LQ WKH *UHHQ 3DSHU RQ

FRS\ULJKW DQG UHODWHG ULJKWV LQ WKH LQIRUPDWLRQ VRFLHW\ SXEOLVKHG E\ WKH

&RPPLVVLRQ LQ -XO\ ����� )ROORZLQJ WKH FRQVXOWDWLRQ SURFHVV RI WKLV *UHHQ

3DSHU�
���

RQ �� 'HFHPEHU ���� WKH &RPPLVVLRQ DGRSWHG D SURSRVDO IRU D

(XURSHDQ 3DUOLDPHQW DQG &RXQFLO 'LUHFWLYH RQ WKH KDUPRQLVDWLRQ RI FHUWDLQ

DVSHFWV RI FRS\ULJKW DQG UHODWHG ULJKWV LQ WKH ,QIRUPDWLRQ 6RFLHW\� 7KH

SURSRVHG 'LUHFWLYH DLPV WR KDUPRQLVH UHSURGXFWLRQ ULJKWV� ULJKWV RI

FRPPXQLFDWLRQ WR WKH SXEOLF� DQG GLVWULEXWLRQ ULJKWV DV ZHOO DV H[FHSWLRQV WR

WKH UHVWULFWHG DFWV� ,W DOVR SURYLGHV IRU REOLJDWLRQV FRQFHUQLQJ WHFKQRORJLFDO

PHDVXUHV DQG ULJKWV PDQDJHPHQW LQIRUPDWLRQ� $V IDU DV �VDQFWLRQV DQG

UHPHGLHV� DUH FRQFHUQHG� $UWLFOH � ��� RI WKH 'LUHFWLYH SURSRVDO UHTXLUHV

WKDW �0HPEHU 6WDWHV VKDOO SURYLGH DSSURSULDWH VDQFWLRQV DQG UHPHGLHV LQ

UHVSHFW RI LQIULQJHPHQWV RI WKH ULJKWV DQG REOLJDWLRQV VHW RXW LQ WKLV

'LUHFWLYH DQG VKDOO WDNH DOO WKH PHDVXUHV QHFHVVDU\ WR HQVXUH WKDW WKRVH

VDQFWLRQV DQG UHPHGLHV DUH DSSOLHG� 7KH VDQFWLRQV WKXV SURYLGHG IRU VKDOO EH

HIIHFWLYH� SURSRUWLRQDWH DQG GLVVXDVLYH��

E� :RUOG ,QWHOOHFWXDO 3URSHUW\ 2UJDQLVDWLRQ

,Q DGGLWLRQ� WKHUH DUH YDULRXV :,32 LQLWLDWLYHV WR XS�GDWH WKH FRS\ULJKW

IUDPHZRUN� %HWZHHQ ���� DQG ����� :,32 KHOG D VHULHV RI ZRUOG�ZLGH

V\PSRVLD DQG IRUD RQ WKH FKDOOHQJHV RI WKH QHZ LQIRUPDWLRQ WHFKQRORJLHV WR

FRS\ULJKW� ,Q 'HFHPEHU ����� WKH :,32 GLSORPDWLF FRQIHUHQFH RQ &HUWDLQ

��� &RXQFLO 'LUHFWLYH �������((& RI �� 1RYHPEHU ���� RQ UHQWDO DQG OHQGLQJ ULJKWV DQG FHUWDLQ ULJKWV

UHODWLQJ WR FRS\ULJKW� 2- / ������ RI �����������

��� &RXQFLO 'LUHFWLYH ������((& RI �� 6HSWHPEHU ���� RQ FRS\ULJKW DQG ULJKWV UHODWHG WR FRS\ULJKW

DSSOLFDEOH WR VDWHOOLWH EURDGFDVWLQJ DQG FDEOH UHWUDQVPLVVLRQ� 2- / ������ RI �����������

��� &RXQFLO 'LUHFWLYH ������((& RI �� 2FWREHU ���� RQ WHUPV RI SURWHFWLRQ RI FRS\ULJKW� 2- / ����� RI

�����������

��� &I� &20���� ���� 7KH RXWFRPH RI D IROORZ�XS FRQVXOWDWLRQ SURFHVV RQ WKH *UHHQ 3DSHU ZDV LVVXHG

E\ WKH &RPPLVVLRQ RQ �� 1RYHPEHU ����� &I� &20���� ���� 7KH *UHHQ 3DSHU DQG WKH IROORZ�XS

&RPPXQLFDWLRQ DGGUHVV WKH IXQGDPHQWDO TXHVWLRQ RI ZKHWKHU IXUWKHU KDUPRQLVDWLRQ RI FRS\ULJKW

ODZ LV UHTXLUHG DQG LI VR LQ ZKDW PDQQHU� 7KH\ GHDO ZLWK QLQH DUHDV RI FRS\ULJKW ODZ� LQFOXGLQJ

UHSURGXFWLRQ ULJKWV DQG GLJLWDO GLVVHPLQDWLRQ DQG WUDQVPLVVLRQ ULJKWV� 7KH &RPPLVVLRQ LGHQWLILHV

DUHDV ZKHUH SURSRVDOV ZLOO EH PDGH WR HOLPLQDWH VLJQLILFDQW EDUULHUV WR WUDGH LQ FRS\ULJKW JRRGV

DQG VHUYLFHV DQG�RU GLVWRUWLRQV RI FRPSHWLWLRQ EHWZHHQ 0HPEHU 6WDWHV�
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&RS\ULJKW DQG 1HLJKERXULQJ 5LJKWV 4XHVWLRQV DGRSWHG WKH :,32 &RS\ULJKW

7UHDW\ �:&7� DQG WKH :,32 3HUIRUPDQFHV DQG 3KRQRJUDPV 7UHDW\ �:337��

7KH WUHDWLHV FRQWDLQ SURYLVLRQV IRU FRS\ULJKW SURWHFWLRQ RI FRS\ULJKWDEOH

FRQWHQWV GLVVHPLQDWHG WKURXJK JOREDO QHWZRUNV� 7KH WUHDW\ REOLJHV WKH

FRQWUDFWLQJ SDUWLHV WR SURYLGH OHJDO UHPHGLHV DJDLQVW WKH FLUFXPYHQWLRQ RI

WHFKQRORJLFDO PHDVXUHV �H�J� HQFU\SWLRQ� XVHG E\ DXWKRUV LQ FRQQHFWLRQ ZLWK

WKH H[HUFLVH RI WKHLU ULJKWV DQG DJDLQVW WKH UHPRYDO RI DOWHULQJ LQIRUPDWLRQ�

VXFK DV FHUWDLQ GDWD WKDW LGHQWLI\ WKH ZRUN RI WKHLU DXWKRUV� QHFHVVDU\ IRU

WKH PDQDJHPHQW RI WKHLU ULJKWV�

�� *HQHUDO�3URGXFW�3LUDF\

)XUWKHU LQWHUQDWLRQDO LQLWLDWLYHV RI WKH &RXQFLO RI (XURSH� WKH (XURSHDQ 8QLRQ

DQG WKH :72 GR QRW VSHFLILFDOO\ DLP DW FRPSXWHU�VWRUHG YDOXHV� EXW SURWHFW

WKHP LQ D PRUH JHQHUDO FRQWH[W�

D� &RXQFLO RI (XURSH

%DVHG RQ WKH ZRUN RI WKH &RXQFLO RI (XURSH
V 6WHHULQJ &RPPLWWHH RQ WKH

0DVV 0HGLD� WKH &RPPLWWHH RI 0LQLVWHUV RI WKH &RXQFLO RI (XURSH DGRSWHG

WKH �5HFRPPHQGDWLRQ RQ 0HDVXUHV WR &RPEDW 3LUDF\ LQ WKH )LHOG RI

&RS\ULJKW DQG 1HLJKERXULQJ 5LJKWV� LQ ����� $PRQJ RWKHU DVSHFWV WKH

UHFRPPHQGDWLRQ GHFODUHG WKDW DXWKRUV RI FRPSXWHU VRIWZDUH VKRXOG EHQHILW

IURP FRS\ULJKW SURWHFWLRQ DQG VXJJHVWHG ERWK FLYLO DQG FULPLQDO UHPHGLHV IRU

LQIULQJHPHQWV�
���

E� (XURSHDQ 8QLRQ

,Q WKH (XURSHDQ 8QLRQ� D VLPLODU DSSURDFK ZDV IROORZHG E\ WKH &RXQFLO

5HJXODWLRQ �(&� 1R� ������� RI �� 'HFHPEHU ���� OD\LQJ GRZQ PHDVXUHV

WR SURKLELW WKH UHOHDVH IRU IUHH FLUFXODWLRQ� H[SRUW� UH�H[SRUW RU HQWU\ IRU D

VXVSHQVLYH SURFHGXUH RI FRXQWHUIHLW DQG SLUDWHG JRRGV�
���

7KH 5HJXODWLRQ

GHDOV ZLWK

− GHILQLWLRQV HVSHFLDOO\ ZLWK UHVSHFW WR FRXQWHUIHLW JRRGV DQG SLUDWHG JRRGV�

− DSSOLFDWLRQ IRU DFWLRQ E\ WKH FXVWRP DXWKRULWLHV�

��� 6HH &RXQFLO RI (XURSH� 5HFRPPHQGDWLRQ RQ 0HDVXUHV WR &RPEDW 3LUDF\ LQ WKH )LHOG RI &RS\ULJKW

DQG 1HLJKERXULQJ 5LJKWV� 5HFRPPHQGDWLRQ 1R� 5 ���� � DGRSWHG E\ WKH &RPPLWWHH RI 0LQLVWHUV RI

WKH &RXQFLO RI (XURSH RQ �� -DQXDU\ �����

��� &RXQFLO 5HJXODWLRQ �(&� 1R� ������� RI �� 'HFHPEHU ���� OD\LQJ GRZQ PHDVXUHV WR SURKLELW WKH

UHOHDVH IRU IUHH FLUFXODWLRQ� H[SRUW� UH�H[SRUW RU HQWU\ IRU D VXVSHQVLYH SURFHGXUH RI FRXQWHUIHLW

DQG SLUDWHG JRRGV� 2- / ����� RI �����������
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− FRQGLWLRQV JRYHUQLQJ DFWLRQ E\ WKH FXVWRPV DXWKRULWLHV DQG E\ WKH DXWKRULWLHV

FRPSHWHQW WR WDNH D VXEVWDQWLYH GHFLVLRQ�

− SURYLVLRQV DSSOLFDEOH WR JRRGV IRXQG WR EH FRXQWHUIHLW RU SLUDWHG JRRGV�

$UWLFOH �� RI WKH 5HJXODWLRQ UHTXLUHV WKDW �HDFK 0HPEHU 6WDWH VKDOO

LQWURGXFH SHQDOWLHV WR DSSO\ LQ WKH HYHQW RI LQIULQJHPHQWV RI $UWLFOH �� 6XFK

SHQDOWLHV PXVW EH VXIILFLHQWO\ VHYHUH WR HQFRXUDJH FRPSOLDQFH ZLWK WKH

UHOHYDQW SURYLVLRQV��

F� :RUOG 7UDGH 2UJDQLVDWLRQ

7UDGH UHODWHG DVSHFWV RI LQWHOOHFWXDO SURSHUW\ ULJKWV ZHUH HVSHFLDOO\ GHDOW

ZLWK E\ WKH :RUOG 7UDGH 2UJDQLVDWLRQ �:72�� 7KH PDQGDWH RI WKH :72

LQFOXGHV WKH $JUHHPHQW RQ 7UDGH LQ *RRGV �HVSHFLDOO\ *$77�� WKH

$JUHHPHQW RQ 7UDGH LQ 6HUYLFHV �*$76� DV ZHOO DV WKH $JUHHPHQW RQ 7UDGH�

UHODWHG $VSHFWV RI ,QWHOOHFWXDO 3URSHUW\ 5LJKWV �75,36�� 7KH 75,36

$JUHHPHQW
���

ZDV QHJRWLDWHG LQ WKH FRQWH[W RI WKH 8UXJXD\ 5RXQG LQ RUGHU

WR UHGXFH GLVWRUWLRQV DQG LPSHGLPHQWV WR LQWHUQDWLRQDO WUDGH DQG WR WDNH

LQWR DFFRXQW WKH QHHG WR SURPRWH HIIHFWLYH SURWHFWLRQ RI LQWHOOHFWXDO SURSHUW\

ULJKWV� ,W UHTXLUHV FRPSOLDQFH ZLWK WKH VXEVWDQWLYH SURYLVLRQV RI WKH %HUQ

&RQYHQWLRQ IRU 3URWHFWLRQ RI /LWHUDU\ DQG $UWLVWLF :RUNV� :LWK UHVSHFW WR QHZ

WHFKQRORJLHV� WKH DJUHHPHQW DGGUHVVHV WKH UHOHYDQW FRS\ULJKW TXHVWLRQV

HVSHFLDOO\ UHODWLQJ WR FRPSXWHU SURJUDPV DQG GDWDEDVHV� 6HFWLRQ �

$UWLFOH �� RI WKH 75,36 $JUHHPHQW REOLJHV 0HPEHU 6WDWHV WR SURYLGH

FULPLQDO SURFHGXUHV� ,W VWDWHV�

�0HPEHUV VKDOO SURYLGH IRU FULPLQDO SURFHGXUHV DQG SHQDOWLHV WR EH DSSOLHG DW OHDVW LQ

FDVHV RI ZLOIXO WUDGHPDUN FRXQWHUIHLWLQJ RU FRS\ULJKW SLUDF\ RQ D FRPPHUFLDO VFDOH�

5HPHGLHV DYDLODEOH VKDOO LQFOXGH LPSULVRQPHQW DQG�RU PRQHWDU\ ILQHV VXIILFLHQW WR

SURYLGH D GHWHUUHQW� FRQVLVWHQWO\ ZLWK WKH OHYHO RI SHQDOWLHV DSSOLHG IRU FULPHV RI D

FRUUHVSRQGLQJ JUDYLW\� ,Q DSSURSULDWH FDVHV� UHPHGLHV DYDLODEOH VKDOO DOVR LQFOXGH WKH

VHL]XUH� IRUIHLWXUH DQG GHVWUXFWLRQ RI WKH LQIULQJLQJ JRRGV DQG RI DQ\ PDWHULDOV DQG

LPSOHPHQWV WKH SUHGRPLQDQW XVH RI ZKLFK KDV EHHQ LQ WKH FRPPLVVLRQ RI WKH RIIHQFH�

0HPEHUV PD\ SURYLGH IRU FULPLQDO SURFHGXUHV DQG SHQDOWLHV WR EH DSSOLHG LQ RWKHU

FDVHV RI LQIULQJHPHQW RI LQWHOOHFWXDO SURSHUW\ ULJKWV� LQ SDUWLFXODU ZKHUH WKH\ DUH

FRPPLWWHG ZLOIXOO\ DQG RQ D FRPPHUFLDO VFDOH��

��� 6HH %XQGHVJHVHW]EODWW ,,� ����� SS� ���� HW VHT� �LQ (QJOLVK�� DV ZHOO DV SS� ���� HW VHT� �LQ

*HUPDQ��
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'� ,OOHJDO�DQG�+DUPIXO�&RQWHQWV

7KH FHQWUH RI DFWLYLW\ DJDLQVW LOOHJDO DQG KDUPIXO FRQWHQWV LQ FRPSXWHU

QHWZRUNV RQ WKH LQWHUQDWLRQDO DQG VXSUDQDWLRQDO OHYHO KDV VR IDU EHHQ

ORFDWHG DW WKH (XURSHDQ 8QLRQ� +RZHYHU� WKHUH DUH DOVR LPSRUWDQW LQLWLDWLYHV

RI WKH &RXQFLO RI (XURSH� WKH 3� DQG WKH 81�

�� (XURSHDQ�8QLRQ

D� -RLQW $FWLRQ RI WKH &RXQFLO &RQFHUQLQJ 5DFLVP DQG ;HQRSKRELD

)LUVW JHQHUDO ± L�H�� QRW FRPSXWHU VSHFLILF ± LQLWLDWLYHV DJDLQVW LOOHJDO FRQWHQWV

KDYH EHHQ XQGHUWDNHQ E\ WKH &RXQFLO RI WKH (XURSHDQ 8QLRQ� 2Q

�� -XO\ ����� EDVHG RQ $UWLFOH .�� (8 7UHDW\� WKH &RXQFLO DGRSWHG D �MRLQW

DFWLRQ WR FRPEDW UDFLVP DQG [HQRSKRELD��
���

7LWOH � �$ DQG %� RI WKH -RLQW

$FWLRQ SURYLGH�

�$� ,Q WKH LQWHUHVWV RI FRPEDWLQJ UDFLVP DQG [HQRSKRELD� HDFK 0HPEHU 6WDWH VKDOO

XQGHUWDNH� LQ DFFRUGDQFH ZLWK WKH SURFHGXUH ODLG GRZQ LQ 7LWOH ,,� WR HQVXUH HIIHFWLYH

MXGLFLDO FR�RSHUDWLRQ LQ UHVSHFW RI RIIHQFHV EDVHG RQ WKH IROORZLQJ W\SHV RI EHKDYLRXU�

DQG� LI QHFHVVDU\ IRU WKH SXUSRVHV RI WKDW FR�RSHUDWLRQ� HLWKHU WR WDNH VWHSV WR VHH WKDW

VXFK EHKDYLRXU LV SXQLVKDEOH DV D FULPLQDO RIIHQFH RU� IDLOLQJ WKDW� DQG SHQGLQJ WKH

DGRSWLRQ RI DQ\ QHFHVVDU\ SURYLVLRQV� WR GHURJDWH IURP WKH SULQFLSOH RI GRXEOH

FULPLQDOLW\ IRU VXFK EHKDYLRXU�

�D� SXEOLF LQFLWHPHQW WR GLVFULPLQDWLRQ� YLROHQFH RU UDFLDO KDWUHG LQ UHVSHFW RI D JURXS

RI SHUVRQV RU D PHPEHU RI VXFK D JURXS GHILQHG E\ UHIHUHQFH WR FRORXU� UDFH�

UHOLJLRQ RU QDWLRQDO RU HWKQLF RULJLQ�

�E� SXEOLF FRQGRQLQJ� IRU D UDFLVW RU [HQRSKRELF SXUSRVH� RI FULPHV DJDLQVW KXPDQLW\

DQG KXPDQ ULJKWV YLRODWLRQV�

�F� SXEOLF GHQLDO RI WKH FULPHV GHILQHG LQ $UWLFOH � RI WKH &KDUWHU RI WKH ,QWHUQDWLRQDO

0LOLWDU\ 7ULEXQDO DSSHQGHG WR WKH /RQGRQ $JUHHPHQW RI � $SULO ���� LQVRIDU DV LW

LQFOXGHV EHKDYLRXU ZKLFK LV FRQWHPSWXRXV RI� RU GHJUDGLQJ WR� D JURXS RI SHUVRQV

GHILQHG E\ UHIHUHQFH WR FRORXU� UDFH� UHOLJLRQ RU QDWLRQDO RU HWKQLF RULJLQ�

�G� SXEOLF GLVVHPLQDWLRQ RU GLVWULEXWLRQ RI WUDFWV� SLFWXUHV RU RWKHU PDWHULDO FRQWDLQLQJ

H[SUHVVLRQV RI UDFLVP DQG [HQRSKRELD�

�H� SDUWLFLSDWLRQ LQ WKH DFWLYLWLHV RI JURXSV� RUJDQLVDWLRQV RU DVVRFLDWLRQV� ZKLFK

LQYROYH GLVFULPLQDWLRQ� YLROHQFH� RU UDFLDO� HWKQLF RU UHOLJLRXV KDWUHG�

%� ,Q WKH FDVH RI LQYHVWLJDWLRQV LQWR� DQG�RU SURFHHGLQJV DJDLQVW� RIIHQFHV EDVHG RQ WKH

W\SHV RI EHKDYLRXU OLVWHG LQ SDUDJUDSK $� HDFK 0HPEHU 6WDWH VKDOO� LQ DFFRUGDQFH ZLWK

7LWOH ,,� LPSURYH MXGLFLDO FR�RSHUDWLRQ LQ WKH IROORZLQJ DUHDV DQG WDNH DSSURSULDWH

PHDVXUHV IRU�

��� 2- / ����� RI �����������
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�D� VHL]XUH DQG FRQILVFDWLRQ RI WUDFWV� SLFWXUHV RU RWKHU PDWHULDO FRQWDLQLQJ

H[SUHVVLRQV RI UDFLVP DQG [HQRSKRELD LQWHQGHG IRU SXEOLF GLVVHPLQDWLRQ� ZKHUH

VXFK PDWHULDO LV RIIHUHG WR WKH SXEOLF LQ WKH WHUULWRU\ RI D 0HPEHU 6WDWH�

�E� DFNQRZOHGJHPHQW WKDW WKH W\SHV RI EHKDYLRXU OLVWHG LQ SDUDJUDSK $ VKRXOG QRW EH

UHJDUGHG DV SROLWLFDO RIIHQFHV MXVWLI\LQJ UHIXVDO WR FRPSO\ ZLWK UHTXHVWV IRU PXWXDO

OHJDO DVVLVWDQFH�

�F� SURYLGLQJ LQIRUPDWLRQ WR DQRWKHU 0HPEHU 6WDWH WR HQDEOH WKDW 0HPEHU 6WDWH WR

LQLWLDWH� LQ DFFRUGDQFH ZLWK LWV ODZ� OHJDO SURFHHGLQJV RU SURFHHGLQJV IRU

FRQILVFDWLRQ LQ FDVHV ZKHUH LW DSSHDUV WKDW WUDFWV� SLFWXUHV RU RWKHU PDWHULDO

FRQWDLQLQJ H[SUHVVLRQV RI UDFLVP DQG [HQRSKRELD DUH EHLQJ VWRUHG LQ D 0HPEHU

6WDWH IRU WKH SXUSRVHV RI GLVWULEXWLRQ RU GLVVHPLQDWLRQ LQ DQRWKHU 0HPEHU 6WDWH�

�G� WKH HVWDEOLVKPHQW RI FRQWDFW SRLQWV LQ WKH 0HPEHU 6WDWHV ZKLFK ZRXOG EH

UHVSRQVLEOH IRU FROOHFWLQJ DQG H[FKDQJLQJ DQ\ LQIRUPDWLRQ ZKLFK PLJKW EH XVHIXO

IRU LQYHVWLJDWLRQV DQG SURFHHGLQJV DJDLQVW RIIHQFHV EDVHG RQ WKH W\SHV RI

EHKDYLRXU OLVWHG LQ SDUDJUDSK $��

E� $FWLYLWLHV RI WKH &RXQFLO ZLWK 5HVSHFW WR WKH ,QWHUQHW

7KH VSHFLILF LVVXH RI LOOHJDO DQG KDUPIXO FRQWHQW RQ WKH ,QWHUQHW ZDV

GLVFXVVHG DW WKH LQIRUPDO &RXQFLO PHHWLQJ KHOG LQ %RORJQD RQ �� $SULO �����

7KH (XURSHDQ 7HOHFRPPXQLFDWLRQV 0LQLVWHUV DQG &XOWXUH 0LQLVWHUV DVNHG WKH

&RPPLVVLRQ WR SURGXFH D SUREOHP DQDO\VLV DVVHVVLQJ WKH GHVLUDELOLW\ RI

(XURSHDQ RU LQWHUQDWLRQDO UHJXODWLRQV� )XUWKHUPRUH� DW WKH HQG RI

6HSWHPEHU ���� YDULRXV &RXQFLO VHVVLRQV FRQVLGHUHG WKH UHOHYDQW

TXHVWLRQV� 7KH LQIRUPDO PHHWLQJ RI 0LQLVWHUV RI -XVWLFH DQG +RPH $IIDLUV LQ

6HSWHPEHU ���� LQ 'XEOLQ GLVFXVVHG FR�RSHUDWLRQ EHWZHHQ 0HPEHU 6WDWHV

WR FRPEDW WUDGH LQ KXPDQ EHLQJV DQG VH[XDO DEXVH RI FKLOGUHQ� 7KH

0LQLVWHUV RI &XOWXUDO DQG $XGLRYLVXDO PHHWLQJ LQ *DOZD\ LQ 6HSWHPEHU ����

ZHOFRPHG WKH DQQRXQFHPHQW RI D *UHHQ 3DSHU RQ WKH SURWHFWLRQ RI PLQRUV

DQG KXPDQ GLJQLW\� 7KH PHHWLQJ RI WKH &RXQFLO RI 7HOHFRPPXQLFDWLRQV

0LQLVWHUV LQ 6HSWHPEHU ����� IROORZLQJ WKH LQIRUPDO %RORJQD &RXQFLO�

GLVFXVVHG TXHVWLRQV RI SUHYHQWLQJ WKH GLVVHPLQDWLRQ RI LOOHJDO PDWHULDO RQ

WKH ,QWHUQHW� 7KH &RXQFLO DOVR UHTXHVWHG D :RUNLQJ 3DUW\ RQ LOOHJDO DQG

KDUPIXO FRQWHQWV RQ WKH ,QWHUQHW WR SUHVHQW FRQFUHWH SURSRVDOV IRU SRVVLEOH

PHDVXUHV WR FRPEDW WKH LOOHJDO XVH RI WKH ,QWHUQHW�

2Q �� )HEUXDU\ ����� WKH 7HOHFRPPXQLFDWLRQV &RXQFLO IRUPDOO\ DGRSWHG

D 5HVROXWLRQ RQ LOOHJDO DQG KDUPIXO FRQWHQW RQ WKH ,QWHUQHW�
���

,Q WKLV

5HVROXWLRQ WKH &RXQFLO DQG WKH UHSUHVHQWDWLYHV RI WKH JRYHUQPHQWV RI WKH

0HPEHU 6WDWHV

��� 5HVROXWLRQ RI WKH &RXQFLO DQG RI WKH 5HSUHVHQWDWLYHV RI WKH *RYHUQPHQWV RI WKH 0HPEHU 6WDWHV�

PHHWLQJ ZLWKLQ WKH &RXQFLO RQ LOOHJDO DQG KDUPIXO FRQWHQW RQ WKH ,QWHUQHW� 2- & ���� RI

�����������
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��� LQYLWH WKH 0HPEHU 6WDWHV WR VWDUW ZLWK WKH IROORZLQJ PHDVXUHV�

HQFRXUDJH DQG IDFLOLWDWH VHOI�UHJXODWRU\ V\VWHPV LQFOXGLQJ UHSUHVHQWDWLYH ERGLHV

IRU ,QWHUQHW VHUYLFH SURYLGHUV DQG XVHUV� HIIHFWLYH FRGHV RI FRQGXFW DQG SRVVLEO\

KRW�OLQH UHSRUWLQJ PHFKDQLVPV DYDLODEOH WR WKH SXEOLF�

HQFRXUDJH WKH SURYLVLRQ WR XVHUV RI ILOWHULQJ PHFKDQLVPV DQG WKH VHWWLQJ XS RI

UDWLQJ V\VWHPV� IRU H[DPSOH WKH 3,&6 �SODWIRUP IRU LQWHUQHW FRQWHQW VHOHFWLRQ�

VWDQGDUG ODXQFKHG E\ WKH LQWHUQDWLRQDO :RUOG�:LGH�:HE FRQVRUWLXP ZLWK

&RPPXQLW\ VXSSRUW VKRXOG EH SURPRWHG�

SDUWLFLSDWH DFWLYHO\ LQ WKH ,QWHUQDWLRQDO 0LQLVWHULDO &RQIHUHQFH WR EH KRVWHG E\

*HUPDQ\ DQG HQFRXUDJH DWWHQGDQFH E\ UHSUHVHQWDWLYHV RI WKH DFWRUV FRQFHUQHG�

�� UHTXHVW WKH &RPPLVVLRQ� DV IDU DV &RPPXQLW\ FRPSHWHQFHV DUH FRQFHUQHG� WR�

HQVXUH WKH IROORZ�XS DQG WKH FRKHUHQFH RI ZRUN RQ WKH PHDVXUHV VXJJHVWHG LQ WKH

DERYH PHQWLRQHG UHSRUW� WDNLQJ LQWR DFFRXQW RWKHU UHOHYDQW ZRUN LQ WKLV ILHOG DQG

WR UHFRQYHQH WKH :RUNLQJ 3DUW\ DV QHFHVVDU\ WR PRQLWRU SURJUHVV DQG WDNH IXUWKHU

LQLWLDWLYHV LI DSSURSULDWH�

IRVWHU FR�RUGLQDWLRQ DW &RPPXQLW\ OHYHO RI VHOI�UHJXODWRU\ DQG UHSUHVHQWDWLYH

ERGLHV�

SURPRWH DQG IDFLOLWDWH WKH H[FKDQJH RI LQIRUPDWLRQ RQ EHVW SUDFWLFH LQ WKLV DUHD�

IRVWHU UHVHDUFK LQWR WHFKQLFDO LVVXHV� LQ SDUWLFXODU ILOWHULQJ� UDWLQJ� WUDFLQJ DQG

SULYDF\�HQKDQFLQJ� WDNLQJ LQWR DFFRXQW (XURSH
V FXOWXUDO DQG OLQJXLVWLF GLYHUVLW\�

FRQVLGHU IXUWKHU WKH TXHVWLRQ RI OHJDO OLDELOLW\ IRU ,QWHUQHW FRQWHQW�

�� UHFRPPHQG WKDW WKH &RPPLVVLRQ� LQ WKH IUDPHZRUN RI &RPPXQLW\ FRPSHWHQFHV�

DQG 0HPEHU 6WDWHV WDNH DOO QHFHVVDU\ VWHSV WR HQKDQFH WKH HIIHFWLYHQHVV RI WKH

PHDVXUHV UHIHUUHG WR LQ WKLV UHVROXWLRQ WKURXJK LQWHUQDWLRQDO FR�RSHUDWLRQ EXLOGLQJ

RQ WKH UHVXOWV RI WKH ,QWHUQDWLRQDO 0LQLVWHULDO &RQIHUHQFH DQG LQ GLVFXVVLRQV LQ

RWKHU LQWHUQDWLRQDO IRUXPV��

F� $FWLYLWLHV RI WKH (XURSHDQ &RPPLVVLRQ

:LWK UHVSHFW WR ILQGLQJ VROXWLRQV WR WKHVH QHZ LVVXHV� WKH (& &RPPLVVLRQ

KDV DOVR SXEOLVKHG VHYHUDO GRFXPHQWV� 7KHVH DUH WKH &RPPXQLFDWLRQ IURP

WKH &RPPLVVLRQ WR WKH &RXQFLO� WKH (XURSHDQ 3DUOLDPHQW� WKH (FRQRPLF DQG

6RFLDO &RPPLWWHH DQG WKH &RPPLWWHH RI WKH 5HJLRQV RQ LOOHJDO DQG KDUPIXO

FRQWHQW RQ WKH ,QWHUQHW RI �� 2FWREHU �����
���

WKH *UHHQ 3DSHU RQ WKH

3URWHFWLRQ RI 0LQRUV DQG +XPDQ 'LJQLW\ RQ $XGLRYLVXDO DQG ,QIRUPDWLRQ

6HUYLFHV RI �� 2FWREHU �����
���

WKH &RPPXQLFDWLRQ IURP WKH &RPPLVVLRQ WR

WKH (XURSHDQ 3DUOLDPHQW� WKH &RXQFLO� WKH (FRQRPLF DQG 6RFLDO &RPPLWWHH

DQG WKH &RPPLWWHH RI WKH 5HJLRQV RQ DQ $FWLRQ 3ODQ RQ SURPRWLQJ VDIH XVH

��� &RPPXQLFDWLRQ IURP WKH &RPPLVVLRQ WR WKH &RXQFLO� WKH (XURSHDQ 3DUOLDPHQW� WKH (FRQRPLF DQG

6RFLDO &RPPLWWHH DQG WKH &RPPLWWHH RI WKH 5HJLRQV RQ LOOHJDO DQG KDUPIXO FRQWHQW RQ WKH ,QWHUQHW

RI �� 2FWREHU ����� &20���� ����� 6HH DOVR LQ WKLV FRQWH[W (XURSHDQ &RPPLVVLRQ �'* ;,,,��

,QWHULP UHSRUW RQ ,QLWLDWLYHV LQ (8 0HPEHU 6WDWHV ZLWK UHVSHFW WR &RPEDWLQJ ,OOHJDO DQG +DUPIXO

&RQWHQW RQ WKH ,QWHUQHW� :3,& ������ 9HUVLRQ � RI � -XQH �����

��� &20���� �����
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RI WKH ,QWHUQHW DGRSWHG E\ WKH &RPPLVVLRQ RQ �� 1RYHPEHU ���� DV ZHOO DV

D &RXQFLO 5HFRPPHQGDWLRQ RQ WKH 3URWHFWLRQ RI 0LQRUV DQG +XPDQ 'LJQLW\�

7KH &RPPXQLFDWLRQ RQ LOOHJDO DQG KDUPIXO FRQWHQW RQ WKH ,QWHUQHW FRQILUPV WKDW DOO

SHUVRQV LQYROYHG LQ WKH ,QWHUQHW �DXWKRUV� FRQWHQW SURYLGHU� KRVW VHUYLFH SURYLGHUV�

QHWZRUN RSHUDWRUV� DFFHVV SURYLGHUV DQG XVHUV� DUH VXEMHFW WR WKH UHVSHFWLYH ODZV RI

WKH 0HPEHU 6WDWHV DQG GR QRW RSHUDWH LQ D OHJDO YDFXXP� 7KH SDSHU LGHQWLILHV GLIIHUHQW

YDULDWLRQV RI LOOHJDO DQG KDUPIXO FRQWHQW DQG JLYHV SROLF\ RSWLRQ IRU (8 DFWLRQ� $V D ILUVW

VHW RI PHDVXUHV WR FRPEDW WKH VRXUFH RI LOOHJDO FRQWHQW WKH &RPPLVVLRQ SURSRVHV FR�

RSHUDWLRQ LQ WKH FRQWH[W RI MXVWLFH DQG KRPH DIIDLUV EHWZHHQ 0HPEHU 6WDWHV E\

H[FKDQJLQJ LQIRUPDWLRQ RQ WKRVH SURYLGLQJ FULPLQDO FRQWHQW DQG WKURXJK GHILQLQJ

PLQLPXP (XURSHDQ VWDQGDUGV LQ FULPLQDO FRQWHQW� GHYHORSLQJ D (XURSHDQ IUDPHZRUN

WR FODULI\ WKH DGPLQLVWUDWLYH UXOHV DQG UHJXODWLRQV JRYHUQLQJ WKH OLDELOLW\ RI DFFHVV

SURYLGHUV DQG KRVW VHUYLFH SURYLGHUV� DV ZHOO DV VWUHQJWKHQLQJ WKH SURFHVV RI VHOI�

UHJXODWLRQ WKURXJK FR�RSHUDWLRQ EHWZHHQ DVVRFLDWLRQV RI ,QWHUQHW DFFHVV SURYLGHUV DQG

UHVHDUFK WR ILQG WHFKQRORJLFDO VROXWLRQV IRU OLPLWLQJ WKH GLVWULEXWLRQ RI LOOHJDO FRQWHQW�

:LWK UHJDUG WR KDUPIXO FRQWHQWV� WKH &RPPXQLFDWLRQ VXJJHVWV HQFRXUDJLQJ WKH XVH RI

ILOWHULQJ VRIWZDUH VXFK DV 3,&6 DQG IRU GHYHORSLQJ (XURSHDQ UDWLQJ V\VWHPV� LQYLWLQJ

FRQWHQW SURGXFHUV WR DGRSW FRGHV RI FRQGXFW WR FRQWHQW SXEOLVKHG RQ WKH ,QWHUQHW�

LQFOXGLQJ V\VWHPDWLF VHOI�UDWLQJ RI FRQWHQW� DV ZHOO DV ODXQFKLQJ QDWLRQDO DZDUHQHVV

DFWLRQV IRU SDUHQWV DQG WHDFKHUV�

7KH *UHHQ 3DSHU RQ WKH 3URWHFWLRQ RI 0LQRUV DQG +XPDQ 'LJQLW\ LV ORRNLQJ EH\RQG

WKHVH LQLWLDO VKRUW WHUP PHDVXUHV� 7KH *UHHQ 3DSHU GHDOV ZLWK WKH VSHFLILF DQG

IXQGDPHQWDO LVVXHV RI WKH ILJKW DJDLQVW WKH GLVVHPLQDWLRQ RI FRQWHQW RIIHQVLYH WR

KXPDQ GLJQLW\ DQG WKH SURWHFWLRQ RI PLQRUV DJDLQVW H[SRVXUH WR FRQWHQW WKDW LV

KDUPIXO WR WKHLU GHYHORSPHQW� 7KH *UHHQ 3DSHU SURSRVHV WHQ EDVLF TXHVWLRQV WR KHOS

FUHDWH WKH FRQGLWLRQV IRU WKH HVWDEOLVKPHQW RI D FRKHUHQW IUDPHZRUN IRU WKH SURWHFWLRQ

RI PLQRUV DQG KXPDQ GLJQLW\ IRU WKH �LQIRUPDWLRQ DJH��

,Q WKH $FWLRQ 3ODQ RQ SURPRWLQJ VDIH XVH RI WKH ,QWHUQHW� WKH &RPPLVVLRQ LGHQWLILHG

DUHDV ZKHUH FRQFUHWH PHDVXUHV DUH QHHGHG DQG ZKHUH &RPPXQLW\ UHVRXUFHV VKRXOG

EH PDGH DYDLODEOH LQ RUGHU WR HQFRXUDJH DQ HQYLURQPHQW IDYRXUDEOH WR WKH

GHYHORSPHQW RI WKH ,QWHUQHW LQGXVWU\� 7KHVH DUHDV DUH WKH SURPRWLRQ RI VHOI�UHJXODWLRQ

DQG FUHDWLRQ RI FRQWHQW�PRQLWRULQJ VFKHPHV LQFOXGLQJ DQ (XURSHDQ QHWZRUN RI KRW�

OLQHV� WKH GHPRQVWUDWLRQ DQG DSSOLFDWLRQ RI HIIHFWLYH ILOWHULQJ VHUYLFHV DQG FRPSDWLEOH

UDWLQJ V\VWHPV� DQG WKH SURPRWLRQ RI DZDUHQHVV DFWLRQV GLUHFWHG DW XVHUV� LQ SDUWLFXODU

FKLOGUHQ� SDUHQWV DQG WHDFKHUV� 7KH SURSRVHG $FWLRQ 3ODQ LV VSHFLILFDOO\ DLPHG DW

DFWLRQV ZKHUH ILQDQFLDO VXSSRUW IURP WKH &RPPXQLW\ LV QHFHVVDU\� ,W DLPV WR LQFLWH WKH

DFWRUV �LQGXVWU\� XVHUV� WR GHYHORS DQG LPSOHPHQW DGHTXDWH V\VWHPV RI VHOI UHJXODWLRQ�

WR SXPS SULPH GHYHORSPHQWV E\ VXSSRUWLQJ GHPRQVWUDWLRQV DQG VWLPXODWLQJ

DSSOLFDWLRQ RI WHFKQLFDO VROXWLRQ� DOHUW DQG LQIRUP SDUHQWV DQG WHDFKHUV� IRVWHU FR�

RSHUDWLRQ DQG H[FKDQJH RI H[SHULHQFHV DQG EHVW SUDFWLFHV� SURPRWH FR�RUGLQDWLRQ

DFURVV (XURSH DQG EHWZHHQ DFWRUV FRQFHUQHG� DQG HQVXUH FRPSDWLELOLW\ EHWZHHQ WKH

DSSURDFK WDNHQ LQ (XURSH DQG HOVHZKHUH� 7KH $FWLRQ 3ODQ FRPSULVHV IRXU FRQFUHWH

DFWLRQ OLQHV IRU FUHDWLQJ D VDIH HQYLURQPHQW� IRU GHYHORSLQJ ILOWHULQJ DQG UDWLQJ

V\VWHPV� IRU HQFRXUDJLQJ DZDUHQHVV DFWLRQV� DQG IRU VXSSRUW PHDVXUHV�

&RQWUDU\ WR WKH DFWLRQ OLQH� WKH &RXQFLO 5HFRPPHQGDWLRQ RQ WKH 3URWHFWLRQ RI 0LQRUV

DQG +XPDQ 'LJQLW\ LV RI D OHJDO QDWXUH DQG DLPV WR SURPRWH FRPPRQ JXLGHOLQHV IRU

WKH LPSOHPHQWDWLRQ RI D IUDPHZRUN IRU VHOI�UHJXODWLRQ WR SURWHFW PLQRUV DQG KXPDQ

GLJQLW\ LQ DXGLRYLVXDO DQG LQIRUPDWLRQ VHUYLFHV�
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G� (XURSHDQ 3DUOLDPHQW

2Q �� $SULO ����� WKH (XURSHDQ 3DUOLDPHQW DGRSWHG D 5HVROXWLRQ RQ WKH

&RPPLVVLRQ
V FRPPXQLFDWLRQ RQ LOOHJDO DQG KDUPIXO FRQWHQW RQ WKH

,QWHUQHW�
���

VXSSRUWLQJ WKH LQLWLDWLYHV XQGHUWDNHQ E\ WKH &RPPLVVLRQ DQG

VWUHVVLQJ WKH QHHG IRU LQWHUQDWLRQDO FR�RSHUDWLRQ LQ YDULRXV DUHDV� WR EH

LQLWLDWHG E\ WKH &RPPLVVLRQ�

,Q DGGLWLRQ� WKH (XURSHDQ 3DUOLDPHQW SXEOLVKHG D VWXG\ RQ WKH

�)HDVLELOLW\ RI FHQVRULQJ DQG MDPPLQJ SRUQRJUDSK\ DQG UDFLVP LQ

LQIRUPDWLFV� SURGXFHG E\ 6FLHQWLILF DQG 7HFKQRORJLFDO 2SWLRQV $VVHVVPHQW

�672$��
���

7KH UHSRUW FRQFHQWUDWHV RQ WHFKQLFDO TXHVWLRQV DQG SRVVLELOLWLHV RI

EORFNLQJ LOOHJDO DQG KDUPIXO FRQWHQWV�

H� 2WKHU $FWLYLWLHV

,VVXHV RI LOOHJDO DQG KDUPIXO FRQWHQWV ZHUH DOVR GHDOW ZLWK DW WKH 0LQLVWHULDO

&RQIHUHQFH RQ �*OREDO ,QIRUPDWLRQ 1HWZRUNV� ZKLFK LQ -XO\ ���� ZDV MRLQWO\

RUJDQLVHG E\ WKH (XURSHDQ 8QLRQ DQG WKH *HUPDQ JRYHUQPHQW� 7KH

FRQIHUHQFH SURGXFHG WKUHH GHFODUDWLRQV RI 0LQLVWHUV� RI LQGXVWU\ DQG RI

XVHUV� :LWK UHVSHFW WR UHVSRQVLELOLW\ IRU LOOHJDO FRQWHQWV WKH GHFODUDWLRQ RI

0LQLVWHUV VWUHVVHV WKDW WKHUH VKRXOG EH QR DFWLYH FRQWURO RI FRQWHQW RI WKLUG

SDUWLHV DQG WKDW QHWZRUN DQG DFFHVV SURYLGHUV VKRXOG LQ JHQHUDO QRW EH

UHVSRQVLEOH IRU FRQWHQWV�
���

�� 3��&RXQWULHV

D� 3� ([SHUW *URXS RQ �0LVXVH RI ,QWHUQDWLRQDO 'DWD 1HWZRUNV�

7KH 3� H[SHUW JURXS RQ �0LVXVH RI ,QWHUQDWLRQDO 'DWD 1HWZRUNV� ZDV

HVWDEOLVKHG E\ WKH 0LQLVWHUV DQG &KLHI $GYLVRUV RI 6FLHQFH RI WKH

*� FRXQWULHV� 5XVVLD DQG WKH (XURSHDQ 8QLRQ �&DUQHJLH�*URXS� LQ ����� ,W

FRQVLVWHG RI OHJDO DQG WHFKQLFDO H[SHUWV RI WKH 0HPEHU 6WDWHV LQ WKH ILHOG RI

LQWHUQDWLRQDO FRPSXWHU QHWZRUNV� 7KH H[SHUW JURXSV PDQGDWH ZDV WR

HYDOXDWH WKH PLVXVH RI LQWHUQDWLRQDO GDWD QHWZRUNV DQG WR VXJJHVW

UHFRPPHQGDWLRQV IRU SRWHQWLDO VROXWLRQV� 7KH H[SHUW JURXS KHOG WKUHH

��� &20���� ���� ± &���������� �KWWS���ZZZ�HXURSDUO�HX�LQW�GJ��D��HQ�D�����D�������KWP!

�DFFHVVHG RQ �� -DQXDU\ ������

��� 6HH (XURSHDQ 3DUOLDPHQW� 672$� )HDVLELOLW\ RI FHQVRULQJ DQG MDPPLQJ SRUQRJUDSK\ DQG UDFLVP LQ

LQIRUPDWLFV� 'UDIW )LQDO 5HSRUW� 0D\ �����

��� 6HH *OREDO ,QIRUPDWLRQ 1HWZRUNV� 0LQLVWHULDO &RQIHUHQFH %RQQ �±� -XO\ ����� 0LQLVWHUHUNOlUXQJ�

S� � 1RV� �� DQG ���
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PHHWLQJV LQ %RQQ� 1RYHPEHU ����� LQ 3DULV� -XQH ���� DQG LQ 5RPH�

2FWREHU ����� 7KH JURXS SUHVHQWHG LWV UHSRUW WR WKH &DUQHJLH�*URXS DW WKHLU

PHHWLQJ DW 0RQWHEHOOR�&DQDGD RQ ��� 'HFHPEHU �����

7KH UHSRUW HPSKDVLVHV WKH EURDG VFDOH RI WKH RXWVWDQGLQJ EHQHILWV DQG

SURPLVHV RI WKH ,QWHUQHW IRU SUDFWLFDOO\ DOO VHFWRUV RI SXEOLF� SROLWLFDO DQG

FRPPHUFLDO SURFHVV RI FRPPXQLFDWLRQ DQG ± QRW OHDVW ± IRU WKH LQGLYLGXDO

OLIH RI SULYDWH SHUVRQV DQG JURXSV� ,W XQGHUOLQHV� KRZHYHU� WKDW WKH IXOO XVH

RI EHQHILWV ZLOO GHSHQG ± WR D JUHDW GHDO ± RQ WKH DYRLGDQFH RU DW OHDVW

PLQLPLVDWLRQ RI WKH YDULRXV SRVVLELOLWLHV RI PLVXVH� $QDO\VLQJ WKH VLWXDWLRQ�

WKH UHSRUW LGHQWLILHV WZR DUHDV RI PLVXVH� ��� LOOHJDO RU KDUPIXO DFWLRQV�

ZKHUH WKH ,QWHUQHW LV XVHG LQ RUGHU WR HQJDJH LQ LOOHJDO DFWLYLWLHV� DV ZHOO DV

��� LOOHJDO RU KDUPIXO DFWLRQV� ZKHUH WKH ,QWHUQHW LV XVHG WR WUDQVIHU LOOHJDO

LQIRUPDWLRQ WR XVHUV�

,Q RUGHU WR ILQG DSSURSULDWH DQVZHUV WR WKHVH FKDOOHQJHV� WKH UHSRUW

FOXVWHUV WKH SRWHQWLDO VROXWLRQV LQWR IRXU DSSURDFKHV RI DFWLYLWLHV� DLPLQJ DW

GHYHORSLQJ SUDFWLFDO VWHSV IRU LPSURYLQJ WKH SURSHU XVH DQG RYHUDOO

DFFHSWDQFH RI QHZ FRPPXQLFDWLRQ WHFKQRORJLHV DQG VHUYLFHV� 7KHVH IRXU

DUHDV DUH� ��� DZDUHQHVV DQG HGXFDWLRQ� ��� WHFKQRORJ\� ��� LQIRUPDWLRQ

DQG FRPPXQLFDWLRQV LQGXVWU\� DV ZHOO DV ��� OHJDO PHDVXUHV� 7KH UHSRUW

VXJJHVWV WR GHYHORS� DV D ILUVW VWHS� FRQFLVH VHWV RI VROXWLRQV DORQJ DQG

DFURVV WKHVH IRXU DUHDV� &RQVHTXHQWO\� WKH H[SHUW JURXS VXEPLWWHG D

QXPEHU RI UHFRPPHQGDWLRQV�
���

E� 3� 6XEJURXS RQ +LJK 7HFK &ULPH

7KH 3� FRXQWULHV DOVR ZRUN WRJHWKHU LQ WKH 3� VXEJURXS RQ KLJK WHFK FULPH�

6LQFH WKLV VXEJURXS RQ KLJK WHFK FULPH LV FRQFHQWUDWLQJ RQ SURFHGXUDO ODZ

TXHVWLRQV DQG SUDFWLFDO SURVHFXWLRQ RI FRPSXWHU FULPH WKHLU DFWLYLWLHV DUH

GHDOW ZLWK LQIUD (�� LQ WKH FRQWH[W RI SURFHGXUDO ODZ TXHVWLRQV�

�� 2UJDQLVDWLRQ�IRU�(FRQRPLF�&R�RSHUDWLRQ�DQG
'HYHORSPHQW

,QLWLDWLYHV RQ LOOHJDO DQG KDUPIXO FRQWHQWV RQ WKH ,QWHUQHW ZHUH DOVR VWDUWHG

E\ WKH 2(&' ZLWKLQ LWV &RPPLWWHH IRU ,QIRUPDWLRQ� &RPSXWHU DQG

��� 7KHVH UHFRPPHQGDWLRQV DUH PHQWLRQHG LQIUD FKDSWHU 9�% ZLWK UHVSHFW WR IXWXUH VROXWLRQV

VXJJHVWHG E\ WKLV VWXG\� 7KH DXWKRU RI WKLV VWXG\ KDV EHHQ WKH FKDLUPDQ RI WKH ILUVW PHHWLQJ RI WKH

H[SHUW JURXS RI �0LVXVH RI ,QWHUQDWLRQDO 'DWD 1HWZRUNV� DQG D FR�HGLWRU RI WKH H[SHUW JURXSV

UHSRUW� +H IXOO\ VXSSRUWV WKH VROXWLRQV DOVR ZLWK UHVSHFW WR WKH (XURSHDQ 8QLRQ� IRU WKHVH UHDVRQV

WKH H[SHUW JURXSV
 UHFRPPHQGDWLRQV DUH YHU\ VLPLODU WR WKH DXWKRU
V VXJJHVWLRQV�
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&RPPXQLFDWLRQV 3ROLF\ �,&&3�FRPPLWWHH�� ,Q 2FWREHU ���� WKH )UHQFK DQG

VXEVHTXHQWO\ DOVR WKH %HOJLDQ JRYHUQPHQW SURSRVHG WR WKH 2(&' DQ

DJUHHPHQW RQ LQWHUQDWLRQDO FR�RSHUDWLRQ ZLWK UHJDUG WR WKH ,QWHUQHW �&KDUWH

GH FRRSpUDWLRQ LQWHUQDWLRQDOH VXU ,QWHUQHW ± 3URMHW GH OD FRQWULEXWLRQ

IUDQoDLVH HQ YXH GHV WUDYDX[ SUpSDUDWRLUHV j XQH &RQIpUHQFH PLQLVWpULHOOH

GH O
2&'(�� 7KH GRFXPHQW FRPSULVHV WKUHH SDUWV� )LUVW LW OD\V GRZQ D

QXPEHU RI SULQFLSOHV DSSURYHG E\ WKH VLJQDWRULHV �W\SRORJ\ RI WKH SOD\HUV�

UXOHV WR EH DSSOLHG� SULQFLSOHV FRQFHUQLQJ WKH OLDELOLW\ RI SXEOLVKHUV DQG KRVW

VHUYLFH SURYLGHUV�� 6HFRQGO\� LW VHWV RXW D OLVW RI JXLGHOLQHV DLPHG LQ

SDUWLFXODU DW JXDUDQWHHLQJ WKH UHVSHFW RI EDVLF HWKLFDO UXOHV DQG LPSURYLQJ

FRQVXPHU SURWHFWLRQ� )LQDOO\� WKH GRFXPHQW VHWV IRUWK WKH SULQFLSOHV RI

MXGLFLDO DQG SROLFH FR�RSHUDWLRQ EHWZHHQ WKH VLJQDWRULHV�

,Q )HEUXDU\ ���� WKH ,&&3 &RPPLWWHH DJUHHG WR XQGHUWDNH D VWXG\

DLPHG DW UHYLHZLQJ WKH H[LVWLQJ OHJLVODWLRQV DQG SUDFWLFHV LQ 0HPEHU 6WDWHV

FRQFHUQLQJ WKH ,QWHUQHW� 7KH VWXG\ LV H[SHFWHG WR EH VXEPLWWHG WR WKH ,&&3

&RPPLWWHH LQ ODWH �����

�� 8QLWHG�1DWLRQV

7KH 81 KDYH FRQWULEXWHG HVSHFLDOO\ WR FKLOGUHQV
 ULJKWV� 2Q

�� 1RYHPEHU ����� WKH *HQHUDO $VVHPEO\ RI WKH 81 DGRSWHG WKH

&RQYHQWLRQ RQ WKH 5LJKWV RI WKH &KLOG� 7KH 81 KDYH DOVR VXSSRUWHG WKH

:RUOG &RQJUHVV $JDLQVW &RPPHUFLDO 6H[XDO ([SORLWDWLRQ RI &KLOGUHQ RQ

� -XQH �����
���

(� &ULPLQDO�3URFHGXUDO�/DZ

,Q WKH ILHOG RI SURFHGXUDO ODZ LQWHUQDWLRQDO DFWLRQ KDV DOUHDG\ VWDUWHG LQ DOO RI

WKH DERYH GHVFULEHG DUHDV DQG FRQFHUQV� WKH ILHOG RI FRHUFLYH SRZHUV� WKH

OHJDOLW\ RI SURFHVVLQJ SHUVRQDO GDWD LQ WKH FRXUVH RI FULPLQDO SURFHHGLQJV�

DQG WKH DGPLVVLELOLW\ RI FRPSXWHU�JHQHUDWHG HYLGHQFH LQ FRXUW SURFHHGLQJV�

7KH IRFXV RI DWWHQWLRQ KDV EHHQ RQ FRHUFLYH SRZHUV DV ZHOO DV RQ FR�

RSHUDWLRQ LQ FULPLQDO PDWWHUV� 7KH PDLQ DFWRUV LQ WKLV ILHOG KDYH EHHQ WKH

&RXQFLO RI (XURSH� WKH (XURSHDQ 8QLRQ� WKH 3� DQG ,QWHUSRO�

��� &I� IRU PRUH GHWDLOV �KWWS���ZZZ�KDUWIRUG�KZS�FRP�DUFKLYHV��������KWPO! �DFFHVVHG RQ

�� -DQXDU\ ������



3URI� 'U� 8OULFK 6LHEHU ± &20&5,0(�6WXG\ ± ,9� ,QWHUQDWLRQDO DQG 6XSUDQDWLRQDO $FWLYLWLHV

���

�� &RXQFLO�RI�(XURSH

D� 7KH (XURSHDQ &RQYHQWLRQ IRU WKH 3URWHFWLRQ RI +XPDQ 5LJKWV

DQG )XQGDPHQWDO )UHHGRPV

$Q HDUO\ LQWHUQDWLRQDO KDUPRQLVDWLRQ RI WKH DERYH PHQWLRQHG FRHUFLYH

SRZHUV LQ WKH ILHOG RI LQIRUPDWLRQ WHFKQRORJ\ GHULYHG IURP WKH (XURSHDQ

&RQYHQWLRQ IRU WKH 3URWHFWLRQ RI +XPDQ 5LJKWV DQG )XQGDPHQWDO )UHHGRPV�

$UWLFOH � RI WKH &RQYHQWLRQ JXDUDQWHHV WKDW �HYHU\RQH KDV WKH ULJKW WR

UHVSHFW IRU KLV SULYDWH DQG IDPLO\ OLIH� KLV KRPH DQG KLV FRUUHVSRQGHQFH�

�6XEVHFWLRQ �� DQG WKDW �WKHUH VKDOO EH QR LQWHUIHUHQFH E\ D SXEOLF DXWKRULW\

ZLWK WKH H[HUFLVH RI WKLV ULJKW H[FHSW VXFK DV LV LQ DFFRUGDQFH ZLWK WKH ODZ

DQG LV QHFHVVDU\ LQ D GHPRFUDWLF VRFLHW\ LQ WKH LQWHUHVWV RI QDWLRQDO VHFXULW\�

SXEOLF VDIHW\ RU WKH HFRQRPLF ZHOO�EHLQJ RI WKH FRXQWU\� IRU WKH SUHYHQWLRQ

RI GLVRUGHU RU FULPH� IRU WKH SURWHFWLRQ RI KHDOWK RU PRUDOV� RU IRU WKH

SURWHFWLRQ RI WKH ULJKWV DQG IUHHGRPV RI RWKHUV� �6XEVHFWLRQ ���
���

7KH (XURSHDQ &RXUW RI +XPDQ 5LJKWV DSSOLHG WKHVH JXDUDQWHHV

HVSHFLDOO\ LQ WKH DUHD RI ZLUHWDSSLQJ�
���

,Q WKH �.ODVV��FDVH
���

� WKH FRXUW

FRQILUPHG WKH OHJDOLW\ RI WKH *HUPDQ �/DZ RQ /LPLWDWLRQV RI WKH 6HFUHF\ RI

/HWWHUV� 3RVW DQG 7HOHFRPPXQLFDWLRQ�
���

ZKLFK� XQGHU VSHFLILF FRQGLWLRQV�

SURYLGHV WKH DXWKRULWLHV ZLWK WKH FRPSHWHQFH WR VXSHUYLVH SRVWDO VHUYLFHV

DQG WR ZLUHWDS WHOHSKRQH FRPPXQLFDWLRQV� +RZHYHU� WKH FRXUW VWDWHG WKDW

WKH H[HPSWLRQ FODXVH RI $UWLFOH � ��� RI WKH &RQYHQWLRQ VKRXOG EH

LQWHUSUHWHG QDUURZO\� WKDW DQ\ V\VWHP RI VXUYHLOODQFH KDV WR LQFOXGH

HIIHFWLYH JXDUDQWHHV DJDLQVW DEXVHV� DQG WKDW DQ\ LQIULQJHPHQW RI FLYLO

OLEHUWLHV E\ SXEOLF DXWKRULWLHV PXVW EH VXEMHFW WR LQGHSHQGHQW FRQWURO

�SUHIHUDEO\ E\ DQ LQGHSHQGHQW MXGJH��
���

,Q WKH �0DORQH��FDVH
���

WKH FRXUW

��� 6HH DOVR $UWLFOH �� RI WKH 8QLYHUVDO 'HFODUDWLRQ RI +XPDQ 5LJKWV� DGRSWHG DQG SURFODLPHG E\

*HQHUDO $VVHPEO\ 5HVROXWLRQ ��� �,,,� $ RI �� 'HFHPEHU ����� �1R�RQH VKDOO EH VXEMHFWHG WR

DUELWUDU\ LQWHUIHUHQFH ZLWK KLV SULYDF\� IDPLO\� KRPH RU FRUUHVSRQGHQFH� QRU WR DWWDFNV XSRQ KLV

KRQRXU DQG UHSXWDWLRQ� (YHU\RQH KDV WKH ULJKW WR WKH SURWHFWLRQ RI WKH ODZ DJDLQVW VXFK

LQWHUIHUHQFH RU DWWDFNV��

��� :LWK UHVSHFW WR WHOHSKRQH WDSSLQJ� WKH &RXQFLO RI (XURSH LQ 0D\ ���� DOVR SXEOLVKHG D VWXG\ RQ

�7HOHSKRQH 7DSSLQJ DQG WKH 5HFRUGLQJ RI 7HOHFRPPXQLFDWLRQV LQ 6RPH &RXQFLO RI (XURSH 0HPEHU

6WDWHV�� 7KH DLP RI WKH SXEOLFDWLRQ ZDV WR SURYLGH FRXQWULHV� ZLVKLQJ WR LQWURGXFH QHZ OHJLVODWLRQ�

ZLWK D FRPSDUDWLYH RXWOLQH RI WKH DSSURDFKHV DGRSWHG LQ WKH YDULRXV 0HPEHU 6WDWHV� 6HH &RXQFLO

RI (XURSH� /HJLVODWLYH 'RVVLHU 1R� �� �7HOHSKRQH 7DSSLQJ DQG WKH 5HFRUGLQJ RI

7HOHFRPPXQLFDWLRQV LQ 6RPH &RXQFLO RI (XURSH 0HPEHU 6WDWHV�� 6WUDVERXUJ� 0D\ �����

��� 'HFLVLRQ RI WKH (XURSHDQ &RXUW RI +XPDQ 5LJKWV RI � 6HSWHPEHU ����� ������ (XURSlLVFKH

*UXQGUHFKWH =HLWVFKULIW� SS� ��� HW VHT�

��� *HVHW] ]XU %HVFKUlQNXQJ GHV %ULHI�� 3RVW� XQG )HUQPHOGHJHKHLPQLVVHV RI �� $XJXVW ���� �* ��±

*HVHW]��

��� )RU WKH ODWWHU UHTXLUHPHQW VHH DOVR $UWLFOHV � ��� DQG �� RI WKH &RQYHQWLRQ�
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KDG WR GHFLGH RQ WKH LQWHUFHSWLRQ RI FRPPXQLFDWLRQ� ZKLFK DW WKDW WLPH ZDV

SUDFWLVHG LQ WKH 8QLWHG .LQJGRP E\ WKH SROLFH ZLWKRXW VSHFLILF OHJDO

MXVWLILFDWLRQ� ,W FRQILUPHG WKH SULQFLSOH �GHYHORSHG LQ PRUH GHWDLO LQ WKH

6XQGD\�7LPHV�GHFLVLRQ�
���

WKDW WKH FRQYHQWLRQ
V WHUP �LQ DFFRUGDQFH ZLWK

WKH ODZ� ��SUpYXH SDU OD ORL�� GRHV QRW RQO\ FRPSUHKHQG VWDWXWRU\

SURYLVLRQV� EXW DOVR LQFOXGHV XQZULWWHQ �FRPPRQ� ODZ� +RZHYHU� WKH &RXUW

VWUHVVHG WKDW WKH OHJDO UHTXLUHPHQWV IRU DQ LQWHUFHSWLRQ PXVW EH IRUPXODWHG

ZLWK VXIILFLHQW SUHFLVLRQ LQ RUGHU WR EH IRUHVHHDEOH E\ WKH FLWL]HQV DQG WR

DYRLG DUELWUDU\ DFWV E\ WKH DXWKRULWLHV� 7KH &RXUW FRQVLGHUHG WKH ODZ RI

(QJODQG DQG :DOHV FRQFHUQLQJ WKH LQWHUFHSWLRQ RI FRPPXQLFDWLRQ ZDV

XQFOHDU DQG WKDW LW GLG QRW IXOILO WKHVH UHTXLUHPHQWV�

E� 7KH )LUVW &RPSXWHU &ULPH &RPPLWWHH DQG 5HFRPPHQGDWLRQ

1R� 5 ���� 6

$ PRUH JHQHUDO GLVFXVVLRQ RI FRHUFLYH SRZHUV LQ WKH ILHOG RI LQIRUPDWLRQ

WHFKQRORJ\ ZDV KHOG E\ WKH DERYH PHQWLRQHG &RPPLWWHH RI ([SHUWV RQ

&RPSXWHU�5HODWHG &ULPH RI WKH &RXQFLO RI (XURSH ZKLFK SULPDULO\ GHDOW ZLWK

VXEVWDQWLYH ODZ TXHVWLRQV�
���

,Q LWV ILQDO UHSRUW WKH &RPPLWWHH DQG WKH

&RXQFLO RI (XURSH
V &RPPLWWHH RQ &ULPH 3UREOHPV UHFRPPHQGHG WKDW LQ WKH

IXWXUH� FRQVLGHUDWLRQ VKRXOG EH JLYHQ WR WKH UHVSHFWLYH TXHVWLRQV HLWKHU LQ D

FRPSXWHU�VSHFLILF FRQWH[W RU LQ WKH FRQWH[W RI D PRUH JHQHUDO KDUPRQLVDWLRQ

RI WKH YDULRXV QDWLRQDO FRHUFLYH SRZHUV� ,Q WKH ORQJ UXQ KDUPRQLVDWLRQ RI

FRHUFLYH SRZHUV DQG RI WKH UHVSHFWLYH OHJDO VDIHJXDUGV VKRXOG SURPRWH

LQWHUQDWLRQDO OHJDO FR�RSHUDWLRQ LQ DOO ILHOGV�

F� 7KH 6HFRQG &RPSXWHU &ULPH &RPPLWWHH DQG 5HFRPPHQGDWLRQ

1R� 5 ���� ��

7ZR \HDUV DIWHU WKH DGRSWLRQ E\ WKH &RPPLWWHH RI 0LQLVWHUV RI

5HFRPPHQGDWLRQ 1R� 5 ���� � RQ FRPSXWHU�UHODWHG FULPH D QHZ VHOHFW

&RPPLWWHH RI ([SHUWV RQ 3URFHGXUDO /DZ 3UREOHPV &RQQHFWHG ZLWK

&RPSXWHU�UHODWHG &ULPH� �3&�3&� ZDV VHW XS DW WKH &RXQFLO RI (XURSH LQ

����� 7KH &RPPLWWHH FRPSOHWHG LWV ZRUN LQ $SULO ���� E\ DGRSWLQJ D GUDIW

UHFRPPHQGDWLRQ DQG D GUDIW H[SODQDWRU\ UHSRUW UHODWLQJ WKHUHWR� 7KH GUDIW

��� 'HFLVLRQ RI WKH (XURSHDQ &RXUW RI +XPDQ 5LJKWV RI � $XJXVW ����� ������ (XURSlLVFKH

*UXQGUHFKWH =HLWVFKULIW� SS� �� HW VHT� $V D FRQVHTXHQFH RI WKH GHFLVLRQ� WKH SODLQWLII UHFHLYHG

FRPSHQVDWLRQ IURP WKH *RYHUQPHQW� VHH 'HFLVLRQ RI WKH (XURSHDQ &RXUW RI +XPDQ 5LJKWV� ������

(XURSlLVFKH *UXQGUHFKWH =HLWVFKULIW� SS� ��� HW VHT�

��� 'HFLVLRQ RI WKH (XURSHDQ &RXUW RI +XPDQ 5LJKWV RI �� $SULO ����� ������ (XURSlLVFKH

*UXQGUHFKWH =HLWVFKULIW� SS� ��� HW VHT�� DW ���� $UWLFOH �� ��� RI WKH &RQYHQWLRQ UHTXLUHV

LQWHUIHUHQFH ZLWK WKH IUHHGRP RI H[SUHVVLRQ WR EH �SUHVFULEHG E\ ODZ� ��SUpYXH SDU OD ORL���

��� 6HH VXSUD FKDSWHU ,9�%���E�
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UHFRPPHQGDWLRQ DQG WKH GUDIW H[SODQDWRU\ UHSRUW ZHUH DGRSWHG E\ WKH

&RPPLWWHH RI 0LQLVWHUV RI WKH &RXQFLO RI (XURSH RQ �� 6HSWHPEHU ���� LQ

5HFRPPHQGDWLRQ 1R� 5 ���� ���
���

5HFRPPHQGDWLRQ 1R� 5 ���� �� RI WKH &RPPLWWHH RI 0LQLVWHUV WR

0HPEHU 6WDWHV FRQFHUQLQJ SUREOHPV RI FULPLQDO SURFHGXUDO ODZ FRQQHFWHG

ZLWK LQIRUPDWLRQ WHFKQRORJ\ UHFRPPHQGV WKH JRYHUQPHQWV RI WKH 0HPEHU

6WDWHV� ZKHQ UHYLHZLQJ WKHLU LQWHUQDO OHJLVODWLRQ DQG SUDFWLFH� WR EH JXLGHG

E\ WKH SULQFLSOHV DSSHQGHG WR WKH UHFRPPHQGDWLRQ DQG WR HQVXUH SXEOLFLW\

IRU WKHVH SULQFLSOHV� 7KH DSSHQGL[ WR WKH UHFRPPHQGDWLRQ VXJJHVWV�

�,� 6HDUFK DQG VHL]XUH

�� 7KH OHJDO GLVWLQFWLRQ EHWZHHQ VHDUFKLQJ FRPSXWHU V\VWHPV DQG VHL]LQJ GDWD VWRUHG

WKHUHLQ DQG LQWHUFHSWLQJ GDWD LQ WKH FRXUVH RI WUDQVPLVVLRQ VKRXOG EH FOHDUO\

GHOLQHDWHG DQG DSSOLHG�

�� &ULPLQDO SURFHGXUDO ODZV VKRXOG SHUPLW LQYHVWLJDWLQJ DXWKRULWLHV WR VHDUFK

FRPSXWHU V\VWHPV DQG VHL]H GDWD XQGHU VLPLODU FRQGLWLRQV DV XQGHU WUDGLWLRQDO

SRZHUV RI VHDUFK DQG VHL]XUH� 7KH SHUVRQ LQ FKDUJH RI WKH V\VWHP VKRXOG EH

LQIRUPHG WKDW WKH V\VWHP KDV EHHQ VHDUFKHG DQG RI WKH NLQG RI GDWD WKDW KDV EHHQ

VHL]HG� 7KH OHJDO UHPHGLHV WKDW DUH SURYLGHG IRU LQ JHQHUDO DJDLQVW VHDUFK DQG

VHL]XUH VKRXOG EH HTXDOO\ DSSOLFDEOH LQ FDVH RI VHDUFK LQ FRPSXWHU V\VWHPV DQG LQ

FDVH RI VHL]XUH RI GDWD WKHUHLQ�

�� 'XULQJ WKH H[HFXWLRQ RI D VHDUFK� LQYHVWLJDWLQJ DXWKRULWLHV VKRXOG KDYH WKH SRZHU�

VXEMHFW WR DSSURSULDWH VDIHJXDUGV� WR H[WHQG WKH VHDUFK WR RWKHU FRPSXWHU

V\VWHPV ZLWKLQ WKHLU MXULVGLFWLRQ ZKLFK DUH FRQQHFWHG E\ PHDQV RI D QHWZRUN DQG

WR VHL]H WKH GDWD WKHUHLQ� SURYLGHG WKDW LPPHGLDWH DFWLRQ LV UHTXLUHG�

�� :KHUH DXWRPDWLFDOO\ SURFHVVHG GDWD LV IXQFWLRQDOO\ HTXLYDOHQW WR D WUDGLWLRQDO

GRFXPHQW� SURYLVLRQV LQ WKH FULPLQDO SURFHGXUDO ODZ UHODWLQJ WR VHDUFK DQG VHL]XUH

RI GRFXPHQWV VKRXOG DSSO\ HTXDOO\ WR LW�

,,� 7HFKQLFDO VXUYHLOODQFH

�� ,Q YLHZ RI WKH FRQYHUJHQFH RI LQIRUPDWLRQ WHFKQRORJ\ DQG WHOHFRPPXQLFDWLRQV�

ODZV SHUWDLQLQJ WR WHFKQLFDO VXUYHLOODQFH IRU WKH SXUSRVHV RI FULPLQDO

LQYHVWLJDWLRQV� VXFK DV LQWHUFHSWLRQ RI WHOHFRPPXQLFDWLRQV� VKRXOG EH UHYLHZHG

DQG DPHQGHG� ZKHUH QHFHVVDU\� WR HQVXUH WKHLU DSSOLFDELOLW\�

�� 7KH ODZ VKRXOG SHUPLW LQYHVWLJDWLQJ DXWKRULWLHV WR DYDLO WKHPVHOYHV RI DOO

QHFHVVDU\ WHFKQLFDO PHDVXUHV WKDW HQDEOH WKH FROOHFWLRQ RI WUDIILF GDWD LQ WKH

LQYHVWLJDWLRQ RI FULPHV�

�� :KHQ FROOHFWHG LQ WKH FRXUVH RI D FULPLQDO LQYHVWLJDWLRQV DQG LQ SDUWLFXODU ZKHQ

REWDLQHG E\ PHDQV RI LQWHUFHSWLQJ WHOHFRPPXQLFDWLRQV� GDWD ZKLFK LV WKH REMHFW RI

OHJDO SURWHFWLRQ DQG SURFHVVHG E\ D FRPSXWHU V\VWHP VKRXOG EH VHFXUHG LQ DQ

DSSURSULDWH PDQQHU�

�� &ULPLQDO SURFHGXUDO ODZV VKRXOG EH UHYLHZHG ZLWK D YLHZ WR PDNLQJ SRVVLEOH WKH

LQWHUFHSWLRQ RI WHOHFRPPXQLFDWLRQV DQG WKH FROOHFWLRQ RI WUDIILF GDWD LQ WKH

LQYHVWLJDWLRQ RI VHULRXV RIIHQFHV DJDLQVW WKH FRQILGHQWLDOLW\� LQWHJULW\ DQG

DYDLODELOLW\ RI WHOHFRPPXQLFDWLRQ RU FRPSXWHU V\VWHPV�

��� 6HH DOVR &VRQND� &RXQFLO RI (XURSH $FWLYLWLHV 5HODWHG WR ,QIRUPDWLRQ 7HFKQRORJ\� 'DWD 3URWHFWLRQ

DQG &RPSXWHU &ULPH� � ������ ,QIRUPDWLRQ 	 &RPPXQLFDWLRQV 7HFKQRORJ\ /DZ� SS� ��� HW VHT�
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,,,� 2EOLJDWLRQV WR FR�RSHUDWH ZLWK WKH LQYHVWLJDWLQJ DXWKRULWLHV

�� 6XEMHFW WR OHJDO SULYLOHJHV RU SURWHFWLRQ� PRVW OHJDO V\VWHPV SHUPLW LQYHVWLJDWLQJ

DXWKRULWLHV WR RUGHU SHUVRQV WR KDQG RYHU REMHFWV XQGHU WKHLU FRQWURO WKDW DUH

UHTXLUHG WR VHUYH DV HYLGHQFH� ,Q D SDUDOOHO IDVKLRQ� SURYLVLRQV VKRXOG EH PDGH IRU

WKH SRZHU WR RUGHU SHUVRQV WR VXEPLW DQ\ VSHFLILHG GDWD XQGHU WKHLU FRQWURO LQ D

FRPSXWHU V\VWHP LQ WKH IRUP UHTXLUHG E\ WKH LQYHVWLJDWLQJ DXWKRULW\�

��� 6XEMHFW WR OHJDO SULYLOHJHV RU SURWHFWLRQ� LQYHVWLJDWLQJ DXWKRULWLHV VKRXOG KDYH WKH

SRZHU WR RUGHU SHUVRQV ZKR KDYH GDWD LQ D FRPSXWHU V\VWHP XQGHU WKHLU FRQWURO

WR SURYLGH DOO QHFHVVDU\ LQIRUPDWLRQ WR HQDEOH DFFHVV WR D FRPSXWHU V\VWHP DQG

WKH GDWD WKHUHLQ� &ULPLQDO SURFHGXUDO ODZ VKRXOG HQVXUH WKDW D VLPLODU RUGHU FDQ

EH JLYHQ WR RWKHU SHUVRQV ZKR KDYH NQRZOHGJH DERXW WKH IXQFWLRQLQJ RI WKH

FRPSXWHU V\VWHP RU PHDVXUHV DSSOLHG WR VHFXUH WKH GDWD WKHUHLQ�

��� 6SHFLILF REOLJDWLRQV VKRXOG EH LPSRVHG RQ RSHUDWRUV RI SXEOLF DQG SULYDWH

QHWZRUNV WKDW RIIHU WHOHFRPPXQLFDWLRQ VHUYLFHV WR WKH SXEOLF WR DYDLO WKHPVHOYHV

RI DOO QHFHVVDU\ WHFKQLFDO PHDVXUHV WKDW HQDEOH WKH LQWHUFHSWLRQ RI

WHOHFRPPXQLFDWLRQV E\ WKH LQYHVWLJDWLQJ DXWKRULWLHV�

��� 6SHFLILF REOLJDWLRQV VKRXOG EH LPSRVHG RQ VHUYLFH�SURYLGHUV ZKR RIIHU

WHOHFRPPXQLFDWLRQ VHUYLFHV WR WKH SXEOLF� HLWKHU WKURXJK SXEOLF RU SULYDWH

QHWZRUNV� WR SURYLGH LQIRUPDWLRQ WR LGHQWLI\ WKH XVHU� ZKHQ VR RUGHUHG E\ WKH

FRPSHWHQW LQYHVWLJDWLQJ DXWKRULW\�

,9� (OHFWURQLF HYLGHQFH

��� 7KH FRPPRQ QHHG WR FROOHFW� SUHVHUYH DQG SUHVHQW HOHFWURQLF HYLGHQFH LQ ZD\V

WKDW EHVW HQVXUH DQG UHIOHFW WKHLU LQWHJULW\ DQG LUUHIXWDEOH DXWKHQWLFLW\� ERWK IRU

WKH SXUSRVHV RI GRPHVWLF SURVHFXWLRQ DQG LQWHUQDWLRQDO FR�RSHUDWLRQ� VKRXOG EH

UHFRJQLVHG� 7KHUHIRUH� SURFHGXUHV DQG WHFKQLFDO PHWKRGV IRU KDQGOLQJ HOHFWURQLF

HYLGHQFH VKRXOG EH IXUWKHU GHYHORSHG� DQG SDUWLFXODUO\ LQ VXFK D ZD\ DV WR HQVXUH

WKHLU FRPSDWLELOLW\ EHWZHHQ VWDWHV� &ULPLQDO SURFHGXUDO ODZ SURYLVLRQV RQ HYLGHQFH

UHODWLQJ WR WUDGLWLRQDO GRFXPHQWV VKRXOG VLPLODUO\ DSSO\ WR GDWD VWRUHG LQ D

FRPSXWHU V\VWHP�

9� 8VH RI HQFU\SWLRQ

��� 0HDVXUHV VKRXOG EH FRQVLGHUHG WR PLQLPLVH WKH QHJDWLYH HIIHFWV RI WKH XVH RI

FU\SWRJUDSK\ RQ WKH LQYHVWLJDWLRQ RI FULPLQDO RIIHQFHV� ZLWKRXW DIIHFWLQJ LWV

OHJLWLPDWH XVH PRUH WKDQ LV VWULFWO\ QHFHVVDU\�

9,� 5HVHDUFK� VWDWLVWLFV DQG WUDLQLQJ

��� 7KH ULVNV LQYROYHG LQ WKH GHYHORSPHQW DQG DSSOLFDWLRQ RI LQIRUPDWLRQ WHFKQRORJ\

ZLWK UHJDUG WR WKH FRPPLVVLRQ RI FULPLQDO RIIHQFHV VKRXOG EH DVVHVVHG

FRQWLQXRXVO\� ,Q RUGHU WR HQDEOH WKH FRPSHWHQW DXWKRULWLHV WR NHHS DEUHDVW RI QHZ

SKHQRPHQD LQ WKH ILHOG RI FRPSXWHU�UHODWHG RIIHQFHV DQG WR GHYHORS DSSURSULDWH

FRXQWHU�PHDVXUHV� WKH FROOHFWLRQ DQG DQDO\VLV RI GDWD RQ WKHVH RIIHQFHV� LQFOXGLQJ

WKH PRGXV RSHUDQGL DQG WHFKQLFDO DVSHFWV� VKRXOG EH IXUWKHUHG�

��� 7KH HVWDEOLVKPHQW RI VSHFLDOLVHG XQLWV IRU WKH LQYHVWLJDWLRQ RI RIIHQFHV� WKH

FRPEDWLQJ RI ZKLFK UHTXLUHV VSHFLDO H[SHUWLVH LQ LQIRUPDWLRQ WHFKQRORJ\� VKRXOG

EH FRQVLGHUHG� 7UDLQLQJ SURJUDPPHV HQDEOLQJ FULPLQDO MXVWLFH SHUVRQQHO WR DYDLO

WKHPVHOYHV RI H[SHUWLVH LQ WKLV ILHOG VKRXOG EH IXUWKHUHG�

9,,� ,QWHUQDWLRQDO FR�RSHUDWLRQ

��� 7KH SRZHU WR H[WHQG D VHDUFK WR RWKHU FRPSXWHU V\VWHPV VKRXOG DOVR EH

DSSOLFDEOH ZKHQ WKH V\VWHP LV ORFDWHG LQ D IRUHLJQ MXULVGLFWLRQ� SURYLGHG WKDW

LPPHGLDWH DFWLRQ LV UHTXLUHG� ,Q RUGHU WR DYRLG SRVVLEOH YLRODWLRQV RI VWDWH

VRYHUHLJQW\ RU LQWHUQDWLRQDO ODZ� DQ XQDPELJXRXV OHJDO EDVLV IRU VXFK H[WHQGHG

VHDUFK DQG VHL]XUH VKRXOG EH HVWDEOLVKHG� 7KHUHIRUH� WKHUH LV DQ XUJHQW QHHG IRU
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QHJRWLDWLQJ LQWHUQDWLRQDO DJUHHPHQWV DV WR KRZ� ZKHQ DQG WR ZKDW H[WHQW VXFK

VHDUFK DQG VHL]XUH VKRXOG EH SHUPLWWHG�

��� ([SHGLWHG DQG DGHTXDWH SURFHGXUHV DV ZHOO DV V\VWHP RI OLDLVRQ VKRXOG EH

DYDLODEOH DFFRUGLQJ WR ZKLFK WKH LQYHVWLJDWLQJ DXWKRULWLHV PD\ UHTXHVW WKH IRUHLJQ

DXWKRULWLHV WR SURPSWO\ FROOHFW HYLGHQFH� )RU WKDW SXUSRVH WKH UHTXHVWHG

DXWKRULWLHV VKRXOG EH DXWKRULVHG WR VHDUFK D FRPSXWHU V\VWHP DQG VHL]H GDWD ZLWK

D YLHZ WR LWV VXEVHTXHQW WUDQVIHU� 7KH UHTXHVWHG DXWKRULWLHV VKRXOG DOVR EH

DXWKRULVHG WR SURYLGH WUDIILFNLQJ GDWD UHODWHG WR D VSHFLILF WHOHFRPPXQLFDWLRQ�

LQWHUFHSW D VSHFLILF WHOHFRPPXQLFDWLRQ RU LGHQWLI\ LWV VRXUFH� )RU WKDW SXUSRVH� WKH

H[LVWLQJ PXWXDO OHJDO DVVLVWDQFH LQVWUXPHQWV QHHG WR EH VXSSOHPHQWHG��

G� 7KH 7KLUG &RPSXWHU &ULPH &RPPLWWHH RQ &ULPH LQ &\EHUVSDFH

,Q )HEUXDU\ ���� WKH (XURSHDQ &RPPLWWHH RQ &ULPH 3UREOHPV �&'3&� VHW

XS D QHZ �&RPPLWWHH RI ([SHUWV RQ &ULPH LQ &\EHUVSDFH� �3&�&<�� 7KH

&RPPLWWHH
V WHUPV RI UHIHUHQFH DUH WR H[DPLQH SUREOHPV RI FULPLQDO ODZ

FRQQHFWHG ZLWK LQIRUPDWLRQ WHFKQRORJ\� LQ SDUWLFXODU

− F\EHUVSDFH RIIHQFHV DQG RWKHU VXEVWDQWLYH FULPLQDO ODZ LVVXHV ZKHUH D

FRPPRQ DSSURDFK PD\ EH QHFHVVDU\ IRU WKH SXUSRVHV RI LQWHUQDWLRQDO FR�

RSHUDWLRQ�

− WKH XVH� LQFOXGLQJ WKH SRVVLELOLW\ RI WUDQVERUGHU XVH� DQG WKH DSSOLFDELOLW\

RI FRHUFLYH SRZHUV LQ D WHFKQRORJLFDO HQYLURQPHQW�

− WKH TXHVWLRQ RI MXULVGLFWLRQ LQ UHODWLRQ WR LQIRUPDWLRQ WHFKQRORJ\ RIIHQFHV�

− TXHVWLRQV RI LQWHUQDWLRQDO FR�RSHUDWLRQ LQ WKH LQYHVWLJDWLRQ RI F\EHUVSDFH

RIIHQFHV�

7KH &RPPLWWHH KDG LWV ILUVW PHHWLQJ LQ ����� ,W LQWHQGV WR SUHSDUH D ELQGLQJ

FRQYHQWLRQ RQ VXEVWDQWLYH DV ZHOO DV RQ SURFHGXUDO FRPSXWHU�UHODWHG ODZ�

�� (XURSHDQ�8QLRQ

:LWKLQ WKH (XURSHDQ 8QLRQ� DFWLYLWLHV LQ WKH ILHOG RI SURFHGXUDO ODZ KDYH QRW

EHHQ XQGHUWDNHQ XQGHU WKH VR�FDOOHG ILUVW SLOODU� EXW XQGHU WKH WKLUG SLOODU�
���

L�H� LQWHUJRYHUQPHQWDO FR�RSHUDWLRQ LQ PDWWHUV RI KRPH DIIDLUV

LQVWLWXWLRQDOLVHG E\ WKH .�$UWLFOHV RI WKH 7UHDW\ RQ (XURSHDQ 8QLRQ �WKH

0DDVWULFKW 7UHDW\��

��� )RU WKH XQGHUO\LQJ UHDVRQV DQG FRPSHWHQFHV VHH LQIUD FKDSWHU 9,�
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D� &RXQFLO 5HVROXWLRQ RQ ,QWHUFHSWLRQ RI 7HOHFRPPXQLFDWLRQV

2Q �� -DQXDU\ ����� EDVHG RQ $UWLFOHV .�� ��� DQG .�� ��� RI WKH 7UHDW\ RQ

(XURSHDQ 8QLRQ� WKH &RXQFLO RI WKH (XURSHDQ 8QLRQ DGRSWHG D 5HVROXWLRQ RQ

WKH LQWHUQDWLRQDO UHTXLUHPHQWV IRU D ODZIXO LQWHUFHSWLRQ RI

WHOHFRPPXQLFDWLRQV�
���

7KH &RXQFLO QRWHG WKDW WKH UHTXLUHPHQWV RI 0HPEHU

6WDWHV WR HQDEOH WKHP WR FRQGXFW ODZIXO LQWHUFHSWLRQ RI WHOHFRPPXQLFDWLRQV�

DQQH[HG WR WKH UHVROXWLRQ ��WKH 5HTXLUHPHQWV��� FRQVWLWXWH DQ LPSRUWDQW

VXPPDU\ RI WKH QHHGV RI WKH FRPSHWHQW DXWKRULWLHV IRU WKH WHFKQLFDO

LPSOHPHQWDWLRQ RI OHJDOO\ DXWKRULVHG LQWHUFHSWLRQ LQ PRGHUQ

WHOHFRPPXQLFDWLRQV V\VWHPV� 7KH &RXQFLO FRQVLGHUHG WKDW WKHVH

UHTXLUHPHQWV VKRXOG EH WDNHQ LQWR DFFRXQW E\ WKH 0HPEHU 6WDWHV DV

IROORZV�

��� /DZ HQIRUFHPHQW DJHQFLHV UHTXLUH DFFHVV WR WKH HQWLUH WHOHFRPPXQLFDWLRQV

WUDQVPLWWHG� RU FDXVHG WR EH WUDQVPLWWHG� WR DQG IURP WKH QXPEHU RU RWKHU

LGHQWLILHU RI WKH WDUJHW VHUYLFH XVHG E\ WKH LQWHUFHSWLRQ VXEMHFW� /DZ HQIRUFHPHQW

DJHQFLHV DOVR UHTXLUH DFFHVV WR WKH FDOO�DVVRFLDWHG GDWD WKDW DUH JHQHUDWHG WR

SURFHVV WKH FDOO� ���

�� /DZ HQIRUFHPHQW DJHQFLHV UHTXLUH D UHDO�WLPH� IXOO�WLPH PRQLWRULQJ FDSDELOLW\ IRU

WKH LQWHUFHSWLRQ RI WHOHFRPPXQLFDWLRQV� &DOO DVVRFLDWHG GDWD VKRXOG DOVR EH

SURYLGHG LQ UHDO�WLPH� ,I FDOO DVVRFLDWHG GDWD FDQQRW EH PDGH DYDLODEOH LQ UHDO

WLPH� ODZ HQIRUFHPHQW DJHQFLHV UHTXLUH WKH GDWD WR EH DYDLODEOH DV VRRQ DV

SRVVLEOH XSRQ FDOO WHUPLQDWLRQ�

�� /DZ HQIRUFHPHQW DJHQFLHV UHTXLUH QHWZRUN RSHUDWRUV�VHUYLFH SURYLGHUV WR SURYLGH

RQH RU VHYHUDO LQWHUIDFHV IURP ZKLFK WKH LQWHUFHSWHG FRPPXQLFDWLRQV FDQ EH

WUDQVPLWWHG WR WKH ODZ HQIRUFHPHQW PRQLWRULQJ IDFLOLW\� 7KHVH LQWHUIDFHV KDYH WR

EH FRPPRQO\ DJUHHG RQ E\ WKH LQWHUFHSWLRQ DXWKRULWLHV DQG WKH QHWZRUN

RSHUDWRUV�VHUYLFH SURYLGHUV� 2WKHU LVVXHV DVVRFLDWHG ZLWK WKHVH LQWHUIDFHV ZLOO EH

KDQGOHG DFFRUGLQJ WR DFFHSWHG SUDFWLFHV LQ LQGLYLGXDO FRXQWULHV� ���

�� /DZ HQIRUFHPHQW DJHQFLHV UHTXLUH LQWHUFHSWLRQV WR EH LPSOHPHQWHG VR WKDW

QHLWKHU WKH LQWHUFHSWLRQ WDUJHW QRU DQ\ RWKHU XQDXWKRULVHG SHUVRQ LV DZDUH RI DQ\

FKDQJHV PDGH WR IXOILO WKH LQWHUFHSWLRQ RUGHU� ,Q SDUWLFXODU� WKH RSHUDWLRQ RI WKH

WDUJHW VHUYLFH PXVW DSSHDU XQFKDQJHG WR WKH LQWHUFHSWLRQ VXEMHFW�

�� /DZ HQIRUFHPHQW DJHQFLHV UHTXLUH WKH LQWHUFHSWLRQ WR EH GHVLJQHG DQG

LPSOHPHQWHG WR SUHFOXGH XQDXWKRULVHG RU LPSURSHU XVH DQG WR VDIHJXDUG WKH

LQIRUPDWLRQ UHODWHG WR WKH LQWHUFHSWLRQ� ���

�� %DVHG RQ D ODZIXO HQTXLU\ DQG EHIRUH LPSOHPHQWDWLRQ RI WKH LQWHUFHSWLRQ� ODZ

HQIRUFHPHQW DJHQFLHV UHTXLUH ��� WKH LQWHUFHSWLRQ VXEMHFW
V LGHQWLW\� VHUYLFH

QXPEHU RU RWKHU GLVWLQFWLYH LGHQWLILHU� ��� LQIRUPDWLRQ RQ WKH VHUYLFHV DQG IHDWXUHV

RI WKH WHOHFRPPXQLFDWLRQV V\VWHP XVHG E\ WKH LQWHUFHSWLRQ VXEMHFW DQG GHOLYHUHG

E\ QHWZRUN RSHUDWRUV�VHUYLFH SURYLGHUV� DQG ��� LQIRUPDWLRQ RQ WKH WHFKQLFDO

SDUDPHWHUV RI WKH WUDQVPLVVLRQ WR WKH ODZ HQIRUFHPHQW PRQLWRULQJ IDFLOLW\�

�� 'XULQJ WKH LQWHUFHSWLRQ� ODZ HQIRUFHPHQW DJHQFLHV PD\ UHTXLUH LQIRUPDWLRQ

DQG�RU DVVLVWDQFH IURP WKH QHWZRUN RSHUDWRUV�VHUYLFH SURYLGHUV WR HQVXUH WKDW WKH

FRPPXQLFDWLRQV DFTXLUHG DW WKH LQWHUFHSWLRQ LQWHUIDFH DUH WKRVH FRPPXQLFDWLRQV

��� 2- & ����� RI �����������
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DVVRFLDWHG ZLWK WKH WDUJHW VHUYLFH� 7KH W\SH RI LQIRUPDWLRQ DQG�RU DVVLVWDQFH

UHTXLUHG ZLOO YDU\ DFFRUGLQJ WR WKH DFFHSWHG SUDFWLFHV LQ LQGLYLGXDO FRXQWULHV�

�� /DZ HQIRUFHPHQW DJHQFLHV UHTXLUH QHWZRUN RSHUDWRUV�VHUYLFH SURYLGHUV WR PDNH

SURYLVLRQV IRU LPSOHPHQWLQJ D QXPEHU RI VLPXOWDQHRXV LQFHSWV� 0XOWLSOH

LQWHUFHSWLRQV PD\ EH UHTXLUHG IRU D VLQJOH WDUJHW VHUYLFH WR DOORZ PRQLWRULQJ E\

PRUH WKDQ RQH ODZ HQIRUFHPHQW DJHQF\� ,Q WKLV FDVH� QHWZRUN RSHUDWRUV�VHUYLFH

SURYLGHUV VKRXOG WDNH SUHFDXWLRQV WR VDIHJXDUG WKH LGHQWLWLHV RI WKH PRQLWRULQJ

DJHQFLHV DQG HQVXUH WKH FRQILGHQWLDOLW\ RI WKH LQYHVWLJDWLRQV� 7KH PD[LPXP

QXPEHU RI VLPXOWDQHRXV LQWHUFHSWLRQV IRU D JLYHQ VXEVFULEHU SRSXODWLRQ ZLOO EH LQ

DFFRUGDQFH ZLWK QDWLRQDO UHTXLUHPHQWV�

�� /DZ HQIRUFHPHQW DJHQFLHV UHTXLUH QHWZRUN RSHUDWRUV�VHUYLFH SURYLGHUV WR

LPSOHPHQW LQWHUFHSWLRQV DV TXLFNO\ DV SRVVLEOH �LQ XUJHQW FDVHV ZLWKLQ D IHZ KRXUV

RU PLQXWHV�� 7KH UHVSRQVH UHTXLUHPHQWV RI ODZ HQIRUFHPHQW DJHQFLHV ZLOO YDU\ E\

FRXQWU\ DQG E\ WKH W\SH RI WDUJHW VHUYLFH WR EH LQWHUFHSWHG�

��� )RU WKH GXUDWLRQ RI WKH LQWHUFHSWLRQ� ODZ HQIRUFHPHQW DJHQFLHV UHTXLUH WKDW WKH

UHOLDELOLW\ RI WKH VHUYLFHV VXSSRUWLQJ LQWHUFHSWLRQV DW OHDVW HTXDOV WKH UHOLDELOLW\ RI

WKH WDUJHW VHUYLFHV SURYLGHG WR WKH LQWHUFHSWLRQ VXEMHFW� /DZ HQIRUFHPHQW UHTXLUH

WKH TXDOLW\ RI VHUYLFH RI WKH LQWHUFHSWHG WUDQVPLVVLRQV IRUZDUGHG WR WKH PRQLWRULQJ

IDFLOLW\ WR FRPSO\ ZLWK WKH SHUIRUPDQFH VWDQGDUGV RI WKH QHWZRUN

RSHUDWRUV�VHUYLFH SURYLGHUV��

E� *URXS .� RQ 3ROLFH &R�RSHUDWLRQ

7KH DIRUHPHQWLRQHG &RXQFLO 5HVROXWLRQ RQ WKH LQWHUQDWLRQDO UHTXLUHPHQWV IRU

WKH ODZIXO LQWHUFHSWLRQ RI WHOHFRPPXQLFDWLRQV ZDV HVSHFLDOO\ SURPRWHG E\

WKH &RXQFLO JURXS .� RQ 3ROLFH &R�RSHUDWLRQ ZKLFK ZDV HVWDEOLVKHG XQGHU

WKH 0DDVWULFKW 7UHDW\ DQG ZKLFK PHHWV DSSUR[LPDWHO\ HYHU\ VL[ ZHHNV LQ

%UXVVHOV� 7KH JURXS GLVFXVVHV FRPPRQ SUREOHPV RI WHOHFRPPXQLFDWLRQ

VXUYHLOODQFH ZLWK WKH DLP RI ILQGLQJ VROXWLRQV RI WKH (8 DV D ZKROH DQG RI

SURPRWLQJ WKHVH VROXWLRQV LQ QHJRWLDWLRQV ZLWK WHOHFRPPXQLFDWLRQV LQGXVWU\

DQG LQVWLWXWLRQV UHVSRQVLEOH IRU WHFKQLFDO DQG OHJDO VWDQGDUGV� ,Q $SULO ����

WKH JURXS ZDV HVSHFLDOO\ GHDOLQJ ZLWK TXHVWLRQV RI VXSHUYLVLRQ RI ,QWHUQHW

FRPPXQLFDWLRQ�

F� :RUNLQJ 3DUW\ RQ 0XWXDO $VVLVWDQFH

7KH (8 :RUNLQJ 3DUW\ RQ 0XWXDO $VVLVWDQFH LQ &ULPLQDO 0DWWHUV LV SUHVHQWO\

DOVR DGGUHVVLQJ WKH LVVXH RI LQWHUFHSWLRQ RI WHOHFRPPXQLFDWLRQ V\VWHPV

RXWVLGH QDWLRQDO ERXQGDULHV� HVSHFLDOO\ ZLWK UHVSHFW WR WKH LQWHUQDWLRQDO

LQWHUFHSWLRQ RI VDWHOOLWH SHUVRQDO FRPPXQLFDWLRQ V\VWHPV�

G� ,QWHUQDWLRQDO /DZ (QIRUFHPHQW 7HOHFRPPXQLFDWLRQV 6HPLQDU

)ROORZLQJ WKH HVWDEOLVKPHQW RI FRQWDFWV ZLWK FRXQWULHV RXWVLGH WKH (8

�SDUWLFXODUO\ ZLWK WKH 86� LQ ��������� DQ H[SHUW JURXS �,QWHUQDWLRQDO /DZ

(QIRUFHPHQW 7HOHFRPPXQLFDWLRQV 6HPLQDU ± ,/(76� ZDV IRUPHG DV

RXWJURZWK RI WKH H[SHUW JURXS RQ OHJDO TXHVWLRQ UHJDUGLQJ

WHOHFRPPXQLFDWLRQV VXUYHLOODQFH �RULJLQDOO\ ZLWKLQ WKH IUDPHZRUN RI 75(9,��
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7KH DLP RI WKH JURXS LV WR HQVXUH WKH OHJDOLW\ RI WHOHFRPPXQLFDWLRQV

VXUYHLOODQFH LQ PRGHUQ WHOHFRPPXQLFDWLRQ QHWZRUNV LQ DFFRUGDQFH ZLWK

UHVSHFWLYH QDWLRQDO ODZV LQ WKH LQWHUHVW RI FULPLQDO SURVHFXWLRQ DQG QDWLRQDO

VHFXULW\� 6R IDU WKH HIIRUWV RI WKH JURXS FRQFHQWUDWHG RQ VXUYHLOODQFH RI

PRELOH WHOHSKRQHV DQG IXWXUH VDWHOOLWH QHWZRUNV�

H� $FWLRQ 3ODQ WR &RPEDW 2UJDQLVHG &ULPH

2Q �� $SULO ����� WKH &RXQFLO DGRSWHG� XQGHU WLWOH 9, RI WKH (8 7UHDW\� WKH

�$FWLRQ 3ODQ WR &RPEDW 2UJDQLVHG &ULPH��
���

7KH DFWLRQ SODQ KDV EHHQ

HODERUDWHG E\ WKH +LJK /HYHO *URXS� FUHDWHG E\ WKH &RXQFLO �'XEOLQ� ���

�� 'HFHPEHU ������ DQG WDVNHG WR H[DPLQH WKH ILJKW DJDLQVW RUJDQLVHG

FULPH LQ DOO LWV DVSHFWV� 7KH DFWLRQ SODQ WR FRPEDW RUJDQLVHG FULPH FRQWDLQV

�� SROLWLFDO JXLGHOLQHV DQG �� VSHFLILF UHFRPPHQGDWLRQV� WRJHWKHU ZLWK WKH

SURSRVHG WLPH�WDEOH DQG DQ LQGLFDWLRQ RI ZKHUH WKH UHVSRQVLELOLW\ IRU

LPSOHPHQWDWLRQ RI HDFK UHFRPPHQGDWLRQ PLJKW EH FRQVLGHUHG WR OD\�

1R� �� RI WKH SROLWLFDO JXLGHOLQHV DQG ± LQ PRUH GHWDLO ± 1R� � RI WKH

VSHFLILF UHFRPPHQGDWLRQV VSHFLILFDOO\ FDOO IRU D FURVV�SLOODU VWXG\�

�$ FURVV�SLOODU VWXG\ RQ KLJK�WHFKQRORJ\ FULPH DQG LWV XVH DQG OLQNV ZLWK RUJDQL]HG

FULPH VKRXOG EH FDUULHG RXW ZLWKLQ WKH 8QLRQ �VHH SROLWLFDO JXLGHOLQH 1R� ���� 7KLV VWXG\

VKRXOG SDYH WKH ZD\ IRU D SROLF\ HQVXULQJ DQ HIILFLHQW SXEOLF SURWHFWLRQ� :KLOH DYRLGLQJ

XQGXH UHVWULFWLRQV� ODZ HQIRUFHPHQW DQG MXGLFLDO DXWKRULWLHV VKRXOG KDYH WKH PHDQV� DV

D FRPSOHPHQW WR WKH VSHFLILF UHVSRQVLELOLW\ LQFXPEHQW RQ WKH WHFKQRORJ\ DQG VHUYLFH�

SURYLGHUV� WR SUHYHQW DQG FRPEDW WKH PLVXVH RI WKHVH QHZ WHFKQRORJLHV� $WWHQWLRQ

VKRXOG EH SDLG ERWK WR LOOHJDO SUDFWLFHV �VXFK DV WKH XVH RI WKHVH WHFKQRORJLHV E\

FULPLQDO RUJDQLVDWLRQV WR IDFLOLWDWH WKHLU DFWLYLWLHV� RU LOOHJDO FRQWHQWV �VXFK DV FKLOG

SRUQRJUDSK\ RU GLVVHPLQDWLRQ RI V\QWKHWLF GUXJ UHFLSHV���

�� 3��6XEJURXS�RQ�+LJK�7HFK�&ULPH

:LWK UHVSHFW WR FULPLQDO PDWWHUV WKH 3� FRXQWULHV
���

ZRUN RQ WZR PDMRU

LQLWLDWLYHV� IRFXVLQJ RQ WHUURULVP DQG WUDQVQDWLRQDO RUJDQLVHG FULPH� ,Q WKH

DUHD RI WUDQVQDWLRQDO RUJDQLVHG FULPH� LQ ���� WKH 3� VHQLRU H[SHUWV JURXS

RQ WUDQVQDWLRQDO FULPH �ZKLFK DW WKDW WLPH ZDV FDOOHG WKH /\RQ JURXS�

GHFLGHG WR FUHDWH VHYHUDO VXEJURXSV� 6LQFH WKDW WLPH VXEJURXS 9 LV GHDOLQJ

ZLWK KLJK WHFK FULPH� 6R IDU WKH VXEJURXS KDG PHHWLQJV LQ &KDQWLOO\�9LUJLQLD

LQ -DQXDU\ ����� LQ /RQGRQ LQ -XQH�-XO\ ���� DQG LQ :DVKLQJWRQ '�&� LQ

��� 6HH 2- & ����� RI �����������

��� 7KH 3� *URXS HYROYHG ZKHQ 5XVVLD MRLQHG WKH *URXS RI 6HYHQ �RU *� &RXQWULHV� &DQDGD� )UDQFH�

*HUPDQ\� ,WDO\� -DSDQ� 8QLWHG .LQJGRP DQG WKH 8QLWHG 6WDWHV RI $PHULFD� DQG WKRVH QDWLRQV

DGRSWHG DQ DJHQGD WKDW UHDFKHG EH\RQG WKH KLVWRULFDOO\ HFRQRPLF IRFXV RI WKH *� LQ RUGHU WR

DGGUHVV SROLWLFDO DQG JOREDO LVVXHV�
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'HFHPEHU ����� 7KH PDLQ IRFXV RI WKH VXEJURXS LV RQ WKH LVVXHV RI

SURFHGXUDO ODZ� LQWHUQDWLRQDO FR�RSHUDWLRQ DQG HIIHFWLYH SURVHFXWLRQ RI

FRPSXWHU FULPHV� 7RSLFV GLVFXVVHG DUH H�J�

− FRPSDULVRQ DQG KDUPRQLVDWLRQ RI FRXQWULHV
 VXEVWDQWLYH ODZV�

− UHDO�WLPH WUDS DQG WUDFH�

− ORFDWLQJ SHRSOH LQ D ZLUHOHVV HQYLURQPHQW�

− LQWHUQDWLRQDO FR�RSHUDWLRQ LQ WKH FROOHFWLRQ RI HYLGHQFH�

− FRPSXWHU VHDUFKHV�IRUHQVLFV�

− HQFU\SWLRQ�

− FRPSUHKHQVLYH LQWHUQDWLRQDO WUDLQLQJ�

− LQWHUQDWLRQDO KLJK�WHFK FRQWDFWV�

,Q WKH PHHWLQJ RI -XVWLFH DQG ,QWHULRU 0LQLVWHUV RI WKH (LJKW LQ

'HFHPEHU ���� LQ :DVKLQJWRQ '�&�� WKH IROORZLQJ VWDWHPHQW RI SULQFLSOHV

ZDV DJUHHG XSRQ�

�,� 7KHUH PXVW EH QR VDYH KDYHQV IRU WKRVH ZKR DEXVH LQIRUPDWLRQ WHFKQRORJLHV�

,,� ,QYHVWLJDWLRQ DQG SURVHFXWLRQ RI LQWHUQDWLRQDO KLJK�WHFK FULPHV PXVW EH

FRRUGLQDWHG DPRQJ DOO FRQFHUQHG 6WDWHV� UHJDUGOHVV RI ZKHUH KDUP KDV RFFXUUHG�

,,,� /DZ HQIRUFHPHQW SHUVRQQHO PXVW EH WUDLQHG DQG HTXLSSHG WR DGGUHVV KLJK�WHFK

FULPHV�

,9� /HJDO V\VWHPV PXVW SURWHFW WKH FRQILGHQWLDOLW\� LQWHJULW\� DQG DYDLODELOLW\ RI GDWD

DQG V\VWHPV IURP XQDXWKRUL]HG LPSDLUPHQW DQG HQVXUH WKDW VHULRXV DEXVH LV

SHQDOL]HG�

9� /HJDO V\VWHPV VKRXOG SHUPLW WKH SUHVHUYDWLRQ RI DQG TXLFN DFFHVV WR HOHFWURQLF

GDWD� ZKLFK DUH RIWHQ FULWLFDO WR WKH VXFFHVVIXO LQYHVWLJDWLRQ RI FULPH�

9,� 0XWXDO DVVLVWDQFH UHJLPHV PXVW HQVXUH WKH WLPHO\ JDWKHULQJ DQG H[FKDQJH RI

HYLGHQFH LQ FDVHV LQYROYLQJ LQWHUQDWLRQDO KLJK�WHFK FULPH�

9,,� 7UDQVERUGHU HOHFWURQLF DFFHVV E\ ODZ HQIRUFHPHQW WR SXEOLFO\ DYDLODEOH �RSHQ

VRXUFH� LQIRUPDWLRQ GRHV QRW UHTXLUH DXWKRUL]DWLRQ IURP WKH 6WDWH ZKHUH WKH GDWD

UHVLGHV�

9,,,�)RUHQVLF VWDQGDUGV IRU UHWULHYLQJ DQG DXWKHQWLFDWLQJ HOHFWURQLF GDWD IRU XVH LQ

FULPLQDO LQYHVWLJDWLRQV DQG SURVHFXWLRQV PXVW EH GHYHORSHG DQG HPSOR\HG�

,;� 7R WKH H[WHQW SUDFWLFDEOH� LQIRUPDWLRQ DQG WHOHFRPPXQLFDWLRQV V\VWHPV VKRXOG EH

GHVLJQHG WR KHOS SUHYHQW DQG GHWHFW QHWZRUN DEXVH� DQG VKRXOG DOVR IDFLOLWDWH WKH

WUDFLQJ RI FULPLQDOV DQG WKH FROOHFWLRQ RI HYLGHQFH�

;� :RUN LQ WKLV DUHD VKRXOG EH FRRUGLQDWHG ZLWK WKH ZRUN RI RWKHU UHOHYDQW

LQWHUQDWLRQDO IRUD WR HQVXUH DJDLQVW GXSOLFDWLRQ RI HIIRUWV��

,Q VXSSRUW RI WKHVH SULQFLSOHV� WKH 0LQLVWHUV DGRSWHG DQ DFWLRQ SODQ� LQ RUGHU

WR GLUHFW WKHLU RIILFLDOV WR

��� 8VH RXU HVWDEOLVKHG QHWZRUN RI NQRZOHGJHDEOH SHUVRQQHO WR HQVXUH D WLPHO\�

HIIHFWLYH UHVSRQVH WR WUDQVQDWLRQDO KLJK�WHFK FDVHV DQG GHVLJQDWH D SRLQW�RI�

FRQWDFW ZKR LV DYDLODEOH RQ D WZHQW\�IRXU KRXU EDVLV�

�� 7DNH DSSURSULDWH VWHSV WR HQVXUH WKDW D VXIILFLHQW QXPEHU RI WUDLQHG DQG HTXLSSHG

ODZ HQIRUFHPHQW SHUVRQQHO DUH DOORFDWHG WR WKH WDVN RI FRPEDWLQJ KLJK�WHFK FULPH

DQG DVVLVWLQJ ODZ HQIRUFHPHQW DJHQFLHV RI RWKHU 6WDWHV�
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�� 5HYLHZ RXU OHJDO V\VWHPV WR HQVXUH WKDW WKH\ DSSURSULDWHO\ FULPLQDOL]H DEXVHV RI

WHOHFRPPXQLFDWLRQV DQG FRPSXWHU V\VWHPV DQG SURPRWH WKH LQYHVWLJDWLRQ RI KLJK�

WHFK FULPHV�

�� &RQVLGHU LVVXHV UDLVHG E\ KLJK�WHFK FULPHV� ZKHUH UHOHYDQW� ZKHQ QHJRWLDWLQJ

PXWXDO DVVLVWDQFH DJUHHPHQWV RU DUUDQJHPHQWV�

�� &RQWLQXH WR H[DPLQH DQG GHYHORS ZRUNDEOH VROXWLRQV UHJDUGLQJ� WKH SUHVHUYDWLRQ

RI HYLGHQFH SULRU WR WKH H[HFXWLRQ RI D UHTXHVW IRU PXWXDO DVVLVWDQFH� WUDQVERUGHU

VHDUFKHV RI GDWD ZKHUH WKH ORFDWLRQ RI WKDW GDWD LV XQNQRZQ�

�� 'HYHORS H[SHGLWHG SURFHGXUHV IRU REWDLQLQJ WUDIILF GDWD IURP DOO FRPPXQLFDWLRQV

FDUULHUV LQ WKH FKDLQ RI D FRPPXQLFDWLRQ DQG WR VWXG\ ZD\V WR H[SHGLWH WKH

SDVVLQJ RI WKLV GDWD LQWHUQDWLRQDOO\�

�� :RUN MRLQWO\ ZLWK LQGXVWU\ WR HQVXUH WKDW QHZ WHFKQRORJLHV IDFLOLWDWH RXU HIIRUW WR

FRPEDW KLJK�WHFK FULPH

�� (QVXUH WKDW ZH FDQ� LQ XUJHQW DQG DSSURSULDWH FDVHV� DFFHSW DQG UHVSRQG WR

PXWXDO DVVLVWDQFH UHTXHVWV UHODWLQJ WR KLJK�WHFK FULPH E\ H[SHGLWHG EXW UHOLDEOH

PHDQV RI FRPPXQLFDWLRQV� LQFOXGLQJ YRLFH� ID[� RU H�PDLO� ZLWK ZULWWHQ

FRQILUPDWLRQ WR IROORZ ZKHUH UHTXLUHG�

�� (QFRXUDJH LQWHUQDWLRQDOO\ UHFRJQL]HG VWDQGDUGV�PDNLQJ ERGLHV LQ WKH ILHOGV RI

WHOHFRPPXQLFDWLRQV DQG LQIRUPDWLRQ WHFKQRORJLHV WR FRQWLQXH SURYLGLQJ WKH SXEOLF

DQG SULYDWH VHFWRUV ZLWK VWDQGDUGV IRU UHOLDEOH DQG VHFXUH WHOHFRPPXQLFDWLRQV DQG

GDWD SURFHVVLQJ WHFKQRORJLHV�

��� 'HYHORS DQG HPSOR\ FRPSDWLEOH IRUHQVLF VWDQGDUGV IRU UHWULHYLQJ DQG

DXWKHQWLFDWLQJ HOHFWURQLF GDWD IRU XVH LQ FULPLQDO LQYHVWLJDWLRQV DQG SURVHFXWLRQV��

�� ,QWHUSRO

,QWHUSRO KHOG D ILUVW LQWHUQDWLRQDO FRQIHUHQFH RQ FRPSXWHU FULPH LQ /\RQ LQ

$SULO ����� 7KH FRQIHUHQFH UHFRPPHQGHG WKDW WKH SUREOHP RI FRPSXWHU�

UHODWHG FULPH VKRXOG EH DGGUHVVHG VLPLODUO\ LQ HDFK RI WKH ,QWHUSRO 0HPEHU

6WDWHV DQG LQ WKH $IULFDQ� $PHULFDQ DQG $VLDQ UHJLRQV� $ VWHHULQJ FRPPLWWHH

ZDV VXJJHVWHG WR SURPRWH DQG FR�RUGLQDWH WKHVH UHJLRQDO LQLWLDWLYHV�

7RGD\� WKH ,&32�,QWHUSRO �6WDQGLQJ &RPPLWWHH RQ ,QIRUPDWLRQ

7HFKQRORJ\� LV FRQVLVWLQJ RI ,&32�,QWHUSRO UHSUHVHQWDWLYHV IURP (XURSH� WKH

8QLWHG 6WDWHV RI $PHULFD� $VLD� 6RXWK $PHULFD DQG $IULFD� ,W LV DQDO\VLQJ

LQIRUPDWLRQ DQG FRPPXQLFDWLRQ WHFKQRORJ\ LQ ,&32�,QWHUSRO FRXQWULHV� 7KH

JURXS KROGV RQH RU WZR PHHWLQJV SHU \HDU�

2Q WKH RFFDVLRQ RI WKH ���� (XURSHDQ 5HJLRQDO &RQIHUHQFH LQ %XGDSHVW�

WKH 7HFKQLFDO &RPPLWWHH IRU &R�RSHUDWLRQ LQ (XURSH ZDV UHTXHVWHG WR

HVWDEOLVK DQ H[SHUW WDVN JURXS RQ WKH SUHYHQWLRQ DQG FRQWURO RI FRPSXWHU

FULPH� $W WKH ��WK *HQHUDO 0HHWLQJ LQ 2WWDZD WKH (XURSHDQ 5HJLRQDO *URXS

DFKLHYHG DJUHHPHQW IRU WKH HVWDEOLVKPHQW RI D �&RPSXWHU &ULPH� WDVN

JURXS�
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7KH WDVN JURXS KHOG YDULRXV PHHWLQJV LQ WKUHH ZRUNLQJ VXEJURXSV�
���

'HOHJDWHV RI WKH WDVN JURXS DUH SROLFH DQG FRPSXWHU H[SHUWV RI (XURSHDQ

&RXQWULHV� 7KH WDVN IRUFH RUJDQLVHG YDULRXV WUDLQLQJ FRXUVHV �VWDUWLQJ ZLWK D

FRXUVH DW WKH 8QLYHUVLW\ RI :�U]EXUJ�*HUPDQ\� DQG SXEOLVKHG D KDQGERRN

RQ �3UHYHQWLRQ DQG &RQWURO RI &RPSXWHU &ULPH�&ULPH ,QYROYLQJ

&RPSXWHUV��
���

�� ,QWHUQDWLRQDO�2UJDQLVDWLRQ�RQ�&RPSXWHU�(YLGHQFH

7KH WDVN JURXS �,QWHUQDWLRQDO 2UJDQLVDWLRQ RQ &RPSXWHU (YLGHQFH� ZDV

HVWDEOLVKHG RQ DQ LQLWLDWLYH RI WKH )%, &RPSXWHU $QDO\VLV DQG 5HVSRQVH

7HDP �&$57�� ,W FRPSULVHV SDUWLFLSDQWV IURP (XURSH� WKH 8QLWHG 6WDWHV RI

$PHULFD� &DQDGD� 6RXWK $IULFD DQG $VLD�

7KH JURXSV REMHFWLYH LV WR H[FKDQJH LQIRUPDWLRQ� VXLWDEOH VRIWZDUH DQG

KDUGZDUH� PHWKRGV RI FULPLQDO LQYHVWLJDWLRQV DV ZHOO DV WKH WHVWLQJ RI

DQDO\WLFDO DQG LQYHVWLJDWLYH WRROV IRU DFKLHYLQJ LQWHUQDWLRQDO VWDQGDUGLVDWLRQ�

�� 1$72��$OOLHG�&RPPDQG�(XURSH�&RXQWHULQWHOOLJHQFH
$FWLYLW\

3ROLFH DQG FRXQWHULQWHOOLJHQFH UHSUHVHQWDWLYHV IURP 1$72 DUH PHHWLQJ

DQQXDOO\ IRU D FRQIHUHQFH LQ RUGHU WR H[FKDQJH LQIRUPDWLRQ DQG H[SHULHQFH

UHODWLQJ WR FULPHV LQYROYLQJ FRPPXQLFDWLRQ DQG LQIRUPDWLRQ WHFKQRORJ\�

HVSHFLDOO\ FDVHV RI FRPSXWHU HVSLRQDJH DQG FRPSXWHU FULPH IURP WKH

VWDQGSRLQW RI QDWLRQDO VHFXULW\�
���

.QRZOHGJH LV DOVR VKDUHG LQ WKH DUHDV RI

FU\SWRJUDSK\ DQG WHFKQLFDO UHVRXUFHV WR LQYHVWLJDWLRQV�

��� 6* �� &RPSXWHU 9LUXVHV %XOOHWLQ %RDUG� 0RELOH 7HOHFRPPXQLFDWLRQ� HW DO� 6* �� 7UDLQLQJ DQG

OHJLVODWLRQ� 6* �� 0HWKRGV RI 3UHYHQWLRQ DQG &RQWURO

��� 6HH ,QWHUQDWLRQDO &ULPLQDO 3ROLFH 2UJDQLVDWLRQ ,QWHUSRO �HG��� &RPSXWHUV DQG &ULPH� DQG H�J� LQ

*HUPDQ\ %XQGHVNULPLQDODPW ± 1DWLRQDOHV =HQWUDOE�UR GHU ,.32�,QWHUSRO I�U GLH %XQGHVUHSXEOLN

'HXWVFKODQG �HG��� &RPSXWHU XQG .ULPLQDOLWlW �EURFKXUH QRW GDWHG��

��� 6HH� H�J�� WKH /$7( *$0%,7�&RQIHUHQFH �����
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)� 5HJXODWLRQV�RQ�3URWHFWLRQ�0HDVXUHV

�� 2EOLJDWLRQV�IRU�6HFXULW\�0HDVXUHV

2Q WKH (XURSHDQ OHYHO� D GXW\ WR LPSOHPHQW VDIHW\ PHDVXUHV PDLQO\ UHVXOWV

IURP $UWLFOH �� RI WKH DERYH�PHQWLRQHG 'LUHFWLYH ������(& RQ 'DWD

3URWHFWLRQ� ZKLFK H[SUHVVO\ SURYLGHV WKDW 0HPEHU 6WDWHV PXVW UHTXLUH WKH

LPSOHPHQWDWLRQ RI VHFXULW\ PHDVXUHV E\ ODZ�
456

0RUHRYHU� RQ WKH

LQWHUQDWLRQDO OHYHO� WKH &RXQFLO RI (XURSH
V &RQYHQWLRQ IRU WKH 3URWHFWLRQ RI

,QGLYLGXDOV ZLWK 5HJDUG WR $XWRPDWLF 3URFHVVLQJ RI 3HUVRQDO 'DWD� WKH 2(&'

*XLGHOLQHV RQ WKH 3URWHFWLRQ RI 3ULYDF\ DQG 7UDQVERUGHU )ORZV RI 3HUVRQDO

'DWD RI �� 6HSWHPEHU ���� DV ZHOO DV WKH 2(&' *XLGHOLQHV IRU WKH 6HFXULW\

RI ,QIRUPDWLRQ 6\VWHPV RI �� 1RYHPEHU ���� FRQWDLQ JHQHUDO SULQFLSOHV IRU

VDIHW\ PHDVXUHV�
457

�� 3URKLELWLRQV�RI�6HFXULW\�0HDVXUHV

D� 3ULYDF\ 3URWHFWLRQ

$V GHVFULEHG DERYH� SULYDF\ SURWHFWLRQ LQFOXGHV SURWHFWLRQ RI XVHUV DJDLQVW

WRR IDU UHDFKLQJ SHUVRQDO UHJLVWUDWLRQ DQG SHUVRQDO VXSHUYLVLRQ� 7KXV WKH

DERYH PHQWLRQHG VXSUDQDWLRQDO DFWLRQV LQ WKH ILHOG RI SULYDF\ SURWHFWLRQ DOVR

LQFOXGH LQVWUXPHQWV SURKLELWLQJ FHUWDLQ VHFXULW\ PHDVXUHV ZKLFK FRQVWLWXWH

H[FHVVLYH VXSHUYLVLRQ� H�J�� RI HPSOR\HUV RU XVHUV RI WHOHFRPPXQLFDWLRQ

VHUYLFHV� 6LQFH WKH LQWHUQDWLRQDO LQLWLDWLYHV LQ WKH ILHOG RI SULYDF\ SURWHFWLRQ

GR QRW FRQWDLQ VHFWRU VSHFLILF SURKLELWLRQV RI VHFXULW\ PHDVXUHV VR IDU�

UHIHUHQFH FDQ EH PDGH WR WKH JHQHUDO LQLWLDWLYHV PHQWLRQHG DERYH�

E� 3URKLELWLRQV RI &U\SWRJUDSK\

&U\SWRJUDSK\ LVVXHV DUH UHOHYDQW IRU WKH (XURSHDQ &RPPLVVLRQ ZLWK UHVSHFW

WR VHFXUH HOHFWURQLF FRPPHUFH ZKLFK FDQ EH SURYLGHG E\ WKH XVDJH RI

FU\SWRJUDSK\� HVSHFLDOO\ GLJLWDO VLJQDWXUHV� $W WKLV SRLQW WKH ,1)26(&�

SURJUDP DQG HVSHFLDOO\ WKH &RPPXQLFDWLRQV IURP WKH &RPPLVVLRQ �$

��� 'LUHFWLYH ������(& RI WKH (XURSHDQ 3DUOLDPHQW DQG RI WKH &RXQFLO RI �� 2FWREHU ���� RQ WKH

SURWHFWLRQ RI LQGLYLGXDOV ZLWK UHJDUG WR WKH SURFHVVLQJ RI SHUVRQDO GDWD DQG RQ WKH IUHH PRYHPHQW

RI VXFK GDWD� 2- / ������ RI �����������

��� 6HH VXSUD ,9�$���
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(XURSHDQ ,QLWLDWLYH LQ (OHFWURQLF &RPPHUFH�
458

DQG �(QVXULQJ 6HFXULW\ DQG

7UXVW LQ (OHFWURQLF &RPPXQLFDWLRQ��
459

KDYH WR EH PHQWLRQHG� (VSHFLDOO\

WKHVH WZR &RPPXQLFDWLRQV HPSKDVLVH WKH QHFHVVLW\ RI VHFXUH FU\SWRJUDSKLF

PHWKRGV LQ YLHZ RI WKH SURWHFWLRQ RI SULYDF\ DV ZHOO DV WKH XVH RI GLJLWDO

VLJQDWXUHV� WKXV REMHFWLQJ WR UHVWULFW RU HYHQ FRPSOHWHO\ EDQ WKH XVH RI

FU\SWRJUDSK\�

)XUWKHUPRUH� WKH 2(&' 5HFRPPHQGDWLRQ RI WKH &RXQFLO FRQFHUQLQJ

JXLGHOLQHV IRU FU\SWRJUDSK\ SROLF\ RI �� 0DUFK ���� LV RI FHQWUDO LPSRUWDQFH

IRU WKH IXWXUH XVH RI FU\SWRJUDSK\� 2Q WKH RQH KDQG� WKH VLJQLILFDQFH RI

FU\SWRJUDSK\ ZLWK UHJDUG WR WKH GHYHORSPHQW RI HOHFWURQLF FRPPHUFH LV

HPSKDVLVHG� RQ WKH RWKHU KDQG WKH QHHG RI SXEOLF DXWKRULWLHV WR KDYH DFFHVV

WR GDWD ZKLFK DUH QRW HQFRGHG LV DFNQRZOHGJHG� 1R SUHIHUHQFH LV JLYHQ WR D

VSHFLILF V\VWHPV� H�J� �NH\ UHFRYHU\�� DQG WKH H[DFW RUJDQLVDWLRQ RI VXFK D

V\VWHP LV OHIW XS WR WKH QDWLRQDO JRYHUQPHQWV�
460

7KH VDPH EDVLF VWDWHPHQW LV DOVR FRQWDLQHG LQ WKH �%RQQ 0LQLVWHULDO

'HFODUDWLRQ³ DGRSWHG RQ WKH (XURSHDQ 0LQLVWHULDO &RQIHUHQFH KHOG LQ %RQQ

IURP � WR � -XO\ ����� ,Q WKHLU 'HFODUDWLRQ� WKH 0LQLVWHUV DFNQRZOHGJH WKDW

WKH SXEOLF GHVLUH WR EH JUDQWHG E\ ODZ DFFHVV WR HQFRGHG GDWD LV LQ SULQFLSOH

OHJLWLPDWH DV ORQJ DV WKH SULQFLSOH RI SURSRUWLRQDOLW\ DQG WKH SURWHFWLRQ RI

SULYDF\ DUH REVHUYHG DQG WKH PHDVXUHV DUH HIILFLHQW�
461

F� ([SRUW &RQWUROV RQ &U\SWRJUDSK\

,Q WKH (XURSHDQ 8QLRQ� WKH H[SRUW RI FU\SWRJUDSKLF VRIWZDUH DQG KDUGZDUH

LV UHVWULFWHG E\ WKH &RXQFLO 5HJXODWLRQ �(&� 1R� ������� RI

�� 'HFHPEHU ���� RQ WKH H[SRUW RI GXDO�XVH JRRGV� ZKLFK LV LQ IRUFH LQ DOO

0HPEHU 6WDWHV VLQFH � -XO\ �����
462

$FFRUGLQJ WR LWV $UWLFOH ��� WKLV

��� &20���� ���� FI� �KWWS���ZZZ�FRUGLV�OX�HVSULW�VUF�HFRPFRP�KWP! �DFFHVVHG RQ �� -DQX�

DU\ ������

��� &20���� ���� FI� �KWWS���ZZZ�LVSR�FHF�EH�HLI�SROLF\������WRF�KWPO! �DFFHVVHG RQ �� -DQX�

DU\ ������

��� &I� �KWWS���ZZZ�RHFG�RUJ�GVWL�VWL�LW�VHFXU�SURG�H�FU\SWR�KWP! �DFFHVVHG RQ �� 1RYHPEHU ������

��� &I� �KWWS���ZZZ��HFKR�OX�ERQQ�FRQIHUHQFH�KWPO! �DFFHVVHG RQ �� -DQXDU\ ������

��� &I� &RXQFLO 5HJXODWLRQ �(&� 1R� ������� RI �� 'HFHPEHU ���� RQ VHWWLQJ XS D &RPPXQLW\ UHJLPH

IRU WKH FRQWURO RI H[SRUW RI GXDO�XVH JRRGV� 2- / ����� RI ����������� DPHQGHG E\ &RXQFLO

5HJXODWLRQ �(&� 1R� ������ RI �� $SULO ����� 2- / ���� RI ����������� DV ZHOO DV &RXQFLO

'HFLVLRQ �������&)63 RI �� 'HFHPEHU ���� DGRSWHG E\ WKH &RXQFLO RQ WKH EDVLV RI $UWLFOH -�� RI

WKH 7UHDW\ RQ (XURSHDQ 8QLRQ FRQFHUQLQJ WKH FRQWURO RI H[SRUWV RI GXDO�XVH JRRGV� 2- / ����� RI

����������� DV ODVW DPHQGHG E\ 'HFLVLRQ �������&)63� 2- / ��� RI ���������� DQG &RXQFLO

'HFLVLRQ �������&)63 RI �� -XQH ����� 2- / ���� RI ����������� FI� DV ZHOO .XQHU� 5HFKWOLFKH

$VSHNWH GHU 'DWHQYHUVFKO�VVHOXQJ LP ,QWHUQHW� ������ 1HXH -XULVWLVFKH :RFKHQVFKULIW ±

&RPSXWHUUHSRUW� SS� ��� HW VHT� DW S� ����
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5HJXODWLRQ OLPLWV QRW RQO\ WKH H[SRUW RI HQFU\SWLRQ WHFKQRORJ\ WR QRQ�(8

FRXQWULHV� EXW DOVR UHVWULFWV WKH H[SRUW DPRQJ 0HPEHU 6WDWHV RI WKH (8�

&RQWUDU\ WR WKLV� H�J� VR�FDOOHG �SXEOLF�GRPDLQ VRIWZDUH� LV QRW LQFOXGHG LQ

WKH VFRSH RI WKH 5HJXODWLRQ DQG FDQ EH H[SRUWHG IUHHO\ ZLWKRXW DQ\

REOLJDWLRQV RU UHVWULFWLRQV�

0RUHRYHU� IXUWKHU H[SRUW OLPLWDWLRQV IRU HQFU\SWLRQ WHFKQRORJ\ UHVXOW

IURP WKH :DVVHQDDU $UUDQJHPHQW RQ H[SRUW FRQWUROV IRU FRQYHQWLRQDO DUPV

DQG GXDO�XVH JRRGV RI -XO\ ����� 7KLV LV DQ DJUHHPHQW DPRQJ WKH

UHSUHVHQWDWLYHV RI $XVWUDOLD� $XVWULD� %HOJLXP� &DQDGD� WKH &]HFK 5HSXEOLF�

'HQPDUN� )LQODQG� )UDQFH� *HUPDQ\� *UHHFH� +XQJDU\� ,UHODQG� ,WDO\�

-DSDQ� /X[HPERXUJ� WKH 1HWKHUODQGV� 1HZ =HDODQG� 1RUZD\� 3RODQG�

3RUWXJDO� WKH 5XVVLDQ )HGHUDWLRQ� WKH 6ORYDN 5HSXEOLF� 6SDLQ� 6ZHGHQ�

6ZLW]HUODQG� 7XUNH\� WKH 8QLWHG .LQJGRP DQG WKH 8QLWHG 6WDWHV RI $PHULFD�

,W FRYHUV �GXDO�XVH JRRGV� ZKLFK DOVR LQFOXGHV FU\SWRJUDSKLF VRIWZDUH DQG

KDUGZDUH�
463

�� 8VDJH�RI�'LJLWDO�6LJQDWXUHV

'LJLWDO VLJQDWXUHV HQVXUH WKDW LQIRUPDWLRQ VHQW WKURXJK RSHQ FRPSXWHU

QHWZRUNV LV H[DPLQHG LQ VR IDU DV WR ZKHWKHU WKH LQIRUPDWLRQ KDV EHHQ

FKDQJHG GXULQJ LWV WUDQVSRUWDWLRQ DQG WR ZKR PLJKW EH WKH DXWKRU RI WKH

VSHFLILHG GDWD� (VSHFLDOO\ ZLWK UHJDUG WR HOHFWURQLF WUDGH DPRQJ WKH 0HPEHU

6WDWHV� WKH (& &RPPLVVLRQ KDV UHFRJQLVHG WKDW LW LV SDUWLFXODUO\ LPSRUWDQW WR

ILQG KDUPRQLVHG VROXWLRQV ZLWK UHVSHFW WR WKH XVH DQG WKH OHJDOO\ ELQGLQJ

FKDUDFWHU RI GLJLWDO VLJQDWXUHV RU DW OHDVW WR GHYHORS KDUPRQLVHG SURFHGXUHV

DOORZLQJ WKH PXWXDO UHFRJQLWLRQ RI GLJLWDO VLJQDWXUHV� 2I FUXFLDO LPSRUWDQFH LV

WKH QHHG IRU PXWXDO UHFRJQLWLRQ RI WKH FHUWLILFDWHV LVVXHG E\ WKH FHUWLILFDWLRQ

DXWKRULWLHV LQ WKH LQGLYLGXDO 0HPEHU 6WDWHV� $ ZD\ KDV WR EH IRXQG E\ ZKLFK

D FHUWLILFDWH LVVXHG H�J� E\ D FHUWLILFDWLRQ DXWKRULW\ LQ *HUPDQ\ LV UHFRJQLVHG

LQ )UDQFH� ,Q LWV &RPPXQLFDWLRQ �(QVXULQJ VHFXULW\ DQG WUXVW LQ HOHFWURQLF

FRPPXQLFDWLRQV��
464

WKH &RPPLVVLRQ H[SOLFLWO\ SRLQWV RXW WKHVH DVSHFWV�

ZKLFK DOVR FRQWDLQV UHIHUHQFHV WR SLORW SURMHFWV DQG WR VWXGLHV EDFNHG E\ WKH

&RPPLVVLRQ�

2Q WKH LQWHUQDWLRQDO OHYHO� WKH 81&,75$/ 0RGHO /DZ RQ (OHFWURQLF

&RPPHUFH RI ���� VXJJHVWV LQ $UWLFOH � WKDW WKH OHJDO UHTXLUHPHQW RI D

VLJQDWXUH RI D SHUVRQ LV PHW LQ UHODWLRQ WR D GDWD PHVVDJH LI D PHWKRG LV

��� &I� �KWWS���M\D�FRP�ZDVVHQU��KWP! �DFFHVVHG RQ � -DQXDU\ ������

��� &20���� ��� RI � 2FWREHU ����� 6HH �KWWS���ZZZ�LVSR�FHF�EH�HLI�SROLF\�������KWPO! �DFFHVVHG

RQ �� -DQXDU\ ������
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XVHG WR LGHQWLI\ WKH DXWKRU RI D GRFXPHQW DQG WR FRQILUP WKDW WKH DXWKRU

DSSURYHG WKH FRQWHQW RI WKDW GRFXPHQW�
465
3DUDOOHO WR WKLV� WKH :RUNLQJ *URXS

RQ (OHFWURQLF &RPPHUFH RI WKH 8QLWHG 1DWLRQV
 &RPPLVVLRQ RQ ,QWHUQDWLRQDO

7UDGH /DZ KDG WKH LVVXHV RI GLJLWDO VLJQDWXUHV DQG FHUWLILFDWLRQ DXWKRULWLHV

RQ LWV DJHQGD EHFDXVH WKH :RUNLQJ *URXS ZDV UHTXHVWHG E\ WKH

DIRUHPHQWLRQHG &RPPLVVLRQ WR SUHSDUH XQLIRUP UXOHV RQ WKRVH LVVXHV�
���

5HFHQWO\ WKH :RUNLQJ *URXS SXEOLVKHG LWV 'UDIW 8QLIRUP 5XOHV RQ 'LJLWDO

6LJQDWXUHV� RWKHU (OHFWURQLF 6LJQDWXUHV� &HUWLILFDWLRQ $XWKRULWLHV DQG 5HODWHG

/HJDO ,VVXHV�
���

ZKLFK ZHUH DOVR RQ WKH DJHQGD RI WKH WKLUW\�VHFRQG VHVVLRQ

RI WKH 8QLWHG 1DWLRQV
 &RPPLVVLRQ RQ ,QWHUQDWLRQDO 7UDGH /DZ LQ 9LHQQD

GXULQJ WKH ����� -DQXDU\ �����
���

,Q DGGLWLRQ WR WKLV� WKH LQWHUQDWLRQDO

&KDPEHU RI &RPPHUFH GHDOW ZLWK WKH XVH RI GLJLWDO VLJQDWXUHV LQ HOHFWURQLF

FRPPHUFH LQ �����
���

*� &RQFOXVLRQV

,QWHUQDWLRQDO DQG VXSUDQDWLRQDO RUJDQLVDWLRQV KDYH UHDOLVHG WKH QHHG IRU

KDUPRQLVHG VROXWLRQV WR ILJKW FRPSXWHU FULPH DW DQ HDUO\ VWDJH� 7KH\ KDYH

DOUHDG\ FRQVLGHUDEO\ FRQWULEXWHG WR KDUPRQLVH FRPSXWHU�UHODWHG ODZ� 7KH

PDLQ SOD\HUV LQ WKLV ILHOG XQWLO QRZ KDYH EHHQ WKH 2(&'� WKH &RXQFLO RI

(XURSH DQG WKH (XURSHDQ 8QLRQ� ,PSRUWDQW FRQWULEXWLRQV DOVR FDPH IURP

WKH 3�� WKH 81� ,QWHUSRO� DQG WKH $VVRFLDWLRQ ,QWHUQDWLRQDO GH 'URLW 3pQDO� ,Q

WKH VSHFLDO ILHOG RI LQWHOOHFWXDO SURSHUW\ SURWHFWLRQ :,32 DQG :72 DUH

SOD\LQJ D GRPLQDQW UROH�

+RZHYHU� GHVSLWH WKHVH HIIRUWV LQ PDQ\ DUHDV FRQYLQFLQJ LQWHUQDWLRQDO

VROXWLRQV DUH VWLOO PLVVLQJ� 7KLV LV HVSHFLDOO\ WKH FDVH ZLWK WKH UHVSHFW WR WKH

SURFHGXUDO ODZ SUREOHPV RI FRPSXWHU FULPH� LOOHJDO DQG KDUPIXO FRQWHQWV DV

ZHOO DV SURWHFWLRQ RI SULYDF\ E\ FULPLQDO ODZ� 0RVW RI WKH H[LVWLQJ

LQVWUXPHQWV LQ WKHVH DUHDV DUH IRU WRR YDJXH� 7KH QXPEHU RI LQWHUQDWLRQDO

DQG VXSUDQDWLRQDO VROXWLRQV VWDUWHG LQ WKH ODVW WZR \HDUV FDQQRW VXEVWLWXWH

��� 6HH �KWWS���ZZZ�XQ�RU�DW�XQFLWUDO�WH[WV�HOHFWFRP�PO�HF�KWP! �DFFHVVHG RQ �� -DQXDU\ ������

��� 6HH �KWWS���ZZZ�XQ�RU�DW�XQFLWUDO�VHVVLRQV�ZJBHF�ZS����KWP! DQG �KWWS���ZZZ�XQ�RU�DW�

XQFLWUDO�VHVVLRQV�XQF�XQF����DFQ������KWP! �ERWK DFFHVVHG RQ �� -DQXDU\ ������

��� &I� �KWWS���ZZZ�XQ�RU�DW�XQFLWUDO�VHVVLRQV�ZJBHF�ZS����KWP! SOXV WKH QRWH E\ WKH 8QLWHG

.LQJGRP �KWWS���ZZZ�XQ�RU�DW�XQFLWUDO�VHVVLRQV�ZJBHF�ZS����KWP! �ERWK DFFHVVHG RQ

�� -DQXDU\ ������

��� &I� �KWWS���ZZZ�XQ�RU�DW�XQFLWUDO�VHVVLRQV�ZJBHF�ZS����KWP! �DFFHVVHG RQ �� -DQXDU\ ������

��� &I� WKH VWXG\ �*HQHUDO 8VDJH IRU ,QWHUQDWLRQDO 'LJLWDOO\ (QVXUHG &RPPHUFH�

�KWWS���ZZZ�LFFZER�RUJ�JXLGHF��KWP! �DFFHVVHG RQ �� -DQXDU\ ������
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���

FRPSUHKHQVLYH DQG FRQFUHWH VROXWLRQV� 2Q WKH FRQWUDU\� HVSHFLDOO\ ZLWK

UHVSHFW WR LOOHJDO DQG KDUPIXO FRQWHQWV DO ZHOO DV SURFHGXUDO ODZ SUREOHPV

WRGD\ WKHUH LV D ODFN RI FR�RUGLQDWLRQ DPRQJ WKH YDULRXV RUJDQLVDWLRQV ZKR

ULVN VWDUWLQJ UHGXQGDQW SURJUDPV�

,Q WKH IROORZLQJ� WKLV UHSRUW ZLOO VXJJHVW VRPH SULRULW\ LVVXHV IRU

LQWHUQDWLRQDO DQG VXSUDQDWLRQDO RUJDQLVDWLRQV� +RZHYHU� EHIRUH WXUQLQJ WR

WKHVH SURSRVDOV LW LV ILUVW HVVHQWLDO WR FRQVLGHU VRPH EDVLF UHTXLUHPHQWV IRU

ILQGLQJ FRPSUHKHQVLYH VROXWLRQV WR WKH QHZ FKDOOHQJHV RI LQWHUQDWLRQDO

FRPSXWHU FULPH�
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���

9� )LQGLQJ�&RPSUHKHQVLYH�6ROXWLRQV

7KH DQDO\VLV DERYH DERXW FRPSXWHU FULPH DQG FRPSXWHU�UHODWHG FULPLQDO ODZ

KDV LOOXVWUDWHG D FRPSOH[ SDWWHUQ RI FULPH DV ZHOO DV D PXOWLWXGH RI GLIIHUHQW

QHZ OHJDO SUREOHPV� ZKLFK XQWLO QRZ DUH VROYHG LQ SUDFWLFH LQGHSHQGHQWO\

IURP HDFK RWKHU DQG ZLWKRXW D VROLG EDVLF FRQFHSW� $V D SUHUHTXLVLWH IRU

ILQGLQJ VROXWLRQV LW LV WKHUHIRUH QHFHVVDU\ WR ILUVW DQDO\VH WKH IXQGDPHQWDO

FKDQJHV RI SDUDGLJPV XQGHUO\LQJ WKHVH QHZ GHYHORSPHQWV �LQIUD $�� %DVHG

RQ WKHVH ILQGLQJV LW LV WKHQ SRVVLEOH WR GUDZ XS D FRPSUHKHQVLYH LQYHQWRU\

RI WKH GLIIHUHQW VROXWLRQV IRU SUHYHQWLQJ FRPSXWHU FULPH �LQIUD %� EHIRUH

VXJJHVWLQJ VRPH SULRULW\ DFWLRQV IRU WKH (XURSHDQ 8QLRQ �LQIUD &��

$� 7KH�%DVLV�RI�)XWXUH�6ROXWLRQV��$QDO\VLQJ�WKH
8QGHUO\LQJ�6KLIWV�RI�3DUDGLJPV

7KH PXOWLWXGH RI QHZ SUREOHPV RI FRPSXWHU FULPH DQG FRPSXWHU�UHODWHG ODZ

GHVFULEHG DERYH FDQ EH WUDFHG EDFN WR WKUHH IXQGDPHQWDO FKDQJHV RI

WRGD\¶V VRFLHW\� WKH GHYHORSPHQW IURP WKH LQGXVWULDO WR WKH LQIRUPDWLRQ

VRFLHW\ DQG WKH UHVXOWLQJ LQIRUPDWLRQ ODZ �LQIUD ��� WKH GHYHORSLQJ ULVN

VRFLHW\ DQG WKH UHVXOWLQJ LPSRUWDQFH RI QRQ�OHJDO PHDVXUHV IRU ILJKWLQJ

FULPH �LQIUD ��� DV ZHOO DV WKH ORVV RI LPSRUWDQFH RI QDWLRQDO ERUGHUV DQG WKH

UHVXOWLQJ QHHG IRU DQ LQWHUQDWLRQDO KDUPRQLVDWLRQ RI ODZ �LQIUD ��� 7KH

DQDO\VLV RI WKHVH FKDQJHV EULQJV WR OLJKW WKH NH\ IDFWRUV IRU WKH IXWXUH

GHDOLQJ ZLWK FRPSXWHU FULPH�

�� ,QIRUPDWLRQ�6RFLHW\�DQG�,QIRUPDWLRQ�/DZ

D� 6RFLDO &KDQJHV

7KH PRVW LPSRUWDQW SRZHU XQGHUO\LQJ WKH LOOXVWUDWHG FKDQJHV DQDO\VHG

DERYH LV WKH SUHVHQW GHYHORSPHQW IURP WKH LQGXVWULDO WR WKH LQIRUPDWLRQ

VRFLHW\� 7KLV GHYHORSPHQW KDV ULJKWO\ EHHQ FDOOHG D �VHFRQG LQGXVWULDO

UHYROXWLRQ� E\ HFRQRPLVWV DQG VRFLRORJLVWV� :KLOH WKH FKDUDFWHULVWLF RI WKH

ILUVW LQGXVWULDO UHYROXWLRQ GXULQJ WKH ��WK DQG ��WK FHQWXU\ ZDV WKH

UHSODFHPHQW RI PDQSRZHU E\ PDFKLQHV� WKH FKDUDFWHULVWLF RI WKLV VHFRQG

SKDVH RI LQGXVWULDO GHYHORSPHQW FRQVLVWV LQ WKH VKLIWLQJ RI KXPDQ LQWHOOHFWXDO
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���

DFWLYLW\ WR PDFKLQHV� 7KLV FRPSDULVRQ LOOXVWUDWHV WKDW WKH HFRQRPLF DQG

VRFLDO HIIHFWV RI WKLV QHZ GHYHORSPHQW FDQ VXUSDVV WKH FKDQJHV FDXVHG E\

WKH ILUVW LQGXVWULDO UHYROXWLRQ E\ IDU�

7KLV GHYHORSPHQW WRZDUGV DQ LQIRUPDWLRQ VRFLHW\ LV HVSHFLDOO\

FKDUDFWHULVHG E\ WKH IDFW WKDW EHVLGH PDWHULDO REMHFWV� LPPDWHULDO DVVHWV

OLNH� H�J�� GHSRVLW PRQH\� FRS\ULJKWV� EXVLQHVV VHFUHWV DQG RWKHU IRUPV RI

NQRZ�KRZ LQFUHDVLQJO\ JDLQ LPSRUWDQFH� +RZHYHU� LQIRUPDWLRQ KDV QRW RQO\

EHFRPH D QHZ YDOXH� EXW D IDFWRU RI SRZHU ZLWK SRWHQWLDO GDQJHUV� 7KH QHZ

ULVNV UHTXLUH VSHFLDO DWWHQWLRQ DQG VSHFLDO VROXWLRQV�

E� &RQVHTXHQFHV LQ WKH /HJDO 6\VWHP

7KH DQDO\VLV RI WKH H[LVWLQJ UHIRUP ODZV KDV VKRZQ WKDW WKLV VRFLDO FKDQJH RI

SDUDGLJPV
���

± IURP PDWHULDO WR LPPDWHULDO YDOXHV ± KDV DOUHDG\ UHDFKHG WKH

ODZ� +RZHYHU� D JHQHUDO WKHRU\ UHIHUULQJ WR WKH SURWHFWLRQ RI LQIRUPDWLRQ LV

VWLOO PLVVLQJ�
���

)RU WKLV UHDVRQ� WKH WKHRU\ RI �LQIRUPDWLRQ ODZ� RU �ODZ RI

LQIRUPDWLRQ WHFKQRORJ\� E\ WKH DXWKRU
���

RXWOLQHV D JHQHUDO WKHRU\

FRQFHUQLQJ WKH OHJDO VWDWXV RI LQIRUPDWLRQ DQG WDNHV WKHVH FKDQJHV LQWR

DFFRXQW� ,Q DFFRUGDQFH ZLWK WKH ILQGLQJV RI F\EHUQHWLFV DQG FRPSXWHU

VFLHQFH� WKLV WKHRU\ HYDOXDWHV LQIRUPDWLRQ DV D WKLUG EDVLF HOHPHQW QH[W WR

PDWWHU DQG HQHUJ\�
���

,QIRUPDWLRQ LV D QHZ HFRQRPLF� FXOWXUDO� DQG SROLWLFDO

JRRG� EXW LW DOVR FUHDWHV D VSHFLDO SRWHQWLDO GDQJHU� 7KH QHZ WKHRU\ RI �ODZ

RI LQIRUPDWLRQ WHFKQRORJ\� UHDOLVHV WKDW PRGHUQ LQIRUPDWLRQ WHFKQRORJ\

LQFUHDVHV WKH VLJQLILFDQFH RI LQIRUPDWLRQ� ,QIRUPDWLRQ EHFRPHV DQ DFWLYH

IDFWRU ZKLFK FDXVHV FKDQJHV LQ DXWRPDWLF GDWD SURFHVVLQJ V\VWHPV ZLWKRXW

DQ\ KXPDQ LQYROYHPHQW� V\VWHPV RI LQIRUPDWLRQ WHFKQRORJ\ UHSODFH KXPDQ

GHFLVLRQV�

7KLV QHZ DVSHFW RI ��FULPLQDO� LQIRUPDWLRQ ODZ� VKRZV LQ SDUWLFXODU WKDW

WKH OHJDO DVVHVVPHQW RI PDWHULDO DQG LPPDWHULDO JRRGV PXVW EH GLIIHUHQW�

− $ ILUVW DVSHFW RI WKH QHZ �LQIRUPDWLRQ ODZ� GHDOV ZLWK WKH SURWHFWLRQ RI

WKH �SURSULHWRU� RU �SRVVHVVRU� RI PDWHULDO RU LPPDWHULDO JRRGV� ,Q

FRQWUDVW WR FRUSRUHDO REMHFWV ZKLFK� DV D UXOH� DUH H[FOXVLYHO\ DVVLJQHG WR

��� &I� IRU WKH WHUP �&KDQJH RI 3DUDGLJPV� LQ VFLHQFH .XKQ� 7KH VWUXFWXUH RI 6FLHQWLILF 5HYROXWLRQV�

�����

��� 7KH UHVSHFWLYH UXOHV DUH RIWHQ GHYHORSHG LQ DQDORJ\ WR WKH SURWHFWLRQ RI PDWHULDO REMHFWV ZLWKRXW

VXIILFLHQWO\ WDNLQJ LQWR DFFRXQW WKH SDUWLFXODULWLHV RI LPPDWHULDO JRRGV�

��� &I� 6LHEHU� ,QIRUPDWLRQVUHFKW XQG 5HFKW GHU ,QIRUPDWLRQVWHFKQLN� ������ 1HXH -XULVWLVFKH

:RFKHQVFKULIW� SS� ���� HW VHT�

��� &I� 1� :LHQHU� TXRWHG DIWHU 6WHLQEXFK� ������ *HZHUEOLFKHU 5HFKWVVFKXW] XQG 8UKHEHUUHFKW�

SS� ��� HW VHT� �DW S� ����� �,QIRUPDWLRQ LV LQIRUPDWLRQ� QRW PDWWHU RU HQHUJ\� $Q\ PDWHULDOLVP

ZKLFK GRHV QRW DGPLW WKLV FDQ VXUYLYH DW WKH SUHVHQW GD\��



3URI� 'U� 8OULFK 6LHEHU ± &20&5,0(�6WXG\ ± 9� )LQGLQJ &RPSUHKHQVLYH 6ROXWLRQV

���

FHUWDLQ SHUVRQV� LQIRUPDWLRQ LV UDWKHU D �SXEOLF JRRG� ZKLFK� LQ DQ RSHQ

VRFLHW\� PXVW IORZ IUHHO\ DQG PXVW WKHUHIRUH QRW EH SURWHFWHG E\ ULJKWV

WKDW H[FOXGH DOO RWKHUV� 7KHVH EDVLF SULQFLSOHV RI �IUHHGRP RI LQIRUPDWLRQ�

DQG �XQUHVWUDLQHG IORZ RI LQIRUPDWLRQ� DUH DQ HVVHQWLDO SUHUHTXLVLWH IRU D

IUHH HFRQRPLF DQG SROLWLFDO V\VWHP�
���

− $ VHFRQG SDUWLFXODULW\ RI WKH OHJDO DVVHVVPHQW RI LPPDWHULDO JRRGV IROORZV

IURP WKH IDFW WKDW SURWHFWLRQ RI LQIRUPDWLRQ PXVW QRW RQO\ WDNH LQWR

DFFRXQW WKH HFRQRPLF LQWHUHVWV RI WKH SURSULHWRU� EXW DW WKH VDPH WLPH

DOVR WKH LQWHUHVWV RI WKRVH ZKR DUH FRQFHUQHG E\ WKH FRQWHQW RI WKH

LQIRUPDWLRQ� 7KH QHZ UHTXLUHPHQWV IRU WKH SURWHFWLRQ RI SULYDF\ LQ WKH

ILHOG RI HOHFWURQLF GDWD SURFHVVLQJ UHVXOWHG IURP WKLV DVSHFW RI LQIRUPDWLRQ

ZKLFK GRHV QRW H[LVW ZLWK UHJDUG WR PDWHULDO REMHFWV�

− $ WKLUG GLIIHUHQFH EHWZHHQ LQIRUPDWLRQ DQG FRUSRUHDO JRRGV LV WKH IDFW

WKDW LQIRUPDWLRQ FDQ EH WUDQVIHUUHG DQG FRSLHG HDVLO\ DQG DQRQ\PRXVO\�

7KHUHIRUH� LW LV RIWHQ GLIILFXOW WR WUDFH EDFN WKH DXWKRU RI LQIRUPDWLRQ� $V D

FRQVHTXHQFH WKH TXHVWLRQ JDLQV VSHFLDO LPSRUWDQFH LQ KRZ IDU

LQWHUPHGLDULHV WUDQVSRUWLQJ RU VWRULQJ WKLUG SDUW\ LQIRUPDWLRQ �VXFK DV

VHUYLFH SURYLGHUV� FDQ EH KHOG UHVSRQVLEOH IRU WKLV FRQWHQW�

− :LWK WKH LQFUHDVLQJ LPSRUWDQFH RI LQIRUPDWLRQ� WKH ULJKWV JLYLQJ DFFHVV WR

LQIRUPDWLRQ JDLQ VLJQLILFDQFH ± QRW RQO\ IRU FULPLQDO SURVHFXWLRQ

DXWKRULWLHV EXW DOVR �H�J� LQ GDWD SURWHFWLRQ ODZ� IRU DQ\ FLWL]HQ �VR�FDOOHG

�DFFHVV WR LQIRUPDWLRQ ULJKWV���
���

7KXV� LW EHFRPHV REYLRXV WKDW OHJDO UXOHV IRU LQIRUPDWLRQ FDQQRW EH

GHYHORSHG E\ ZD\ RI DQDORJ\ IURP SURYLVLRQV RQ FRUSRUHDO REMHFWV� EXW WKDW

WKH\ QHHG WKHLU RZQ LQGHSHQGHQW EDVLV DQG WKHRU\� )RU FULPLQDO LQIRUPDWLRQ

ODZ� WKH FRQVHTXHQFHV RI WKLV JHQHUDO WKHRU\ DUH HYLGHQW� $ OLPLWHG

SURWHFWLRQ RI WKH FUHDWRU RI LQIRUPDWLRQ� WKH SURWHFWLRQ RI WKH FLWL]HQ

FRQFHUQHG E\ LQIRUPDWLRQ� WKH SURWHFWLRQ DJDLQVW LOOHJDO DQG KDUPIXO

FRQWHQWV RI LQIRUPDWLRQ DV ZHOO DV WKH DFFHVV WR LQIRUPDWLRQ DUH DOVR WR EH

JXDUDQWHHG E\ FULPLQDO ODZ ± LQ VR IDU DV RWKHU PHDVXUHV DUH QRW VXIILFLHQW�

�,QWHOOHFWXDO SURSHUW\�� �SULYDF\�� �DEVHQFH RI LOOHJDO DQG�RU KDUPIXO

FRQWHQWV� DV ZHOO DV �DFFHVV WR LQIRUPDWLRQ ULJKWV� GHVFULEH WKH QHZ REMHFWV

��� &I� -RKQ 6WXDUW 0LOO� 2Q /LEHUW\� ����� 3RSSHU� 7KH 2SHQ 6RFLHW\ DQG ,WV (QHPLHV� �QG HG�� �����

��� &I� IRU WKH DFFHVV WR LQIRUPDWLRQ ULJKWV LQ WKH GLIIHUHQW FRXQWULHV WKH DUWLFOHV LQ 6LHEHU �HG���

,QIRUPDWLRQ 7HFKQRORJ\ &ULPH� ����� HVSHFLDOO\ IRU %UD]LO GH $UDXMR -U� �SS� �� HW VHT��� IRU

&DQDGD 3LUDJRII �S� ����� IRU *HUPDQ\ 0|KUHQVFKODJHU �S� ����� IRU +XQJDU\ .HUWpV]�3XV]WDL

�S� ����� IRU ,WDO\ /DQ]L �S� ����� IRU /X[HPERXUJ -DHJHU �S� ����� IRU WKH 1HWKHUODQGV .DVSHUVHQ

�S� ����� IRU 5RPDQLD $QWRQLX �S� ����� IRU 6SDLQ *XWLpUUH] )UDQFpV �S� ����� IRU 7XQLVLD %HQ

+DOLPD �S� ����� DQG IRU 7XUNH\ (UPDQ �SS� ��� HW VHT��� &I� IRU WKH *HUPDQ OHJDO VLWXDWLRQ /RGGH�

'LH ,QIRUPDWLRQVUHFKWH GHV %�UJHUV JHJHQ GHQ 6WDDW� �����
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RI OHJDO SURWHFWLRQ� ZKLFK KDYH QRW RQO\ SURYLGHG WKH EDVLV IRU WKH SUHYLRXV

UHIRUP OHJLVODWLRQ� EXW ZKLFK FDQ� LQ WKH LQIRUPDWLRQ VRFLHW\ DW WKH YHUJH RI

WKH ��VW FHQWXU\� ULJKWO\ FODLP SURWHFWLRQ E\ FULPLQDO ODZ DV ZHOO� 7KLV

H[SODLQV ZK\ VR PDQ\ QHZ OHJDO TXHVWLRQV KDYH WR EH GHDOW ZLWK LQ WKH

LQIRUPDWLRQ VRFLHW\�

�� 5LVN�6RFLHW\�DQG�&KDQJHG�5LVN�&RQWURO

D� *HQHUDO 6RFLDO &KDQJHV

7KH LQFUHDVLQJ VLJQLILFDQFH RI LQIRUPDWLRQ LQ WKH SRVW�LQGXVWULDO LQIRUPDWLRQ

VRFLHW\ GHVFULEHG DERYH LV PDLQO\ FDXVHG E\ WKH GHYHORSPHQW DQG

H[SDQVLRQ RI LQIRUPDWLRQ WHFKQRORJ\� 7KH GHYHORSPHQW RI WKH WHFKQRORJLFDO

VRFLHW\ DQG RI WHFKQRORJ\ ODZ LV� WKHUHIRUH� WKH VHFRQG PDMRU IRUFH RI

FKDQJH EHKLQG WKH VLQJXODU TXHVWLRQV DQDO\VHG DERYH� 6LQFH WKH ����V�

VRFLRORJLVWV DQG ODZ\HUV KDYH EHHQ GLVFXVVLQJ WKH VRFLDO LPSDFW RI PRGHUQ

WHFKQRORJ\ XQGHU WKH WHUP RI �ULVN VRFLHW\��
���

$ SUHVHQWDWLRQ RI WKLV

DFDGHPLF GLVFXVVLRQ PXVW� WKHUHIRUH� QHFHVVDULO\ SUHFHGH DQ DQDO\VLV RI KRZ

IDU WKH DVFHUWDLQHG FKDQJHV RI JHQHUDO WHFKQRORJ\ DUH YDOLG DOVR LQ WKH ILHOG

RI LQIRUPDWLRQ WHFKQRORJ\�

6LQFH WKH ����V� WKH GLVFXVVLRQ DERXW WKH ULVN VRFLHW\ LQ :HVWHUQ

FRXQWULHV IRFXVHG RQ WKH JHQHUDO WHFKQRORJ\ GDQJHUV RI FKHPLVWU\� QXFOHDU

HQHUJ\� JHQHWLF HQJLQHHULQJ DQG RI RWKHU LQVWDOODWLRQV ZLWK SRVVLEOH KDUPIXO

LPSDFWV RQ PDQ DQG QDWXUH� 7KH DFWXDO FKDQJHV GHDOW ZLWK LQ WKH GLVFXVVLRQ

FDQ EH WUDFHG EDFN WR WKUHH PDLQ DVSHFWV�

− 1HZ ULVNV ZLWK JUHDWHU LPSDFW DULVH ZKLFK FDQQRW EH OLPLWHG LQ VSDFH�

WLPH RU ZLWK UHJDUG WR WKH JURXS RI SHUVRQV DIIHFWHG�

− ,Q PDQ\ ILHOGV�
���

ULVNV KDYH DFTXLUHG D �VRFLDO GLPHQVLRQ� DQG FDQQRW EH

WUDFHG EDFN WR LQGLYLGXDOO\ UHVSRQVLEOH SHUVRQV�

− 7KH FRPSOH[LW\ DQG WKH VSHHG RI GHYHORSPHQW RI VRFLDO DQG WHFKQRORJLFDO

FKDQJHV DUH LQFUHDVLQJ�
���

��� ,�H� WKH �HSRFK LQ ZKLFK WKH GDUN VLGHV RI SURJUHVV PRUH DQG PRUH UXOH VRFLDO FRQIOLFWV�� &I� %HFN

�HG��� 3ROLWLN LQ GHU 5LVLNRJHVHOOVFKDIW� ����� S� ��� DV ZHOO DV WKH EDVLF ZRUN RI %HFN�

5LVLNRJHVHOOVFKDIW� $XI GHP :HJ LQ HLQH DQGHUH 0RGHUQH� ����� )RU WKH PHDQLQJ RI WKLV WHUP IRU

FULPLQDO ODZ FI� 3ULWWZLW]� 6WUDIUHFKW XQG 5LVLNR� �����

��� )RU H[DPSOH WKH KROH LQ WKH R]RQH OD\HU� ZDWHU SROOXWLRQ RU IORRGV�

��� &I� 6WUDWHQZHUWK� ��� ������ =HLWVFKULIW I�U GLH JHVDPWH 6WUDIUHFKWVZLVVHQVFKDIW� S� ����
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E� *HQHUDO &RQVHTXHQFHV LQ WKH /HJDO 6\VWHP

7KH UHVXOWLQJ OHJDO FKDQJHV ± XQWLO QRZ HVSHFLDOO\ GLVFXVVHG LQ

HQYLURQPHQWDO ODZ ± FDQ EH UHGXFHG WR WKUHH OLQHV RI GHYHORSPHQW DV ZHOO�

− :LWK UHVSHFW WR JUHDWHU ULVNV� DQ LPSURYHG FULPH SUHYHQWLRQ E\ VRFLDO

SROLWLFV� EXW DOVR D PRUH SRZHUIXO VWDWH DQG LQWHQVLILHG OHJDO FRQWURO DUH

FDOOHG IRU E\ PDQ\ SHUVRQV� +RZHYHU� HYHQ ZLWK LQWHQVLYH VWDWH

LQWHUYHQWLRQV XVLQJ FULPLQDO ODZ� WKH QHZ ULVNV FDQ QR ORQJHU EH FRQWUROOHG

E\ UHSUHVVLYH FULPLQDO ODZ PHDVXUHV RQO\� ,QVWHDG� WKH UHSUHVVLYH

DSSURDFK RI FULPLQDO ODZ PXVW EH DPHQGHG E\ SUHYHQWLYH UHJXODWLRQV�
���

6LQFH FULPLQDO ODZ GRHV QR ORQJHU VXIILFH WR FRQWURO WKH QHZ ULVNV�

DOWHUQDWLYH �H�J� WHFKQLFDO� HFRQRPLF RU VWUXFWXUDO� VROXWLRQV EHFRPH PRUH

DQG PRUH LPSRUWDQW�

− 7KH VRFLDO GLPHQVLRQ RI ULVNV OHDGV WR ULVN FRPPXQLWLHV� VROXWLRQV E\

LQVXUDQFH ODZ� QHZ REMHFWV RI OHJDO SURWHFWLRQ DQG VWULFW OLDELOLW\� ,W LV

HVSHFLDOO\ FRQWURYHUVLDO LQ KRZ IDU FULPLQDO ODZ FDQ VROYH WKH SUREOHPV

PHQWLRQHG� 2Q WKH RQH KDQG� ZLGHU UXOHV RI LPSXWDWLRQ DQG SURWHFWLYH

FRQFHSWV DUH FDOOHG IRU� RQ WKH RWKHU KDQG� D UHGXFWLRQ RI FULPLQDO ODZ LV

GHPDQGHG DV LW LV UHJDUGHG LQDSSURSULDWH IRU WKH UHJXODWLRQ RI VRFLDO

GLPHQVLRQ ULVNV DQG IRU D ULVN EDODQFH LQGHSHQGHQW RI IDXOW EHFDXVH RI LWV

FODVVLF QHHGV IRU LPSXWDWLRQ�
���

− %HFDXVH RI WKH JUHDWHU FRPSOH[LW\ DQG G\QDPLVP� WKH ODZ PDNHV PRUH

DQG PRUH XVH RI LQGHILQLWH OHJDO WHUPV� RI EODQNHW FODXVHV DQG G\QDPLF

UHIHUHQFHV� 5XOH�PDNLQJ E\ SULYDWH RUJDQLVDWLRQV �HVSHFLDOO\ VR�FDOOHG

��� &I� $OEUHFKW� ������ .ULWLVFKH 9LHUWHOMDKUHVVFKULIW� S� ��� �DW S� ����� &DOOLHV� ������ 1HXH

-XULVWLVFKH :RFKHQVFKULIW� SS� ���� HW VHT�� +DVVHPHU� ������ 1HXH =HLWVFKULIW I�U 6WUDIUHFKW�

S� ��� �DW S� ����� +LOJHQGRUI� ������ 1HXH =HLWVFKULIW I�U 6WUDIUHFKW� S� �� �DW SS� �� HW VHT���

.XKOHQ� ������ *ROWGDPPHU
V $UFKLY I�U 6WUDIUHFKW� SS� ��� HW VHT�� :ROI� �� ������ /HYLDWKDQ�

SS� ��� HW VHT�

��� &I� IRU WKH ILUVW RSLQLRQ 6WUDWHQZHUWK� ��� ������ =HLWVFKULIW I�U GLH JHVDPWH

6WUDIUHFKWVZLVVHQVFKDIW� S� ��� �DW SS� ��� HW VHT�� ����� 7LHGHPDQQ�.LQGKlXVHU� ������ 1HXH

=HLWVFKULIW I�U 6WUDIUHFKW� S� ��� �DW SS� ��� HW VHT��� IRU WKH RSSRVLWH RSLQLRQ FI� &DOOLHVV� ������

1HXH -XULVWLVFKH :RFKHQVFKULIW� SS� ���� HW VHT� �DW S� ������ +DVVHPHU� ������ 1HXH =HLWVFKULIW

I�U 6WUDIUHFKW� S� ��� �DW S� ����� $QDO\VLQJ WKHVH TXHVWLRQV ZLWK UHVSHFW WR FRPSXWHU�UHODWHG

FULPH RQH FDQ VD\ WKDW WKH GHYHORSPHQW RI FULPH DQG ODZ LQ WKH ILHOG RI LQIRUPDWLRQ WHFKQRORJ\

GLVSURYHV RI WKLV SDUWLFXODU VHFWRU WKH JOREDO� JHQHUDO FULWLFLVP RI D WRR IDU�UHDFKLQJ �ULVN FULPLQDO

ODZ�� 7KH QHZ FULPLQDO SURYLVLRQV DQG OLNHZLVH WKH QHZ SURFHGXUDO SRZHUV RI LQWHUYHQWLRQ IRU

FULPLQDO LQYHVWLJDWLRQV LQ WKH ILHOG RI LQIRUPDWLRQ WHFKQRORJ\ DUH SUHGRPLQDQWO\ MXVWLILHG E\ WKH

VRFLDO FKDQJHV SUHVHQWHG� /HJDO SROLF\ PXVW QHYHUWKHOHVV DFFHSW WKH UHSURDFK WKDW QRQ�FULPLQDO

PHDVXUHV KDYH EHHQ QHJOHFWHG DQG WKDW D SDUWO\ LQVXIILFLHQW OHJDO WHFKQLTXH KDV EHHQ XVHG�
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VHOI�UHJXODWLRQ� LQFUHDVHV�
���

$SDUW IURP WKLV� WKH FRUUHODWLRQ EHWZHHQ

GLIIHUHQW ILHOGV RI ODZ EHFRPHV FORVHU� QHZ LQWHUPHGLDWH ILHOGV HPHUJH�
���

F� ,QIRUPDWLRQ 7HFKQRORJ\ DV 3DUW RI WKH 5LVN 6RFLHW\

7KH DQDO\VLV LQ WKLV UHSRUW KDV GHPRQVWUDWHG WKDW PRVW RI WKH FKDQJHV

GHVFULEHG DERYH RI WKH ULVN VRFLHW\ DOVR RFFXU LQ WKH ILHOG RI LQIRUPDWLRQ

WHFKQRORJ\� 6PDOO DOWHUDWLRQV RI GDWD FDQ PRYH ODUJH DPRXQWV RI GHSRVLW

PRQH\� &RPSXWHU VDERWDJH ± IRU H[DPSOH LQ EDQNV RU ZLWK IOLJKW FRQWURO

V\VWHPV ± DIIHFWV WKH PRVW YLWDO SDUWV RI WKH PRGHUQ HFRQRP\� &RPSOH[LW\

DQG VSHHG RI GHYHORSPHQW DUH JURZLQJ� $FFRUGLQJO\ D ORW RI WKH JHQHUDO

ILQGLQJV DQG FRQWURYHUVLHV FRQFHUQLQJ WKH �ODZ RI WKH ULVN VRFLHW\� DSSO\ WR

WKH ILHOG RI LQIRUPDWLRQ WHFKQRORJ\ DV ZHOO�

− 7KH IXWXUH LQIRUPDWLRQ VRFLHW\ UHTXLUHV PDLQO\ QRQ�FULPLQDO PHDVXUHV IRU

WKH SUHYHQWLRQ RI FRPSXWHU FULPH� 7HFKQLFDO VHFXULW\ VWDQGDUGV WKDW

LQFOXGH DFFHVV FRQWURO V\VWHPV� LQVWUXFWLRQV IRU WKH V\VWHP XVHUV

FRQFHUQHG� DZDUHQHVV DQG HGXFDWLRQ SURJUDPV DV ZHOO DV DSSURSULDWH

JHQHUDO FRQGLWLRQV RI FLYLO DQG DGPLQLVWUDWLYH ODZ LQ PDQ\ FDVHV DUH PRUH

LPSRUWDQW WKDQ FULPLQDO ODZ SURYLVLRQV�
���

− +RZHYHU� DW WKH VDPH WLPH DQ DGDSWDWLRQ RI FULPLQDO ODZ WR WKH QHZ ULVNV

LV QHFHVVDU\� 7KH JHQHUDO UHSURDFK RI DQ RYHU�FULPLQDOLVDWLRQ E\ WKH

SURWHFWLRQ RI FROOHFWLYH LQWHUHVWV DV ZHOO DV WKH XVH RI �SHU VH EDQV� DQG

VWULFW�OLDELOLW\ RIIHQFHV RI �ULVN FULPLQDO ODZ�
���

LV QRW MXVWLILHG LQ WKLV

DQDO\VHG ILHOG RI LQIRUPDWLRQ WHFKQRORJ\�
���

,Q WKH HPHUJLQJ ULVN VRFLHW\�

��� &I� IRU WKH UHJXODWRU\ WHFKQLTXHV LQ WKH ILHOG RI HQYLURQPHQWDO ODZ +RSSH�%HFNPDQQ� 8PZHOWUHFKW�

����� SS� �� HW VHT�� ���� )RU WKH FRQVWLWXWLRQDO SUREOHPV RI WKHVH UHJXODWRU\ WHFKQLTXHV FI�

'HQQLQJHU� 9HUIDVVXQJVUHFKWOLFKH $QIRUGHUXQJHQ DQ GLH 1RUPVHW]XQJ LP 8PZHOW� XQG

7HFKQLNUHFKW� ����� SS� �� HW VHT�� �� HW VHT�� ��� HW VHT�� ��� HW VHT� )RU WKH SUREOHPV

FRQFHUQLQJ WKH SDUWLFLSDWLRQ RI H[SHUW FRPPLWWHHV LQ OHJLVODWLRQ FI� +RIPDQQ� 3ULYDWZLUWVFKDIW XQG

6WDDWVNRQWUROOH EHL GHU (QHUJLHYHUVRUJXQJ GXUFK $WRPNUDIW� ����� SS� �� HW VHT�

��� $ SRSXODU H[DPSOH IRU VXFK DQ LQWHUPHGLDWH ILHOG LV ± EHVLGHV LQIRUPDWLRQ ODZ ± HVSHFLDOO\

HQYLURQPHQWDO ODZ�

��� &I� IRU WKH QHFHVVLW\ RI D VWURQJHU SROLWLFDO �QRQ�OHJDO� FRQWURO RI WHFKQRORJLFDO DQG HFRQRPLF

VHFWRUV IURP WKH GLVFXVVLRQ DERXW WKH ULVN VRFLHW\ HVSHFLDOO\ $OEUHFKW� ������ .ULWLVFKH

9LHUWHOMDKUHVVFKULIW� SS� ���� ���� ���� ,Q SDUWLFXODU RQ FRPSXWHU FULPH FI� 6LHEHU� 7KH

,QWHUQDWLRQDO +DQGERRN RQ &RPSXWHU &ULPH� ����� SS� ��� HW VHT�� FI� HVSHFLDOO\ IRU RUJDQLVHG

FULPH 6LHEHU�%|JHO� /RJLVWLN GHU 2UJDQLVLHUWHQ .ULPLQDOLWlW� ����� SS� ��� HW VHT�

��� &I� HVSHFLDOO\ +DVVHPHU� ������ 1HXH =HLWVFKULIW I�U 6WUDIUHFKW� SS� ��� HW VHT�� +DVVHPHU� ������

=HLWVFKULIW I�U 5HFKWVSROLWLN� SS� ��� HW VHT�

��� 7KH SUHVHQWHG DQDO\VLV RI �LQIRUPDWLRQ ODZ� KDV VKRZQ WKDW LPSURYHG FULPLQDO ODZ SURWHFWLRQ LQ

WKH ILHOG RI LQWDQJLEOHV ± HVSHFLDOO\ ZLWK UHVSHFW WR LQWHOOHFWXDO SURSHUW\ DQG WKH FLWL]HQ¶V ULJKW WR

SULYDF\ ± LV MXVWLILHG E\ QHZ QHHGV IRU SURWHFWLRQ LQ WKH LQIRUPDWLRQ VRFLHW\� 3UREOHPV RI

LPSXWDWLRQ FRQFHUQLQJ WKH ULVN VRFLHW\ DV ZHOO DV WKH UHVXOWLQJ �SHU VH EDQV� FDQ KDUGO\ EH QRWLFHG

LQ WKH ILHOG RI FULPLQDO LQIRUPDWLRQ ODZ� 2QO\ LQ WKH ILHOG RI FULPLQDO GDWD SURWHFWLRQ ODZ LV WKHUH DQ
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WKH QHZ YDOXHV DQG REMHFWV RI WKH LQIRUPDWLRQ VRFLHW\ QHHG FULPLQDO

SURWHFWLRQ�

− /HJDO UHJXODWLRQV PXVW QRW FRQFHQWUDWH RQ FRLQFLGHQWDO WHFKQRORJLFDO

FKDQJHV DV ZDV GRQH LQ PDQ\ QDWLRQDO OHJLVODWLRQV� :KDW LV QHFHVVDU\ LV

VWUXFWXUDO WKLQNLQJ DQG D GHVFULSWLRQ RI WKH IXQFWLRQV WKXV UHVXOWLQJ WR ODZ

ZKLFK FDQ DOVR GHDO ZLWK FKDQJLQJ WHFKQRORJ\�
���

�� *OREDO�6RFLHW\�DQG�,QWHUQDWLRQDO�/HJDO�+DUPRQLVDWLRQ

D� 6RFLDO &KDQJHV

7KH WKLUG JHQHUDO OLQH RI GHYHORSPHQW EHKLQG WKH SUREOHPV GHVFULEHG KHUH LV

WKH ORVV RI LPSRUWDQFH RI QDWLRQDO ERUGHUV DQG WKH FRUUHVSRQGLQJ

LQWHUQDWLRQDO KDUPRQLVDWLRQ RI ODZ� 7KH FRPLQJ WRJHWKHU RI WKH FLWL]HQV RI

WKH ZRUOG ± LQ JHQHUDO UHODWHG WR D JUHDWHU PRELOLW\ ± FDQ EH VHHQ LQ WKH ILHOG

RI FRPSXWHU FULPH SDUWLFXODUO\ ZLWK WKH XVH RI LQWHUQDWLRQDO

WHOHFRPPXQLFDWLRQ QHWZRUNV� 7KH PRELOLW\ RI GDWD LQ WKHVH QHWZRUNV PDNHV

LW SRVVLEOH WR FRPPLW D FULPH ZLWK WKH KHOS RI D FRPSXWHU RI ZKLFK WKH

UHVXOWV WDNH SODFH DEURDG� 'DWD FDQ EH WUDQVIHUUHG YLD LQWHUQDWLRQDO

QHWZRUNV LQ D VSOLW VHFRQG ZLWKRXW KDYLQJ DQ\ SRVVLELOLWLHV RI FRQWURO� 7KHVH

FKDQJHV HQWDLO D ORVV RI SRZHU RI WKH WUDGLWLRQDO QDWLRQDO VWDWH ERWK LQ IDYRXU

RI UHJLRQDO DQG VXSUDQDWLRQDO JRYHUQPHQWDO RUJDQLVDWLRQV DV ZHOO DV LQ

IDYRXU RI PXOWLQDWLRQDO FRPSDQLHV� EXW DOVR ZLWK UHVSHFW WR RUJDQLVHG FULPH

JURXSV�
���

E� &RQVHTXHQFHV LQ WKH /HJDO 6\VWHP

7KHUHIRUH� WKH HIIHFWLYH SURWHFWLRQ RI WKH FLWL]HQ LQ WKH QHZO\ HPHUJLQJ

LQIRUPDWLRQ DQG FRPPXQLFDWLRQ VRFLHW\ LV RQO\ SRVVLEOH LI WKHVH EDVLF

FKDQJHV DUH FRQVLGHUHG DQG VKDSHG SRVLWLYHO\� *OREDO DSSURDFKHV DUH

QHFHVVDU\ WR KDYH DQ LQWHQVLILHG FR�RSHUDWLRQ RI QDWLRQDO VWDWHV DQG

VXSUDQDWLRQDO RUJDQLVDWLRQV� ERWK ZLWK UHVSHFW WR OHJDO PHDVXUHV DQG LQ

GHYHORSLQJ QHZ FRPSUHKHQVLYH DQG SUHYHQWLRQ VWUDWHJLHV�

'LIIHUHQW QDWLRQDO ODZV ZLWK WKH DLP RI SUHYHQWLQJ FRPSXWHU FULPH ZRXOG

HQWUDLQ �GDWD KDYHQV� RU �FRPSXWHU FULPH KDYHQV� ZKLFK� LQ WXUQ� ZRXOG

RYHU�FULPLQDOLVDWLRQ� ZKLFK LV KRZHYHU QRW GXH WR WKH FUHDWLRQ RI QHZ FROOHFWLYH REMHFWV RI OHJDO

SURWHFWLRQ RU �SHU VH EDQV�� EXW WR GLVUHJDUGLQJ WKH FODVVLF XOWLPD�UDWLR SULQFLSOH RI FULPLQDO ODZ�

��� &I� 6LHEHU� ,QIRUPDWLRQVWHFKQRORJLH XQG 6WUDIUHFKWVUHIRUP� ����� SS� �� HW VHT�

��� )RU D PRUH GHWDLOHG DQDO\VLV RI WKHVH DVSHFWV VHH PHPRUDQGXP RI 6LHEHU� $ 0RGHO (XURSHDQ 3HQDO

&RGH� &RXQFLO RI (XURSH� $6�-XU ������ �� RI � )HEUXDU\ �����
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OHDG WR PDUNHW UHVWULFWLRQV DQG QDWLRQDO EDUULHUV WR WKH IUHH IORZ RI

LQIRUPDWLRQ� 7KHVH UHVWULFWLRQV DQG QDWLRQDO EDUULHUV ZRXOG QRW RQO\ EH

HVWDEOLVKHG E\ FRPSDQLHV ZKLFK ZRXOG FHDVH WR H[SRUW FRPSXWHU SURJUDPV

LQWR WKRVH FRXQWULHV WKDW GR QRW KDYH DQ HIIHFWLYH OHJDO V\VWHP RI SURWHFWLRQ

IRU FRPSXWHU VRIWZDUH� 'LIIHUHQW OHJDO UHJLPHV ZRXOG DOVR SURYRNH

JRYHUQPHQWV WR UHVWULFW GDWD IORZV WR FRXQWULHV ZLWK OHVV GHYHORSHG

SURWHFWLYH V\VWHPV� DV LV LOOXVWUDWHG E\ H[SRUW UHJXODWLRQV IRU SHUVRQDO GDWD

LQ PDQ\ SULYDF\ ODZV� 7KHVH QDWLRQDO UHVWULFWLRQV �VXFK DV DFFHVV FRQWURO

ZLWK UHVSHFW WR LOOHJDO FRQWHQWV� ZRXOG LPSHULO SULYDF\� WUDGH VHFUHWV DQG WKH

IUHH HFRQRPLF GHYHORSPHQW RI DQ LQWHUQDWLRQDO LQIRUPDWLRQ PDUNHW� 'LIIHUHQW

SUHYHQWLYH PHDVXUHV FRXOG DOVR DIIHFW HTXDO FRQGLWLRQV RI FRPSHWLWLRQ�

$ERYH DOO� QDWLRQDO VROXWLRQV DQG UHVWULFWLRQV IRU WKH IUHH IORZ RI

LQIRUPDWLRQ ZRXOG EH GRRPHG WR IDLOXUH� 7KLV LV LOOXVWUDWHG HVSHFLDOO\ E\

LQWHUQDWLRQDO WHOHFRPPXQLFDWLRQ QHWZRUNV LQ ZKLFK GDWD FDQ EH WUDQVIHUUHG

LQ DQ HQFRGHG IRUP E\ D WHOHSKRQH FDOO ZLWK D GXUDWLRQ RI RQO\ D IHZ

VHFRQGV� &RQVLGHULQJ WKH DPRXQW RI ERWK SULYDWH DQG SXEOLF GDWD WUDQVIHUUHG

LQ LQWHUQDWLRQDO FRPSXWHU QHWZRUNV FRQWUROV RI WKHLU FRQWHQW DUH QR ORQJHU

SRVVLEOH� 6LPLODUO\� LW LV LPSRVVLEOH WR FRQWURO FRUSRUHDO WDSHV� GLVFV� FRPSDFW

GLVFV DQG FRPSXWHU FKLSV ZKLFK DUH WUDQVIHUUHG IURP RQH FRXQWU\ WR

DQRWKHU� 7KH SROLWLFDO OLEHUDOLVDWLRQ LQ &HQWUDO DQG (DVWHUQ (XURSHDQ

FRXQWULHV� ZKLFK ZDV VXSSRUWHG FRQVLGHUDEO\ E\ WKH WUDQVIHU RI :HVWHUQ

LQIRUPDWLRQ� PDGH REYLRXV WKDW LQIRUPDWLRQ LV IUHH DQG FDQ KDUGO\ EH

FRQWUROOHG E\ JRYHUQPHQWV�
���

,Q DGGLWLRQ� ZLWK UHVSHFW WR SURFHGXUDO ODZ� WKH KDUPRQLVDWLRQ RI WKH

YDULRXV QDWLRQDO FRHUFLYH SRZHUV LV DQ LPSRUWDQW IDFWRU IRU WKH VPRRWK

IXQFWLRQLQJ RI WKH LQWHUQDWLRQDO LQVWUXPHQWV RI PXWXDO DVVLVWDQFH� VLQFH ±

HYHQ LI WKH UHTXLUHPHQWV RI GRXEOH FULPLQDOLW\ DUH IXOILOOHG ± D VWDWH ZKRVH

DVVLVWDQFH LV UHTXHVWHG FDQ RQO\ FDUU\ RXW PHDVXUHV DGPLVVLEOH E\ LWV ODZ�

,Q WKH ORQJ UXQ� LQ FORVH FXOWXUDO DQG HFRQRPLF FRPPXQLWLHV VXFK DV LQ

(XURSH� D KDUPRQLVDWLRQ RI FRHUFLYH SRZHUV DQG WKH UHVSHFWLYH OHJDO

VDIHJXDUGV FRXOG PDNH VSHFLILF DQG FRPSOLFDWHG URXWLQHV RI PXWXDO

DVVLVWDQFH REVROHWH DQG JLYH WKH GHFLVLRQ RI D IXWXUH �(XURSHDQ� RU

LQWHUQDWLRQDOO\ UHFRJQLVHG MXGJH WKH VDPH YDOXH DV WKH GHFLVLRQ RI D QDWLRQDO

DXWKRULW\�
���

��� *OREDOO\ XVHG UDWLQJ V\VWHPV FRXOG FKDQJH WKLV UHVXOW RQO\ LQ D YHU\ OLPLWHG ZD\ VLQFH WKH\ FDQ

RQO\ EH XVHG LQ VSHFLILF VHFWRUV RI GDWD IORZV �H�J� QRW FRYHULQJ SULYDWH RU G\QDPLF RU VKRUW�OLYLQJ

GDWD H[FKDQJHV��

��� 6HH 6LHEHU� 3URFHGXUDO /DZ 3UREOHPV ZLWK 5HJDUG WR WKH 8VH RI &RPSXWHUL]HG 'DWD LQ &ULPLQDO

,QYHVWLJDWLRQV� &RXQFLO RI (XURSH� 5HSRUW 1R� 3&�5�&&����� RI �� )HEUXDU\ ����� 6LHEHU�

,QWHUQDWLRQDOH (UIRUVFKXQJ XQG %HNlPSIXQJ GHU :LUWVFKDIWVNULPLQDOLWlW� LQ� $OEUHFKW�6LHEHU �HGV���
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%� 5HPHGLHV�WR�)LJKW�&RPSXWHU�&ULPH�±
$�*HQHUDO�$SSURDFK

7KH DQDO\VLV RI SDUDGLJPV VKLIWV EHKLQG WKH PXOWLWXGH RI QHZ FDVHV DQG QHZ

ODZV PDNH LW REYLRXV WKDW ILJKWLQJ FRPSXWHU FULPH FDQ QR ORQJHU IRFXV RQ

DPHQGLQJ WUDGLWLRQDO QDWLRQDO FULPLQDO ODZ DV LW LV VWLOO FRQVLGHUHG E\

SROLWLFLDQV LQ PDQ\ FRXQWULHV� ,QVWHDG� WKH IROORZLQJ WKUHH PDLQ ILQGLQJV RI

WKH DERYH DQDO\VLV KDYH HVSHFLDOO\ EH WDNHQ LQWR DFFRXQW�

− ,Q WKH PRGHUQ ULVN VRFLHW\ WKH PDLQ HIIRUWV WR UHGXFH ULVNV PXVW IRFXV RQ

WHFKQLFDO� VWUXFWXUDO DQG HGXFDWLRQDO PHDVXUHV�

− ,Q WKH JOREDO VRFLHW\ ± HVSHFLDOO\ LQ LQWHUQDWLRQDO FRPPXQLFDWLRQ QHWZRUNV

± DOO WHFKQLFDO RU OHJDO HIIRUWV PXVW EH LQWHUQDWLRQDO�

− ,Q WKH LQIRUPDWLRQ VRFLHW\ QHZ �HVSHFLDOO\ OHJDO� DSSURDFKHV PXVW

FRQVLGHU WKH VSHFLILFV RI LQIRUPDWLRQ DV D QHZ YDOXH EXW DOVR DV D QHZ ULVN

SRWHQWLDO�

&RQVHTXHQWO\� WKH SUREOHPV RI FRPSXWHU FULPH FDQ RQO\ EH VROYHG E\ D

FRPELQDWLRQ RI FRQFHUWHG LQWHUQDWLRQDO DFWLRQV� 7KHVH DFWLRQV VKRXOG

FRPSULVH HVSHFLDOO\ WKH IROORZLQJ IRXU �ILOWHUV� WR ILJKW FULPH� 7HFKQRORJLFDO

DQG RUJDQLVDWLRQDO PHDVXUHV� HGXFDWLRQ� LQGXVWU\ DQG WKH ODZ�
���

�� 7HFKQRORJLFDO�DQG�2UJDQLVDWLRQDO�0HDVXUHV

&RPSXWHU FULPH SUREOHPV DUH PRVWO\ WHFKQLFDO DQG�RU RUJDQLVDWLRQDO

SUREOHPV RI WKH YLFWLPV RI FRPSXWHU FULPH� $V D FRQVHTXHQFH WHFKQLFDO DQG

RUJDQLVDWLRQDO VROXWLRQV DUH WKH PRVW LPSRUWDQW PHDQV WR SUHYHQW FRPSXWHU

FULPH� 7KHVH PHDVXUHV LQFOXGH SHUVRQDO DQG HGXFDWLRQDO VDIHW\� SK\VLFDO

VDIHW\� RUJDQLVDWLRQDO DQG WHFKQLFDO VDIHW\� LQWHUQDO DXGLWLQJ� LQVXUDQFH

DJDLQVW FRPSXWHU FULPH DV ZHOO DV WKH SURSHU IRUPXODWLRQ RI FRQWUDFWV� 7KH

PDMRULW\ RI WKHVH PHDVXUHV PXVW QRW RQO\ EH UHVWULFWHG WR WKH SUHYHQWLRQ RI

FRPSXWHU FULPH� EXW VKRXOG DOVR DLP DW WKUHDWV FDXVHG E\ QHJOLJHQFH�

=ZDQ]LJ -DKUH 6�GZHVWGHXWVFKH .ULPLQRORJLVFKH .ROORTXLHQ� ����� SS� �� HW VHT�� DW �� HW VHT��

�� HW VHT�� 6LHEHU� (XURSlLVFKH (LQLJXQJ XQG (XURSlLVFKHV 6WUDIUHFKW� ��� ������ =HLWVFKULIW I�U

GLH JHVDPWH 6WUDIUHFKWVZLVVHQVFKDIW� SS� ��� HW� VHT�

��� 7KLV FRPELQDWLRQ RI PHDVXUHV WR ILJKW FRPSXWHU FULPH KDV EHHQ GHYHORSHG LQ WKH H[SHUW JURXS RI

WKH *� 0LQLVWHUV DQG &KLHI $GYLVRUV RI 6FLHQFH DQG 7HFKQRORJ\ �&DUQHJLH�*URXS�� 6HH VXSUD

FKDSWHU ,9�'��� IQ� ����
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KXPDQ HUURUV� SURIHVVLRQDO LQFRPSHWHQFH� QDWXUDO RFFXUUHQFHV DQG

HQYLURQPHQWDO IRUFHV� DV ZHOO DV ODERXU VWULNHV�

)ROORZLQJ WKH 5HFRPPHQGDWLRQ RI WKH DERYH PHQWLRQHG H[SHUW JURXS RI

WKH 3� 0LQLVWHUV DQG DGYLVRUV RI VFLHQFH DQG WHFKQRORJ\ RQ �0LVXVH RI

,QWHUQDWLRQDO 'DWD 1HWZRUNV�
���

WHFKQLFDO VROXWLRQV VKRXOG HVSHFLDOO\ SURPRWH

WKH GHYHORSPHQW DQG XVH RI

− WHFKQRORJLHV WKDW ZLOO DXWKHQWLFDWH WKH XVHU WR WKH VHUYLFH DQG�

FRQYHUVHO\� DXWKHQWLFDWH WKH VHUYLFH WR WKH XVHU�

− WHFKQRORJLHV WKDW FDQ HQKDQFH VHFXULW\ RI FRPPXQLFDWLRQV WKURXJK HDFK

OLQN RI WKH FRPPXQLFDWLRQV FKDLQ IURP WKH LQGLYLGXDO �SHUVRQDO RU

FRPSDQ\� XVHU GHYLFH DOO WKURXJK WKH QHWZRUN �H�J� E\ PLQLPXP VHFXULW\

VWDQGDUGV DQG VHFXULW\ �DXGLWV���

− DSSURSULDWH QRQ�UHSXGLDWLRQ VHUYLFHV� H�J�� SURYLGLQJ VHFXUH GLJLWDO

VLJQDWXUHV E\ VHFXUH XVHU GHYLFHV� DV\PPHWULF FU\SWR V\VWHPV DQG

FHUWLILHG SXEOLF NH\V�

− WHFKQRORJLHV IRU WUDFNLQJ ,QWHUQHW FRPPXQLFDWLRQV RU LQ RWKHU FDVHV� TXLWH

WKH UHYHUVH IRU WKH XVH LQ RWKHU FDVHV� DQWL�PRQLWRULQJ V\VWHPV� L�H�� DQWL�

WUDFNLQJ WHFKQRORJ\� WR SURWHFW WKH SULYDF\ RI XVHUV E\ SUHYHQWLQJ

XQQHFHVVDU\ JDWKHULQJ DQG OLQNLQJ RI GDWD�

− PHDVXUHV DJDLQVW WKH DEXVH RI DQRQ\PLW\� H�J�� QRQ�UHSXGLDWLRQ VHUYLFHV

EDVHG RQ FHUWLILHG SVHXGRQ\PV ZKHUH WKH FHUWLILFDWLRQ DXWKRULW\ LV DEOH

DQG REOLJHG WR IXUQLVK WKH QDPH DQG DGGUHVV RI WKH KROGHU RI WKH

SVHXGRQ\P XQGHU FOHDUO\ GHILQHG FLUFXPVWDQFHV�

− LQWHUQDWLRQDO IUDPHZRUNV WR HQDEOH WKH XVH RI HIIHFWLYH HQFU\SWLRQ ZRUOG�

ZLGH�

− WHFKQRORJLHV IRU HIIHFWLYH PRQHWDU\ WUDQVDFWLRQV �HVSHFLDOO\ DQRQ\PRXV

GLJLWDO FDVK� ZKLFK DUH QHFHVVDU\ IRU FRPPHUFH LQ WKH ,QWHUQHW DQG ZKLFK

KDYH WR EH VHFXUH DQG SURWHFW WKH SULYDF\ RI XVHUV RQ WKH RQH KDQG� EXW ±

RQ WKH RWKHU KDQG ± KDYH SURYLVLRQV WR GLVFRXUDJH WKHLU XVH IRU FULPLQDO

SXUSRVHV �H�J� PRQH\ ODXQGHULQJ��

− WHFKQRORJLHV IRU FRQWHQW UDWLQJ� H�J� YROXQWDU\ ODEHOOLQJ DQG ILOWHULQJ

WHFKQRORJLHV �H�J� 3,&6�� LQFOXGLQJ VHOI�UDWLQJ IRU ZHE VLWHV DQG QHZV

JURXS DUWLFOHV�

− WHFKQRORJLHV IRU FRS\ULJKW SURWHFWLRQ� L�H� ZDWHUPDUNLQJ DQG

DXWKHQWLFDWLRQ WHFKQRORJLHV DV ZHOO DV D WLPH VWDPSLQJ VHUYLFH WR SURWHFW

LQWHOOHFWXDO SURSHUW\�

��� 6HH VXSUD FKDSWHU ,9�'��� IQ� ����
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���

�� $ZDUHQHVV�DQG�(GXFDWLRQ

,Q PRVW RI WKH DERYH GHVFULEHG LOOHJDO DFWLRQV� FRPSXWHU FULPH ZDV HQDEOHG

E\ WKH IDFW WKDW FRPSXWHU XVHUV GLG QRW DSSO\ H[LVWLQJ WHFKQLFDO SURWHFWLRQ

PHDVXUHV� (�J� SRRU GHVLJQV RI VHFXULW\ IHDWXUHV� QHJOLJHQFH ZLWK UHVSHFW WR

SDVVZRUGV RU PLVVLQJ EDFN�XS V\VWHPV FDQ EH IUHTXHQWO\ IRXQG� $V D

FRQVHTXHQFH LW LV PRVW LPSRUWDQW WR UDLVH SXEOLF DZDUHQHVV RQ WKH

YXOQHUDELOLW\ RI FRPSXWHUV DQG FRPPXQLFDWLRQ V\VWHPV DQG RQ WKH

UHVSHFWLYH VHFXULW\ IHDWXUHV� 7KLV FDQ EH GRQH H�J� E\ HGXFDWLRQ LQ VFKRROV

DQG XQLYHUVLWLHV� JHQHUDO DZDUHQHVV FDPSDLJQV� VHPLQDUV� LQGHSHQGHQW

VHFXULW\ FRQVXOWDQWV� KDUG� DQG VRIWZDUH PDQXIDFWXUHV� RQOLQH VHUYLFH DQG

DFFHVV SURYLGHUV� LQVXUDQFH FRPSDQLHV� UHVHDUFK LQVWLWXWHV� LQWHOOLJHQFH

VHUYLFHV DQG RWKHU JRYHUQPHQWDO DJHQFLHV�
���

+RZHYHU� WKH UROH RI HGXFDWLRQ JRHV IDU EH\RQG UDLVLQJ DZDUHQHVV RI

ULVNV DQG WHDFKLQJ VHFXULW\ SURFHGXUHV� ,W VKRXOG DLP DW EURDG PXOWLPHGLD

FRPSHWHQFHV� )ROORZLQJ WKH 5HFRPPHQGDWLRQV RI WKH H[SHUW JURXS RI WKH

3� 0LQLVWHUV DQG DGYLVRUV RI VFLHQFH DQG WHFKQRORJ\
���

PHQWLRQHG DERYH

HGXFDWLRQ VKRXOG

− DGYLVH SROLWLFDO OHDGHUV RQ DQ\ QHZ DUHDV ZKHUH QHZ SROLFLHV PD\ EH

DSSURSULDWH ZLWK UHVSHFW WR WKH SUHYHQWLRQ RI PLVXVH LQ GDWD QHWZRUNV�

− UDLVH SXEOLF DZDUHQHVV RI WKH ,QWHUQHW DV D YDOXDEOH WRRO IRU HGXFDWLRQ

DQG OLIHORQJ OHDUQLQJ� DV ZHOO DV RI WKH LPSRUWDQFH RI SURPRWLQJ WKH

UHVSRQVLEOH XVH RI WKLV QHZ PHGLXP�

− GHYHORS LQFUHDVHG DFFHVV WR FRPSXWHU QHWZRUNV� VHUYLFHV DQG FRQWHQWV

IRU VFKRROV DQG XQLYHUVLWLHV�

− FUHDWH D IDYRXUDEOH HQYLURQPHQW IRU HDV\ XVH RI WKH ,QWHUQHW IRU

HYHU\ERG\� HVSHFLDOO\ WKH \RXQJHU JHQHUDWLRQ� H�J� E\ OLQNLQJ RU FUHDWLQJ

�HOHFWURQLF WRZQKDOOV�� ZKHUH VWXGHQWV IURP SDUWLFLSDWLQJ QDWLRQV FDQ

VKDUH YLHZV DQG H[SHULHQFH UHJDUGLQJ WKH ,QWHUQHW�

− HGXFDWH XVHUV RQ WKHLU ULJKWV� GXWLHV� DQG SURFHGXUHV IRU VDIH XVH RI WKH

,QWHUQHW� IRU H[DPSOH E\�

SURPRWLQJ WKH XVH RI ILOWHULQJ VRIWZDUH�

��� ([DPSOHV IRU WKH LPSURYHPHQW RI GDWD VHFXULW\ E\ JRYHUQPHQWDO DVVLVWDQFH DUH WKH IRXQGDWLRQ RI

WKH 'XWFK �3ODWIRUP &RPSXWHUFULPLQDOLWlW� LQ ���� �D SURMHFW RI WKH 'XWFK 0LQLVWULHV RI -XVWLFH DQG

&RPPHUFH LQ FR�RSHUDWLRQ ZLWK SULYDWH RUJDQLVDWLRQV RI FRPPHUFH DQG LQGXVWU\� RU RI WKH *HUPDQ

�%XQGHVDPW I�U 6LFKHUKHLW LQ GHU ,QIRUPDWLRQVWHFKQLN� LQ ���� �DQ DJHQF\ XQGHU WKH *HUPDQ

0LQLVWU\ RI ,QWHULRU $IIDLUV� LQ RUGHU WR LPSURYH GDWD VHFXULW\ LQ WKH SULYDWH DQG WKH JRYHUQPHQWDO

VHFWRU�

��� 6HH VXSUD FKDSWHU ,9�'��� IQ� ����
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LQIRUPLQJ XVHUV RI UHJXODWLRQV�ODZV FRQFHUQLQJ GDWD SURWHFWLRQ�

LQWHOOHFWXDO SURSHUW\ ULJKWV DQG UHODWHG FULPLQDO ODZV�

SURYLGLQJ LQIRUPDWLRQ WR KHOS XVHUV VHOHFW VHFXUH SHUVRQDO GHYLFHV DQG

FRPPXQLFDWLRQ V\VWHPV DQG RQ SURFHGXUHV IRU WKH XVH RI DQRQ\PLW\�

− HGXFDWH XVHUV RQ KRZ WR EH ZHOO�LQIRUPHG FRQVXPHUV RI QHZ HOHFWURQLF

FRPPHUFH VHUYLFHV� IRU H[DPSOH WKH FROOHFWLRQ RI WUDQVDFWLRQDO UHFRUGV

QHHGHG WR UHVROYH GLVSXWHV�

− SURYLGH HGXFDWRUV ZLWK OHDUQLQJ RSSRUWXQLWLHV RQ WKH XVH DQG SRWHQWLDO

GDQJHU RI LQWHUQDWLRQDO GDWD QHWZRUNV�

�� ,QIRUPDWLRQ�DQG�&RPPXQLFDWLRQ�,QGXVWU\

%HVLGHV XVHUV� WKH HGXFDWLRQ V\VWHP DQG JRYHUQPHQWV� LW LV HVSHFLDOO\ WKH

LQIRUPDWLRQ DQG FRPPXQLFDWLRQ LQGXVWU\ WKDW SOD\V D NH\ UROH LQ ILJKWLQJ

FRPSXWHU FULPH� 7KH FRPSXWHU DQG FRPPXQLFDWLRQ LQGXVWU\ FDQ EH GHFLVLYH

LQ GHYHORSLQJ WHFKQLFDO VROXWLRQV� FUHDWLQJ D VDIH LQIUDVWUXFWXUH� DQG

HGXFDWLQJ XVHUV� &RQVLGHULQJ WKH JOREDO DVSHFWV RI FRPSXWHU FULPH� WKH

LQGXVWU\ LV D NH\ SOD\HU HVSHFLDOO\ VLQFH LW LV DFWLQJ LQWHUQDWLRQDOO\ DQG LV QRW

ERXQG WR QDWLRQDO ERUGHUV DV LV WKH FDVH ZLWK JRYHUQPHQWV� )ROORZLQJ WKH

5HFRPPHQGDWLRQV RI WKH DERYH PHQWLRQHG H[SHUW JURXS RI WKH 3� 0LQLVWHUV

DQG DGYLVRUV RI VFLHQFH DQG WHFKQRORJ\�
���

YROXQWDU\ PHDVXUHV RI LQGXVWU\

FRXOG WKHUHIRUH

− LPSURYH VHFXULW\ DQG WKH XVDELOLW\ RI VHFXULW\ PHFKDQLVPV�

− DGYLVH XVHUV DQG SURYLGHUV RQ KRZ WR XVH VHFXULW\ WHFKQRORJLHV DQG

SURFHGXUHV�

− XQGHUWDNH ZRUN ZLWK JRYHUQPHQWV RQ HGXFDWLRQDO LVVXHV�

− HVWDEOLVK FRGHV RI FRQGXFW� WKHUHE\ VHWWLQJ DQ LQWHUQDWLRQDO LQGXVWULDO

QRUP IRU LOOHJDO FRQWHQWV DQG LOOHJDO DFWLRQV DV ZHOO DV UHDVRQDEOH DFWLRQ

DJDLQVW LOOHJDO FRQWHQW�DFWLRQ�

− FRQVLGHU PHWKRGV WR SURPRWH DFFXUDWH YROXQWDU\ ODEHOOLQJ DQG WKH

GHYHORSPHQW RI �DFFHSWDEOH XVH SROLFLHV�� ZKLOH WKH XVH RI ODEHOOLQJ IRU

�SULYDWH� FHQVRUVKLS RU GLVFULPLQDWLRQ DJDLQVW FRPSHWLWRUV KDV WR EH

SUHYHQWHG�

− FUHDWH DQ LQWHUQDWLRQDO QHWZRUN RI FRQWDFW SRLQWV ZKLFK FDQ UHDFW LQ FDVHV

RI LOOHJDO FRQWHQWV� RQFH PDGH DZDUH RI WKHP�

��� 6HH VXSUD FKDSWHU ,9�'��� IQ� ����
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− VSHFLI\ DFWLRQV ZKHQ DOHUWHG WR WKH H[LVWHQFH RI LOOHJDO PDWHULDO RU DFWLYLW\�

WKHUHE\ OLPLWLQJ VHUYLFH SURYLGHUV
 OLDELOLW\ XQGHU WKH ODZ�

− GHILQH SURWRFROV IRU ZRUNLQJ ZLWK ODZ�HQIRUFHPHQW DJHQFLHV�

− IRVWHU HOHFWURQLF FRPPHUFH DQG WKH IUHH IORZ RI LQIRUPDWLRQ E\ GHYHORSLQJ

SROLFLHV RQ DQRQ\PRXV GLJLWDO FDVK DQG DQRQ\PRXV HOHFWURQLF

WUDQVDFWLRQV WKDW SURWHFW SXEOLF VDIHW\ ZLWKRXW KLQGHULQJ WHFKQRORJLFDO

SURJUHVV�

− IRVWHU WKH GHYHORSPHQW RI WUXVWHG WKLUG SDUWLHV �IRU DXWKHQWLFDWLRQ�

LGHQWLILFDWLRQ� DQG SUHYHQWLRQ RI IUDXG��

�� /HJDO�0HDVXUHV

/HJDO PHDVXUHV SOD\ D GRPLQDQW UROH LQ RUGHU WR SUHYHQW VSHFLILF LOOHJDO

DFWLYLWLHV E\ HGXFDWLQJ DQG GHWHUULQJ XVHUV� VDQFWLRQLQJ SHUSHWUDWRUV DQG

FRPSHQVDWLQJ YLFWLPV� +RZHYHU� OHJDO PHDVXUHV PXVW QRW EH UHVWULFWHG WR

FULPLQDO ODZ EXW VKRXOG DOVR LQFOXGH FLYLO DQG DGPLQLVWUDWLYH UHJXODWLRQV �H�J�

ZLWK UHVSHFW WR FLYLO OLDELOLW\ RI SURYLGHUV� SUHVFULSWLRQ RI PLQLPXP SURWHFWLRQ

VWDQGDUGV E\ DGPLQLVWUDWLYH ODZ LQ DUHDV ZKHUH WKLUG SDUW\ LQWHUHVWV DUH

FRQFHUQHG�� ,Q WKH ILHOG RI FULPLQDO ODZ WKH\ VKRXOG QRW RQO\ FRYHU DGHTXDWH

VXEVWDQWLYH ODZ UHJXODWLRQV EXW DOVR HQDEOH HIIHFWLYH SURVHFXWLRQ� KRZHYHU

DW WKH VDPH WLPH EHLQJ DGHTXDWH VDIHJXDUGV IRU WKH KXPDQ ULJKWV RI

VXVSHFWV DQG ZLWQHVVHV DV ODLG GRZQ LQ WKH (XURSHDQ &RQYHQWLRQ RI +XPDQ

5LJKWV DQG )XQGDPHQWDO )UHHGRPV� 'XH WR WKH LQWHUQDWLRQDO GLPHQVLRQV RI

FRPSXWHU FULPH WKH\ VKRXOG EH FR�RUGLQDWHG� KDUPRQLVHG RU XQLILHG RQ D

LQWHUQDWLRQDO RU VXSUDQDWLRQDO OHYHO� 7KH DIRUHPHQWLRQHG H[SHUW JURXS RI WKH

3� 0LQLVWHUV DQG DGYLVRUV RI VFLHQFH DQG WHFKQRORJ\ RQ �0LVXVH RI

,QWHUQDWLRQDO 'DWD 1HWZRUNV�
���

KDV VWUHVVHG HVSHFLDOO\ PHDVXUHV WR�

− VWUHQJWKHQ LQWHUQDWLRQDO PHFKDQLVPV IRU DGGUHVVLQJ LOOHJDO DFWLRQV� H�J�

E\ FUHDWLQJ D ZHOO�GHILQHG VHW RI LQWHUQDWLRQDO PLQLPXP UXOHV DJDLQVW

LOOHJDO DFWLRQV� VXFK DV KDFNLQJ �LOOHJDO DFFHVV WR DQG SHQHWUDWLRQ RI

LQIRUPDWLRQ V\VWHPV�� FRPSXWHU HVSLRQDJH� FRPSXWHU VDERWDJH�

FRPSXWHU IUDXG DQG FRS\ULJKW LQIULQJHPHQWV�

− VWUHQJWKHQ LQWHUQDWLRQDO PHFKDQLVPV IRU DGGUHVVLQJ LOOHJDO FRQWHQWV� H�J�

E\ FUHDWLQJ D ZHOO�GHILQHG VHW RI LQWHUQDWLRQDO PLQLPXP UXOHV IRU LOOHJDO

FRQWHQWV WR EH SURVHFXWHG DQG SXQLVKHG ZRUOG�ZLGH� HVSHFLDOO\ ZLWK

UHVSHFW WR FKLOG SRUQRJUDSK\� EHVWLDOLW\� WKH JORULILFDWLRQ RI YLROHQFH� KDWH

VSHHFK DV ZHOO DV GHIDPDWLRQ RI PLQRULWLHV DQG LQGLYLGXDO SHUVRQV�

��� 6HH VXSUD FKDSWHU ,9�'��� IQ� ����
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− HQFRXUDJH FRXQWULHV WR GHILQH DQ DGHTXDWH V\VWHP RI UXOHV IRU WKH

UHVSRQVLELOLW\ RI ,QWHUQHW DFFHVV SURYLGHUV DQG VHUYLFH SURYLGHUV� H�J� E\

FUHDWLQJ D OHJDO V\VWHP VR WKDW LQ DOO FRXQWULHV VHUYLFH SURYLGHUV PXVW

XQGHUWDNH UHDVRQDEOH HIIRUWV WR HUDVH LOOHJDO FRQWHQWV RQ WKHLU VHUYHUV

ZKHQ PDGH DZDUH RI WKHVH FRQWHQWV� ZKLOH DW WKH VDPH WLPH WKH IUHH IORZ

RI GDWD VKRXOG QRW EH KLQGHUHG E\ ± JHQHUDOO\ XQVXFFHVVIXO ± DWWHPSWV WR

EORFN DFFHVV WR RWKHU VHUYHUV DQG E\ KROGLQJ DFFHVV SURYLGHUV OLDEOH�

− HQFRXUDJH FRXQWULHV WR HVWDEOLVK QDWLRQDO ODZV IRU WKH HIIHFWLYH

SURVHFXWLRQ RI FRPSXWHU FULPHV� HVSHFLDOO\ ZLWK UHVSHFW WR VHDUFK DQG

VHL]XUH RI FRPSXWHU V\VWHPV DQG LQWHUQDWLRQDO QHWZRUNV� GXWLHV RI

ZLWQHVVHV �H�J�� WR SURYLGH SDVVZRUGV RU WR GHFU\SW ILOHV�� ZLUHWDSSLQJ

DQG DFFHVVLQJ FRPSXWHU V\VWHPV�

− DGGUHVV SRVVLEOH DEXVHV RI DQRQ\PLW\� DQG LQVWDOO DQ LQWHUQDWLRQDO V\VWHP

IRU OLIWLQJ DQRQ\PLW\ LQ FDVHV RI DEXVH� WKHUHE\ UHTXLULQJ DGHTXDWH OHJDO

VDIHJXDUGV IRU SULYDF\ ULJKWV �H�J� E\ GHPDQGLQJ FRXUW RUGHUV DV D

SUHUHTXLVLWH IRU WUDQVIHUULQJ VSHFLILF GDWD WR WKH SURVHFXWLQJ DXWKRULWLHV��

WKHUHE\ FRQVLGHULQJ WKH IDFW WKDW OLIWLQJ DQRQ\PLW\ LV RQO\ SRVVLEOH� LI DOO

FRXQWULHV FR�RSHUDWH� ZKLFK DUH FURVVHG E\ WKH FRPPXQLFDWLRQ �EHFDXVH

DV ORQJ DV WKHUH DUH FRXQWULHV ZKLFK GR QRW FR�RSHUDWH� DQ\ERG\ ZLVKLQJ

WR KLQGHU WKH OLIWLQJ RI KLV�KHU DQRQ\PLW\� PHUHO\ KDV WR SURYLGH IRU

URXWLQJ WKURXJK RQH RI WKHVH FRXQWULHV��

− GHYHORS DQ LQWHUQDWLRQDO LQIRUPDWLRQ QHWZRUN DQG RWKHU LQIRUPDWLRQ

V\VWHPV ZLWK UHVSHFW WR WKH SURVHFXWLRQ RI LOOHJDO DQG KDUPIXO SUDFWLFHV

GHWHFWHG RQ WKH ,QWHUQHW�

− IRVWHU FR�RSHUDWLRQ DPRQJ ODZ HQIRUFHPHQW DJHQFLHV� ZLWK VSHFLDO

UHVSHFW WR XUJHQW PHDVXUHV IRU �IUHH]LQJ� GDWD LQ LQWHUQDWLRQDO VHDUFK DQG

VHL]XUH SURFHGXUHV�

− FODULI\ LVVXHV RI MXULVGLFWLRQ�

− HGXFDWH DQG WUDLQ ODZ HQIRUFHPHQW DJHQFLHV DERXW F\EHU FULPH DQG LWV

SURVHFXWLRQ�

&� 3ULRULW\�$FWLRQV�IRU�WKH�(XURSHDQ�8QLRQ�±
)RFXVLQJ�RQ�1RQ�/HJDO�0HDVXUHV

'XH WR WKH LQWHUQDWLRQDO FKDUDFWHU RI FRPSXWHU QHWZRUNV DOO RI WKH DERYH

GHDOW ZLWK UHPHGLHV UHTXLUH (XURSHDQ DQG LQWHUQDWLRQDO FR�RUGLQDWLRQ� $V D

FRQVHTXHQFH LW FRXOG EH XVHIXO� LI WKH (XURSHDQ 8QLRQ ZRXOG VXSSRUW ±

ZLWKLQ WKH UDQJH RI LWV FRPSHWHQFH DQG ZLWK VSHFLDO UHVSHFW WR WKH

VXEVLGLDULW\ ± WKH GHYHORSPHQW DQG FR�RUGLQDWLRQ RI DOO WKHVH DFWLRQV�
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+RZHYHU� VLQFH WKH PHDQV RI WKH (XURSHDQ 8QLRQ DUH OLPLWHG DQG VLQFH WKH

GXSOLFDWLRQ RI ZRUN GRQH E\ RWKHU LQWHUQDWLRQDO RUJDQLVDWLRQV VKRXOG EH

DYRLGHG� WKH (XURSHDQ 8QLRQ PXVW VHOHFW VRPH SULRULW\ DFWLRQV�

7DNLQJ LQWR DFFRXQW WKH ZRUN DOUHDG\ DFFRPSOLVKHG RU XQGHUWDNHQ E\

RWKHU LQWHUQDWLRQDO ERGLHV WKH SUHVHQW UHSRUW VXJJHVWV WKH IROORZLQJ

�HVSHFLDOO\ QRQ�OHJDO�
���

SULRULW\ DFWLRQV ZKLFK FRXOG EH GHYHORSHG E\ WKH

&RPPLVVLRQ DQG�RU WKH &RXQFLO�

�� 6WXG\LQJ�WKH�/LQNV�RI�+LJK�7HFK�&ULPH�DQG�2UJDQLVHG
&ULPH

7KH DERYH DQDO\VLV VKRZHG WKDW WKHUH DUH VSHFLDO IHDWXUHV �VXFK DV

DQRQ\PLW\� HQFU\SWLRQ� RU LQWHUQDWLRQDO IOH[LELOLW\� WKDW PDNH WKH XVH RI

FRPSXWHU WHFKQRORJ\ DQG FRPSXWHU FULPH DWWUDFWLYH IRU FULPLQDOV� HVSHFLDOO\

IRU RUJDQLVHG FULPH� 7KHVH �FULPLQRJHQLF� IDFWRUV RI FRPSXWHU WHFKQRORJ\

DQG WKH OLQNV EHWZHHQ KLJK WHFK FULPH DQG RUJDQLVHG FULPH VKRXOG EH

VWXGLHG LQ PRUH GHWDLO ZLWK WKH DLP WR DYRLG FULPH LQFHQWLYHV DQG

WHFKQRORJLFDO GHYHORSPHQWV ZKLFK ODWHU FRXOG EH LUUHYHUVLEOH DQG VXSSRUW WKH

FRPPLWPHQW RI FULPH� &RQVLGHULQJ WKH DERYH PHQWLRQHG �$FWLRQ 3ODQ WR

&RPEDW 2UJDQLVHG &ULPH�
���

WKLV VWXG\ VKRXOG EH LQLWLDWHG E\ WKH &RXQFLO� ,W

FRXOG EH EDVHG RQ WKH ILQGLQJV RI WKH SUHVHQW UHSRUW DQG WKH ZRUN RI WKH

3� VXEJURXS RQ +LJK�7HFK &ULPH� 7KH VWXG\ FRXOG VWDUW ZLWK D TXHVWLRQQDLUH

WR EH VHQW WR WKH 0HPEHU 6WDWHV� VRPH QRQ�0HPEHU 6WDWHV ZLWK VSHFLDO

H[SHULHQFH LQ ILJKWLQJ KLJK�WHFK FULPH �DV WKH 8QLWHG 6WDWHV RI $PHULFD DQG

&DQDGD� DQG WR FRPSHWHQW LQWHUQDWLRQDO ERGLHV �VXFK DV 3�� ,QWHUSRO DQG

&RXQFLO RI (XURSH�� 'UDIWLQJ WKH TXHVWLRQQDLUH LQ D SURIHVVLRQDO PDQQHU ZLOO

EH WKH NH\ LVVXH IRU WKH VXFFHVV RI D ODWHU VWXG\ DQG IRU SUDFWLFDO

UHFRPPHQGDWLRQV�

�� $ZDUHQHVV�DQG�(GXFDWLRQ

7KH SUHVHQW VWXG\ LOOXVWUDWHG WKDW XVHUV� LQGXVWU\� JRYHUQPHQWV� ODZPDNHUV

DQG SROLWLFLDQV DUH QRW VXIILFLHQWO\ DZDUH RI WKH YXOQHUDELOLW\ RI WKH

LQIRUPDWLRQ VRFLHW\� WKH WKUHDWV RI FRPSXWHU FULPH DQG WKH SRVVLEOH

SURWHFWLYH PHDVXUHV� $V D FRQVHTXHQFH� UDLVLQJ DZDUHQHVV DQG HGXFDWLRQ LV

D PDMRU LQVWUXPHQW WR UHGXFH WKH ULVNV RI FRPSXWHU FULPH� 7KH &RPPLVVLRQ

��� 7KH SURSRVHG OHJDO PHDVXUHV RI WKH (8 DUH GHYHORSHG LQIUD FKDSWHU 9, DIWHU WKH DQDO\VLV RI WKH

UHVSHFWLYH FRPSHWHQFHV RI WKH (8�

��� 6HH VXSUD FKDSWHU ,9�(���H� IQ� ����
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DQG WKH &RXQFLO VKRXOG VXSSRUW WKLV SURFHVV� H�J� E\ WKH SXEOLFDWLRQ RI

FRPPXQLFDWLRQV DQG JUHHQ ERRNV� PDWHULDO IRU WHDFKLQJ VWXGHQWV DQG XVHUV

�H�J� E\ QHZ PXOWL PHGLD SURGXFWV RQ &'�520� DQG RWKHU LQIRUPDWLRQ

FDPSDLJQV�

�� 'HYHORSPHQW�RI�7HFKQRORJ\�DQG�(PHUJHQF\�5HVSRQVH
7HDPV

7KH SUHVHQW VWXG\ H[SODLQHG WKDW WKH PRVW HIIHFWLYH PHDQV DJDLQVW LOOHJDO

DFWLRQV LQ WKH ILHOG RI FRPSXWHU FULPH DUH WHFKQLFDO DQG RUJDQLVDWLRQDO VDIHW\

PHDVXUHV� ,Q FR�RSHUDWLRQ ZLWK LQGXVWU\ DQG JRYHUQPHQWV� WKH &RPPLVVLRQ

VKRXOG WKHUHIRUH IRVWHU WKH GHYHORSPHQW RI WHFKQRORJLFDO VDIHW\ PHDVXUHV

DQG HPHUJHQF\ UHVSRQVH WHDPV LQ RUGHU WR SURWHFW XVHUV� 6LQFH WKH

WHFKQRORJLFDO SUREOHPV DUH WKH VDPH LQ DOO FRXQWULHV WKLV GHYHORSPHQW FRXOG

EH VXSSRUWHG DQG FR�RUGLQDWHG RQ DQ LQWHUQDWLRQDO OHYHO� $ZDUHQHVV

FDPSDLJQV RQ FRPSXWHU FULPH DQG MRLQW LQWHUQDWLRQDO UHVHDUFK SURMHFWV

VKRXOG JLYH LQFHQWLYHV WR GHYHORS QRW RQO\ HIIHFWLYH EXW DOVR VDIH SURGXFWV�

&RQVLGHULQJ WKH WKUHDWV RI FRPSXWHU FULPH WR HOHFWURQLF FRPPHUFH VSHFLDO

HPSKDVLV VKRXOG EH SXW RQ WKH GHYHORSPHQW RI HIIHFWLYH PRQHWDU\

WUDQVDFWLRQV� 7KHVH WUDQVDFWLRQV VKRXOG EH VDIH� JXDUDQWHH WKH SULYDF\

ULJKWV RI WKH XVHUV EXW DW WKH VDPH WLPH SHUPLW DQ HIIHFWLYH PRQH\

ODXQGHULQJ FRQWURO DQG FULPLQDO SURVHFXWLRQ�

�� &UHDWLQJ�D�1HWZRUN�RI�&RQWDFW�3RLQWV�IRU�,OOHJDO�&RQWHQWV

7KH DERYH DQDO\VLV GHPRQVWUDWHG WKDW LOOHJDO FRQWHQWV FDQ QRW EH FRQWUROOHG

E\ FUHDWLQJ QDWLRQDO EDUULHUV DJDLQVW VSHFLILF GDWD VLQFH WKLV LV QHLWKHU

WHFKQLFDOO\ SRVVLEOH QRU VRFLDOO\ GHVLUDEOH �DV LW ZRXOG KLQGHU WKH

LQWHUQDWLRQDO IUHH IORZ RI GDWD DQG OHDG WR DQ 2UZHOOLDQ VXSHUYLVRU\ V\VWHP��

,OOHJDO DQG KDUPIXO FRQWHQWV PXVW ± LQVWHDG RI EHLQJ EORFNHG LQ WUDQVLWLRQ ±

EH UHPRYHG IURP WKHLU VHUYHUV� ,Q RUGHU WR HQDEOH IDVW DQG JOREDO UHPRYDO

RI LOOHJDO DQG KDUPIXO FRQWHQWV DQ LQWHUQDWLRQDO QHWZRUN RI FRQWDFW SRLQWV LV

QHFHVVDU\ ZKLFK FDQ GLVVHPLQDWH LQIRUPDWLRQ RQ VXFK FRQWHQWV WR WKH

RSHUDWRU RI WKH UHOHYDQW VHUYHUV �ZKLFK� ZKHQ PDGH DZDUH RI LOOHJDO

FRQWHQWV VKRXOG KDYH D OHJDO GXW\ WR UHPRYH WKH UHVSHFWLYH GDWD��

)ROORZLQJ WKH DERYH PHQWLRQHG �$FWLRQ 3ODQ RQ 3URPRWLQJ 6DIH 8VH RI

WKH ,QWHUQHW��
���

WKH &RPPLVVLRQ DQG WKH &RXQFLO VKRXOG VXSSRUW WKH

��� 6HH VXSUD FKDSWHU ,9�'���E�
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���

HVWDEOLVKPHQW RI VXFK FRQWDFW SRLQWV ZKLFK FDQ EH UXQ HLWKHU E\ WKH

JRYHUQPHQWDO VHFWRU RU ± DV VHOI�UHJXODWLYH ERGLHV RI LQGXVWU\ ± E\ WKH

SULYDWH VHFWRU�

�� 6XSSRUWLQJ�,QWHUQDWLRQDO�,QGXVWU\�&RGHV�RI�&RQGXFW

7KH OHJDO DQDO\VLV RI WKLV VWXG\ GHPRQVWUDWHG WKDW WKH KDUPRQLVDWLRQ RI

OHJDO UXOHV LQ JHQHUDO LV D VORZ SURFHVV� 2Q WKH RWKHU VLGH PXOWL�QDWLRQDO DQG

JOREDOO\ RSHUDWLQJ FRPSDQLHV RIWHQ KDYH OHVV GLIILFXOWLHV WR DUULYH DW

LQWHUQDWLRQDO VROXWLRQV� $V D FRQVHTXHQFH� LQGXVWU\ VKRXOG WU\ WR GHYHORS

LQIRUPDO UXOHV �VRIW ODZ�� VXFK DV FRGHV RI FRQGXFW� 7KHVH UXOHV FRXOG VHW XS

PLQLPXP VWDQGDUGV IRU LOOHJDO FRQWHQWV DQG IRU SULYDF\ SURWHFWLRQ RI XVHUV

DV ZHOO DV SURWRFROV IRU FR�RSHUDWLRQ ZLWK WKH FULPLQDO ODZ SURVHFXWLRQ

V\VWHP LQ DFFRUGDQFH ZLWK QDWLRQDO ODZ �H�J� DVNLQJ WR OLIW WKH DQRQ\PLW\ RI

SHUSHWUDWRUV�� 6XFK LQGXVWU\ FRGHV RI FRQGXFW DQG RWKHU IRUPV RI VRIW ODZ

FRXOG DOVR VXFFHVVIXOO\ LQIOXHQFH WKH ODWHU KDUPRQLVDWLRQ RI KDUG ODZ� 7KH

&RPPLVVLRQ VKRXOG VXSSRUW WKH GHYHORSPHQW RI WKHVH FRGHV RI FRQGXFW E\

EULQJLQJ WRJHWKHU WKH UHOHYDQW SOD\HUV RI WKH LQGXVWU\ DQG JLYLQJ WKHP WKH

QHFHVVDU\ IORRU DV ZHOO DV E\ SURYLGLQJ D IDYRXUDEOH OHJDO HQYLURQPHQW WR

GHYHORS WKHVH UXOHV �H�J� E\ FRQVLGHULQJ FRGHV RI FRQGXFW LQ WKH OHJDO

UHVSRQVLELOLW\ UHJLPHV��

�� 'HYHORSPHQW�RI�7UDFH�%DFN�3URFHGXUHV

7KH VWXG\ VKRZHG WKDW RQH RI WKH PDLQ SUREOHPV IRU SURVHFXWLQJ FRPSXWHU

FULPH LV WKH DQRQ\PLW\ SURYLGHG E\ LQWHUQDWLRQDO FRPSXWHU QHWZRUNV� 7KLV

DQRQ\PLW\ PXVW QRW EH FRPSOHWHO\ UHPRYHG VLQFH SULYDF\ SURWHFWLRQ IRU

XVHUV DQG DQRQ\PLW\ �H�J� IRU VRFLDO PLQRULW\ JURXSV� LV DQ LPSRUWDQW VRFLDO

YDOXH ZKLFK VKRXOG QRW EH JLYHQ XS LQ LQWHUQDWLRQDO FRPSXWHU QHWZRUNV�

+RZHYHU� RQ WKH RWKHU VLGH� LW VKRXOG EH SRVVLEOH� XQGHU ZHOO�GHILQHG OHJDO

FLUFXPVWDQFHV �VXFK DV FRXUW RUGHUV� WR OLIW DQRQ\PLW\ LQ RUGHU WR WUDFH EDFN

WKH DXWKRUV RI LOOHJDO DFWLRQV �VXFK DV KDFNHUV� RU RI LOOHJDO RU KDUPIXO

FRQWHQWV �VXFK DV SDHGRSKLOHV�� 7RGD\ VXFK WUDFH EDFN SURFHGXUHV DUH RIWHQ

KLQGHUHG RU PDGH LPSRVVLEOH GXH WR WKH IHDWXUHV RI WKH 7&3�,3 SURWRFRO RI

WKH ,QWHUQHW DQG LQ DGGLWLRQ HVSHFLDOO\ E\ WKH DFWLYLWLHV RI DQRQ\PRXV

UHPDLOHUV DQG WKH XVH RI IUHH DFFHVV VRIWZDUH�
���

��� 6HH VXSUD ,,�&�
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:LWK UHVSHFW WR DQ HIIHFWLYH SURVHFXWLRQ RI FRPSXWHU FULPH LW LV

WKHUHIRUH PRVW LPSRUWDQW WR VHW XS D ZRUNLQJ JURXS RI WHFKQLFDO DQG OHJDO

H[SHUWV LQ RUGHU WR VWXG\ H[LVWLQJ WUDFH EDFN SURFHGXUHV DQG ZD\V WR

LPSURYH WKHP� 6LQFH WKLV ZLOO LQFOXGH QHFHVVDU\ FKDQJHV RI WKH 7&3�,3

SURWRFRO LW LV PRVW LPSRUWDQW WKDW WKH UHVSHFWLYH LQGXVWU\ LV FR�RSHUDWLQJ DQG

UHSUHVHQWHG LQ WKLV SURMHFW� &R�RSHUDWLRQ RI UHSUHVHQWDWLYHV IURP WKH

SURVHFXWLRQ V\VWHP LV DOVR PRVW LPSRUWDQW WR GHILQH WKHLU QHHGV� 2Q WKH

RWKHU KDQG UHSUHVHQWDWLYHV RI SULYDF\ SURWHFWLRQ VKRXOG DOVR EH LQFOXGHG LQ

WKH JURXS� 7KH JURXS VKRXOG WDNH LQWR DFFRXQW WKH ZRUN DOUHDG\ GRQH DQG

SUHVHQWO\ EHLQJ XQGHUWDNHQ E\ WKH 3� VXEJURXS RQ +LJK 7HFK &ULPH� 7KH (&

VKRXOG VXSSRUW WKH 3� VXEJURXS DQG WKH HVWDEOLVKPHQW RI D VSHFLDO ZRUNLQJ

JURXS FRQFHQWUDWLQJ RQ WKH UHVSHFWLYH WHFKQLFDO TXHVWLRQV DQG�RU D VWXG\ RQ

WKLV PRVW FUXFLDO SRLQW�

�� /HJDO�0HDVXUHV

7KH DERYH OHJDO DQDO\VLV VKRZHG WKDW WKH SURVHFXWLRQ RI FRPSXWHU FULPH LV

H[WUHPHO\ KLQGHUHG E\ D PDMRU FRQWUDGLFWLRQ� 2Q WKH RQH KDQG WKHUH DUH

JOREDOO\ RSHUDWLQJ SHUSHWUDWRUV ZKLFK FDQ IUHHO\ H[FKDQJH GDWD LQ

PLOOLVHFRQGV DOO RYHU WKH JOREH� 2Q WKH RWKHU KDQG WKHUH DUH SURVHFXWLQJ

DJHQFLHV ZKLFK ± GXH WR WKH SULQFLSOH RI VWDWH VRYHUHLJQW\ ± DUH OLPLWHG WR

WKHLU QDWLRQDO WHUULWRU\� DQ REVWDFOH WKDW FDQ RQO\ EH RYHUFRPH E\ VORZ�

EXUGHQVRPH� EXUHDXFUDWLF DQG LQHIIHFWLYH PHDQV RI PXWXDO DVVLVWDQFH� 6XFK

D V\VWHP FDQQRW ZRUN DQG LV GRRPHG WR IDLOXUH�
���

$V D FRQVHTXHQFH� PXWXDO FR�RSHUDWLRQ� KDUPRQLVDWLRQ RI ODZV DV ZHOO

DV VXSUDQDWLRQDO DQG LQWHUQDWLRQDO SURVHFXWLRQ V\VWHPV PXVW EH

VWUHQJWKHQHG� +RZHYHU� WKLV GRHV QRW RQO\ UDLVH GLIILFXOW SROLWLFDO TXHVWLRQV

VLQFH FULPLQDO ODZ LV VWLOO SHUFHLYHG DV D GRPDLQ RI QDWLRQDO VRYHUHLJQW\� :LWK

UHVSHFW WR SRVVLEOH DFWLRQV ZLWKLQ WKH (XURSHDQ 8QLRQ WKHUH DUH DOVR

LQWULFDWH ± OHJDO DQG SROLWLFDO ± TXHVWLRQV RI FRPSHWHQFH� )RU WKLV UHDVRQ WKH

UHVSHFWLYH DFWLRQV LQ WKH OHJDO DUHD ILUVW UHTXLUH DQ DQDO\VLV RI FRPSHWHQFH

ZKLFK ZLOO EH GHDOW ZLWK LQ WKH IROORZLQJ FKDSWHU�

��� &I� 6LHEHU� 0HPRUDQGXP IRU D 0RGHO (XURSHDQ 3HQDO &RGH� &RXQFLO RI (XURSH� $6�-XU ������ �� RI

� )HEUXDU\ ���� �SXEOLVKHG LQ D *HUPDQ WUDQVODWLRQ LQ ����� -XULVWHQ]HLWXQJ� SS� ��� HW VHT���
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���

9,� &RPSHWHQFHV�DQG�3ULRULW\�$FWLRQV�RI

WKH�(XURSHDQ�8QLRQ�ZLWK�5HVSHFW�WR

/HJDO�0HDVXUHV

:KHQ ORRNLQJ IRU OHJDO FRXQWHUPHDVXUHV RI WKH (XURSHDQ 8QLRQ DJDLQVW WKH

DERYH GHVFULEHG IRUPV RI FRPSXWHU FULPH� WKHUH DUH WZR IXQGDPHQWDOO\

GLIIHUHQW SRVVLEOH SDWKV WKDW FDQ EH XVHG IRU ILQGLQJ VXFK VROXWLRQV� 7KH ILUVW

SDWK LV RIIHUHG E\ WKH (& 7UHDW\� ZKLFK IRUPV WKH VXSUDQDWLRQDO �ILUVW SLOODU�

RI WKH (XURSHDQ 8QLRQ� 7KH VHFRQG SRVVLELOLW\ OLHV ZLWKLQ WKH DPELW RI WKH

VR�FDOOHG �WKLUG SLOODU� RI WKH (XURSHDQ 8QLRQ� L�H� LQWHUJRYHUQPHQWDO FR�

RSHUDWLRQ LQ (XURSH LQ PDWWHUV RI KRPH DIIDLUV LQVWLWXWLRQDOLVHG E\ WKH

. $UWLFOHV RI WKH 7UHDW\ RQ (XURSHDQ 8QLRQ ��WKH 0DDVWULFKW 7UHDW\�� LQ

�����

8S WR QRZ� WKH ILJKW DJDLQVW FULPH LQ WKH (XURSHDQ 8QLRQ KDV PDLQO\

EHHQ FDUULHG RXW LQ WKH FRQWH[W RI WKLV WKLUG SLOODU� LQ SDUWLFXODU E\ DJUHHLQJ

RQ LQWHUQDWLRQDO FRQYHQWLRQV� H�J� LQ WKH ILHOG RI IUDXG DJDLQVW WKH EXGJHW RI

WKH (&�
���

)LUVW SLOODU LQLWLDWLYHV LQ WKH ILHOG RI FULPH DQG FULPLQDO ODZ KDYH QRW

SOD\HG D GRPLQDQW UROH VR IDU� 7KLV KDV EHHQ WKH FDVH EHFDXVH RI OHJDO

QHFHVVLW\� EXW DOVR EHFDXVH RI SROLWLFDO GHWHUPLQDWLRQ� 1RQHWKHOHVV� D FORVHU

ORRN VKRXOG EH WDNHQ DW WKH (&
V FRPSHWHQFH WR DGRSW VXSUDQDWLRQDO

PHDVXUHV DJDLQVW FRPSXWHU FULPH LQ WKH IUDPHZRUN RI WKH ILUVW SLOODU�

EHFDXVH VXFK GLUHFWLYHV DQG UHJXODWLRQV KDYH D IDU PRUH FRPSHOOLQJ HIIHFW

RQ 0HPEHU 6WDWHV ± OHJDOO\ UDWKHU WKDQ SROLWLFDOO\ ± WKDQ LQWHUQDWLRQDO

WUHDWLHV DJUHHG XSRQ LQ WKH IUDPHZRUN RI WKH WKLUG SLOODU� 7KH IROORZLQJ

VHFWLRQ ZLOO WKXV DQDO\VH LQ KRZ IDU FRPSXWHU FULPH FDQ EH FRXQWHUHG E\

ILUVW SLOODU DFWLRQV VXFK DV UHJXODWLRQV RU GLUHFWLYHV �LQIUD $�� EHIRUH D FORVHU

ORRN LV WDNHQ DW FRQYHQWLRQV DQG MRLQW DFWLRQV RU ± DIWHU WKH HQWU\ LQWR IRUFH

RI WKH $PVWHUGDP 7UHDW\ ± IUDPHZRUN GHFLVLRQV LQ WKH FRQWH[W RI WKH WKLUG

SLOODU �LQIUD %��

��� 6HH� H�J�� &RQYHQWLRQ� GUDZQ XS RQ WKH EDVLV RI $UWLFOH .�� RI WKH 7UHDW\ RQ (XURSHDQ 8QLRQ� RQ

WKH SURWHFWLRQ RI WKH (XURSHDQ &RPPXQLWLHV
 ILQDQFLDO LQWHUHVWV� 2- & ������ RI �����������
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���

$� $FWLRQV�&RYHUHG�E\�WKH�)LUVW�3LOODU

�� 7KH�'LVWULEXWLRQ�RI�3RZHUV

D� *HQHUDO 3ULQFLSOHV

,Q PRVW IHGHUDO OHJDO V\VWHPV� WKH GLVWULEXWLRQ RI SRZHUV EHWZHHQ WKH

FHQWUDO DXWKRULW\ DQG WKH UHJLRQDO HQWLWLHV RIWHQ JLYHV ULVH WR OHJDO GLVSXWHV

GHOLQHDWLQJ WKH UHVSHFWLYH VSKHUHV RI DFWLRQ EHWZHHQ WKH SOD\HUV RI WKH

IHGHUDO JDPH� (YHQ WKRXJK WKH (XURSHDQ &RPPXQLW\ LV QRW D IHGHUDO

V\VWHP� WKH GHOLFDWH EDODQFH RI SRZHUV DQG WKH GLVWULEXWLRQ RI FRPSHWHQFHV

EHWZHHQ WKH VXSUDQDWLRQDO ERG\ DQG WKH 0HPEHU 6WDWHV LV RI FHQWUDO

LPSRUWDQFH LQ LWV OHJDO V\VWHP� WRR� 7KH (XURSHDQ &RPPXQLW\ ZDV FUHDWHG

E\ WKH 0HPEHU 6WDWHV LUUHYRFDEO\ FRQIHUULQJ VRYHUHLJQ SRZHUV WR WKH QHZ

VXSUDQDWLRQDO HQWLW\� )URP WKLV KLVWRULF EDFNJURXQG DQG IURP WKH ZRUGLQJ RI

YDULRXV 7UHDW\ SURYLVLRQV�
���

WKH IXQGDPHQWDO SULQFLSOH LV GHGXFHG WKDW WKH

(& LV RQO\ HPSRZHUHG WR WDNH DFWLRQV LQ WKRVH ILHOGV WKDW KDYH H[SOLFLWO\

EHHQ DWWULEXWHG WR WKH &RPPXQLW\ E\ WKH 0HPEHU 6WDWHV�
���

0RUHRYHU� DV

UHJDUGV WKH DFWXDO W\SH RI PHDVXUHV WR EH DGRSWHG ± LQ SDUWLFXODU GLUHFWLYHV

DQG UHJXODWLRQV DFFRUGLQJ WR $UWLFOH ��� RI WKH 7UHDW\ ± WKH (& FDQ RQO\

HQDFW WKRVH PHDVXUHV WKDW DUH VSHFLILFDOO\ DOORZHG E\ WKH OHJDO EDVLV�
���

0RVW SRZHUV RI WKH (& DUH QRQ�H[FOXVLYH RQHV� PHDQLQJ WKDW 0HPEHU 6WDWHV UHPDLQ

FRPSHWHQW WR OHJLVODWH DOVR LQ WKRVH ILHOGV ZKLFK KDYH H[SOLFLWO\ EHHQ DWWULEXWHG WR WKH

&RPPXQLW\ DV ORQJ DV WKH (& KDV QRW WDNHQ DFWLRQ LQ WKHVH VDPH ILHOGV� ,Q WKLV DUHD RI

��� &I� H�J� $UWLFOH �E ���� ����ZLWKLQ WKH OLPLWV RI WKH SRZHUV FRQIHUUHG XSRQ LW E\ WKLV 7UHDW\�����

$UWLFOH ��� ���� ����LQ DFFRUGDQFH ZLWK WKH SURYLVLRQV RI WKLV 7UHDW\�����

��� 7KH VR�FDOOHG �FRPSpWHQFHV G
DWWULEXWLRQ�� VHH (&-� &DVH ����������� ������ (&5� SS� ����� DW

S� �����

��� 7KLV IXQGDPHQWDO SULQFLSOH LV VLGHG E\ WKH GRFWULQH RI �LPSOLHG SRZHUV�� D SULQFLSOH NQRZQ ERWK LQ

SXEOLF LQWHUQDWLRQDO ODZ DQG LQ WKH LQWHULRU OHJDO RUGHU RI WKH 0HPEHU 6WDWHV� DFFRUGLQJ WR ZKLFK

WKH &RPPXQLW\ KROGV� LUUHVSHFWLYH RI WKH ZRUGLQJ RI DQ HPSRZHULQJ SURYLVLRQ� DOO WKH DGGLWLRQDO

FRPSHWHQFHV QHFHVVDU\ WR HIIHFWLYHO\ IXOILO WKH SRZHUV WKDW KDYH H[SOLFLWO\ EHHQ DWWULEXWHG� 7KH

V\VWHP RI GLVWULEXWLRQ RI SRZHUV LV FRPSOHWHG E\ $UWLFOH ��� RI WKH (& 7UHDW\� RQ WKH EDVLV RI

ZKLFK WKH &RPPXQLW\ FDQ DGRSW DGHTXDWH PHDVXUHV IRU DFKLHYLQJ WKH DLPV RI WKH (& 7UHDW\ LI LW

GRHV QRW SURYLGH IRU H[SOLFLW SRZHUV� /DVW EXW QRW OHDVW� WKH (XURSHDQ &RXUW RI -XVWLFH KDV

HVWDEOLVKHG WKDW WKH &RPPXQLW\ KROGV SDUDOOHO H[WHULRU SRZHUV WR FRQFOXGH DJUHHPHQWV ZLWK

LQWHUQDWLRQDO RUJDQLVDWLRQV DQG WKLUG FRXQWULHV LQ DOO DUHDV LQ ZKLFK LW KROGV WKH LQWHULRU FRPSHWHQFH

DFFRUGLQJ WR WKH SULQFLSOHV VWDWHG DERYH �FI� (&-� &DVH ������ 'HFLVLRQ RI �� 0DUFK ����� ������

(&5� S� ���� /HJDO 2SLQLRQ ���� RI �� 1RYHPEHU ����� ������ (&5� S� ,������ /HJDO 2SLQLRQ

���� RI �� $SULO ����� ������ (&5� S� ,������ DOVR FI� &DVH &�������� 'HFLVLRQ RI � $XJXVW �����

������ (&5� S� ,�������
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�SDUDOOHO FRPSHWHQFHV��
���

WKH SULQFLSOH RI VXEVLGLDULW\� LQWURGXFHG E\ WKH 0DDVWULFKW

7UHDW\ WR $UWLFOH �E ��� RI WKH (& 7UHDW\� KDV WKH PDLQ IXQFWLRQ WR OLPLW WKH

FRPSHWHQFH RI WKH &RPPXQLW\ LQ WKHVH DUHDV� ,W PHDQV WKDW GHVSLWH D JLYHQ SRZHU LQ

D FHUWDLQ ILHOG� WKH &RPPXQLW\ FDQ RQO\ WDNH DFWLRQV LI D FHUWDLQ DLP DFNQRZOHGJHG LQ

WKH 7UHDW\ FDQQRW EH VXIILFLHQWO\ DFKLHYHG RQ 0HPEHU 6WDWH OHYHO� DQG LI WKH DLP FDQ

EH EHWWHU DFKLHYHG� ZLWK UHVSHFW WR WKH VFRSH DQG WKH HIIHFW RI D &RPPXQLW\ PHDVXUH�

RQ &RPPXQLW\ OHYHO�
���

2Q WKH RWKHU KDQG� LI DQ HQYLVDJHG &RPPXQLW\ DFWLRQ SURPLVHV

VXFK �DGGHG YDOXH� DV FRPSDUHG WR 0HPEHU 6WDWHV¶ DFWLRQV� WKH &RPPXQLW\ LV WKHQ

HPSRZHUHG WR OHJLVODWH RQ WKH EDVLV RI WKH (& 7UHDW\� ,Q YLHZ RI WKH IDFW WKDW

FRPSXWHU FULPH LV RIWHQ� EXW QRW QHFHVVDULO\� RI LQWHUQDWLRQDO QDWXUH� WKH SULQFLSOH RI

VXEVLGLDULW\ WKXV IXOILOV DQ LPSRUWDQW UROH LQ GHOLQHDWLQJ SRZHUV EHWZHHQ WKH (& DQG WKH

0HPEHU 6WDWHV IRU WKH SDUWLFXODU DUHD RI SDUDOOHO FRPSHWHQFHV�

E� (& DQG &ULPLQDO /DZ� 'LVWLQJXLVKLQJ 3URKLELWLRQ DQG 6DQFWLRQ

7KH DQDO\VLV RI WKH OHJDO UHJLPHV RI QXPHURXV FRXQWULHV ZLWK UHJDUG WR

FRPSXWHU FULPH VKRZHG WKDW PRVW FRXQWULHV ZLOO FRQVLGHU WKH UHOHYDQW

DFWLYLWLHV DV SXQLVKDEOH FULPLQDO RIIHQFHV� 7KHUHIRUH� WKH PDMRU TXHVWLRQ WR

EH DQVZHUHG LV ZKHWKHU WKH (& LV HPSRZHUHG� LUUHVSHFWLYH RI WKH DFWXDO

OHJDO EDVLV RQ ZKLFK PHDVXUHV DUH DGRSWHG� WR FRXQWHU FRPSXWHU FULPH DOVR

ZLWK FULPLQDO ODZ PHDVXUHV RU DW OHDVW ZLWK PHDVXUHV RI FULPLQDO

DGPLQLVWUDWLYH FKDUDFWHU� 7KLV TXHVWLRQ LV SUREOHPDWLF PDLQO\ EHFDXVH LW LV

RIWHQ QRWHG WKDW WKH (& KDV QR SRZHU ZKDWVRHYHU FRQFHUQLQJ �FULPLQDO

ODZ��
���

,Q WKH SUHVHQW FRQWH[W� KRZHYHU� WKLV VWDWHPHQW LV IDU WRR JOREDO DQG

LPSUHFLVH E\ QDWXUH� ,W GRHV QRW GLVWLQJXLVK DGHTXDWHO\ EHWZHHQ WKH

SUHUHTXLVLWHV� L�H� GXWLHV WR IXOILO RU WR RPLW� RI D FULPLQDO QRUP RQ WKH RQH

KDQG DQG WKH VDQFWLRQ FRQWDLQHG LQ D FULPLQDO QRUP RQ WKH RWKHU KDQG� OHW

DORQH EHWZHHQ GLIIHUHQW NLQGV RI VDQFWLRQV DQG GLIIHUHQW ZD\V KRZ VDQFWLRQV

FDQ HYHQWXDOO\ EH SXW LQWR HIIHFW LQ WKH 0HPEHU 6WDWHV�

7KH GLVWLQFWLRQ EHWZHHQ WKH SURKLELWRU\ SDUW RI D FULPLQDO QRUP RQ WKH RQH KDQG DQG

WKH VDQFWLRQ FRQWDLQHG LQ D FULPLQDO SURYLVLRQ RQ WKH RWKHU KDQG LV QRW QHZ� EXW KDV D

��� &I� =XOHHJ� LQ� *URHEHQ�7KLHVLQJ�(KOHUPDQQ �HGV��� .RPPHQWDU ]XP (8�(*�9HUWUDJ� $UW� �E�

SDUD� ��

��� 6HH %HXWOHU�%LEHU�3LSNRUQ�6WUHLO� 'LH (XURSlLVFKH 8QLRQ� ����� S� ���

��� &I� WKH UHIHUHQFHV TXRWHG E\ 'DQQHFNHU� 6WUDIUHFKW GHU (XURSlLVFKHQ *HPHLQVFKDIW� LQ�

(VHU�+XEHU �HGV��� 6WUDIUHFKWVHQWZLFNOXQJ LQ (XURSD� ����� S� ����� IQ� ��� DQG ���� E\ 6LHEHU�

'DV VWUDIUHFKWOLFKH 6DQNWLRQHQV\VWHP ]XP 6FKXW] GHU HXURSlLVFKHQ *HPHLQVFKDIWVLQWHUHVVHQ� LQ�

YDQ *HUYHQ�=XOHHJ �HGV��� 6DQNWLRQHQ DOV 0LWWHO ]XU 'XUFKVHW]XQJ GHV *HPHLQVFKDIWVUHFKWV� S� ���

DW S� ��� IQ� ��� E\ 7LHGHPDQQ� (XURSlLVFKHV *HPHLQVFKDIWVUHFKW XQG 6WUDIUHFKW� ������ 1HXH

-XULVWLVFKH :RFKHQVFKULIW� S� ��� IQ� �� DV ZHOO DV E\ &XHUGD� %HVLW]W GLH (XURSlLVFKH *HPHLQVFKDIW

HLQ LXV SXQLHQGL"� LQ� 6FK�QHPDQQ�6XiUH] *RQ]DOH] �HGV��� %DXVWHLQH GHV HXURSlLVFKHQ

:LUWVFKDIWVUHFKWV� 0DGULG�6\PSRVLXP I�U .ODXV 7LHGHPDQQ� ����� S� ���� DW ��� �IQ� � DQG ���

$OVR FI� (&-� &DVH ������� ������ (&5� S� ����� DW �����
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ORQJ WUDGLWLRQ LQ OHJDO VFLHQFH�
���

7KLV GLVWLQFWLRQ LV LPPDQHQW LQ HDFK DQG HYHU\

WUDGLWLRQDO FULPLQDO QRUP� (�J�� D WUDGLWLRQDO SURYLVLRQ RQ PXUGHU FRQWDLQV WKH

SURKLELWRU\ SDUW WKDW SHRSOH VKDOO QRW NLOO� DQG WKH VXEVHTXHQW VDQFWLRQ WKDW DQ

LQIUDFWLRQ RI WKH SURKLELWLRQ HQWDLOV D OLIH LPSULVRQPHQW� $V ZDV LOOXVWUDWHG DERYH�
���

LQ

WKH ILHOG RI VXSSOHPHQWDU\ FULPLQDO ODZ ��1HEHQVWUDIUHFKW��� WKH SURKLELWLRQ LV QRW HYHQ

VSHFLILHG LQ D FULPLQDO ODZ SURYLVLRQ LWVHOI� EXW LQ FLYLO RU DGPLQLVWUDWLYH SURYLVLRQV� H�J�

LQ FRS\ULJKW ODZ �WKH SURKLELWLRQ WR FRS\ ZRUNV RI DQ DXWKRU� RU LQ GDWD SURWHFWLRQ ODZ

�WKH SURKLELWLRQ WR SURFHVV VSHFLILHG SHUVRQDO GDWD�� DQG WKH DFWXDO FULPLQDO ODZ

SURYLVLRQ RQO\ UHJXODWHV WKH VDQFWLRQ�

7KLV WUDGLWLRQDO GLVWLQFWLRQ FDQ EH IRXQG LQ D FRPSDUDEOH PDQQHU LQ (& ODZ�

WRR� 3UHYLRXV DFWLYLWLHV RI WKH (& VKRZ WKDW WKH &RPPXQLW\ KDV UHJXODWHG D

SURKLELWLRQ RU RWKHU GXWLHV WR FRPSO\ ZLWK ± ZKLFK DFWXDOO\ FRQVWLWXWH WKH

SUHUHTXLVLWHV RI DQ HYHQWXDO QDWLRQDO FULPLQDO QRUP ± E\ D GLUHFWLYH DGRSWHG

LQ WKH IUDPHZRUN RI HFRQRPLF KDUPRQLVDWLRQ ZLWKRXW UHJXODWLQJ WKH

FRUUHVSRQGLQJ VDQFWLRQ LWVHOI LQ GHWDLO�
���

7KH ,QVLGHU 'HDOLQJ 'LUHFWLYH�
���

EDVHG RQ $UWLFOH ���D� UHTXLUHV 0HPEHU 6WDWHV WR SURKLELW FHUWDLQ DFWLYLWLHV

ZLWK UHVSHFW WR LQVLGHU GHDOLQJ DQG DOVR VSHFLILHV WKH JURXS RI SHRSOH ZKLFK

KDYH WR FRPSO\ ZLWK WKHVH GXWLHV �$UWLFOH � RI WKH 'LUHFWLYH�� EXW WKH FKRLFH

RI WKH DFWXDO VDQFWLRQ IRU LQIUDFWLRQV DJDLQVW WKHVH GXWLHV LV OHIW� DW OHDVW WR D

FHUWDLQ GHJUHH�
���

XS WR WKH 0HPEHU 6WDWHV
 GLVFUHWLRQ� /LNHZLVH� WKH 0RQH\

/DXQGHULQJ 'LUHFWLYH RI ����
���

H[SOLFLWO\ UHTXLUHV 0HPEHU 6WDWHV WR SURKLELW

PRQH\ ODXQGHULQJ DV VXFK �$UWLFOH ��� ZKHUHDV LW RQO\ SURYLGHV WKDW 0HPEHU

6WDWHV PXVW HQDFW �DGHTXDWH PHDVXUHV� LQ RUGHU WR HQVXUH WKH HIIHFWLYH

DSSOLFDWLRQ RI DOO SURYLVLRQV RI WKH 'LUHFWLYH �$UWLFOH ���� 7KLV REOLJDWLRQ

LQFOXGHV� LQ SDUWLFXODU� WKH GXW\ WR OD\ GRZQ UXOHV VWDWLQJ KRZ LQIUDFWLRQV

DJDLQVW WKH 'LUHFWLYH ZLOO EH VDQFWLRQHG� EXW DJDLQ� WKH 'LUHFWLYH RQO\

UHJXODWHV WKH SURKLELWLRQ DQG QRW WKH VDQFWLRQ LWVHOI� 6LPLODUO\� WKH ���� (&

'DWD 3URWHFWLRQ 'LUHFWLYH
���

GHDOW ZLWK DERYH� UHJXODWHV WKH ODZIXOQHVV RI WKH

��� &I�� H�J�� WKH *HUPDQ FULPLQDO ODZ\HU %LQGLQJ� ZKR GLVWLQJXLVKHG �9HUERWVQRUPHQ� �SURKLELWRU\

SURYLVLRQV� DGGUHVVHG WR WKH FLWL]HQV DQG UHTXLULQJ D FHUWDLQ EHKDYLRXU� IURP �6DQNWLRQVQRUPHQ�

�VDQFWLRQLQJ SURYLVLRQ�� ZKLFK DUH DGGUHVVHG WR MXGJHV DQG WHOO WKHP KRZ D FHUWDLQ LQIUDFWLRQ

VKRXOG EH SXQLVKHG�

��� &KDSWHU ,,,�*�

��� &I� 7LHGHPDQQ� (XURSlLVFKHV *HPHLQVFKDIWVUHFKW XQG 6WUDIUHFKW� ������ 1HXH -XULVWLVFKH

:RFKHQVFKULIW� SS� �� HW VHT� DW S� ���

��� &RXQFLO 'LUHFWLYH �������((& RI �� 1RYHPEHU ���� FRRUGLQDWLQJ UHJXODWLRQV RQ LQVLGHU GHDOLQJ� 2-

/ ������ RI �����������

��� &I� LQIUD FKDSWHU 9,�$���F�

��� &RXQFLO 'LUHFWLYH �������((& RI �� -XQH ���� RQ SUHYHQWLRQ RI WKH XVH RI WKH ILQDQFLDO V\VWHP IRU

WKH SXUSRVH RI PRQH\ ODXQGHULQJ� 2- / ������ RI �����������

��� 'LUHFWLYH ������(& RI WKH (XURSHDQ 3DUOLDPHQW DQG RI WKH &RXQFLO RI �� 2FWREHU ���� RQ WKH

SURWHFWLRQ RI LQGLYLGXDOV ZLWK UHJDUG WR WKH SURFHVVLQJ RI SHUVRQDO GDWD DQG RQ WKH IUHH PRYHPHQW

RI VXFK GDWD� 2- / ������ RI �����������
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SURFHVVLQJ RI SHUVRQDO GDWD LQ GHWDLO DQG SURYLGHV� LQ $UWLFOH ��� WKDW WKH

0HPEHU 6WDWHV �VKDOO DGRSW VXLWDEOH PHDVXUHV WR HQVXUH WKH IXOO

LPSOHPHQWDWLRQ RI WKH SURYLVLRQV RI WKLV 'LUHFWLYH DQG VKDOO LQ SDUWLFXODU OD\

GRZQ WKH VDQFWLRQV WR EH LPSRVHG LQ FDVH RI LQIULQJHPHQW RI WKH SURYLVLRQV

DGRSWHG SXUVXDQW WR WKLV 'LUHFWLYH�� )XUWKHUPRUH� WKH QHZ &RPPLVVLRQ

SURSRVDO IRU D 'LUHFWLYH RQ WKH KDUPRQLVDWLRQ RI DVSHFWV RI FRS\ULJKW DQG

UHODWHG ULJKWV LQ WKH ,QIRUPDWLRQ 6RFLHW\ RI ���� UHTXLUHV WKDW �0HPEHU

6WDWHV VKDOO SURYLGH DSSURSULDWH VDQFWLRQV DQG UHPHGLHV LQ UHVSHFW RI

LQIULQJHPHQWV RI WKH ULJKWV DQG REOLJDWLRQV VHW RXW LQ WKLV 'LUHFWLYH��
���

6LQFH WKH DERYH�PHQWLRQHG 'LUHFWLYHV FOHDUO\ VKRZ WKH GLIIHUHQWLDWLRQ

EHWZHHQ WKH KDUPRQLVDWLRQ RI SURKLELWLRQV RU VDIHW\ PHDVXUHV DQG WKH

HQDFWPHQW RI VDQFWLRQV RI DOO NLQGV� WKHVH WZR GLVWLQFW LVVXHV DUH JRLQJ WR EH

DQDO\VHG VHSDUDWHO\ LQ WKH IROORZLQJ IRU WKH ILHOG RI FRPSXWHU FULPH� WRR�

7KH TXHVWLRQ LQ KRZ IDU KDUPRQLVHG OHJDO DQG WHFKQLFDO PHDVXUHV� YDOXHV

DQG VDIHW\ VWDQGDUGV FDQ EH UHTXLUHG E\ ILUVW SLOODU PHDVXUHV PDLQO\ IRFXVHV

RQ WKH LVVXH RI ILQGLQJ DQ DGHTXDWH OHJDO EDVLV DQG RQ WKH DGGLWLRQDO

TXHVWLRQ DV WR ZKLFK IRUPV RI FRPSXWHU FULPH FDQ HIIHFWLYHO\ EH UHJXODWHG

RQ &RPPXQLW\ OHYHO LQ YLHZ RI WKH SULQFLSOH RI VXEVLGLDULW\ �LQIUD ��� 7KH

VHFRQG PDMRU LVVXH LV ZKHWKHU DQG WR ZKDW H[WHQW WKH &RPPXQLW\ LV DOVR

HPSRZHUHG WR HQDFW� RU WR UHTXLUH WR HQDFW� DOO NLQGV RI VDQFWLRQV RQ WKH

EDVLV RI WKH UHVSHFWLYH OHJDO EDVLV IRXQG� 2QO\ WKH VHFRQG LVVXH LV DGGUHVVHG

E\ WKH QXPHURXV RSLQLRQV LQ OHJDO VFLHQFH UHIHUULQJ WR WKH (&
V FRPSHWHQFH

IRU �FULPLQDO ODZ�� PDLQO\� KRZHYHU� LQ WKH FRQWH[W RI SURWHFWLQJ WKH

&RPPXQLW\
V ILQDQFLDO LQWHUHVWV� 7KXV� LW LV JRLQJ WR EH DQDO\VHG LQ KRZ IDU

WKH SULQFLSOHV HVWDEOLVKHG LQ WKH FDVH ODZ RI WKH (&- DV ZHOO DV E\ OHJDO

VFLHQFH ZLWK UHJDUG WR WKH SURWHFWLRQ RI WKH &RPPXQLW\
V EXGJHW FDQ

FRQWULEXWH YDOXDEOH DUJXPHQWV DOVR LQ WKH FRQWH[W RI ILJKWLQJ FRPSXWHU

FULPH E\ ILUVW SLOODU PHDVXUHV �LQIUD ���

�� +DUPRQLVLQJ�1RQ�&ULPLQDO�3URKLELWLRQV�DQG�'XWLHV

D� *HQHUDO 5HTXLUHPHQWV RI $UWLFOH ���D RI WKH 7UHDW\

$V GHVFULEHG DERYH� WKH (& FDQ DGRSW PHDVXUHV UHODWLQJ WR WKH ILJKW DJDLQVW

FRPSXWHU FULPH RQO\ LI WKHVH PHDVXUHV FDQ EH EDVHG RQ DQ DGHTXDWH OHJDO

EDVLV RI WKH (& 7UHDW\� 7KH DFWXDO FKRLFH RI D OHJDO EDVLV LV GHWHUPLQHG E\

WKH SUHUHTXLVLWHV RI WKH HPSRZHULQJ 7UHDW\ SURYLVLRQ DQG E\ WKH REMHFWLYH

DLPV SXUVXHG E\ WKH HQYLVDJHG OHJDO PHDVXUHV� ZKLFK DUH VXEMHFW WR MXGLFLDO

��� 6HH VXSUD FKDSWHU ,9�&���D�
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FRQWURO� 7KXV� WKH GHFLVLRQ IRU D FHUWDLQ OHJDO SURYLVLRQ PXVW EH EDVHG RQ

REMHFWLYH FULWHULD� LQ SDUWLFXODU RQ WKH DLP DQG WKH FRQWHQW RI WKH OHJDO

PHDVXUH WR EH DGRSWHG� 7KH OHJDO PHDVXUH DGRSWHG PXVW H[SOLFLWO\ VSHFLI\

WKHVH FULWHULD WR DOORZ VXFK FRQWURO RI WKH OHJDOLW\ RI WKH PHDVXUH E\ WKH

(&-�
���

7KH &RPPXQLW\ KDV EHHQ DFWLYH LQ D QXPEHU RI ILHOGV FRQFHUQLQJ WKH

�LQIRUPDWLRQ VRFLHW\�� L�H� LW KDV DOUHDG\ DGRSWHG PHDVXUHV DOVR LQ WKRVH

DUHDV ZKLFK DUH ODUJHO\ DIIHFWHG E\ FRPSXWHU FULPH� 6RPH RI WKH GRFXPHQWV

SXEOLVKHG E\ WKH &RPPXQLW\ PHUHO\ DUH QRQ�ELQGLQJ UHFRPPHQGDWLRQV RU

FRPPXQLFDWLRQV�
���

,Q WKRVH FDVHV LQ ZKLFK WKH &RPPXQLW\ DGRSWHG ELQGLQJ

OHJDO PHDVXUHV� LW PRVWO\ XVHG WKH LQVWUXPHQW RI GLUHFWLYHV� H�J� ZLWK

UHVSHFW WR WKH GHUHJXODWLRQ RI WKH WHOHFRPPXQLFDWLRQV VHFWRU�
���

GDWD

SURWHFWLRQ�
���

DV ZHOO DV WKH OHJDO SURWHFWLRQ RI FRPSXWHU SURJUDPV�
���

GDWDEDVHV
���

RU VHPLFRQGXFWRU WRSRJUDSKLHV�
���

7KH OHJDO EDVLV RI PRVW RI

WKHVH GLUHFWLYHV KDV EHHQ $UWLFOH ���D ��� (& 7UHDW\� ZKLFK ZDV LQWURGXFHG

WR WKH (& 7UHDW\ LQ ���� E\ WKH 6LQJOH (XURSHDQ $FW DQG ZKLFK HPSRZHUV

WKH &RXQFLO DQG WKH (XURSHDQ 3DUOLDPHQW� LQ DFFRUGDQFH ZLWK $UWLFOH ���E

(& 7UHDW\ DQG DIWHU FRQVXOWLQJ WKH (FRQRPLF DQG 6RFLDO &RPPLWWHH� WR

�DGRSW WKH PHDVXUHV IRU WKH DSSUR[LPDWLRQ RI WKH SURYLVLRQV ODLG GRZQ E\

��� &I� =XOHHJ� LQ� *URHEHQ�7KLHVLQJ�(KOHUPDQQ �HGV��� .RPPHQWDU ]XP (8�(*�9HUWUDJ� $UWLFOH �E�

SDUD� ��� (&-� -XGJHPHQW RI �� -XQH ����� &DVH &�������� ������ (&5 ,������ SDUD� ���

-XGJHPHQW RI �� 0DUFK ����� &DVH ������ ������ (&5 ����� SDUD� ���

��� &I� IRU H[DPSOH &RPPXQLFDWLRQ RQ KDUPIXO DQG LOOHJDO FRQWHQW RQ WKH ,QWHUQHW� &20���� ����

�� 2FWREHU ����� *UHHQ 3DSHU RQ WKH SURWHFWLRQ RI PLQRUV DQG KXPDQ GLJQLW\ LQ WKH FRQWH[W RI

DXGLRYLVXDO DQG LQIRUPDWLRQ VHUYLFHV� &20���� ���� �� 2FWREHU ����� DV ZHOO DV &RPPLVVLRQ

&RPPXQLFDWLRQ RI WKH IROORZ�XS WR WKH *UHHQ 3DSHU RQ WKH SURWHFWLRQ RI PLQRUV DQG KXPDQ GLJQLW\

LQ DXGLRYLVXDO DQG LQIRUPDWLRQ VHUYLFHV� LQFOXGLQJ D 5HFRPPHQGDWLRQ� &20���� ��� ILQDO�

�� 1RYHPEHU �����

��� )ROORZLQJ LWV *UHHQ 3DSHU RI ����� WKH &RPPXQLW\ KDV� LQ WKH PHDQWLPH� VXFFHVVIXOO\ DEROLVKHG DOO

H[FOXVLYH DQG VSHFLDO ULJKWV RI WKH IRUPHU QDWLRQDO WHOHFRPPXQLFDWLRQV RUJDQLVDWLRQV LQFOXGLQJ

YRLFH WHOHSKRQ\ DV RI � -DQXDU\ ����� XVLQJ WKH LQVWUXPHQW RI GLUHFWLYHV EDVHG RQ $UWLFOH �� ��� RI

WKH (& 7UHDW\� 7KH VXEVHTXHQW UH�UHJXODWLRQ RI WKH WHOHFRPPXQLFDWLRQV VHFWRU� LQ SDUWLFXODU WKH

KDUPRQLVDWLRQ GLUHFWLYHV HVWDEOLVKLQJ WKH SULQFLSOH RI RSHQ QHWZRUN SURYLVLRQ �213�� KDYH EHHQ

EDVHG RQ $UWLFOH ���D RI WKH (& 7UHDW\�

��� 'LUHFWLYH ������(& RI WKH (XURSHDQ 3DUOLDPHQW DQG RI WKH &RXQFLO RI �� 2FWREHU ���� RQ WKH

SURWHFWLRQ RI LQGLYLGXDOV ZLWK UHJDUG WR WKH SURFHVVLQJ RI SHUVRQDO GDWD DQG RQ WKH IUHH PRYHPHQW

RI VXFK GDWD� 2- / ������ RI �����������

��� &RXQFLO 'LUHFWLYH �������((& RI �� 0D\ ���� RQ WKH OHJDO SURWHFWLRQ RI FRPSXWHU SURJUDPV� 2-

/ ������ RI �����������

��� 'LUHFWLYH �����(& RI WKH (XURSHDQ 3DUOLDPHQW DQG RI WKH &RXQFLO RI �� 0DUFK ���� RQ WKH OHJDO

SURWHFWLRQ RI GDWDEDVHV� 2- / ����� RI �����������

��� &RXQFLO 'LUHFWLYH ������((& RI �� 'HFHPEHU ���� RQ WKH OHJDO SURWHFWLRQ RI WRSRJUDSKLHV RI

VHPLFRQGXFWRU SURGXFWV� 2- / ����� RI �����������
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ODZ� UHJXODWLRQ RU DGPLQLVWUDWLYH DFWLRQ LQ 0HPEHU 6WDWHV ZKLFK KDYH DV

WKHLU REMHFW WKH HVWDEOLVKPHQW DQG IXQFWLRQLQJ RI WKH LQWHUQDO PDUNHW�� 7KH

5HFLWDOV RI WKH UHVSHFWLYH 'LUHFWLYHV PHQWLRQHG DUJXH WKDW GLIIHUHQFHV LQ WKH

OHJDO SURWHFWLRQ RI� H�J�� FRPSXWHU SURJUDPV
���

RU GDWDEDVHV
���

RU GLIIHUHQW

OHYHOV RI GDWD SURWHFWLRQ
���

LQ WKH YDULRXV 0HPEHU 6WDWHV HQGDQJHU WKH

IXQFWLRQLQJ RI WKH LQWHUQDO PDUNHW� 6LPLODU DUJXPHQWV PLJKW DOVR EH YDOLG LQ

WKH ILHOG RI FRPSXWHU FULPH� DQG WKH SUHYLRXV DFWLRQV RI WKH (& TXRWHG

DERYH WKXV LQGLFDWH WKDW $UWLFOH ���D RI WKH 7UHDW\ PLJKW EH D VXLWDEOH OHJDO

EDVLV DOVR IRU WKH DGRSWLRQ RI GLUHFWLYHV DQG UHJXODWLRQV LQ WKH ILJKW DJDLQVW

FRPSXWHU FULPH�

$UWLFOH ���D RI WKH 7UHDW\ RQO\ SHUPLWV WKH DGRSWLRQ RI PHDVXUHV E\

TXDOLILHG PDMRULW\ DFFRUGLQJ WR $UWLFOH ���E RI WKH (& 7UHDW\� ,W DOORZV ERWK

WKH HQDFWPHQW RI GLUHFWLYHV DQG WKH DGRSWLRQ RI UHJXODWLRQV ZLWK WKH DLP WR

KDUPRQLVH 0HPEHU 6WDWHV
 SURYLVLRQV� +RZHYHU� DFFRUGLQJ WR D FRPPRQ

'HFODUDWLRQ RI 0HPEHU 6WDWHV RQ $UWLFOH ���D RI WKH (& 7UHDW\ DGRSWHG LQ

���� DW WKH WLPH RI VLJQLQJ WKH 6LQJOH (XURSHDQ $FW� WKH &RPPLVVLRQ LV

DVNHG WR JLYH SULRULW\ WR GLUHFWLYHV LI WKH KDUPRQLVDWLRQ LQYROYHV WKH

DPHQGPHQW RI OHJLVODWLYH SURYLVLRQV LQ RQH RU PRUH 0HPEHU 6WDWHV�

$UWLFOH ���D RI WKH 7UHDW\ UHIHUV WR WKH DFKLHYHPHQW RI WKH REMHFWLYH RI D

JHQXLQH LQWHUQDO PDUNHW DV VHW RXW LQ $UWLFOH �D RI WKH 7UHDW\� L�H� DQ DUHD

ZLWKRXW LQWHUQDO IURQWLHUV LQ ZKLFK WKH IUHH PRYHPHQW RI JRRGV� SHUVRQV�

VHUYLFHV� DQG FDSLWDO LV HQVXUHG LQ DFFRUGDQFH ZLWK WKH SURYLVLRQV RI WKH

7UHDW\� 7KH WHUP �LQWHUQDO PDUNHW� LPSOLHV D KLJKHU OHYHO RI LQWHJUDWLRQ DV

RSSRVHG WR WKH WHUP �FRPPRQ PDUNHW� XVHG LQ $UWLFOH ��� RI WKH 7UHDW\ DQG

WKXV LQFOXGHV WKH FUHDWLRQ RI KRPRJHQHRXV VRFLDO DQG HFRQRPLF FRQGLWLRQV

EH\RQG WKH PHUH H[HUWLRQ RI WKH IXQGDPHQWDO IUHHGRPV JXDUDQWHHG E\ WKH

(& 7UHDW\�
���

&RQVHTXHQWO\� $UWLFOH ���D DLPV DW WKH DEROLWLRQ RI WKH VWLOO

H[LVWLQJ EDUULHUV LQ WKH LQWHUQDO PDUNHW�
���

EXW DOVR DOORZV KDUPRQLVDWLRQ

PHDVXUHV ZLWK WKH DLP RI FUHDWLQJ HTXDO FRQGLWLRQV IRU HIIHFWLYH FRPSHWLWLRQ�

7KH (XURSHDQ &RXUW RI -XVWLFH KDV FRQILUPHG WKDW KDUPRQLVLQJ PHDVXUHV

PXVW EH DGRSWHG LQ WKRVH ILHOGV LQ ZKLFK GLIIHUHQW QDWLRQDO UXOHV FUHDWH D ULVN

RI GLVWRUWLQJ FRPSHWLWLRQ�
���

$V FDQ EH GHGXFHG IURP $UWLFOH ���D ���� D

��� 'LUHFWLYH �������((& RI �� 0D\ ���� RQ WKH OHJDO SURWHFWLRQ RI FRPSXWHU SURJUDPV� 2- / ������

RI �����������

��� 5HFLWDO � RI 'LUHFWLYH �����(&� VHH IQ� ����

��� 5HFLWDO � RI 'LUHFWLYH ������(&� VHH IQ� ����

��� /DQJHKHLQH� LQ� *UDELW]�+LOI �HGV��� .RPPHQWDU ]XU (XURSlLVFKHQ 8QLRQ� $UWLFOH ���D� SDUD� ���

��� /DQJHKHLQH� LQ� *UDELW]�+LOI� .RPPHQWDU ]XU (XURSlLVFKHQ 8QLRQ� $UWLFOH ���D� SDUD� ���

��� (&-� -XGJHPHQW RI �� -XQH ����� &DVH &�������� ������ (&5 ,������ SDUD� ���
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KDUPRQLVHG KLJK OHYHO RI FRQVXPHU SURWHFWLRQ LQ WKH LQWHUQDO PDUNHW LV DOVR

RQH RI WKH REMHFWLYHV WR EH SXUVXHG E\ PHDVXUHV EDVHG RQ $UWLFOH ���D�

$UWLFOH ���D DOORZV KDUPRQLVDWLRQ PHDVXUHV ZLWK UHJDUG WR WKH LQWHUQDO

PDUNHW RQO\ �VDYH ZKHUH RWKHUZLVH SURYLGHG� LQ WKH 7UHDW\ �$UWLFOH ���D ���

FO� ��� 7KLV PHDQV WKDW SUHIHUHQFH PXVW EH JLYHQ WR PRUH VSHFLILF OHJDO

EDVHV LI WKHLU ILHOG RI DSSOLFDWLRQ LV FRQFHUQHG� +RZHYHU� LQ WKH ILHOG RI

FRPSXWHU FULPH� WKLV UHODWLRQ EHWZHHQ $UWLFOH ���D DQG RWKHU SRVVLEOH OHJDO

EDVHV FRQWDLQHG LQ WKH (& 7UHDW\ GRHV QRW FUHDWH DQ\ PDMRU OHJDO SUREOHPV�

7R WKH GHJUHH WKDW DOO NLQGV RI FRPPHUFLDO WUDQVDFWLRQV� H�J� IRU WKH LQWHUQDWLRQDO VDOH

RI JRRGV RU WKH WUDQVIHU RI FDSLWDO� DUH LQFUHDVLQJO\ FDUULHG RXW YLD WKH ,QWHUQHW�

LQWHUQDWLRQDO RQOLQH VHUYLFHV GR QRW RQO\ IDOO ZLWKLQ WKH DPELW RI WKH EDVLF IUHHGRP WR

SURYLGH VHUYLFHV� EXW DOVR FRQFHUQ WKH IUHH PRYHPHQW RI JRRGV DQG FDSLWDO LQ WKH

LQWHUQDO PDUNHW� 7KH LQWHUQDO PDUNHW UHOHYDQFH DV FUXFLDO FULWHULRQ IRU RSHQLQJ WKH ILHOG

RI DSSOLFDWLRQ RI $UWLFOH ���D RI WKH 7UHDW\ WKXV FDQQRW EH GHQLHG DW OHDVW DV IDU DV

HOHFWURQLF FRPPHUFH LV FRQFHUQHG�
���

2Q WKH RWKHU KDQG� DV WKH QHZ RQOLQH VHUYLFHV H[FKDQJHG EHWZHHQ UHVLGHQWV RI YDULRXV

0HPEHU 6WDWHV FRQVWLWXWH WKHPVHOYHV VHUYLFHV LQ WKH VHQVH RI $UWLFOH �� RI WKH 7UHDW\�

D SRVVLEOH DOWHUQDWLYH OHJDO EDVLV IRU WKH DGRSWLRQ RI PHDVXUHV DJDLQVW FRPSXWHU FULPH

FRQWDLQHG LQ WKH 7UHDW\ FRXOG EH IRXQG LQ $UWLFOHV �� DQG �� ���� 2Q WKH EDVLV RI

$UWLFOHV �� DQG �� ���� WKH &RPPXQLW\ FDQ DGRSW GLUHFWLYHV IRU WKH FR�RUGLQDWLRQ RI WKH

SURYLVLRQV ODLG GRZQ E\ ODZ� UHJXODWLRQ RU DGPLQLVWUDWLYH DFWLRQ FRQWDLQLQJ VHUYLFH�

UHODWHG UHVWULFWLRQV� +RZHYHU� DV WKLV SURYLVLRQ PHUHO\ DOORZV WKH �FR�RUGLQDWLRQ� DV

RSSRVHG WR WKH KDUPRQLVDWLRQ RI UXOHV LQ WKH 0HPEHU 6WDWHV ZKLFK LV QHFHVVDU\ IRU DQ

HIIHFWLYH OHYHO RI SURWHFWLRQ� DV RQOLQH VHUYLFHV UHODWH WR WKH H[FKDQJH RI JRRGV DQG

FDSLWDO DQG QRW PHUHO\ VHUYLFHV DQG DV D YDULHW\ RI GLIIHUHQW DVSHFWV� H�J� FRQVXPHU

SURWHFWLRQ� FDQ EH FRQVLGHUHG LQ WKH FRQWH[W RI $UWLFOH ���D� $UWLFOH �� ��� RI WKH

7UHDW\ FDQQRW EH FRQVLGHUHG D PRUH VSHFLILF QRUP WKDQ $UWLFOH ���D IRU WKH ILHOG RI

RQOLQH VHUYLFHV� 3UHIHUHQFH VKRXOG WKXV EH JLYHQ WR WKLV ODWWHU SURYLVLRQ UHIHUULQJ WR WKH

IXQFWLRQLQJ RI WKH LQWHUQDO PDUNHW DV D ZKROH�

7KH DQDO\VLV RI SDUDGLJP VKLIWV LQ WKH LQIRUPDWLRQ VRFLHW\ KDV VKRZQ WKDW DW

OHDVW KDUPRQLVHG OHJDO VROXWLRQV DUH QHFHVVDU\ LQ WKH ILHOG RI LQWHUQDWLRQDO

FRPSXWHU FULPH� +RZHYHU� LQ WKH FRQWH[W RI $UWLFOH ���D� WKH RIWHQ

LQWHUQDWLRQDO FKDUDFWHU RI FRPSXWHU FULPH LV QRW D VXIILFLHQW OHJDO FULWHULRQ WR

MXVWLI\ WKH HQDFWPHQW RI PHDVXUHV RQ WKLV EDVLV� $UWLFOH ���D RI WKH 7UHDW\

UHTXLUHV WKDW FRPSXWHU FULPH� WKH FRQVHTXHQW QDWLRQDO UXOHV H[LVWLQJ WR

SUHYHQW LW RU ± UHYHUVHO\ ± WKH ODFN RI WHFKQLFDO DQG OHJDO FRXQWHUPHDVXUHV

LQ WKH 0HPEHU 6WDWHV VRPHKRZ DIIHFW WKH IXQFWLRQLQJ RI WKH LQWHUQDO

PDUNHW� VR WKDW D KDUPRQLVDWLRQ RI WKHVH QDWLRQDO SURYLVLRQV LV QHFHVVDU\�

7KLV TXHVWLRQ RI �LQWHUQDO PDUNHW UHOHYDQFH� GHPDQGV D FDUHIXO DQDO\VLV IRU

HDFK DQG HYHU\ RI WKH GLIIHUHQW IRUPV RI FRPSXWHU FULPH� 6LQFH WKH

UHVSHFWLYH GXWLHV LQ WKH ILHOG RI SULYDF\ SURWHFWLRQ DQG LQ WKH ILHOG RI

��� &I� LQ JUHDWHU GHWDLO LQIUD E�
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LQWHOOHFWXDO SURSHUW\ SURWHFWLRQ DUH DOUHDG\ FRYHUHG E\ H[LVWLQJ (&

GLUHFWLYHV�
���

WKH IROORZLQJ DQDO\VLV RI (& FRPSHWHQFHV XQGHU $UWLFOH ���D RI

WKH 7UHDW\ ZLOO IRFXV RQ WKH UHPDLQLQJ DUHDV RI �QRQ�FULPLQDO� GXWLHV DQG

SURKLELWLRQV LQ WKH ILHOGV RI HFRQRPLF FULPH �LQIUD E�� LOOHJDO DQG KDUPIXO

FRQWHQWV �LQIUD F� DV ZHOO DV UHVSRQVLELOLW\ RI RQOLQH DFFHVV DQG VHUYLFH

SURYLGHUV �LQIUD G��
���

E� $UWLFOH ���D ZLWK 5HVSHFW WR (FRQRPLF &ULPH

7KH UHOHYDQW IRUPV RI HFRQRPLF FULPH GHVFULEHG DERYH �L�H� KDFNLQJ�

FRPSXWHU VDERWDJH� FRPSXWHU HVSLRQDJH� FRPSXWHU IRUJHU\ DQG FRPSXWHU

PDQLSXODWLRQV� FDQ EH FRPPLWWHG ERWK �RIIOLQH� DQG �RQOLQH�� ,Q YLHZ RI WKH

JURZLQJ LPSRUWDQFH RI RQOLQH VHUYLFHV DQG HOHFWURQLF FRPPHUFH� WKH IUHH

IORZ RI VHUYLFHV� JRRGV DQG FDSLWDO DPRQJ 0HPEHU 6WDWHV DQG WKXV WKH

IXQFWLRQLQJ RI WKH LQWHUQDO PDUNHW FDQ LQ SDUWLFXODU EH KLQGHUHG LI 0HPEHU

6WDWHV HLWKHU FRPSOHWHO\ ODFN SURYLVLRQV UHODWLQJ WR WKH SURWHFWLRQ DJDLQVW

VXFK RQOLQH DQG RIIOLQH PDQLSXODWLRQV FRQFHUQLQJ HOHFWURQLF FRPPHUFH ZLWKLQ

WKH (& RU LI H[LVWLQJ QDWLRQDO SURYLVLRQV GR QRW JXDUDQWHH D KDUPRQLVHG OHYHO

RI SURWHFWLRQ�

,I WKH DXWKHQWLFLW\ DQG WKH VHFXULW\ RI HOHFWURQLF PHVVDJHV DLPLQJ DW WKH

FRQFOXVLRQ RI HOHFWURQLF FRQWUDFWV EHWZHHQ SDUWLHV LQ GLIIHUHQW 0HPEHU

6WDWHV ZHUH QRW DGHTXDWHO\ HQVXUHG E\ 0HPEHU 6WDWHV
 SURYLVLRQV� WKLV QHZ

IRUP RI FRPPHUFH ZRXOG EH XVHG OHVV IUHTXHQWO\� ZKLFK ZRXOG LQ WXUQ

UHGXFH WKH WUDQVERUGHU H[FKDQJH RI JRRGV� VHUYLFHV DQG FDSLWDO LQ WKH

LQWHUQDO PDUNHW� ,QDGHTXDWH QDWLRQDO UXOHV ZLWK UHJDUG WR WKH VHFXULW\ RI

RQOLQH FRPPHUFH DQG HOHFWURQLF EDQNLQJ �H�J� ORZ OHYHOV RI SURWHFWLRQ

DJDLQVW KDFNLQJ� FRPSXWHU VDERWDJH� FRPSXWHU HVSLRQDJH� FRPSXWHU IRUJHU\

DQG FRPSXWHU PDQLSXODWLRQV� ZRXOG PHDQ D ORZ OHYHO RI FRQVXPHU

SURWHFWLRQ WKURXJKRXW WKH &RPPXQLW\�

)URP WKH SRLQW RI YLHZ RI FRQWHQW DQG VHUYLFH SURYLGHUV VXFK DV EDQNV�

WKH H[LVWHQFH RI �FRPSXWHU FULPH KDYHQV� LQ WKH &RPPXQLW\� L�H� GLIIHULQJ

OHYHOV RI SURWHFWLRQ LQ WKH LQGLYLGXDO 0HPEHU 6WDWHV� ZRXOG PHDQ XQHTXDO

FRQGLWLRQV IRU FRPSHWLWLRQ� IDYRXULQJ� RQ WKH RQH KDQG� LQ WHUPV RI FRVWV IRU

VHFXULW\ PHDVXUHV WKRVH SURYLGHUV HVWDEOLVKHG LQ WKH 0HPEHU 6WDWH ZLWK WKH

ORZHVW OHYHO RI SURWHFWLRQ� 2Q WKH RWKHU KDQG� LI HOHFWURQLF EDQNLQJ EHWZHHQ

D FOLHQW DQG D EDQN ORFDWHG LQ GLIIHUHQW 0HPEHU 6WDWHV HQWDLOHG VRPH ULVN RI

PDQLSXODWLRQ GXH WR WKH ODFN RI SURWHFWLRQ LQ WKH KRVW 0HPEHU 6WDWH RI WKH

��� 6HH VXSUD IQ� ��� DQG ����

��� 7KH TXHVWLRQ ZKHWKHU WKHUH LV DOVR D SRZHU RI WKH (XURSHDQ &RPPXQLW\ WR FUHDWH FULPLQDO RU

DGPLQLVWUDWLYH FULPLQDO VDQFWLRQV ZLWK UHVSHFW WR WKH QRQ�FULPLQDO SURKLELWLRQV DQG GXWLHV ZLOO EH

GLVFXVVHG LQIUD FKDSWHU 9,�$���
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EDQN ZLWK UHJDUG WR WKH VHFXULW\ RI WKH WUDQVDFWLRQ� WKH SRWHQWLDO UHFLSLHQWV

RI WKH VHUYLFH ZRXOG VWLFN WR EDQNV LQ WKHLU RZQ 0HPEHU 6WDWH ZKHUH PRUH

DGHTXDWH SURWHFWLRQ LV HQVXUHG� VR WKDW HIIHFWLYH FRPSHWLWLRQ IURP RWKHU

0HPEHU 6WDWHV ZRXOG EH KLQGHUHG�

7KH LQWHUQDO PDUNHW UHOHYDQFH RI QDWLRQDO SURYLVLRQV UHODWLQJ WR FRPSXWHU FULPH LV OHVV

REYLRXV ZKHQ LW FRPHV WR RIIHQFHV ZKLFK GR QRW LQYROYH D FURVV�ERUGHU HOHPHQW QHLWKHU

LQ WKH FRPPLWPHQW RI WKH RIIHQFH QRU LQ WKH SRVVLEOH HIIHFWV� H�J� ZKHQ WKH RIIHQFH

GRHV QRW LQYROYH D EDQN DQG D FOLHQW ORFDWHG LQ GLIIHUHQW 0HPEHU 6WDWHV� EXW PHUHO\

RIIOLQH FRPSXWHU IUDXG DJDLQVW D ORFDO $70 E\ XVLQJ IDOVH DFFHVV FDUGV� 7KH SULQFLSOH RI

VXEVLGLDULW\ PLJKW OHDG WR WKH ± SUHPDWXUH ± FRQFOXVLRQ WKDW VXFK D VFHQDULR LV RI

SXUHO\ QDWLRQDO FKDUDFWHU DQG WKDW 0HPEHU 6WDWHV FDQ HIIHFWLYHO\ GHDO ZLWK VXFK

RIIHQFHV RQ WKH QDWLRQDO OHYHO DORQH� +RZHYHU� HYHQ QDWLRQDO UXOHV UHODWLQJ WR SXUHO\

GRPHVWLF FRPSXWHU RIIHQFHV PLJKW KDYH LQWHUQDO PDUNHW UHOHYDQFH LI WKH\ GLIIHU IURP

HDFK RWKHU WR WKH HIIHFW WKDW WKH GLIIHUHQW OHYHOV RI SURWHFWLRQ OHDG WR HYHQWXDO

GLVWRUWLRQV LQ WKH IORZ RI VHUYLFHV DQG JRRGV LQ WKH &RPPXQLW\� (�J� FRPSDQLHV

HVWDEOLVKHG LQ RQH 0HPEHU 6WDWH ZRXOG FHDVH WR H[SRUW FRPSXWHU SURJUDPV LQWR WKRVH

0HPEHU 6WDWHV WKDW GR QRW KDYH DQ HIIHFWLYH OHJDO SURWHFWLYH V\VWHP IRU FRPSXWHU

VRIWZDUH� 'LIIHUHQW OHJDO UHJLPHV ZLWK UHVSHFW WR GDWD SURWHFWLRQ ZRXOG DOVR SURYRNH

0HPEHU 6WDWHV
 JRYHUQPHQWV WR UHVWULFW GDWD IORZV WR 0HPEHU 6WDWHV ZLWK OHVV

GHYHORSHG SURWHFWLYH V\VWHPV� DV LV LOOXVWUDWHG E\ H[SRUW UHJXODWLRQV IRU SHUVRQDO GDWD

LQ PDQ\ SULYDF\ ODZV� 7KHVH VFHQDULRV KDYH HIIHFWLYHO\ EHHQ GHDOW ZLWK E\ WKH 'LUHFWLYH

RQ WKH OHJDO SURWHFWLRQ RI FRPSXWHU SURJUDPV
���

DQG E\ WKH 'DWD 3URWHFWLRQ 'LUHFWLYH
���

UHVSHFWLYHO\� ,I H�J� GXH WR WKH ODFN RI DGHTXDWH UXOHV� WHOHSKRQH FDUG PDQLSXODWLRQV

OHG WR VXFK KLJK GDPDJH DPRXQWV WKDW PDQXIDFWXUHUV RI SXEOLF SD\SKRQHV ZRXOG FHDVH

WR H[SRUW WKHLU WHFKQRORJ\ WR WKHVH 0HPEHU 6WDWHV� WKLV ZRXOG UHSUHVHQW D VLPLODU FDVH

RI LQWHUQDO PDUNHW UHOHYDQFH� ,Q WKLV DUHD RI RIIOLQH PDQLSXODWLRQV� WKH &RPPXQLW\ KDV

WKHUHIRUH JRW WR FDUHIXOO\ DVVHVV IRU HDFK DQG HYHU\ IRUP RI FRPSXWHU FULPH ZKHWKHU

WKH FULPLQDO DFWLYLW\ DQG GLIIHULQJ QDWLRQDO SURYLVLRQV IRU WKHLU SUHYHQWLRQ GR LQGHHG

KDYH LQWHUQDO PDUNHW UHOHYDQFH� ,I WKLV FULWHULRQ LV QRW IXOILOOHG� WKH (& FDQQRW OHJLVODWH

RQ WKH EDVLV RI $UWLFOH ���D RI WKH 7UHDW\� ,I VXFK LQWHUQDO PDUNHW UHOHYDQFH H[LVWV�

KRZHYHU� WKH &RPPXQLW\ ZRXOG QRW EH SUHYHQWHG IURP OHJLVODWLQJ RQ WKH EDVLV RI

$UWLFOH ���D E\ WKH SULQFLSOH RI VXEVLGLDULW\� EHFDXVH WKH QHFHVVDU\ KDUPRQLVDWLRQ RI

0HPEHU 6WDWHV
 ODZV FRXOG QRW EH DFKLHYHG ZLWKRXW &RPPXQLW\ DFWLRQ�

7KHVH VFHQDULRV LQGLFDWH WKDW GLIIHULQJ RU ODFNLQJ SURYLVLRQV ZLWK UHJDUG WR

WKH VHFXULW\ RI RQOLQH VHUYLFHV DQG HOHFWURQLF FRPPHUFH FOHDUO\ KDYH LQWHUQDO

PDUNHW UHOHYDQFH HVSHFLDOO\ ZLWK UHJDUG WR PDUNHW GLVWRUWLRQV� DQG WKDW D

FRUUHVSRQGLQJ KDUPRQLVDWLRQ RI QDWLRQDO UXOHV FRXOG WKXV EH EDVHG RQ

$UWLFOH ���D RI WKH 7UHDW\� ,Q D GLUHFWLYH EDVHG RQ WKLV 7UHDW\ SURYLVLRQ� WKH

UHFLWDOV RI ZKLFK ZRXOG KDYH WR VWDWH WKH DERYH�PHQWLRQHG FRQVLGHUDWLRQV DV

REMHFWLYH DLPV RI WKH &RPPXQLW\
V PHDVXUH� WKH (& FRXOG WKHUHIRUH UHTXLUH

0HPEHU 6WDWHV� LQWHU DOLD�

��� &I� DERYH IQ� ����

��� &I� DERYH IQ� ����
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− WR SURWHFW WKH VHFXULW\ RI (XURSHDQ FRPSXWHU QHWZRUNV DJDLQVW FRPSXWHU�

UHODWHG FULPH E\ DGHTXDWH SURKLELWLRQV HVSHFLDOO\ DJDLQVW KDFNLQJ�

HVSLRQDJH� VDERWDJH DQG PDQLSXODWLRQV�

− WR FUHDWH HIIHFWLYH UXOHV FRQFHUQLQJ GLJLWDO VLJQDWXUHV SURWHFWLQJ WKH

LQWHJULW\ DQG DXWKHQWLFLW\ RI HOHFWURQLF PHVVDJHV DV ZHOO DV JHQHUDO UXOHV

DOORZLQJ WKH XVH RI HQFU\SWLRQ WHFKQRORJLHV WR SURWHFW WKH VHFUHF\ RI

HOHFWURQLF GDWD����

− WR FUHDWH FHUWDLQ PLQLPXP VWDQGDUGV RI VHFXULW\ �H�J� IRU SULYDF\

SURWHFWLRQ� LQ (XURSHDQ FRPSXWHU QHWZRUNV�

$V D FRQVHTXHQFH� H�J�� D IXWXUH GLUHFWLYH RQ HOHFWURQLF FRPPHUFH FRXOG

UHTXLUH 0HPEHU 6WDWHV WR SURKLELW FHUWDLQ DFWV LQIULQJLQJ WKH VHFXULW\ RI

HOHFWURQLF FRPPHUFH VXFK DV KDFNLQJ� VDERWDJH� HVSLRQDJH� IRUJHU\ DQG

PDQLSXODWLRQV� %DVHG RQ WKH DERYH GHVFULEHG GLIIHUHQWLDWLRQ EHWZHHQ PHUH

SURKLELWLRQV DQG VDQFWLRQV IRU LQIULQJLQJ WKHVH SURKLELWLRQV� LW ZLOO EH

GLVFXVVHG EHORZ ZKHWKHU RU QRW WKH UHVSHFWLYH GLUHFWLYH FRXOG DOVR FRYHU WKH

GHPDQG IRU DGHTXDWH VDQFWLRQV DJDLQVW WKH LQIULQJHPHQW RI WKHVH

SURKLELWLRQV�

F� $UWLFOH ���D ZLWK 5HVSHFW WR ,OOHJDO DQG +DUPIXO &RQWHQWV

,Q SULQFLSOH� HYHQ VXFK RQOLQH VHUYLFHV ZKLFK PLJKW FRQWDLQ KDUPIXO RU LOOHJDO

FRQWHQWV VXFK DV WKH GLVVHPLQDWLRQ RI HURWLF SLFWXUHV RU GHIDPDWRU\

VWDWHPHQWV SULQFLSDOO\ IDOO ZLWKLQ WKH DPELW RI $UWLFOH �� RI WKH 7UHDW\ LI WKH

UHFLSLHQW DQG WKH SURYLGHU RI WKH VHUYLFH DUH ORFDWHG LQ GLIIHUHQW 0HPEHU

6WDWHV DQG LI WKH VHUYLFH LV RIIHUHG LQ UHWXUQ IRU VRPH UHPXQHUDWLRQ� 7KH

VLWXDWLRQ LV FRPSDUDEOH WR FURVV�ERUGHU 79 EURDGFDVWLQJ� ZKLFK WKH (&-

TXDOLILHV DV D VHUYLFH LQ WKH VHQVH RI $UWLFOH �� RI WKH 7UHDW\ DQG ZKLFK WKH

&RPPXQLW\ LV WKXV HPSRZHUHG WR UHJXODWH�
���

,W KDV EHHQ LOOXVWUDWHG DERYH

LQ FKDSWHU ,,,�(�� WKDW LQ WKH ILHOG RI FRPPXQLFDWLRQ RIIHQFHV� QDWLRQDO

VWDQGDUGV DV WR ZKDW FRQWHQWV DUH SHUPLVVLEOH �DQG FRQVHTXHQWO\ QDWLRQDO

FULPLQDO QRUPV� GLIIHU FRQVLGHUDEO\� 7KLV GLYHUJHQFH RI QDWLRQDO VWDQGDUGV

��� :KHUHDV DV\PPHWULF HQFU\SWLRQ �WKLV W\SH RI HQFU\SWLRQ UHTXLUHV WKH H[LVWHQFH RI D VHFUHW DQG D

SXEOLF NH\� ZKLFK LV H[FOXVLYHO\ XVHG WR FUHDWH VR�FDOOHG GLJLWDO VLJQDWXUHV FDQQRW SUHYHQW

PDQLSXODWLRQV RQ WKH SODLQ WH[W LWVHOI EXW LV D PHDQV WR FRQWURO ZKHWKHU VXFK PDQLSXODWLRQV KDYH

WDNHQ SODFH �YLD WKH FRPSDULVRQ RI D FKHFNVXP�� GLJLWDO V\PPHWULF RU DV\PPHWULF HQFU\SWLRQ XVHG

WR HQFRGH SODLQ WH[W LV DOVR D PHDQV WKDW FRXOG HIIHFWLYHO\ SUHYHQW WKH DOWHUDWLRQ RI HOHFWURQLF GDWD�

H�J� WKH IRUJHU\ RI RQOLQH GRFXPHQWV VXFK DV FRQWUDFWV�

��� (&-� -XGJHPHQW RI �� $SULO ����� &DVH ������� ������ (&5� S� ���� SDUD� �� -XGJHPHQW RI

�� 0DUFK ����� &DVH ������ ������ (&5� S� ���� DW S� ���� SDUD� �� DOVR FI� .XJHOPDQQ� 'HU

5XQGIXQN XQG GLH 'LHQVWOHLVWXQJVIUHLKHLW GHV (:*�9HUWUDJV� SS� �� HW VHT�
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DQG FULPLQDO QRUPV FDQ OHDG WR VHYHUH GLVWRUWLRQV LQ WKH IXQFWLRQLQJ RI WKH

LQWHUQDO PDUNHW�

7KH FODVVLF H[DPSOH RI DQ RQOLQH VHUYLFH WKDW PLJKW OHDG WR D FRQIOLFW LQ

WKH LQWHUQDO PDUNHW LV DQ RQOLQH MRXUQDO ZLWK HURWLF SLFWXUHV RU ZLWK VHQVLEOH

SROLWLFDO SURSDJDQGD WKDW LV OHJDO LQ WKH RULJLQDWLQJ 0HPEHU 6WDWH $� EXW

ZKLFK LV DFFHVVLEOH DQG GHOLYHUHG WR DQRWKHU 0HPEHU 6WDWH %� ZKHUH WKHVH

SLFWXUHV RU VWDWHPHQWV DUH FRQVLGHUHG LOOHJDO SRUQRJUDSK\ RU KDWH VSHHFK� ,Q

WKHVH FDVHV� QDWLRQDO SURVHFXWLRQ DXWKRULWLHV ZLOO XVXDOO\ DSSO\ WKHLU

SURFHGXUDO DQG VXEVWDQWLDO QDWLRQDO FULPLQDO ODZ SURYLVLRQV� H�J� E\ DVNLQJ

DFFHVV RU VHUYLFH SURYLGHUV WR EORFN DFFHVV WR WKDW SDUWLFXODU VHUYLFH RQ WKH

EDVLV WKDW LWV GLVVHPLQDWLRQ RU UHFHLSW FRQVWLWXWHV D FULPLQDO RIIHQFH LQ WKDW

0HPEHU 6WDWH�
���

,Q YLHZ RI WKH IXQGDPHQWDO IUHHGRP RI WKH IUHH IORZ RI

VHUYLFHV LQ WKH LQWHUQDO PDUNHW� WKH DSSOLFDWLRQ RI WKHVH QDWLRQDO FULPLQDO

UXOHV DQG LQYHVWLJDWLRQ PHDVXUHV LQ WKH 0HPEHU 6WDWHV ZKHUH WKH VHUYLFH LV

UHTXHVWHG FUHDWHV FRQVLGHUDEOH OHJDO SUREOHPV�

(& ODZ FRQWDLQV WKH JHQHUDO SULQFLSOH WKDW SURYLGHUV RI VHUYLFHV VKDOO EH FRQWUROOHG E\

WKH 0HPEHU 6WDWH LQ ZKLFK WKH\ DUH HVWDEOLVKHG�
���

7KH (XURSHDQ &RXUW RI -XVWLFH KDV

UXOHG WKDW D VHUYLFH SURYLGHU �H�J� DQ LQVXUDQFH FRPSDQ\� HVWDEOLVKHG DQG OLFHQVHG LQ

RQH 0HPEHU 6WDWH FDQ EH VXEPLWWHG WR IXUWKHU QRQ�GLVFULPLQDWRU\ UHJXODWLRQV LQ

DQRWKHU 0HPEHU 6WDWH RQO\ LI WKHVH UHVWULFWLRQV DUH MXVWLILHG LQ WKH JHQHUDO LQWHUHVW DQG

RQO\ LI WKLV JHQHUDO LQWHUHVW KDV QRW \HW EHHQ WDNHQ LQWR FRQVLGHUDWLRQ E\ WKH KRVW

0HPEHU 6WDWH WKDW KDV LVVXHG D OLFHQFH�
���

7KH SXEOLVKHUV RI WKH SDUWLFXODU RQOLQH

MRXUQDO ZKR DUH OHJDOO\ HVWDEOLVKHG LQ WKHLU KRPH 0HPEHU 6WDWH PLJKW FODLP WKDW WKH

EORFNLQJ LV QRW MXVWLILHG LQ WKH JHQHUDO LQWHUHVW DQG WKDW WKHLU IUHHGRP WR SURYLGH

VHUYLFHV LV WKXV YLRODWHG� $QRWKHU 7UHDW\ SURYLVLRQ RQ JURXQGV RI ZKLFK 0HPEHU 6WDWHV

FRXOG EORFN VHUYLFHV WKDW WKH\ FRQVLGHU KDUPIXO RU LOOLFLW LV WKH SXEOLF SROLF\ SURYLVR RI

$UWLFOH �� ��� RI WKH 7UHDW\� %RWK WKH WHUPV �SXEOLF SROLF\� DQG �JHQHUDO LQWHUHVW� DUH

VR LPSUHFLVH DQG RSHQ IRU LQWHUSUHWDWLRQ WKDW 0HPEHU 6WDWHV FRXOG HDVLO\ EH WHPSWHG

WR DSSO\ WKHLU PRUH UHVWULFWLYH QDWLRQDO FULPLQDO ODZV� 7KLV ZRXOG UHSUHVHQW DQ

LQIUDFWLRQ RI $UWLFOH �� RI WKH (& 7UHDW\ DQG WKXV DQ REVWDFOH IRU WKH IXQFWLRQLQJ RI WKH

LQWHUQDO PDUNHW LQ HDFK DQG HYHU\ FDVH LQ ZKLFK WKH 0HPEHU 6WDWHV
 LQWHUYHQWLRQV

FRXOG QHLWKHU EH MXVWLILHG LQ WKH JHQHUDO LQWHUHVW QRU E\ $UWLFOH �� ��� RI WKH 7UHDW\�

��� )RU DQ H[DPSOH RI VXFK D FDVH FI� DERYH FKDSWHU ,,�&� )RU WKH ILHOG RI WHOHYLVLRQ� D FRPSDUDEOH

GHYHORSPHQW FDQ EH REVHUYHG LQ WKH �QRQ�(8� FRXQWU\ RI 1RUZD\� ZKLFK OLPLWV DFFHVV WR FDEOH 79

SURJUDPV RI 6ZHGLVK WHOHYLVLRQ VWDWLRQV GXH WR WKH PRUH JHQHURXV SRUQRJUDSK\ OHJLVODWLRQ LQ

6ZHGHQ� 6HH DERYH FKDSWHU ,,,�'���F�

��� 7UREHUJ� LQ� *URHEHQ�7KLHVLQJ�(KOHUPDQQ �HGV��� $UWLFOH ��� SDUD� ���

��� (&-� -XGJHPHQW RI � 'HFHPEHU ����� &DVH ������� ������ (&5 ����� SDUD� ��� $ VSHFLDO FDVH LV

JLYHQ LI D EURDGFDVWLQJ RUJDQLVDWLRQ WKDW LV HVWDEOLVKHG LQ RQH 0HPEHU 6WDWH GLUHFWV DOO RU PRVW RI

LWV DFWLYLW\ WR WKH WHUULWRU\ RI DQRWKHU 0HPEHU 6WDWH� DQG WKH FKRLFH RI HVWDEOLVKPHQW ZDV PDGH

ZLWK D YLHZ WR HYDGLQJ WKH OHJLVODWLRQ WKDW ZRXOG KDYH DSSOLHG WR WKH RUJDQLVDWLRQ KDG LW EHHQ

HVWDEOLVKHG RQ WKH WHUULWRU\ RI WKLV ODWWHU 0HPEHU 6WDWH� )RU WKHVH FDVHV� WKH (&- KDV FRQVWDQWO\

KHOG WKDW WKH ODWWHU 0HPEHU 6WDWH UHWDLQV WKH ULJKW WR WDNH PHDVXUHV DJDLQVW VXFK DQ RUJDQLVDWLRQ�

FI� (&-� -XGJHPHQW RI � 'HFHPEHU ����� &DVH ������ ������ (&5� S� ���� DQG -XGJHPHQW RI

� 2FWREHU ����� &DVH &������� ������ (&5� S� ,������
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7KH QHHG IRU KDUPRQLVDWLRQ PHDVXUHV LQ RUGHU WR FUHDWH D FRPPRQ OHYHO RI

DFFHSWHG FRQWHQWV SUHYHQWLQJ VXFK LQWHUYHQWLRQV E\ LQGLYLGXDO 0HPEHU

6WDWHV WKXV EHFRPHV REYLRXV� 0RUHRYHU� D FULPLQDO SURVHFXWLRQ RI WKH

PDQDJHUV RI VHUYLFH SURYLGHU FRPSDQLHV ZKLFK RIIHU ODZIXO VHUYLFHV LQ RQH

0HPEHU 6WDWH LQ DQRWKHU 0HPEHU 6WDWH WKDW FRQVLGHUV WKHVH VHUYLFHV

XQODZIXO ZRXOG GHILQLWHO\ UHSUHVHQW D GLVWRUWLRQ RI FRPSHWLWLRQ DQG ZRXOG QRW

RQO\ OHDG WR D UHGXFWLRQ RI WKH FURVV�ERUGHU H[FKDQJH RI WKHVH SDUWLFXODU

VHUYLFHV� EXW PLJKW UHGXFH WKH RYHUDOO YROXPH RI RQOLQH VHUYLFHV LQ WKH

LQWHUQDO PDUNHW GXH WR WKH XQFHUWDLQ OHJDO VLWXDWLRQ� &RQVHTXHQWO\� WKH

TXHVWLRQ ZKHWKHU GLYHUJHQW QDWLRQDO FULPLQDO QRUPV UHODWLQJ WR WKH

GLVVHPLQDWLRQ RI� H�J�� SRUQRJUDSKLF RU UDFLVW FRQWHQW DUH RI LQWHUQDO PDUNHW

UHOHYDQFH FDQ FHUWDLQO\ EH DQVZHUHG LQ WKH DIILUPDWLYH� 7KH KDUPRQLVDWLRQ

RI WKHVH GLIIHULQJ QDWLRQDO FULPLQDO QRUPV FRXOG WKXV EH EDVHG RQ

$UWLFOH ���D RI WKH (& 7UHDW\� DLPLQJ DW WKH HOLPLQDWLRQ RI SRWHQWLDO

REVWDFOHV LQ WKH LQWHUQDO PDUNHW DQG DQ LQFUHDVHG PDUNHWDELOLW\ RI RQOLQH

VHUYLFHV DV D ZKROH E\ VHWWLQJ PLQLPXP VWDQGDUGV IRU WKH SDUWLFXODU RQOLQH

VHUYLFHV LQ TXHVWLRQ�

+RZHYHU� DV VXFK D KDUPRQLVDWLRQ RI 0HPEHU 6WDWHV
 UXOHV ZLWK UHJDUG

WR FRPPXQLFDWLRQ RIIHQFHV ZRXOG QRW UHTXLUH WKH VHWWLQJ RI KDUPRQLVHG

WHFKQLFDO VDIHW\ UHJXODWLRQV RU SURKLELWLRQV� EXW ZRXOG ± LQGLUHFWO\ ± UDWKHU

LPSO\ WKH KDUPRQLVDWLRQ RI FXOWXUDO VWDQGDUGV DV WR ZKDW FRQWHQWV DUH VWLOO

SHUPLVVLEOH� 0HPEHU 6WDWHV FRXOG VKRZ D FHUWDLQ UHVLVWDQFH DJDLQVW WKH

KDUPRQLVDWLRQ RI WKHVH PRUDO VWDQGDUGV DQG YDOXHV DW %UXVVHOV E\

VXSUDQDWLRQDO PHDVXUHV� )URP WKH OHJDO SRLQW RI YLHZ� WKLV UHVLVWDQFH FRXOG

EH QHJOHFWHG� RQFH PRUH� WKHUH LV DQ REYLRXV SDUDOOHO RI RQOLQH VHUYLFHV DQG

WHOHYLVLRQ� $V LQ WKH FDVH RI WHOHYLVLRQ� RQOLQH VHUYLFHV GR KDYH D FXOWXUDO�

EXW DERYH DOO DOVR D VWURQJ HFRQRPLF DVSHFW� VR WKDW WKH GHILQLWLRQ RI

�VHUYLFHV� LQ WKH VHQVH RI $UWLFOH �� RI WKH 7UHDW\ LV XQGRXEWHGO\ IXOILOOHG

LUUHVSHFWLYH RI WKLV XQGHQLDEOH FXOWXUDO DVSHFW�
���

&RQVHTXHQWO\� WKH 'LUHFWLYH

�������((& RQ WKH KDUPRQLVDWLRQ RI 0HPEHU 6WDWHV UXOHV FRQFHUQLQJ 79

EURDGFDVWLQJ �FRPPRQO\ NQRZQ DV �7HOHYLVLRQ :LWKRXW )URQWLHUV���
���

RI

ZKLFK $UWLFOH �� FOHDUO\ UHJXODWHV FXOWXUDO DVSHFWV ZLWK UHJDUG WR WKH

��� &I� WKH UHIHUHQFHV LQ IQ� ��� DERYH�

��� &RXQFLO 'LUHFWLYH �������((& RI � 2FWREHU ���� RQ WKH FRRUGLQDWLRQ RI FHUWDLQ SURYLVLRQV ODLG

GRZQ E\ ODZ� UHJXODWLRQ RU DGPLQLVWUDWLYH DFWLRQ LQ 0HPEHU 6WDWHV FRQFHUQLQJ WKH SXUVXLW RI

WHOHYLVLRQ EURDGFDVWLQJ DFWLYLWLHV� 2- / ������ RI ����������� UHFHQWO\ DPHQGHG E\ 'LUHFWLYH

������(& RI WKH (XURSHDQ 3DUOLDPHQW DQG RI WKH &RXQFLO RI �� -XQH ���� DPHQGLQJ &RXQFLO

'LUHFWLYH �������((& RI � 2FWREHU ���� RQ WKH FR�RUGLQDWLRQ RI FHUWDLQ SURYLVLRQV ODLG GRZQ E\

ODZ� UHJXODWLRQ RU DGPLQLVWUDWLYH DFWLRQ LQ 0HPEHU 6WDWHV FRQFHUQLQJ WKH SXUVXLW RI WHOHYLVLRQ

EURDGFDVWLQJ DFWLYLWLHV� 2- / ������ RI �����������
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SURWHFWLRQ RI PLQRUV DQG SXEOLF RUGHU�
���

FDQ VHUYH DV D PRGHO OHJDO SURYLVLRQ

IRU WKH SURKLELWLRQ RI LQGHFHQW DQG KDUPIXO RQOLQH DFWLYLWLHV� WRR� $Q (&

'LUHFWLYH KDUPRQLVLQJ QDWLRQDO SURKLELWLRQV FRXOG H[SOLFLWO\ UHTXLUH 0HPEHU

6WDWHV WR SURKLELW RQOLQH VHUYLFHV FRQWDLQLQJ LQIRUPDWLRQ ZKLFK PLJKW

VHULRXVO\ LPSDLU WKH SK\VLFDO� PHQWDO RU PRUDO GHYHORSPHQW RI PLQRUV� LQ

SDUWLFXODU RQOLQH VHUYLFHV WKDW LQYROYH SRUQRJUDSK\ RU JUDWXLWRXV YLROHQFH RU

ZKLFK FRQWDLQV KDWH VSHHFK RU UDFLVW� QDWLRQDO�VRFLDOLVW DQG IDVFLVW

SURSDJDQGD�

,Q RUGHU WR UHDOO\ DFKLHYH D FRPPRQ OHYHO RI SURWHFWLRQ WKURXJKRXW WKH

&RPPXQLW\ DQG WR DYRLG WKH NLQG RI PDUNHW GLVWRUWLRQV GHVFULEHG DERYH� D

IXWXUH GLUHFWLYH RQ WKH KDUPRQLVDWLRQ RI 0HPEHU 6WDWHV
 OHJDO SURYLVLRQ ZLWK

UHVSHFW WR RQOLQH FRPPXQLFDWLRQ RIIHQFHV PLJKW SRVVLEO\ KDYH WR UHJXODWH

WKH UHVSHFWLYH SURKLELWLRQV LQ JUHDWHU GHWDLO WKDQ WKH �7HOHYLVLRQ :LWKRXW

)URQWLHUV��'LUHFWLYH� SUHFLVHO\ VSHFLI\LQJ �E\ ZD\ RI KDUPRQLVHG GHILQLWLRQV�

ZKLFK FRQWHQWV DUH VWLOO SHUPLVVLEOH DQG ZKLFK DUH LOOLFLW LQ (XURSHDQ

FRPSXWHU QHWZRUNV� 7KH SURKLELWLRQV FRXOG EH VSHFLILHG H�J� ZLWK UHVSHFW WR

FKLOG SRUQRJUDSK\� [HQRSKRELD� UDFLVP DV ZHOO DV RWKHU LOOHJDO RU KDUPIXO

FRQWHQWV� 2Q WKH RWKHU KDQG� WKH DLP WR LQFUHDVH WKH PDUNHWDELOLW\ RI RQOLQH

VHUYLFHV LQ WKH LQWHUQDO PDUNHW DQG WR DYRLG PDUNHW GLVWRUWLRQV GRHV QRW

QHFHVVDULO\ UHTXLUH XQLILHG (XURSHDQ VROXWLRQV �ZKLFK FRXOG RQO\ EH DFKLHYHG

E\ DQ (& UHJXODWLRQ�� EXW PHUHO\ KDUPRQLVHG RQHV� ,Q YLHZ RI WKH SULQFLSOH

RI SURSRUWLRQDOLW\� VLPLODU �DQG QRW LGHQWLFDO� QDWLRQDO SURYLVLRQV UHVXOWLQJ

IURP D KDUPRQLVLQJ GLUHFWLYH EDVHG RQ $UWLFOH ���D RI WKH 7UHDW\ DQG

JXDUDQWHHLQJ D KDUPRQLVHG �DQG QRW XQLILHG� OHYHO RI DFFHSWHG VWDQGDUGV LQ

(XURSH ZRXOG SUREDEO\ EH VXIILFLHQW WR UHDFK WKH GHVLUHG DLPV� WKXV OHDYLQJ

HQRXJK URRP IRU QDWLRQDO SDUWLFXODULWLHV WKDW GR QRW DIIHFW WKLV FRPPRQ OHYHO

RI SURWHFWLRQ� 2Q WKH EDVLV RI WKH SUHYLRXV ZRUN FDUULHG RXW LQ WKLV ILHOG� D

(XURSHDQ ZRUNLQJ JURXS VKRXOG VSHFLILFDOO\ DQDO\VH WKH GLYHUJLQJ QDWLRQDO

FULPLQDO QRUPV DQG XQGHUO\LQJ FXOWXUDO DVSHFWV DQG WKHQ VXJJHVW D FRPPRQ

(XURSHDQ VWDQGDUG DV ZHOO DV FRQFUHWH SURYLVLRQV RI D IXWXUH GLUHFWLYH�

,Q DQ\ FDVH� WKH KDUPRQLVDWLRQ RI VWDQGDUGV ZLWK UHJDUG WR LOOHJDO DQG

KDUPIXO FRQWHQWV LQ (XURSHDQ FRPSXWHU QHWZRUNV E\ D GLUHFWLYH EDVHG RQ

$UWLFOH ���D RI WKH 7UHDW\ UHPDLQV DV PXFK D OHJDO DV D SROLWLFDO TXHVWLRQ� ,Q

FDVH WKDW D GLUHFWLYH SURSRVDO LQ WKLV ILHOG LV QRW SRVVLEOH RU DGYLVDEOH IRU

SROLWLFDO UHDVRQV� WKH UHVSHFWLYH SURKLELWLRQV VKRXOG EH GHDOW ZLWK LQ WKH

��� $UWLFOH �� ��� RI &RXQFLO 'LUHFWLYH �������((& DV DPHQGHG SURYLGHV WKDW �0HPEHU 6WDWHV VKDOO

WDNH DSSURSULDWH PHDVXUHV WR HQVXUH WKDW WHOHYLVLRQ EURDGFDVWV E\ EURDGFDVWHUV XQGHU WKHLU

MXULVGLFWLRQ GR QRW LQFOXGH DQ\ SURJUDPV ZKLFK PLJKW VHULRXVO\ LPSDLU WKH SK\VLFDO� PHQWDO RU

PRUDO GHYHORSPHQW RI PLQRUV� LQ SDUWLFXODU SURJUDPV WKDW LQYROYH SRUQRJUDSK\ RU JUDWXLWRXV

YLROHQFH��
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FRQWH[W RI WKLUG SLOODU DFWLRQ E\ MRLQW DFWLRQV RU FRQYHQWLRQV LQ ZKLFK 0HPEHU

6WDWHV FDQ DJUHH RQ D FRPPRQ OHYHO RI DFFHSWHG FRQWHQWV�
���

G� $UWLFOH ���D ZLWK 5HVSHFW WR WKH 5HVSRQVLELOLW\ RI 2QOLQH $FFHVV

DQG 6HUYLFH 3URYLGHUV

,W ZDV VKRZQ DERYH WKDW WKH LQWHUQDWLRQDO QDWXUH RI RQOLQH VHUYLFHV PDNHV LW

YHU\ GLIILFXOW WR OHJDOO\ SXUVXH WKH DXWKRUV RI LOOLFLW DQG KDUPIXO FRQWHQWV�

7KHUHIRUH� WKH KDUPRQLVDWLRQ RI SURKLELWLRQV ZLWK UHVSHFW WR LOOHJDO DQG

KDUPIXO FRQWHQWV� ZKLFK LV H[FOXVLYHO\ DGGUHVVHG WRZDUGV WKH DXWKRUV RI

VXFK LQIRUPDWLRQ �L�H�� LQ RWKHU WHUPV� �FRQWHQW SURYLGHUV�� ZRXOG QRW EH

FRPSOHWH ZLWKRXW WKH UHJXODWLRQ RI IXUWKHU UHVSRQVLELOLWLHV IRU VXFK FRQWHQWV�

L�H� WKH UHVSRQVLELOLW\ RI RQOLQH DFFHVV DQG VHUYLFH SURYLGHUV VWRULQJ WKLV

LQIRUPDWLRQ RQ WKHLU VHUYHUV�

*HUPDQ\ KDV EHHQ WKH ILUVW 0HPEHU 6WDWH WR VHW XS H[SOLFLW UXOHV IRU

VXFK UHVSRQVLELOLWLHV RI RQOLQH DFFHVV DQG VHUYLFH SURYLGHUV�
���

,I VXFK UXOHV

GLIIHUHG DPRQJ WKH 0HPEHU 6WDWHV� SURYLGHUV ZRXOG WHQG WR HVWDEOLVK

WKHPVHOYHV LQ 0HPEHU 6WDWHV ZKHUH WKH QDWLRQDO ODZ GRHV QRW SURYLGH IRU D

VHYHUH OHJDO UHVSRQVLELOLW\ IRU FRQWHQWV VWRUHG� $FFHVV DQG VHUYLFH SURYLGHUV

HVWDEOLVKHG LQ 0HPEHU 6WDWHV ZLWK PRUH UHVWULFWLYH UXOHV ERWK IRU DXWKRUV RI

LOOHJDO DQG KDUPIXO FRQWHQWV �FRQWHQW SURYLGHUV� DQG ZLWK UHVSHFW WR WKH

UHVSRQVLELOLW\ RI DFFHVV DQG VHUYLFH SURYLGHUV ZRXOG FRQVWDQWO\ EH

FRQIURQWHG ZLWK WKH DERYH�GHVFULEHG UHTXHVWV E\ SURVHFXWLRQ DXWKRULWLHV WR

EORFN WKH LOOHJDO FRQWHQWV DQG PLJKW DOVR EH H[SRVHG WR OHJDO ULVNV� 7KH\

ZRXOG WKXV FOHDUO\ EH LQ D GLVDGYDQWDJHRXV SRVLWLRQ DV RSSRVHG WR WKHLU

FRPSHWLWRUV LQ RWKHU 0HPEHU 6WDWHV� ZKLFK ZRXOG XQGRXEWHGO\ UHSUHVHQW D

GLVWRUWLRQ RI FRPSHWLWLRQ LQ WKH LQWHUQDO PDUNHW�

0RUHRYHU� LI WKH (& DJUHHG RQ KDUPRQLVHG UXOHV IRU RQOLQH FRQWHQWV� D

FRPPRQ OHYHO RI SURWHFWLRQ FRXOG RQO\ HIIHFWLYHO\ EH UHDFKHG LI D FHUWDLQ

UHVSRQVLELOLW\ RI RQOLQH DFFHVV DQG VHUYLFH SURYLGHUV IRU WKHVH FRQWHQWV

H[LVWHG� WRR� ,Q PDQ\ FDVHV� WKH IDFWXDO VLWXDWLRQ ZRXOG EH VXFK WKDW WKH

DXWKRUV RI WKH LOOHJDO FRQWHQWV FDQQRW EH HIIHFWLYHO\ SXUVXHG DQG WKDW

HIILFLHQW SURVHFXWLRQ PHDVXUHV FDQ RQO\ EH WDNHQ ZLWK UHVSHFW WR WKH DFFHVV

DQG VHUYLFH SURYLGHUV� 7KHUHIRUH� WKH KDUPRQLVDWLRQ RI WKH UHVSRQVLELOLW\ RI

RQOLQH DFFHVV DQG VHUYLFH SURYLGHUV LV WKH LQGLVSHQVDEOH FRPSOHWLRQ WR WKH

KDUPRQLVDWLRQ RI FRQWHQWV GLVFXVVHG DERYH�

&RQVHTXHQWO\� UHJXODWLRQV RQ VXFK UHVSRQVLELOLW\ RI RQOLQH DFFHVV DQG

VHUYLFH SURYLGHUV FRXOG EH LQFOXGHG LQ D GLUHFWLYH EDVHG RQ $UWLFOH ���D RI

��� &I� LQIUD FKDSWHU 9,�%�

��� &I� DERYH FKDSWHU ,,,�(���
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WKH 7UHDW\ LQ RUGHU WR DYRLG WKH DERYH�PHQWLRQHG PDUNHW GLVWRUWLRQV DQG WR

HQVXUH WKH HIIHFWLYHQHVV RI WKH KDUPRQLVDWLRQ RI FRQWHQWV� +DUPRQLVHG UXOHV

IRU WKH UHVSRQVLELOLW\ RI DFFHVV DQG VHUYLFH SURYLGHUV DUH QRW RQO\ UHTXLUHG

ZLWK UHVSHFW WR FULPLQDO ODZ SURYLVLRQV DQG SRUQRJUDSK\� KDWH VSHHFK DQG

OLEHO� EXW DOVR ZLWK UHVSHFW WR WKH OLDELOLW\ IRU FRS\ULJKW LQIULQJHPHQWV� ,Q

RUGHU WR JXDUDQWHH KDUPRQLVHG VROXWLRQV ZLWKRXW UHVWULFWLQJ WKH IUHH IORZ RI

VHUYLFHV LQ WKH LQWHUQDO PDUNHW DQG ZLWKRXW DFWXDOO\ UHJXODWLQJ FRQFUHWH

FULPLQDO VDQFWLRQV� D IXWXUH GLUHFWLYH FRXOG EH EDVHG RQ WKH IROORZLQJ

SULQFLSOHV�

− SURYLGHUV VKRXOG EH UHVSRQVLEOH LQ DFFRUGDQFH ZLWK JHQHUDO ODZV IRU WKHLU

RZQ FRQWHQW� ZKLFK WKH\ SURGXFH RU ZKLFK WKH\ PDNH DYDLODEOH IRU XVH�

− SURYLGHUV VKRXOG QRW EH UHVSRQVLEOH IRU DQ\ WKLUG�SDUW\ FRQWHQW ZKLFK

WKH\ PDNH DYDLODEOH IRU XVH RQ WKHLU VHUYHUV XQOHVV WKH\ KDYH NQRZOHGJH

RI VXFK FRQWHQW DQG DUH WHFKQLFDOO\ DEOH DQG FDQ UHDVRQDEO\ EH H[SHFWHG

WR SURKLELW WKH VWRUDJH RI VXFK FRQWHQW�

− ILQDOO\� SURYLGHUV VKRXOG QRW EH KHOG UHVSRQVLEOH IRU DQ\ WKLUG�SDUW\

FRQWHQW WR ZKLFK WKH\ RQO\ SURYLGH DFFHVV �XQOHVV WKH\ FRQWUDYHQH

FRQFUHWH DQG QRQ�DSSHDODEOH EORFNLQJ RUGHUV��
���

H� $UWLFOH ���D ��� ZLWK 5HVSHFW WR +LJKHU 1DWLRQDO /HYHOV RI

3URWHFWLRQ

7KH KDUPRQLVDWLRQ RI 0HPEHU 6WDWHV¶ UXOHV FRQFHUQLQJ GXWLHV DQG

SURKLELWLRQV LQ WKH ILHOG RI HFRQRPLF FULPH DQG FRPPXQLFDWLRQ RIIHQFHV DLPV

DW PLQLPXP VWDQGDUGV IRU WKH DEROLWLRQ RI EDUULHUV WR WKH IUHH IORZ RI

LQIRUPDWLRQ DQG WKH WUDQVERUGHU H[FKDQJH RI RQOLQH VHUYLFHV LQ WKH LQWHUQDO

PDUNHW� 7KLV KDUPRQLVDWLRQ LV HVSHFLDOO\ QHHGHG LQ WKRVH FDVHV LQ ZKLFK

0HPEHU 6WDWHV FRPSOHWHO\ ODFN UHVSHFWLYH SURYLVLRQV� +RZHYHU� LW LV XQFOHDU

ZKLFK OHYHO RI SURWHFWLRQ 0HPEHU 6WDWHV FDQ DJUHH RQ LQ WKH &RXQFLO ZKHQ D

IXWXUH KDUPRQLVLQJ GLUHFWLYH LV WR EH DGRSWHG RQ WKH EDVLV RI $UWLFOH ���D RI

WKH 7UHDW\�

,Q VRPH 0HPEHU 6WDWHV� OHJDO SURYLVLRQV PLJKW EH LQ IRUFH WKDW

JXDUDQWHH D KLJKHU OHYHO RI SURWHFWLRQ DQG VRPH 0HPEHU 6WDWHV PLJKW ZDQW

WR FRQWLQXH WR DSSO\ WKHVH VWULFWHU QDWLRQDO UXOHV� 7KLV FRXOG HVSHFLDOO\ EH WKH

FDVH LQ WKH ILHOG RI FRPPXQLFDWLRQ RIIHQFHV UHIOHFWLQJ VSHFLILF QDWLRQDO

PRUDOV DQG VWDQGDUGV RI GHFHQF\� RQ WKH EDVLV RI ZKLFK LQGLYLGXDO 0HPEHU

��� )RU PRUH GHWDLOV RI WKH WHFKQLFDO EDVLV RI WKLV SURSRVDO VHH 6LHEHU� .RQWUROOP|JOLFKNHLWHQ ]XU

9HUKLQGHUXQJ UHFKWVZLGULJHU ,QKDOWH LQ &RPSXWHUQHW]HQ� ������ &RPSXWHU XQG 5HFKW� SS� ���

HW VHT� DQG SS� ��� HW VHT�
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6WDWHV FRXOG UHTXLUH� H�J� WKH EORFNLQJ RI VHUYLFHV FRQVLGHUHG KDUPIXO RU

LOOHJDO LQ WKDW SDUWLFXODU 0HPEHU 6WDWH� $FFRUGLQJ WR $UWLFOH ���D ��� FO� � RI

WKH 7UHDW\� D 0HPEHU 6WDWH WKDW GHHPV LW QHFHVVDU\ WR DSSO\� DIWHU D

KDUPRQLVDWLRQ PHDVXUH E\ WKH &RXQFLO KDV EHHQ DGRSWHG E\ TXDOLILHG

PDMRULW\ RQ WKH EDVLV RI $UWLFOH ���D� QDWLRQDO SURYLVLRQV RQ JURXQGV RI

PDMRU QHHGV UHIHUUHG WR LQ $UWLFOH �� RI WKH 7UHDW\� PXVW QRWLI\ WKH

&RPPLVVLRQ RI WKHVH SURYLVLRQV� $FFRUGLQJ WR $UWLFOH ���D ��� FO� � RI WKH

7UHDW\� WKH &RPPLVVLRQ VKDOO FRQILUP WKHVH SURYLVLRQV DIWHU KDYLQJ YHULILHG

WKDW WKH\ DUH QRW D PHDQV RI DUELWUDU\ GLVFULPLQDWLRQ RU D GLVJXLVHG

UHVWULFWLRQ RI WUDGH EHWZHHQ 0HPEHU 6WDWHV� 7KH PDMRU QHHGV UHIHUUHG WR LQ

$UWLFOH �� LQFOXGH� LQ SDUWLFXODU� SXEOLF PRUDOLW\ DQG SXEOLF SROLF\� 7KHUHIRUH�

D 0HPEHU 6WDWH GHHPLQJ WKH KDUPRQLVHG &RPPXQLW\ OHYHO RI SURWHFWLRQ WRR

ORZ FRXOG FRQWLQXH WR DSSO\ QDWLRQDO UXOHV UHIOHFWLQJ H�J� FHUWDLQ PRUH

UHVWULFWLYH QDWLRQDO VWDQGDUGV ZLWK UHVSHFW WR WKH GLVVHPLQDWLRQ RI

SRUQRJUDSK\ RQ WKH EDVLV RI $UWLFOH ���D ��� FO� � RI WKH 7UHDW\� SURYLGHG

WKDW WKH &RPPLVVLRQ KDV FRQILUPHG WKH SURYLVLRQV DFFRUGLQJ WR

$UWLFOH ���D ��� FO� � RI WKH 7UHDW\�

&ULWLFV PLJKW DUJXH WKDW EHFDXVH RI WKLV RSW�RXW SRVVLELOLW\ RIIHUHG E\

$UWLFOH ���D ��� RI WKH 7UHDW\� WKH DGRSWLRQ RI D KDUPRQLVLQJ GLUHFWLYH ZRXOG

EH IXWLOH� EHFDXVH WKH GLIIHUHQFHV DPRQJ WKH QDWLRQDO SURKLELWLRQV ZRXOG

FRQWLQXH WR H[LVW� +RZHYHU� WKH DGYDQWDJH RI VXFK D KDUPRQLVLQJ GLUHFWLYH

ZRXOG ILUVW RI DOO EH WKH LQWURGXFWLRQ RI D PLQLPXP OHYHO RI SURWHFWLRQ

WKURXJKRXW WKH &RPPXQLW\� 7KH WKHRUHWLFDO GDQJHU WKDW LQGLYLGXDO 0HPEHU

6WDWH DUELWUDULO\ PDLQWDLQHG LQDGHTXDWHO\ VWULFW QDWLRQDO UXOHV ZRXOG EH

FRXQWHUHG E\ WKH &RPPLVVLRQ
V FRQWURO SRZHUV XQGHU $UWLFOH ���D ��� FO� ��

0RUHRYHU� LI 0HPEHU 6WDWHV ZHUH RI WKH RSLQLRQ WKDW DQRWKHU 0HPEHU 6WDWH

PDGH LPSURSHU XVH RI WKH SRZHUV SURYLGHG IRU E\ $UWLFOH ���D ���� WKH\

FRXOG EULQJ WKH PDWWHU GLUHFWO\ EHIRUH WKH (&- �$UWLFOH ���D VXEV� � FO� ��� VR

WKDW WKHUH DUH HIILFLHQW FRQWURO PHFKDQLVPV SUHYHQWLQJ WKH HPHUJHQFH RI WRR

UHVWULFWLYH QDWLRQDO UXOHV DUELWUDULO\ DIIHFWLQJ WKH IORZ RI RQOLQH VHUYLFHV LQ

WKH LQWHUQDO PDUNHW�

�� &RPSHWHQFHV�IRU�6DQFWLRQV"

7KH DQDO\VLV DERYH KDV VKRZQ WKDW WKH (& LV HPSRZHUHG� RQ WKH EDVLV RI

$UWLFOH ���D RI WKH (& 7UHDW\� WR LVVXH GLUHFWLYHV DQG ± WKHRUHWLFDOO\ ± DOVR

UHJXODWLRQV KDUPRQLVLQJ 0HPEHU 6WDWHV
 OHJDO SURKLELWLRQV DQG GXWLHV DV ZHOO

DV WHFKQLFDO VWDQGDUGV ZLWK UHVSHFW WR PDQ\ DVSHFWV RI FRPSXWHU FULPH� 7KH

VXEVHTXHQW TXHVWLRQ WR DQVZHU LV QRZ ZKHWKHU DQG WR ZKDW H[WHQW WKH (& LV

DOVR FRPSHWHQW WR UHJXODWH KRZ LQIUDFWLRQV DJDLQVW WKHVH OHJDO GXWLHV DQG

SURKLELWLRQV VKRXOG EH VDQFWLRQHG� 7KLV ZRXOG PHDQ WKDW WKH (& ZRXOG
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FUHDWH ± GLUHFWO\ RU LQGLUHFWO\ ± D FRPSOHWH FULPLQDO QRUP ZKLFK XVXDOO\

FRQVLVWV RI D SURKLELWLYH DQG D VDQFWLRQLQJ SDUW�

7KH &RPPXQLW\
V FRPSHWHQFH WR DGRSW VXSUDQDWLRQDO FULPLQDO ODZ

SURYLVLRQV� OHVV LQWHQVLYH SURYLVLRQV RI DGPLQLVWUDWLYH FULPLQDO ODZ RU RWKHU

QRQ�FULPLQDO VDQFWLRQV LQ GLUHFWLYHV RU LQ GLUHFWO\ DSSOLFDEOH UHJXODWLRQV

DFFRUGLQJ WR $UWLFOH ��� ��� RI WKH (& 7UHDW\ KDV EHHQ ZLGHO\ GLVFXVVHG LQ

(XURSHDQ OHJDO VFLHQFH ZLWK UHVSHFW WR WKH SURWHFWLRQ RI WKH &RPPXQLW\
V

ILQDQFLDO LQWHUHVW� ,Q WKH IROORZLQJ� LW LV JRLQJ WR EH DQDO\VHG LI DQG KRZ WKH

(& FDQ FUHDWH VXSUDQDWLRQDO FULPLQDO VDQFWLRQV �LQIUD D� RU DGPLQLVWUDWLYH

FULPLQDO VDQFWLRQV �LQIUD E� E\ ZD\ RI LVVXLQJ D UHJXODWLRQ RU ZKHWKHU LW FDQ

RQO\ UHTXLUH 0HPEHU 6WDWHV WR DGRSW VXFK VDQFWLRQV E\ ZD\ RI D GLUHFWLYH

�LQIUD F�� ,Q WKLV DQDO\VLV� WKH SULQFLSOHV HVWDEOLVKHG LQ WKH GLVFXVVLRQ RQ WKH

SURWHFWLRQ RI WKH &RPPXQLW\
V ILQDQFLDO LQWHUHVW ZLOO EH WUDQVIHUUHG WR WKH

ILHOG RI FRPSXWHU FULPH�

D� 6XSUDQDWLRQDO &ULPLQDO 6DQFWLRQV LQ 5HJXODWLRQV

7KH (& 7UHDW\ LQ LWV SUHVHQW IRUP GRHV QRW H[SOLFLWO\ DGGUHVV WKH LVVXH RI

FRPSHWHQFHV IRU FULPLQDO ODZ� +RZHYHU� ERWK WKH KLVWRU\ RI (XURSHDQ

XQLILFDWLRQ DQG WKH LQWHQWLRQV RI WKH IRXQGLQJ PHPEHUV RI WKH (& FOHDUO\

VSHDN DJDLQVW WKH DVVXPSWLRQ RI VXFK FRPSHWHQFHV� ,Q DGGLWLRQ WR WKLV� WKH

JHQHUDO FRQVWLWXWLRQDO SULQFLSOHV RI GHPRFUDF\ DQG GXH FRXUVH RI ODZ�

HVSHFLDOO\ WKH SULQFLSOH RI �QXOOXP FULPHQ VLQH OHJH�� KDYH VHUYHG DV VWURQJ

DUJXPHQWV DJDLQVW DQ (& FRPSHWHQFH IRU FULPLQDO VDQFWLRQV� ,W KDV EHHQ

DUJXHG WKDW LQ DOO 0HPEHU 6WDWHV� FHUWDLQ SURYLVLRQV RI FRQVWLWXWLRQDO ODZ�

VXFK DV $UWLFOHV �� DQG �� ��� RI WKH *HUPDQ %DVLF /DZ �*UXQGJHVHW]�� ELQG

WKH FRQIHUUDO RI VRYHUHLJQ ULJKWV WR FHUWDLQ �LUUHYRFDEOH SDUWV�
���

RI WKH

QDWLRQDO FRQVWLWXWLRQDO VWUXFWXUH� D PDMRU SDUW RI ZKLFK DUH WKH SULQFLSOHV RI

GHPRFUDF\ DQG GXH FRXUVH RI ODZ�
���

7KHVH SULQFLSOHV DQG WKH GHPDQG IRU D

FOHDU GHPRFUDWLF DXWKRULVDWLRQ DUH HVSHFLDOO\ LPSRUWDQW VLQFH FULPLQDO

VDQFWLRQV DUH WKH PRVW VHYHUH LQWUXVLRQ RI VWDWH SRZHUV LQ FLYLO OLEHUWLHV� ,W

ZDV RIWHQ TXHVWLRQHG ZKHWKHU WKH (& FRXOG IXOILO WKHVH IXQGDPHQWDO

UHTXLUHPHQWV� PDLQO\ EHFDXVH RI WKH IDFW WKDW WKH &RXQFLO RI 0LQLVWHUV DQG

WKH &RPPLVVLRQ KDYH QR GLUHFW GHPRFUDWLF DXWKRULVDWLRQ DQG EHFDXVH D

WUDGLWLRQDO VHSDUDWLRQ RI SRZHUV GRHV QRW H[LVW ZLWKLQ WKH (&� $IWHU WKH

��� 6XFK LV WKH H[SUHVVLRQ XVHG E\ WKH %XQGHVYHUIDVVXQJVJHULFKW� FI� (QWVFKHLGXQJVVDPPOXQJ GHV

%XQGHVYHUIDVVXQJVJHULFKWV� 9RO� ��� S� �� DW S� ���

��� 7KH QHZ $UWLFOH �� RI WKH %DVLF /DZ� ZKLFK KDV EHHQ LQWURGXFHG ZLWK UHJDUG WR WKH 0DDVWULFKW

7UHDW\ LQ ����� H[SUHVVHV WKLV FOHDUO\ RQFH DJDLQ� $FFRUGLQJ WR $UWLFOH �� ��� FO� �� WKH (XURSHDQ

8QLRQ KDV WR REVHUYH WKH �GHPRFUDWLF� IHGHUDO DQG VRFLDO SULQFLSOHV DV ZHOO DV WKH SULQFLSOH RI WKH

UXOH RI ODZ�� $FFRUGLQJ WR $UWLFOH �� ��� FO� �� WKH H[LVWHQFH RI WKHVH SULQFLSOHV LV SURWHFWHG E\

$UWLFOH �� ��� DQG ��� RI WKH %DVLF /DZ�
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0DDVWULFKW 7UHDW\ LQWURGXFHG WKH FR�GHFLVLRQ SURFHGXUH �$UWLFOH ���E RI WKH

(& 7UHDW\� LQ ����� ZKLFK LV DSSOLFDEOH IRU DOO PHDVXUHV EDVHG RQ

$UWLFOH ���D RI WKH (& 7UHDW\� DV ZHOO DV WKH FRQWURO SRZHUV YLV�j�YLV WKH

&RPPLVVLRQ DFFRUGLQJ WR $UWLFOH ��� RI WKH (& 7UHDW\� WKH SRVLWLRQ RI WKH

(XURSHDQ 3DUOLDPHQW KDV EHHQ FRQVLGHUDEO\ VWUHQJWKHQHG� 7KH 3DUOLDPHQW

FRXOG QRZ EORFN WKH DGRSWLRQV RI (& PHDVXUHV LQWHQGLQJ WR FUHDWH FULPLQDO

ODZ VDQFWLRQV RQ WKH EDVLV RI $UWLFOH ���D RI WKH (& 7UHDW\� 6WLOO� WKH

SUHYDLOLQJ DQG DV \HW XQGLVSXWHG RSLQLRQ LQ OHJDO VFLHQFH KROGV WKDW WKH (&

KDV QR JHQXLQH ODZ PDNLQJ FRPSHWHQFH IRU FULPLQDO ODZ�
���

$ GLIIHUHQW

FRQFOXVLRQ FRXOG RQO\ EH UHDFKHG IRU VSHFLILF ILHOGV DIWHU WKH HQWU\ LQ IRUFH RI

WKH 7UHDW\ RI $PVWHUGDP� ZKLFK SURYLGHV IRU VSHFLDO FRPSHWHQFHV ZLWK

UHVSHFW WR IUDXG DJDLQVW WKH ILQDQFLDO LQWHUHVWV RI WKH &RPPXQLW\ LQ WKH QHZ

$UWLFOH ��� �IRUPHUO\ $UWLFOH ���D� RI WKH 7UHDW\�
���

+RZHYHU� WKLV VSHFLDO

SURYLVLRQ RQO\ UHIHUV WR WKH SURWHFWLRQ RI WKH &RPPXQLW\
V ILQDQFLDO LQWHUHVWV

DQG LV QRW DSSOLFDEOH LQ WKH ILHOG RI JHQHUDO FRPSXWHU FULPH�

E� 6XSUDQDWLRQDO &ULPLQDO $GPLQLVWUDWLYH /DZ LQ 5HJXODWLRQV

7KH KLVWRULF DQG V\VWHPDWLF LQWHUSUHWDWLRQ RI WKH (& 7UHDW\ GRHV QRW XQYHLO

FRQYLQFLQJ UHDVRQV IRU RU DJDLQVW D JHQHUDO FRPSHWHQFH IRU WKH HQDFWPHQW

RI OHVV VHYHUH� PHUHO\ DGPLQLVWUDWLYH SHQDO VDQFWLRQV VXFK DV ILQHV IRU

UHJXODWRU\ RIIHQFHV� /LNHZLVH� LW LV QRW IXOO\ FOHDU LQ KRZ IDU QDWLRQDO

FRQVWLWXWLRQV SURKLELW WKH FRQIHUUDO RI SRZHUV IRU DGRSWLQJ FHUWDLQ OHVV

LQWHQVH VDQFWLRQV RI DGPLQLVWUDWLYH FULPLQDO ODZ QDWXUH� WKH PRUH VR VLQFH

VRPH VRUW RI SDUOLDPHQWDU\ FRQWURO H[LVWV DW (& OHYHO� 7KH (& 7UHDW\ LWVHOI

H[SOLFLWO\ SURYLGHV IRU WKH SRVVLELOLW\ WR DGRSW DGPLQLVWUDWLYH ILQH SURYLVLRQV

LQ WKH ILHOG RI FRPSHWLWLRQ ODZ RQ WKH EDVLV RI $UWLFOH �� ��� �D� RI WKH (&

7UHDW\� ZKLFK HQDEOHV WKH &RXQFLO WR DGRSW UHJXODWLRQV DQG GLUHFWLYHV WKDW

LQFOXGH DGPLQLVWUDWLYH ILQHV DQG FRHUFLYH HQIRUFHPHQW SHQDOWLHV� 2Q WKH

EDVLV RI WKLV YDJXH JHQHUDO DXWKRULVDWLRQ RI $UWLFOH �� RI WKH (& 7UHDW\� WKH

��� 6HH� IRU WKLV� 'DQQHFNHU� 6WUDIUHFKW GHU (XURSlLVFKHQ *HPHLQVFKDIW� LQ� (VHU�+XEHU �HGV���

6WUDIUHFKWVHQWZLFNOXQJ LQ (XURSD� ����� S� ����� DOVR FI� WKH UHIHUHQFHV TXRWHG DERYH LQ IQ� ����

7KLV LV FRUUHFW IURP WKH FRQVWLWXWLRQDO SRLQW RI YLHZ LQ VR IDU DV WKH (XURSHDQ 3DUOLDPHQW VWLOO GRHV

QRW KDYH FRPSUHKHQVLYH OHJLVODWLYH SRZHUV E\ YLUWXH RI ZKLFK LW FRXOG� H�J�� DEROLVK DQ H[LVWLQJ

OHJDO PHDVXUH�

��� &I� $UWLFOH ��� ��� RI WKH (& 7UHDW\ DV DPHQGHG E\ WKH 7UHDW\ RI $PVWHUGDP� �7KH &RXQFLO� DFWLQJ

LQ DFFRUGDQFH ZLWK WKH SURFHGXUH UHIHUUHG WR LQ $UWLFOH ���� DIWHU FRQVXOWLQJ WKH &RXUW RI $XGLWRUV�

VKDOO DGRSW WKH QHFHVVDU\ PHDVXUHV LQ WKH ILHOGV RI WKH SUHYHQWLRQ RI DQG ILJKW DJDLQVW IUDXG

DIIHFWLQJ WKH ILQDQFLDO LQWHUHVWV RI WKH &RPPXQLW\ ZLWK D YLHZ WR DIIRUGLQJ HIIHFWLYH DQG HTXLYDOHQW

SURWHFWLRQ LQ WKH 0HPEHU 6WDWHV� 7KHVH PHDVXUHV VKDOO QRW FRQFHUQ WKH DSSOLFDWLRQ RI QDWLRQDO

FULPLQDO ODZ RU WKH QDWLRQDO DGPLQLVWUDWLRQ RI MXVWLFH��
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&RXQFLO KDV HQDFWHG YDULRXV UHJXODWLRQV
���

FRQWDLQLQJ �QRQ�FULPLQDO�

VDQFWLRQV DOORZLQJ IRU DGPLQLVWUDWLYH ILQHV RI XS WR (&8 RQH PLOOLRQ RU XS WR

WHQ SHUFHQW RI WKH DQQXDO WXUQ�RYHU RI WKH FRPSDQ\ LQ TXHVWLRQ� ,Q VRPH

FDVHV WKHVH �QRQ�FULPLQDO� VDQFWLRQV ZHUH DV KLJK DV (&8 �� PLOOLRQ LQ WKH

FDVH RI D VLQJOH FRPSDQ\ DQG (&8 �� PLOOLRQ LQ WKH FDVH RI D VLQJOH FDUWHO�
���

7KH FUXFLDO TXHVWLRQ LV ZKHWKHU WKH (& LV FRPSHWHQW� E\ ZD\ RI DGRSWLQJ

D UHJXODWLRQ� WR HQDFW QHZ� JOREDO� VXSUDQDWLRQDO UHJXODWRU\ VDQFWLRQV IRU

WKH YLRODWLRQ RI KDUPRQLVHG SURKLELWLRQV RXWVLGH RI WKH VFRSH RI DSSOLFDWLRQ

RI $UWLFOH �� RI WKH (& 7UHDW\� L�H� LQ ILHOGV LQ ZKLFK WKH (& 7UHDW\ PHUHO\

DOORZV� DV LQ $UWLFOH ���D RI WKH (& 7UHDW\� WKH DGRSWLRQ RI DOO QHFHVVDU\

�PHDVXUHV�� 7KH IDFW WKDW $UWLFOH �� RI WKH (& 7UHDW\ H[SOLFLWO\ SURYLGHV IRU

WKH SRZHU WR HQDFW DGPLQLVWUDWLYH ILQHV FRXOG OHDG WR WKH FRQFOXVLRQ WKDW

DGPLQLVWUDWLYH VDQFWLRQV FDQQRW EH EDVHG RQ 7UHDW\ SURYLVLRQV ZKLFK GR QRW

H[SOLFLWO\ PHQWLRQ VXFK SRZHU� ,Q WKH ILHOG RI LUUHJXODULWLHV WR WKH GHWULPHQW

RI WKH &RPPXQLW\
V EXGJHW� WKH &RXQFLO EDVHG D IUDPHZRUN UHJXODWLRQ
���

VHWWLQJ XS FRPPRQ UXOHV ZLWK UHVSHFW WR DGPLQLVWUDWLYH PHDVXUHV DQG

SHQDOWLHV RQ $UWLFOH ��� RI WKH (& 7UHDW\� ZKLFK VLJQLILHV WKDW HYHQ WKH

&RXQFLO LWVHOI GLG QRW ILQG DQRWKHU DSSURSULDWH OHJDO EDVLV IRU WKH HQDFWPHQW

RI D UHJXODWLRQ FRQWDLQLQJ DGPLQLVWUDWLYH FULPLQDO VDQFWLRQV� )URP WKH SRLQW

RI YLHZ RI FRQVWLWXWLRQDO ODZ� D PRUH SUHFLVH OHJDO EDVLV WKDQ SURYLGHG E\ WKH

JHQHUDO WHUP �PHDVXUHV� LQ $UWLFOH ���D RI WKH 7UHDW\ ZRXOG EH GHVLUDEOH IRU

WKH HQDFWPHQW RI DGPLQLVWUDWLYH VDQFWLRQV LQ D UHJXODWLRQ DJDLQ PDLQO\

EHFDXVH RI WKH SULQFLSOH RI �QXOOXP FULPHQ VLQH OHJH�� 2Q WKH RWKHU KDQG�

WKH IDFW WKDW DGPLQLVWUDWLYH FULPLQDO VDQFWLRQV DUH OHVV LQWHQVH LQ WKHLU

SRVVLEOH LQIULQJHPHQWV RI FLWL]HQV
 ULJKWV PLJKW DOORZ D VRPHZKDW PRUH

OHQLHQW DSSOLFDWLRQ RI WKH SULQFLSOH RI FODULW\�
���

2QFH DJDLQ� WKH GLVFXVVLRQ LV

DV PXFK RI SROLWLFDO DV RI OHJDO QDWXUH� $W SUHVHQW� LW VHHPV YHU\ XQOLNHO\

WKDW WKH 0HPEHU 6WDWHV FRXOG DJUHH RQ D &RXQFLO UHJXODWLRQ FUHDWLQJ QHZ

DGPLQLVWUDWLYH FULPLQDO ODZ SURYLVLRQV� VLPSO\ EHFDXVH WKH SROLWLFDO WLPH IRU

JHQXLQH VXSUDQDWLRQDO VDQFWLRQV KDV QRW \HW FRPH� 0RUHRYHU� FRPSXWHU

FULPH PRVWO\ VWDQGV IRU VHULRXV EUHDFKHV RI ODZ ZKLFK GHVHUYH WR EH

��� 6HH 5HJXODWLRQ 1R� ��� ������ 2- ������ RI ����������� 5HJXODWLRQ 1R� �������� ������ 2-

/ ����� RI ����������� VHH� IRU WKLV� 2HKOHU� ,QWHUQDWLRQDOHV 6WUDIUHFKW� ����� S� ��� HW VHT�

��� 6HH� IRU WKLV� 'DQQHFNHU�)LVFKHU�)ULWVFK� 'DV (*�.DUWHOOUHFKW LQ GHU %X�JHOGSUD[LV� ����� S� ���

HW VHT�

��� &RXQFLO 5HJXODWLRQ 1R� ������� RI �� 'HFHPEHU ���� RQ WKH SURWHFWLRQ RI WKH (XURSHDQ

&RPPXQLWLHV
 ILQDQFLDO LQWHUHVW� 2- / ����� RI �����������

��� 6HH� IRU WKLV V\VWHP RI �JUDGDWLRQ�� %XQGHVYHUIDVVXQJVJHULFKW� (QWVFKHLGXQJVVDPPOXQJ GHV

%XQGHVYHUIDVVXQJVJHULFKWV� 9RO� ��� S� ���� DW ���� .XQLJ� =XU �KLQUHLFKHQGHQ %HVWLPPWKHLW� YRQ

1RUP XQG (LQ]HODNW� ������ -XUD� S� ��� HW VHT�
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VDQFWLRQHG E\ FULPLQDO ODZ DQG ZRXOG WKXV QRW EH WUHDWHG DGHTXDWHO\ DV D

PHUH UHJXODWRU\ RIIHQFH�
���

F� &ULPLQDO 6DQFWLRQV RI 1DWLRQDO /DZ 5HTXLUHG E\ 'LUHFWLYHV

6LQFH WKH &RPPXQLW\ LV� DW OHDVW IRU WKH WLPH EHLQJ� QRW HPSRZHUHG WR

FUHDWH FULPLQDO VDQFWLRQV LQ D GLUHFWO\ DSSOLFDEOH UHJXODWLRQ EDVHG RQ

$UWLFOH ���D RI WKH 7UHDW\� WKH TXHVWLRQ DULVHV ZKHWKHU DQG WR ZKDW H[WHQW

WKH (& FDQ UHTXLUH 0HPEHU 6WDWHV� YLD WKH LQVWUXPHQW RI GLUHFWLYHV

DFFRUGLQJ WR $UWLFOH ��� ��� RI WKH (& 7UHDW\� WR DGRSW QDWLRQDO FULPLQDO ODZ

VDQFWLRQV IRU LQIUDFWLRQV DJDLQVW WKH KDUPRQLVHG SURKLELWLRQV GHVFULEHG

DERYH�

7KH (&¶V SRZHU WR DGRSW ELQGLQJ GLUHFWLYHV DFFRUGLQJ WR $UWLFOH ��� ���

RI WKH (& 7UHDW\ KDV VXEVWDQWLDOO\ LQIOXHQFHG DQG FRQWLQXHV WR LQIOXHQFH

QDWLRQDO OHJLVODWLRQ LQ DOO ILHOGV RI ODZ� (& GLUHFWLYHV DOVR KDYH FRQVLGHUDEOH

LQIOXHQFH RQ FULPLQDO ODZ� WKRXJK WKLV LQIOXHQFH LV QRW DOZD\V YLVLEOH� 7KLV LV

HVSHFLDOO\ WUXH ZKHQ (& GLUHFWLYHV LQIOXHQFH FLYLO DQG DGPLQLVWUDWLYH ODZ WR

ZKLFK FULPLQDO ODZ UHIHUV WR
���

DQG ZKHQ (& GLUHFWLYHV JXDUDQWHH

IXQGDPHQWDO OLEHUWLHV ZKLFK FDQQRW EH UHVWULFWHG E\ QDWLRQDO FULPLQDO ODZ�
���

:LWK UHVSHFW WR WKH FRPSHWHQFH WR REOLJH 0HPEHU 6WDWHV WR LPSOHPHQW

GLUHFWLYHV UHTXLULQJ WKH HQDFWPHQW RI QDWLRQDO FULPLQDO ODZ VDQFWLRQV� WKH

DERYH PHQWLRQHG FRQVWLWXWLRQDO FRQFHUQV DUH QRW YDOLG� 7KH GLUHFWLYHV DUH

DGGUHVVHG RQO\ WR WKH 0HPEHU 6WDWHV�
���

DQG HYHQ LI WKH GLUHFWLYHV UHTXLUH

��� +RZHYHU� DV LQ WKH FRQWH[W RI FULPLQDO VDQFWLRQV� WKH DERYH�PHQWLRQHG FRQVWLWXWLRQDO FRQFHUQV GR

QRW DSSO\ LI 0HPEHU 6WDWHV HQDFW DGPLQLVWUDWLYH VDQFWLRQV LQ WKH LPSOHPHQWDWLRQ RI D GLUHFWLYH

KDUPRQLVLQJ FHUWDLQ GXWLHV RU SURKLELWLRQV� 6XFK DGPLQLVWUDWLYH ILQHV PLJKW EH VXIILFLHQW IRU WKH

HIIHFWLYH DSSOLFDWLRQ RI VRPH KDUPRQLVHG SURKLELWLRQV DQG GXWLHV� H�J� WKH UHTXLUHPHQW IRU VHUYLFH

SURYLGHUV WR RIIHU DGHTXDWH VDIHW\ PHDVXUHV� ,I WKLV ZHUH WKH FDVH� WKH SULQFLSOH RI SURSRUWLRQDOLW\

ZRXOG SUHYHQW 0HPEHU 6WDWHV IURP HQDFWLQJ PRUH LQWHQVH FULPLQDO VDQFWLRQV IRU WKH UHVSHFWLYH

LQIUDFWLRQV�

��� (�J� DFFRXQWLQJ UXOHV RU FRPSDQ\� WD[� IRRG� GUXJ� HQYLURQPHQWDO� DQG DJULFXOWXUDO ODZ�

��� 6HH (&-� -XGJHPHQW RI � 2FWREHU ����� &DVH &�������� ������ (&5� S� ,������ (& GLUHFWLYHV GR

QRW RQO\ GLUHFWO\ ELQG WKH QDWLRQDO OHJLVODWRU� QDWLRQDO DGPLQLVWUDWLRQ DQG WKH QDWLRQDO FRXUWV� 7KH\

DOVR LQIOXHQFH WKH LQWHUSUHWDWLRQ RI QDWLRQDO UXOHV DV D FRQVHTXHQFH RI WKH GXW\ WR LQWHUSUHW

QDWLRQDO OHJLVODWLRQ FRQVLVWHQWO\ ZLWK WKH SURYLVLRQV RI UHOHYDQW GLUHFWLYHV �FI� (&-� -XGJHPHQW RI

�� 1RYHPEHU ����� &DVH &�������� ������ (&5� S� ,������� $Q LQWHUSUHWDWLRQ RI QDWLRQDO ODZV

ZKLFK LV FRQVLVWHQW ZLWK UHOHYDQW GLUHFWLYHV FDQ FOHDUO\ EH GHWHFWHG LQ WKH FDVH�ODZ RI WKH *HUPDQ

)HGHUDO +LJK &RXUW RI -XVWLFH LQ FULPLQDO PDWWHUV� 6HH %XQGHVJHULFKWVKRI� (QWVFKHLGXQJVVDPPOXQJ

GHV %XQGHVJHULFKWVKRIV� 9RO� ��� SS� ��� HW VHT�� DW ��� HW VHT�� %XQGHVJHULFKWVKRI� ������ 1HXH

=HLWVFKULIW I�U 6WUDIUHFKW� SS� ��� HW VHT�� DW ���� 7KRPDV� 'LH $QZHQGXQJ HXURSlLVFKHQ

PDWHULHOOHQ 5HFKWV LP 6WUDIYHUIDKUHQ� ������ 1HXH -XULVWLVFKH :RFKHQVFKULIW� SS� ���� HW VHT�� DW

S� �����

��� (&-� .ROSLQJKXLV 1LMPHJHQ� &DVH ����� ������ (&5� SS� ����� DW S� �����
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WKH DGRSWLRQ RI QDWLRQDO FULPLQDO VDQFWLRQV� WKHVH QDWLRQDO ODZV KDYH WKH

GLUHFW GHPRFUDWLF DXWKRULVDWLRQ RI WKH QDWLRQDO OHJLVODWRUV�
���

7KH GHFLVLYH

TXHVWLRQ WKDW UHPDLQV LV RQO\ KRZ GHWDLOHG WKH (& PD\ OD\ GRZQ QDWLRQDO

FULPLQDO SURYLVLRQV� ,Q WKLV UHJDUG� WKH �*UHHN�&RUQ�'HFLVLRQ� RI WKH

(XURSHDQ &RXUW RI -XVWLFH SODFHV WKH 0HPEHU 6WDWHV� ZLWK UHVSHFW WR

$UWLFOH � RI WKH (& 7UHDW\� XQGHU WKH REOLJDWLRQ WR �WDNH DOO QHFHVVDU\

PHDVXUHV LQ RUGHU WR KDYH WKH ((& ODZV UHPDLQ HIIHFWLYH�� ,Q DGGLWLRQ� WKH

(&- SURFODLPHG WKDW �WKH 0HPEHU 6WDWHV� ZKLFK UHWDLQ WKH FKRLFH EHWZHHQ

WKH YDULRXV IRUPV RI SHQDOLVDWLRQ� PXVW HQVXUH WKDW LQIULQJHPHQWV RQ ((&

ODZ ZLOO EH SXQLVKHG E\ VLPLODU VXEVWDQWLYH DQG SURFHGXUDO UXOHV DV ZRXOG

DSSO\ WR WKH LQIULQJHPHQW RI FRPSDUDEOH QDWLRQDO ODZ� FRQVLGHULQJ WKH

QHFHVVLW\ IRU DQ HIIHFWLYH� SURSRUWLRQDO� DQG GHWHUULQJ VDQFWLRQ��
���

,Q WKH

PHDQWLPH� WKH 0DDVWULFKW 7UHDW\ KDV H[SOLFLWO\ LQFRUSRUDWHG WKH SULQFLSOHV

HVWDEOLVKHG LQ WKLV FRXUW UXOLQJ LQ $UWLFOH ���D (& 7UHDW\ ZLWK UHVSHFW WR WKH

SURWHFWLRQ RI WKH ILQDQFLDO LQWHUHVWV RI WKH (&�
���

$V D JHQHUDO FRQVHTXHQFH RI WKLV UXOLQJ DQG WDNLQJ LQWR DFFRXQW WKH WZR

IXQGDPHQWDO (& ODZ SULQFLSOHV RI �HIIHW XWLOH� RQ WKH RQH KDQG DQG WKH

SULQFLSOH RI SURSRUWLRQDOLW\ RQ WKH RWKHU KDQG� D JHQHUDO UXOH FDQ EH

HVWDEOLVKHG ZLWK UHJDUG WR WKH (&
V FRPSHWHQFH WR DGRSW GLUHFWLYHV UHTXLULQJ

0HPEHU 6WDWHV WR HQDFW FULPLQDO VDQFWLRQV� 7KH (& LV FRPSHWHQW WR UHTXLUH

WKH 0HPEHU 6WDWHV WR DGRSW FULPLQDO VDQFWLRQV IRU LQIUDFWLRQV DJDLQVW

&RPPXQLW\�ZLGH KDUPRQLVHG GXWLHV DQG SURKLELWLRQV LQ DOO FDVHV� EXW RQO\ LQ

WKRVH FDVHV� LQ ZKLFK VXFK FULPLQDO VDQFWLRQV DUH QHFHVVDU\ WR JXDUDQWHH

WKH HIIHFWLYH DSSOLFDWLRQ RI WKH SURKLELWLRQV DQG GXWLHV KDUPRQLVHG E\ (&

ODZ� 7KH (& FDQ UHTXLUH WKH HQDFWPHQW RI QDWLRQDO FULPLQDO ODZ VDQFWLRQV LQ

VXFK GHWDLO� EXW RQO\ LQ VXFK GHWDLO� DV LV QHFHVVDU\ WR HQVXUH VXFK HIIHFWLYH

DSSOLFDWLRQ RI (& ODZ LQ RUGHU WR DFKLHYH WKH DLPV RI WKH 7UHDW\ LQ

DFFRUGDQFH ZLWK WKH OHJDO SURYLVLRQ RI WKH 7UHDW\ RQ ZKLFK WKH GLUHFWLYH LV

EDVHG� L�H� $UWLFOH ���D RI WKH 7UHDW\�

+RZHYHU� HYHQ WKRXJK WKH OHJDO VLWXDWLRQ ZRXOG WKXV DOORZ WKH DGRSWLRQ

RI GLUHFWLYHV UHTXLULQJ WKH HQDFWPHQW RI QDWLRQDO FULPLQDO VDQFWLRQV� LW LV

QHFHVVDU\ WR WDNH D ORRN DW WKH (&
V SROLWLFDO GLVSRVLWLRQ WR GR VR� &ULPLQDO

��� 6HH IRU WKLV� 'DQQHFNHU� 6WUDIUHFKW GHU (XURSlLVFKHQ *HPHLQVFKDIW� LQ� (VHU�+XEHU �HGV���

6WUDIUHFKWVHQWZLFNOXQJ LQ (XURSD� ����� SS� ���� HW VHT�

��� 6HH (&-� &DVHV ������ ������ (&5� SS� ���� HW VHT�� DW SS� ���� HW VHT�

��� $IWHU WKH FRPLQJ LQWR IRUFH RI WKH $PVWHUGDP 7UHDW\� WKLV SURWHFWLRQ RI WKH ILQDQFLDO LQWHUHVWV RI

WKH &RPPXQLW\ ZLOO EH DGGUHVVHG E\ $UWLFOH ��� RI WKH (& 7UHDW\� ZKLFK VWLSXODWHV WKDW 0HPEHU

6WDWHV PXVW WDNH WKH VDPH PHDVXUHV DJDLQVW IUDXG WR WKH GHWULPHQW RI WKH &RPPXQLW\
V ILQDQFLDO

LQWHUHVW DV WKH\ WDNH DJDLQVW IUDXG DJDLQVW WKHLU RZQ ILQDQFLDO LQWHUHVWV� &I� DERYH IQ� ����
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ODZ DOZD\V LV SROLWLFDO ODZ�
���

8S WR QRZ� WKHUH DUH QR SUHFHGHQWV RI D

GLUHFWLYH H[SOLFLWO\ UHTXLULQJ WKH DGRSWLRQ RI SUHFLVHO\ GHILQHG FULPLQDO

VDQFWLRQV E\ WKH 0HPEHU 6WDWHV� (�J�� HYHQ LQ WKH ILHOG RI PRQH\

ODXQGHULQJ� ZKHUH WKH FUHDWLRQ RI FULPLQDO ODZ SURYLVLRQV KDG DOUHDG\ EHHQ

DJUHHG RQ E\ WKH 9LHQQD &RQYHQWLRQ RI ����
���

DQG ZKHUH *HUPDQ\

HYHQWXDOO\ HQDFWHG 6HFWLRQ ��� &ULPLQDO &RGH� WKH FRUUHVSRQGLQJ &RXQFLO

'LUHFWLYH �������((& RQ 0RQH\ /DXQGHULQJ
���

GRHV QRW H[SUHVVO\ GHPDQG

WKH DGRSWLRQ RI FULPLQDO ODZ SURYLVLRQV� EXW PHUHO\ SURYLGHV WKDW 0HPEHU

6WDWHV KDYH WR DGRSW �DSSURSULDWH PHDVXUHV� LQ RUGHU WR HQVXUH WKH IXOO

DSSOLFDWLRQ RI DOO SURYLVLRQV RI WKH 'LUHFWLYH �$UWLFOH ���� 3ODQV WR UHTXLUH

0HPEHU 6WDWHV WR DFWXDOO\ HQDFW D JHQXLQH FULPLQDO QRUP ZHUH KLJKO\

GLVSXWHG DQG ZHUH HYHQWXDOO\ QRW SXUVXHG E\ WKH &RPPXQLW\�
���

$QRWKHU

H[DPSOH LV WKH ILHOG RI WKH SURWHFWLRQ RI WKH ILQDQFLDO LQWHUHVWV RI WKH

&RPPXQLW\� 7KH FUHDWLRQ RI D GLUHFWLYH ZDV ORQJ GLVFXVVHG LQ WKLV ILHOG� EXW

HYHQWXDOO\ RQO\ WKLUG SLOODU DFWLRQ ZDV WDNHQ E\ 0HPEHU 6WDWHV DJUHHLQJ RQ

WKH ���� &RQYHQWLRQ RQ WKH SURWHFWLRQ RI WKH ILQDQFLDO LQWHUHVWV RI WKH

&RPPXQLW\�
���

7KLV UHVXOW RI LQWHUJRYHUQPHQWDO FR�RSHUDWLRQ ZDV WKHQ

DFFRPSDQLHG E\ D ���� )UDPHZRUN 5HJXODWLRQ ZLWK UHVSHFW WR �QRQ�

FULPLQDO� VDQFWLRQV�
���

)XUWKHU UHDFKLQJ DFWLRQV DUH WKH DERYH GHVFULEHG

���� (& 'DWD 3URWHFWLRQ 'LUHFWLYHV DQG WKH ���� &RPPLVVLRQ SURSRVDO IRU D

'LUHFWLYH RQ WKH KDUPRQLVDWLRQ RI FHUWDLQ DVSHFWV RI FRS\ULJKW DQG UHODWHG

ULJKWV LQ WKH LQIRUPDWLRQ VRFLHW\ ZKLFK UHTXLUH 0HPEHU 6WDWHV WR HQIRUFH WKH

XQGHUO\LQJ GXWLHV DQG SURKLELWLRQV E\ DSSURSULDWH VDQFWLRQV�
���

,Q FRQFOXVLRQ�

WKH &RXQFLO VHHPV WR VKRZ QR SROLWLFDO GLVSRVLWLRQ WR UHTXLUH 0HPEHU 6WDWHV

��� &I� WKH VWDWHPHQW RI 7LHGHPDQQ� 'LH (XURSlLVLHUXQJ GHV 6WUDIUHFKWV� LQ� .UHX]HU�6FKHXLQJ�6LHEHU

�HGV��� 'LH (XURSlLVLHUXQJ GHU PLWJOLHGVWDDWOLFKHQ 5HFKWVRUGQXQJHQ LQ GHU (XURSlLVFKHQ 8QLRQ�

S� ���� �6WUDIUHFKW LVW QXQ HLQPDO VWlUNHU DOV DQGHUH 5HFKWVPDWHULHQ $XVGUXFN QDWLRQDOHU

6RXYHUlQLWlW� DXI GLH PDQ QXU XQJHUQ DXFK QXU WHLOZHLVH YHU]LFKWHW� XQG 6WUDIUHFKW LVW GDPLW

]XPLQGHVW LQ ZHLWHQ 7HLOHQ SROLWLVFKHV 5HFKW� GDV HLQH EHVRQGHUV VWDUNH %LQGXQJ DQ 7UDGLWLRQ XQG

:HUWHEHZX�WVHLQ� DEHU DXFK DQ (PRWLRQHQ XQG bQJVWH DXIZHLVW��

��� 81 &RQYHQWLRQ DJDLQVW ,OOLFLW 7UDIILF LQ 1DUFRWLF 'UXJV DQG 3V\FKRWURSLF 6XEVWDQFHV RI

�� 'HFHPEHU ����� '�&RQI� ������

��� &RXQFLO 'LUHFWLYH �������((& RI �� -XQH ���� RQ SUHYHQWLRQ RI WKH ILQDQFLDO V\VWHP IRU WKH

SXUSRVH RI PRQH\ ODXQGHULQJ� 2- / ������ RI ����������� FI� DERYH IQ� ����

��� &I� 7LHGHPDQQ� (XURSlLVFKHV *HPHLQVFKDIWVUHFKW XQG 6WUDIWUHFKW� ������ 1HXH -XULVWLVFKH

:RFKHQVFKULIW� SS� �� HW VHT�� DW S� ���

��� 2- & ������ RI ����������� FI� DERYH IQ� ����

��� &RXQFLO 5HJXODWLRQ 1R� ������� RI �� 'HFHPEHU ���� RQ WKH SURWHFWLRQ RI WKH (XURSHDQ

&RPPXQLWLHV
 ILQDQFLDO LQWHUHVWV� 2- / ����� RI �����������

��� 6HH VXSUD FKDSWHU 9,�$���E�
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E\ ZD\ RI GLUHFWLYHV WR HQDFW SUHFLVHO\ GHVFULEHG FULPLQDO ODZ SURYLVLRQV�
���

+RZHYHU� WKHUH DUH DOUHDG\ FRQVLGHUDEOH SUHFHGHQWV RI GLUHFWLYHV UHTXLULQJ

0HPEHU 6WDWHV WR HQIRUFH VSHFLILF �QRQ�FULPLQDO� GXWLHV DQG SURKLELWLRQV E\

�VDQFWLRQV��

7KH FRQVHTXHQFH RI WKHVH FRQVLGHUDWLRQV LV WKLV� ,I WKH (& ZHUH WR

UHTXLUH 0HPEHU 6WDWHV� H�J�� LQ D IXWXUH GLUHFWLYH RQ HOHFWURQLF FRPPHUFH

DQG�RU RQ LOOHJDO DQG KDUPIXO FRQWHQWV� WR SURKLELW FHUWDLQ DFWLYLWLHV LQ

FRPSXWHU QHWZRUNV E\ QDWLRQDO ODZ� LW FRXOG DOVR UHTXLUH 0HPEHU 6WDWHV WR

FUHDWH DGHTXDWH PHDVXUHV RU HYHQ �VDQFWLRQV� HQIRUFLQJ WKHVH SURKLELWLRQV�

�� &RQFOXVLRQV

7KH (& FDQ HQDFW GLUHFWLYHV RQ WKH KDUPRQLVDWLRQ RI 0HPEHU 6WDWHV

SURYLVLRQV ZLWK UHVSHFW WR

D� DFWV WR EH SURKLELWHG DQG VDQFWLRQHG E\ 0HPEHU 6WDWHV LQ RUGHU WR

JXDUDQWHH WKH VHFXULW\ RI HOHFWURQLF FRPPHUFH �H�J� ZLWK UHVSHFW WR

KDFNLQJ� HVSLRQDJH� VDERWDJH� PDQLSXODWLRQV�

E� DFWV WR EH SURKLELWHG DQG VDQFWLRQHG E\ 0HPEHU 6WDWHV LQ RUGHU WR UHDFK

FRPPRQ VWDQGDUGV WKURXJKRXW WKH &RPPXQLW\ ZLWK UHJDUG WR LOOHJDO DQG

KDUPIXO FRQWHQWV� EXW DOVR LQ RUGHU WR DYRLG IXUWKHU�JRLQJ UHVWULFWLRQV RI

LQWHUQDWLRQDO GDWD IORZ E\ 0HPEHU 6WDWHV �ZKLFK JR EH\RQG D OLVW RI LOOHJDO

DFWV DV GHILQHG E\ (& ODZ�

F�  WKH �FLYLO� DGPLQLVWUDWLYH DQG FULPLQDO� UHVSRQVLELOLW\ RI RQOLQH DFFHVV DQG

VHUYLFH SURYLGHUV IRU LOOHJDO DQG KDUPIXO FRQWHQWV�
���

'HPDQGV IRU D KDUPRQLVDWLRQ RU XQLILFDWLRQ RI FULPLQDO ODZ SURYLVLRQV WKDW

JR EH\RQG WKLV OHYHO� VKRXOG ± DW OHDVW IRU SROLWLFDO UHDVRQV ± EH GHDOW ZLWK

E\ WKLUG SLOODU PHDVXUHV� 7KLV LV HVSHFLDOO\ LPSRUWDQW ZLWK UHVSHFW WR D PRUH

GHWDLOHG UHJXODWLRQ RI WKH VDQFWLRQV DQG ZLWK UHVSHFW WR FULPLQDO SURFHGXUDO

ODZ IRU ZKLFK WKH ILUVW SLOODU GRHV QRW SURYLGH FRPSHWHQFHV�

��� 7KH UHDVRQ IRU WKLV UHOXFWDQFH PXVW SDUWO\ DOVR EH DWWULEXWHG WR WKH IDFW WKDW WKLUG SLOODU DFWLRQ

UHSUHVHQWV DQ DGHTXDWH DOWHUQDWLYH WR GLUHFWLYHV DV ORQJ DV WKH SDUWLHV WR D FRQYHQWLRQ DFWXDOO\

FRPSO\ ZLWK WKH GXWLHV WKH\ FRQVHQWHG WR�

��� 7KH KDUPRQLVDWLRQ RI WKH UHVSRQVLELOLW\ RI RQOLQH DFFHVV DQG VHUYLFH SURYLGHUV KDV VSHFLDO SULRULW\

VLQFH LQ WKLV DUHD� PRVW 0HPEHU 6WDWHV KDYH UHDOO\ VWDUWHG QRW \HW WR DGRSW QDWLRQDO OHJLVODWLRQ�

7KHUHIRUH� WKH (XURSHDQ &RPPXQLW\ VKRXOG GHDO ZLWK WKLV TXHVWLRQ LQ D SULRULW\ DFWLRQ EHIRUH

IXUWKHU�JRLQJ QDWLRQDO OHJLVODWLRQ ZLOO UHQGHU D KDUPRQLVDWLRQ PRUH GLIILFXOW�
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%� $FWLRQV�&RYHUHG�E\�WKH�7KLUG�3LOODU

$FWLRQV XQGHU WKH WKLUG SLOODU RI WKH (8 7UHDW\ ZLWK UHVSHFW WR FRPSXWHU

FULPH FUHDWH OHVV SUREOHPV IRU WKH (8 FRPSHWHQFHV DV DFWLRQV XQGHU WKH

ILUVW SLOODU� 7KH (8 7UHDW\ VLJQHG LQ 0DDVWULFKW RQ � )HEUXDU\ ���� SURYLGHG

QHZ UXOHV LQ WKH . $UWLFOHV RI 7LWOH 9, RQ FR�RSHUDWLRQ LQ WKH ILHOGV RI MXVWLFH

DQG KRPH DIIDLUV �LQIUD ��� 7KH 7UHDW\ RI $PVWHUGDP DPHQGLQJ WKH 7UHDW\

HVWDEOLVKLQJ WKH (XURSHDQ 8QLRQ VLJQHG RQ � 2FWREHU ���� �DQG QRW \HW

UDWLILHG� ZLOO FRQVLGHUDEO\ H[WHQG WKHVH SURYLVLRQV RQ SROLFH DQG MXGLFLDO FR�

RSHUDWLRQ LQ FULPLQDO PDWWHUV �LQIUD ��� %RWK 7UHDWLHV HQKDQFH WKH &RXQFLO
V

FRPSHWHQFHV IRU DFWLRQV LQ WKH ILHOG RI FRPSXWHU FULPH �LQIUD ���

�� $FWLRQV�XQGHU�WKH�0DDVWULFKW�7UHDW\

$FFRUGLQJ WR $UWLFOH .�� RI WKH 0DDVWULFKW 7UHDW\� 0HPEHU 6WDWHV VKDOO� IRU

WKH SXUSRVHV RI DFKLHYLQJ WKH REMHFWLYHV RI WKH 8QLRQ� LQ SDUWLFXODU WKH IUHH

PRYHPHQW RI SHUVRQV� UHJDUG WKH IROORZLQJ DUHDV DV PDWWHUV RI FRPPRQ

LQWHUHVW ZLWKRXW SUHMXGLFH WR WKH SRZHUV RI WKH (XURSHDQ &RPPXQLW\�

���� FRPEDWLQJ IUDXG RQ DQ LQWHUQDWLRQDO VFDOH LQ VR IDU DV WKLV LV QRW FRYHUHG E\ ���

WR ���� ���

��� MXGLFLDO FR�RSHUDWLRQ LQ FULPLQDO PDWWHUV� ���

��� SROLFH FR�RSHUDWLRQ IRU WKH SXUSRVHV RI SUHYHQWLQJ DQG FRPEDWLQJ WHUURULVP�

XQODZIXO GUXJ�WUDIILFNLQJ DQG RWKHU VHULRXV IRUPV RI LQWHUQDWLRQDO FULPH� LQFOXGLQJ

LI QHFHVVDU\ FHUWDLQ DVSHFWV RI FXVWRPV FR�RSHUDWLRQ� LQ FRQQHFWLRQ ZLWK WKH

RUJDQLVDWLRQ RI D 8QLRQ�ZLGH V\VWHP IRU H[FKDQJLQJ LQIRUPDWLRQ ZLWKLQ D

(XURSHDQ 3ROLFH 2IILFH �(XURSRO���

:LWK UHVSHFW WR WKHVH DLPV� $UWLFOH .�� HPSRZHUV WKH &RXQFLO �XVLQJ

PHDVXUHV JHQHUDOO\ DGRSWHG E\ D PDMRULW\ RI WZR WKLUGV� WR�

��D� DGRSW MRLQW SRVLWLRQV DQG SURPRWH� XVLQJ WKH DSSURSULDWH IRUP DQG SURFHGXUHV�

DQ\ FRRSHUDWLRQ FRQWULEXWLQJ WR WKH SXUVXLW RI WKH REMHFWLYHV RI WKH 8QLRQ�
���

�E� DGRSW MRLQW DFWLRQ LQ VR IDU DV WKH REMHFWLYHV RI WKH 8QLRQ FDQ EH DWWDLQHG EHWWHU

E\ MRLQW DFWLRQ WKDQ E\ WKH 0HPEHU 6WDWHV DFWLQJ LQGLYLGXDOO\ RQ DFFRXQW RI WKH

VFDOH RU HIIHFWV RI WKH DFWLRQ HQYLVDJHG� LW PD\ GHFLGH WKDW PHDVXUHV

LPSOHPHQWLQJ MRLQW DFWLRQ DUH WR EH DGRSWHG E\ D TXDOLILHG PDMRULW\�
���

��� -RLQW SRVLWLRQV DUH D QHZ FR�RSHUDWLRQ LQVWUXPHQW LQ WKH DUHD RI KRPH DIIDLUV LQWURGXFHG E\ WKH

0DDVWULFKW 7UHDW\� 7KHUH LV D FRQWURYHUV\ LQ OHJDO VFLHQFH DERXW WKHLU FRPPLWPHQW HIIHFW IRU WKH

0HPEHU 6WDWHV �VHH +DLOEURQQHU�.OHLQ�0DJLHUD�0�OOHU�*UDII� +DQGNRPPHQWDU ]XP 9HUWUDJ �EHU

GLH (XURSlLVFKH 8QLRQ �(89�(*9�� $UWLFOH .� 9,,�� ZKLFK XQWLO QRZ KDV QRW EHHQ VROYHG�

��� 7KH LQVWUXPHQW RI MRLQW DFWLRQ� WRR� KDV EHHQ LQWURGXFHG E\ WKH (8 7UHDW\� 7KH 0HPEHU 6WDWHV

PRVWO\ DUH RI WKH RSLQLRQ WKDW MRLQW DFWLRQV DUH ELQGLQJ IRU WKHP� 7KLV FRQFOXVLRQ LV EDVHG RQ
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�F� ZLWKRXW SUHMXGLFH WR $UWLFOH ��� RI WKH 7UHDW\ HVWDEOLVKLQJ WKH (XURSHDQ

&RPPXQLW\� GUDZ XS FRQYHQWLRQV ZKLFK LW VKDOO UHFRPPHQG WR WKH 0HPEHU 6WDWHV

IRU DGRSWLRQ LQ DFFRUGDQFH ZLWK WKHLU UHVSHFWLYH FRQVWLWXWLRQDO UHTXLUHPHQWV��
���

�� $FWLRQV�XQGHU�WKH�$PVWHUGDP�7UHDW\

$IWHU WKH UDWLILFDWLRQ RI WKH 7UHDW\ RI $PVWHUGDP VLJQHG RQ � 2FWREHU �����

WKH SURYLVLRQV RQ SROLFH DQG MXGLFLDO FR�RSHUDWLRQ LQ FULPLQDO PDWWHUV RI

0DDVWULFKW 7UHDW\ �7LWOH 9,� ZLOO EH FRQVLGHUDEO\ DPHQGHG DQG UHQXPEHUHG�

7KH QHZ $UWLFOH �� �H[�$UWLFOH .��� HVWDEOLVKHV WKDW �WKH 8QLRQ
V REMHFWLYH

VKDOO EH WR SURYLGH FLWL]HQV ZLWK D KLJK OHYHO RI VDIHW\ ZLWKLQ D DUHD RI

IUHHGRP� VHFXULW\� DQG MXVWLFH�� $FFRUGLQJ WR $UWLFOH �� �H[�$UWLFOH .����

�FRPPRQ DFWLRQ LQ WKH ILHOG RI SROLFH FR�RSHUDWLRQ VKDOO LQFOXGH ���

RSHUDWLRQDO FR�RSHUDWLRQ EHWZHHQ WKH FRPSHWHQW DXWKRULWLHV� LQFOXGLQJ WKH

SROLFH� FXVWRPV DQG RWKHU VSHFLDOLVHG ODZ HQIRUFHPHQW VHUYLFHV RI WKH

0HPEHU 6WDWHV LQ UHODWLRQ WR WKH SUHYHQWLRQ� GHWHFWLRQ DQG LQYHVWLJDWLRQ RI

FULPLQDO RIIHQFHV ���� $FFRUGLQJ WR $UWLFOH �� �H[�$UWLFOH .���� FRPPRQ DFWLRQ

RQ MXGLFLDO FR�RSHUDWLRQ LQ FULPLQDO PDWWHUV VKDOO LQFOXGH�

��F� HQVXULQJ FRPSDWLELOLW\ LQ UXOHV DSSOLFDEOH LQ WKH 0HPEHU 6WDWHV� DV PD\ EH

QHFHVVDU\ WR LPSURYH VXFK FR�RSHUDWLRQ�

�G� SUHYHQWLQJ FRQIOLFWV RI MXULVGLFWLRQ EHWZHHQ 0HPEHU 6WDWHV�

�H� SURJUHVVLYHO\ DGRSWLQJ PHDVXUHV HVWDEOLVKLQJ PLQLPXP UXOHV UHODWLQJ WR WKH

FRQVWLWXHQW HOHPHQWV RI FULPLQDO DFWV DQG WR SHQDOWLHV LQ WKH ILHOG RI RUJDQLVHG

FULPH� WHUURULVP DQG LOOLFLW GUXJ WUDIILFNLQJ��

0RUHRYHU� $UWLFOH �� �H[�$UWLFOH .��� SURYLGHV WKDW �WKH &RXQFLO VKDOO OD\

GRZQ WKH FRQGLWLRQV DQG OLPLWDWLRQV XQGHU ZKLFK WKH FRPSHWHQW DXWKRULWLHV

UHIHUUHG WR LQ $UWLFOHV .�� DQG .�� PD\ RSHUDWH LQ WKH WHUULWRU\ RI DQRWKHU

0HPEHU 6WDWH LQ OLDLVRQ DQG LQ DJUHHPHQW ZLWK WKH DXWKRULWLHV RI WKDW

6WDWH��

$UWLFOH �� �H[�$UWLFOH .��� GHILQHV WKH W\SHV RI DFWLRQ SRVVLEOH ZLWKLQ WKH

WKLUG SLOODU� ,W DEROLVKHV WKH IRUPHU MRLQW DFWLRQV XQGHU WKH 0DDVWULFKW 7UHDW\

DQG UHSODFHV LW E\ IUDPHZRUN GHFLVLRQV ZKLFK ± VLPLODU WR WKH GLUHFWLYHV RI

$UWLFOH -�� ��� RI WKH 0DDVWULFKW 7UHDW\� LQ ZKLFK WKH FRPPLWWLQJ HIIHFW RI MRLQW DFWLRQV LV H[SOLFLWO\

UHJXODWHG IRU WKH FRPPRQ IRUHLJQ DQG VHFXULW\ SROLF\� -RLQW DFWLRQV DUH DOVR SXEOLVKHG LQ SDUW / RI

WKH 2IILFLDO -RXUQDO DQG LQFOXGH SURYLVLRQV DERXW WKHLU HQWU\ LQWR IRUFH �VHH

+DLOEURQQHU�.OHLQ�0DJLHUD�0�OOHU�*UDII� +DQGNRPPHQWDU ]XP 9HUWUDJ �EHU GLH (XURSlLVFKH 8QLRQ

�(89�(*9�� $UWLFOH .� 9,,����

��� &RQYHQWLRQV DUH QRW ELQGLQJ� 7KH\ EHFRPH ELQGLQJ RQO\ ZLWK WKH 0HPEHU 6WDWHV
 FRQVHQW �VHH

+DLOEURQQHU�.OHLQ�0DJLHUD�0�OOHU�*UDII� +DQGNRPPHQWDU ]XP 9HUWUDJ �EHU GLH (XURSlLVFKH 8QLRQ

�(89�(*9�� $UWLFOH .� 9,,����
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WKH ILUVW SLOODU XQGHU $UWLFOH ��� ��� (& 7UHDW\ ± DUH ELQGLQJ IRU WKH 0HPEHU

6WDWHV DV WR WKH UHVXOW ZKLFK VKDOO EH DFKLHYHG EXW ZLOO OHDYH WKH QDWLRQDO

DXWKRULW\ WKH FKRLFH RI IRUP DQG PHWKRGV� $V D FRQVHTXHQFH� WKH

$PVWHUGDP 7UHDW\ SURYLGHV� LQ WKH QHZ $UWLFOH �� �H[�$UWLFOH .���� IRU IRXU

W\SHV RI PHDVXUHV� $FWLQJ XQDQLPRXVO\ RQ WKH LQLWLDWLYH RI DQ\ 0HPEHU

6WDWH RU RI WKH &RPPLVVLRQ� WKH &RXQFLO PD\�

��D� DGRSW FRPPRQ SRVLWLRQV GHILQLQJ WKH DSSURDFK RI WKH 8QLRQ WR D SDUWLFXODU

PDWWHU�

�E� DGRSW IUDPHZRUN GHFLVLRQV IRU WKH SXUSRVH RI DSSUR[LPDWLRQ RI WKH 0HPEHU

6WDWHV� )UDPHZRUN GHFLVLRQV VKDOO EH ELQGLQJ XSRQ WKH 0HPEHU 6WDWHV DV WR WKH

UHVXOW WR EH DFKLHYHG EXW VKDOO OHDYH WKH QDWLRQDO DXWKRULWLHV WKH FKRLFH RI IRUP

DQG PHWKRGV� 7KH\ VKDOO QRW HQWDLO GLUHFW HIIHFW�

�F� DGRSW GHFLVLRQV IRU DQ\ RWKHU SXUSRVH FRQVLVWHQW ZLWK WKH REMHFWLYHV RI WKLV 7LWOH�

H[FOXGLQJ DQ\ DSSUR[LPDWLRQ RI WKH ODZV DQG UHJXODWLRQV RI WKH 0HPEHU 6WDWHV�

7KHVH GHFLVLRQV VKDOO EH ELQGLQJ DQG VKDOO QRW HQWDLO GLUHFW HIIHFW� WKH &RXQFLO�

DFWLQJ E\ D TXDOLILHG PDMRULW\� VKDOO DGRSW PHDVXUHV QHFHVVDU\ WR LPSOHPHQW WKRVH

GHFLVLRQV DW WKH OHYHO RI WKH 8QLRQ�

�G� HVWDEOLVK FRQYHQWLRQV ZKLFK LW VKDOO UHFRPPHQG WR WKH 0HPEHU 6WDWHV IRU

DGRSWLRQ LQ DFFRUGDQFH ZLWK WKHLU UHVSHFWLYH FRQVWLWXWLRQDO UHTXLUHPHQWV� 0HPEHU

6WDWHV VKDOO EHJLQ WKH SURFHGXUHV DSSOLFDEOH ZLWKLQ D WLPH OLPLW WR EH VHW E\ WKH

&RXQFLO��

�� &RQVHTXHQFHV�IRU�&RXQFLO�$FWLRQV�LQ�WKH�)LHOG�RI
&RPSXWHU�&ULPH

)ROORZLQJ WKH ILQGLQJV DQG DUJXPHQWV DERYH� WKHUH LV QR GRXEW WKDW ILJKWLQJ

LQWHUQDWLRQDO FRPSXWHU FULPH IDOOV XQGHU $UWLFOH .�� ���� ���� ��� RI WKH (8

7UHDW\ �HVSHFLDOO\ ZLWK XQGHU WKH WHUPV FRPEDWLQJ IUDXG DW DQ LQWHUQDWLRQDO

VFDOH� WUDGLWLRQDO FRUSRUDWLRQ LQ FULPLQDO PHDVXUHV� SROLFH FRUSRUDWLRQ IRU

WKH SXUSRVHV RI SUHYHQWLQJ RWKHU VHULRXV IRUPV RI LQWHUQDWLRQDO FULPH�� 7KH

FRPSHWHQFH RI WKH &RXQFLO ZLOO EH HYHQ EURDGHU XQGHU WKH QHZ $UWLFOHV ��

�H[�$UWLFOH .���� �� �H[�$UWLFOH .��� DQG �� �H[�$UWLFOH .��� UHYLVHG E\ WKH

$PVWHUGDP 7UHDW\ �HVSHFLDOO\ ZLWK UHVSHFW WR� SURYLGLQJ D KLJK OHYHO RI

VDIHW\ ZLWKLQ DQ DUHD RI UHODWLYH IUHHGRP� VHFXULW\ DQG MXVWLFH� RSHUDWLRQDO

SROLFH FRUSRUDWLRQ� LQVXULQJ FRPSDWLELOLW\ RI UXOHV DSSOLFDEOH LQ WKH 0HPEHU

6WDWHV� ZKLFK PD\ EH QHFHVVDU\ WR LPSURYH FR�RSHUDWLRQ� SUHYHQWLQJ

FRQIOLFWV RI MXULVGLFWLRQ EHWZHHQ 0HPEHU 6WDWHV� DGRSWLQJ PHDVXUHV�

HVWDEOLVKLQJ PLQLPXP UXOHV UHODWLQJ WR WKH FRQVWLWXWLQJ HOHPHQWV RI FULPLQDO

DFWV DQG SHQDOWLHV LQ WKH ILHOG RI RUJDQLVHG FULPH��

7KHUHIRUH� WKH &RXQFLO KDV WKH FRPSHWHQFH WR GHDO ZLWK WKH DERYH

PHQWLRQHG OHJDO SUREOHPV LQ MRLQW DFWLRQV �RU� DIWHU WKH UDWLILFDWLRQ RI WKH

$PVWHUGDP 7UHDW\� LQ IUDPH ZRUN GHFLVLRQV� DQG LQ FRQYHQWLRQV�

&RQVLGHULQJ WKH WLPH UHTXLUHG IRU WKH UDWLILFDWLRQ RI FRQYHQWLRQV� ZH ZRXOG

UHFRPPHQG WR XVH ± DW OHDVW DV D ILUVW DSSURDFK ± WKH LQVWUXPHQWV RI MRLQW
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DFWLRQV RU IUDPHZRUN GHFLVLRQV� ,Q RUGHU WR VXJJHVW SULRULW\ DFWLRQV� ZH

ZRXOG HVSHFLDOO\ UHFRPPHQG WR GHDO ZLWK WKH IROORZLQJ MRLQW DFWLRQV �RU

IUDPHZRUN GHFLVLRQV��

− FUHDWLQJ PLQLPXP UXOHV RI FULPLQDO ODZ IRU ILJKWLQJ LQWHUQDWLRQDO FRPSXWHU

FULPH HVSHFLDOO\ LQ LQWHUQDWLRQDO FRPSXWHU QHWZRUNV� LQFOXGLQJ WKH

KDUPRQLVDWLRQ RI DFFHSWHG VWDQGDUGV IRU FRQWHQWV�

− UHFRPPHQGLQJ DGHTXDWH FRHUFLYH SRZHUV �LQFOXGLQJ VROXWLRQV IRU

HQFU\SWHG GDWD� ZLWK UHVSHFW WR WKH LQYHVWLJDWLRQV RI FRPSXWHU FULPH LQ

LQWHUQDWLRQDO FRPSXWHU QHWZRUNV�

− GHDOLQJ VSHFLILFDOO\ ZLWK WUDQVERUGHU LQYHVWLJDWLRQV LQ LQWHUQDWLRQDO

FRPSXWHU QHWZRUNV �H�J� IUHH]LQJ RSHUDWLRQV��

− VROYLQJ FRQIOLFWV RI MXULVGLFWLRQV DULVLQJ IURP LQWHUQDWLRQDO FRPSXWHU

QHWZRUNV �HVSHFLDOO\ ZLWK UHVSHFW WR LOOHJDO FRQWHQWV ZKLFK FRXOG IDOO XQGHU

D PXOWLWXGH RI MXULVGLFWLRQV��

&UHDWLQJ PLQLPXP UXOHV IRU LOOHJDO DFWLYLWLHV DQG LOOHJDO FRQWHQWV VKRXOG EH

WKH EDVLV IRU DOO RWKHU DFWLYLWLHV VLQFH WKH LQWHUQDWLRQDO SURVHFXWLRQ RI

FRPSXWHU FULPH ZLOO QRW EH SRVVLEOH LQ D FRXQWU\ LQ ZKLFK WKH UHVSHFWLYH DFWV

DUH QRW FULPLQDO� 7KH GHILQLWLRQ RI VXFK D OLVW RI PLQLPXP UXOHV FDQ EH EDVHG

RQ WKH ZRUN DOUHDG\ DFKLHYHG� HVSHFLDOO\ E\ WKH &RXQFLO RI (XURSH DQG WKH

&RXQFLO RI WKH (XURSHDQ 8QLRQ� 6LPXOWDQHRXVO\� WKH SURFHGXUDO ODZ LVVXHV

VKRXOG EH EDVHG RQ WKH ZRUN ZKLFK LV DOUHDG\ DFFRPSOLVKHG DQG SUHVHQWO\

FRQWLQXHG ZLWKLQ WKH &RXQFLO RI (XURSH�

&� &RQFOXVLRQV�DQG�5HFRPPHQGDWLRQV

7KH DQDO\VLV RI LQWHUQDWLRQDO DQG VXSUDQDWLRQDO DFWLYLWLHV LQ FKDSWHU ,9

GHVFULEHG WKDW WKH (XURSHDQ &RPPXQLW\ KDV DOUHDG\ HQDFWHG GLUHFWLYHV ZLWK

SUHFLVH UHTXLUHPHQWV IRU WKH KDUPRQLVDWLRQ RI WKH QRQ�FULPLQDO SURYLVLRQV RI

GDWD SURWHFWLRQ ODZ DQG RI LQWHOOHFWXDO SURSHUW\ SURWHFWLRQ� 7KH SUHYLRXV

DQDO\VLV RI FRPSHWHQFHV �FKDSWHU 9,� VKRZV� WKDW WKH (8 KDV IXUWKHU

UHDFKLQJ SRZHUV IRU OHJDO PHDVXUHV DJDLQVW FRPSXWHU FULPH ERWK XQGHU WKH

ILUVW DQG WKH WKLUG SLOODU� 'LUHFWLYHV XQGHU WKH ILUVW SLOODU VKRXOG FRQFHQWUDWH

RQ QRQ�FULPLQDO SURKLELWLRQV DQG UXOHV �ZKLFK PD\ LQFOXGH JHQHUDO

UHTXLUHPHQWV IRU DGHTXDWH VDQFWLRQV�� ZKHUHDV PHDVXUHV XQGHU WKH WKLUG

SLOODU VKRXOG KDUPRQLVH WKH VDQFWLRQV RI FULPLQDO ODZ DQG FULPLQDO SURFHGXUDO

ODZ� ,Q RUGHU WR UHDFK WKH QHFHVVDU\ KDUPRQLVDWLRQ LQ DOO RI WKH DERYH

DQDO\VHG DUHDV RI FRPSXWHU�UHODWHG ODZ� WKH SUHVHQW VWXG\ HVSHFLDOO\

UHFRPPHQGV WKH IROORZLQJ SULRULW\ DFWLRQV�
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�� /HJDO PHDVXUHV XQGHU WKH ILUVW SLOODU FDQ EH EDVHG RQ $UWLFOH ���D RI WKH

7UHDW\ RQ WKH (XURSHDQ 8QLRQ� 7KH\ FRXOG SULPDULO\ IRFXV RQ�

D� 7KH HODERUDWLRQ RI D GLUHFWLYH RQ WKH JHQHUDO �FLYLO DQG FULPLQDO�

UHVSRQVLELOLW\ RI DFFHVV DQG ,QWHUQHW VHUYLFH SURYLGHUV �ZKLFK VKRXOG EH

HODERUDWHG EHIRUH PRUH QDWLRQDO ODZV ZLOO HQDFW VXFK UHJXODWLRQV��

6XFK D GLUHFWLYH FRXOG EH EDVHG RQ WKH IROORZLQJ SULQFLSOHV�

− SURYLGHUV VKRXOG EH UHVSRQVLEOH LQ DFFRUGDQFH ZLWK JHQHUDO ODZV IRU

WKHLU RZQ FRQWHQW� ZKLFK WKH\ SURGXFH RU ZKLFK WKH\ PDNH DYDLODEOH

IRU XVH�

− SURYLGHUV VKRXOG QRW EH UHVSRQVLEOH IRU DQ\ WKLUG�SDUW\ FRQWHQW ZKLFK

WKH\ PDNH DYDLODEOH IRU XVH RQ WKHLU VHUYHUV XQOHVV WKH\ KDYH

NQRZOHGJH RI VXFK FRQWHQW DQG DUH WHFKQLFDOO\ DEOH DQG FDQ UHDVRQDEO\

EH H[SHFWHG WR SURKLELW WKH VWRUDJH RI VXFK FRQWHQW�

− SURYLGHUV VKRXOG QRW EH KHOG UHVSRQVLEOH IRU DQ\ WKLUG�SDUW\ FRQWHQW WR

ZKLFK WKH\ RQO\ SURYLGH DFFHVV �XQOHVV WKH\ FRQWUDYHQH FRQFUHWH DQG

QRQ�DSSHDODEOH EORFNLQJ RUGHUV��

E� 7KH FRQVLGHUDWLRQ RI D GLUHFWLYH ZKLFK FRXOG GHILQH LOOHJDO DQG KDUPIXO

FRQWHQWV LQ FRPSXWHU QHWZRUNV� ZKLFK FRXOG QRW RQO\ UHTXLUH 0HPEHU

6WDWHV WR FUHDWH HIIHFWLYH VDQFWLRQV DJDLQVW WKHVH LOOHJDO DQG KDUPIXO

FRQWHQWV EXW DOVR SURKLELW 0HPEHU 6WDWHV WR UHVWULFW LQWHUQDWLRQDO GDWD

IORZ ZLWK UHVSHFW WR LOOHJDO DQG KDUPIXO FRQWHQWV QRW OLVWHG LQ WKH

GLUHFWLYH�

6XFK D GLUHFWLYH FRXOG EDQ HVSHFLDOO\ FKLOG SRUQRJUDSK\� UDFLVP�

[HQRSKRELD DV ZHOO DV RWKHU LOOHJDO RU KDUPIXO FRQWHQWV�

F� 7KH LQFOXVLRQ RI D OLVW RI LOOHJDO DFWV WR EH SURKLELWHG DQG FRYHUHG E\

DGHTXDWH VDQFWLRQV RI QDWLRQDO ODZ LQ D IXWXUH GLUHFWLYH �H�J� RQ HOHFWURQLF

FRPPHUFH� LQ RUGHU WR JXDUDQWHH VHFXULW\ DQG FRQVXPHU SURWHFWLRQ LQ

(XURSHDQ FRPSXWHU QHWZRUNV�

7KH OLVWV RI DFWV FRXOG EH EDVHG RQ WKH �PLQLPXP OLVW� RI WKH &RXQFLO RI

(XURSH FRQVLGHULQJ WKH XSGDWH UHTXLUHPHQWV RI WKH $,'3� DQG LQFOXGH

KDFNLQJ� HVSLRQDJH� VDERWDJH� PDQLSXODWLRQV DQG IRUJHU\�

�� /HJDO PHDVXUHV XQGHU WKH WKLUG SLOODU FDQ EH EDVHG RQ WKH .�$UWLFOHV RI

WKH 7UHDW\ RQ (XURSHDQ 8QLRQ� 7KH\ VKRXOG FRQFHQWUDWH RQ MRLQW DFWLRQV �RU�

XQGHU WKH $PVWHUGDP 7UHDW\� IUDPHZRUN GHFLVLRQV�� LQ FR�RSHUDWLRQ ZLWK

WKH &RXQFLO RI (XURSH DQG WKH 3� JURXS� +RZHYHU� WKH (8 VKRXOG FRQVWDQWO\

ORRN IRU D FORVHU FR�RSHUDWLRQ ZLWKLQ WKH (XURSHDQ 8QLRQ WKDQ LV SRVVLEOH

ZLWKLQ WKH IUDPHZRUN RI WKH RWKHU LQWHUQDWLRQDO RUJDQLVDWLRQV� 7KH MRLQW

DFWLRQV RU IUDPHZRUN GHFLVLRQV FRXOG EH DGRSWHG ZLWK UHVSHFW WR
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D� FUHDWLQJ PLQLPXP UXOHV IRU FULPLQDO ODZ SURYLVLRQV ZLWK UHVSHFW WR

LQWHUQDWLRQDO FRPSXWHU FULPH �EDVHG RQ WKH SURKLELWLRQ PHQWLRQHG

VXSUD ���

E� UHFRPPHQGLQJ DGHTXDWH FRHUFLYH SRZHUV ZLWK UHVSHFW WR WKH

LQYHVWLJDWLRQ RI FRPSXWHU FULPH LQ LQWHUQDWLRQDO FRPSXWHU QHWZRUNV

�EDODQFLQJ WKH UHTXLUHPHQWV IRU HIIHFWLYH SURVHFXWLRQ DQG IRU KXPDQ

ULJKWV RI VXVSHFWV DQG ZLWQHVVHV��

F� IRVWHULQJ WUDQVERUGHU LQYHVWLJDWLRQV LQ LQWHUQDWLRQDO FRPSXWHU QHWZRUNV

�HVSHFLDOO\ WUDQVERUGHU �RQOLQH� LQYHVWLJDWLRQV DQG IUHH]LQJ RSHUDWLRQV��

G� GHILQLQJ WKH UDQJH RI QDWLRQDO MXULVGLFWLRQV LQ LQWHUQDWLRQDO FRPSXWHU

QHWZRUNV �HVSHFLDOO\ VROYLQJ FRQIOLFWV RI MXULVGLFWLRQ DULVLQJ LQ LQWHUQDWLRQDO

FRPSXWHU QHWZRUNV� H�J�� ZLWK UHVSHFW WR LOOHJDO FRQWHQWV ZKLFK FRXOG IDOO

XQGHU D PXOWLWXGH RI MXULVGLFWLRQV��

H� FUHDWLQJ D VHW RI FRPPRQ UXOHV IRU D KDUPRQLVHG UHFRUG�NHHSLQJ LQ SROLFH

DQG MXGLFLDO VWDWLVWLFV DV ZHOO DV IRU VWDWLVWLFDO DQDO\VLV LQ VSHFLILF ILHOGV RI

�FRPSXWHU� FULPH�

,Q RUGHU WR DYRLG RYHUODSSLQJ ZRUN E\ YDULRXV LQWHUQDWLRQDO DQG

VXSUDQDWLRQDO RUJDQLVDWLRQV� WKH (XURSHDQ &RPPLVVLRQ FRXOG RUJDQLVH D

MRLQW FRQIHUHQFH RU D ZRUNVKRS RI WKH PDMRU SOD\HUV LQ WKH ILJKW DJDLQVW

FRPSXWHU FULPH �QH[W WR WKH (8� HVSHFLDOO\ WKH &RXQFLO RI (XURSH� WKH 3��

WKH 2(&'� ,QWHUSRO DQG WKH 81� ZLWK WKH DLP RI EULQJLQJ WRJHWKHU DQG FR�

RUGLQDWLQJ WKH ZRUN RI WKHVH RUJDQLVDWLRQV� 7KH DQDO\VLV RI WKLV UHSRUW FRXOG

EH WKH VWDUWLQJ SRLQW IRU WKLV FR�RUGLQDWLRQV HIIRUW� 'XULQJ RU DIWHU WKLV

FRQIHUHQFH� LW VKRXOG EH GHFLGHG ZKHWKHU WKH (8 ZLOO GHYHORS WKH

LQVWUXPHQWV SURSRVHG DERYH PRUH RQ LWV RZQ RU PRUH LQ FR�RSHUDWLRQ �RU E\

UHIHUHQFH WR� WKH SURSRVDOV RI RWKHU LQWHUQDWLRQDO ERGLHV� ,Q DQ\ FDVH�

PHFKDQLVPV VKRXOG EH LQVWDOOHG VR WKDW WKH UHVXOWV RI WKH RWKHU LQWHUQDWLRQDO

ERGLHV FDQ EH LQFRUSRUDWHG LQ WKH VROXWLRQV RI WKH (XURSHDQ 8QLRQ� 7KH DLP

RI LQWHUQDWLRQDO DFWLRQV VKRXOG QRW RQO\ EH WR UHDFK (XURSHDQ� EXW DOVR

ZRUOG�ZLGH DFFHSWHG VROXWLRQV� 7KH UHDVRQV IRU D (XURSH�ZLGH

KDUPRQLVDWLRQ DSSO\ PXWDWLV PXWDQGLV DOVR IRU JOREDO VROXWLRQV�

1HYHUWKHOHVV� ZKHQ PRQLWRULQJ DQG GHYHORSLQJ LQWHUQDWLRQDO VROXWLRQV LQ

RWKHU LQWHUQDWLRQDO ERGLHV� LW VKRXOG EH NHSW LQ PLQG WKDW WKH (XURSHDQ

8QLRQ FDQ FRPH WR D FORVHU DQG IDVWHU KDUPRQLVDWLRQ WKDQ H�J� SURSRVDOV

ZLWKLQ WKH &RXQFLO RI (XURSH� WKH 3� RU WKH 8QLWHG 1DWLRQV�


